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2 Demo Topology

Here is the topology we’ll be implementing. The aim here is to provide the starting point to put together a solution
that include the Mobility conductor (formally known as mobility master), controllers, APs, ClearPass and Airwave.

Tﬂomt"ty ClearPass D‘.'B"Cti:oe Airwave
o1 192.168.1.95 e 192.168.1.15
Controller 7008-1 192.168.1.55 192.168.1.250
y \ — — — —
Gontrollor 70082 11111111 =8s8 sess =5
yd
Ly = s es wees i3,
VLAN 1 untagged Guest
VLAN 12 tagged Employee
VLAN 20 tagged Staff
VLAN 30 tagged Student
| 192.168.1.0/24 —
V0LAN-192

This is the part 2 of the three parts series.
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7 Guest Access Configuration

Here we’ll start with MM configuration followed by ClearPass.

7.1 MM Guest Wireless Configuration
We'll go through the Tasks wizard

New WLAN
General VLANs Security Access
Primary usage: Employee ®) Guest
Broadcast on: All APs v
Forwarding mode: Tunnel v
New WLAN
et ] )
General VLANs Security Access
VLAN: 1 v
Show VLAN details
New WLAN
e
General VLANS Security Access
Captive Portal Options:
ClearPass or other external Captive Portal ClearPass
Internal Captive Portal with authentication
. ) . ) Auth servers:
Internal Captive Portal with email registration
Internal Captive Portal, no auth or registration
No Captive Portal
Host addressing: IPv4 IPv6
Host: victory.clearpass.infc
Page: /guest/school.php
Redirect URL: http://mmww.network:
Use purple wi-fi:
New WLAN
» -
General VLANs Security Access
Default role: Guest-guest-logon
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So, once you deploy the configurations, the wizard created a authentication server group.

E Managed Network > Lab > (3:)

bashboard Auth Servers AAA Profiles L2 Authentication L3 Authentication User Rules Advanced

Configuration

WLANs Server Groups 4
Roles & Policies NAME SERVERS FAIL THROUGH LOAD BALANCE SERVER RULES &3]
Access Points default 2 ~ B ,
internal 1 -~ -~ 1
AP Groups
school_dot1_svg 1 -~ -~ 1
| Authentication =
Guest_dot1_svg 1 - - 0 -
Services +
Interfaces
Controllers Server Group > Guest_dot1 svg Servers Options Server Rules @ Drag rows to re-order
NAME TYPE IP ADDRESS TRIM FQDN MATCH RULES 223]
System
Clearpass RADIUS 192.168.1.95 - 0
Tasks

It also created an AAA profile with initial user role as “Guest-guest-logon”. This user role will only provide access to
DHCP, DNS and redirection to ClearPass

— Managed Network > Lab >

Dashboard Auth Servers  AAAProfiles L2 Authentication L3 Authentication  UserRules  Advanced

Configuration

WLANS AAA Profiles AAA Profile: Guest_aaa_prof
Roles & Policies © B Mma @ Initial role: Guest-guest-logon ~
Access Points © [3 Guest aaa prof [} o
MAC Authentication Default Role: guest v
AP Groups (5 802.1X Authentication
IAuthent\cation [ 202.1X Authentication Server Group 802.1X Authentication Default Role: guest v
Services 5 MAC Authentication Download Role from CPPM:
Interfaces (5 MAC Authentication Server Group Set username from dhcp option 12:
. L2 Authentication Fail Through:
[% RADIUS Accounting Server Group
Controllers Multiple Server Accounting:
[ RFC 3576 server
System (B XML API server User idle timeout: seconds
Tasks
® [B NoAuthAAAProfile Max |Pv4 for wireless user: 2
Redundancy
@ B default RADIUS Roaming Accounting:
loT
® (B default-dot1x RADIUS Interim Accounting:
Maintenance
@ [3 default-dot1x-psk RADIUS Acct-Session-Id In Access-Request:
® B default-iap-aaa-prof... User derivation rules: -None- v

Now because we want to also enable MAC caching for the guest users, we need to add a MAC Authentication profile
along with Auth server and accounting server groups for it. The aim of this workflow is that a new guest user gets
redirected to captive portal on ClearPass and will use username/password or accepts term and conditions and gets
in. Then for a specific period of time, if the same guest users disconnects and reconnects, will not get the captive
portal again and will be MAC authenticated.

— Managed Network > Lab >

Dashboard Auth Servers AAA Profiles L2 Authentication L3 Authentication User Rules Advanced

Configuration

WLANs AAA Profiles MAC Authentication Profile: default
Roles & Policies @ G MmAa
MAC Authentication Profile: default v +
Access Points © [B Guest_aaa_prof
AP Groups (S 802.1X Authentication

Delimiter: none v
|Authentication (B 802.1X Authentication Server Group

Case: lower v
Services [3 MAC Authentication

Interfaces (5 MAC Authentication Server Group Max Authentication failures: 0
[B RADIUS Accounting Server Group Reauthentication:
Controllers
(5 RFC 3576 server Reauthentication Interval 86400 sec
System
; (5 XML API server Use Server provided Reauthentication Interval:
Tasks

@ [5 NoAuthAAAProfile
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—— Managed Network > Lab >

Dashboard

Configuration
WLANS
Roles & Policies
Access Points
AP Groups
Authentication
Services
Interfaces
Controllers.
System

Tasks

= Managed Network > Lab >

Dashboard

Configuration
WLANs
Roles & Policies
Access Points
AP Groups
Authentication
Services
Interfaces
Controllers
System

Tasks
= Managed Network > Lab >

Dashboard

Configuration
WLANs
Roles & Policies
Access Points
AP Groups
Authentication
Services
Interfaces
Controllers
System

Tasks

Auth Servers

Auth Servers

Auth Servers

AAA Profiles L2 Authentication

AAA Profiles
OB A
© [B Guest_aaa_prof
[5 802.1X Authentication
[5 802.1X Authentication Server Group

[5 MAC Authentication

L3 Authentication User Rules Advanced

Server Group: Guest_dot1_svg

Server Group:| Guest_dot]_svg v

Fail Through:

Load Balance:

[3 MAC Authentication Server Group

[ RADIUS Accounting Server Group
3 RFC 3576 server

5 XML API server

AAA Profiles L2 Authentication

AAA Profiles
O B
© [5 Guest_aaa_prof
B 802.1X Authentication
[ 802.1X Authentication Server Group
B MAC Authentication
(5 MAC Authentication Server Group
[B RFC 3576 server

5 XML AP server

AAA Profiles L2 Authentication

AAA Profiles
© B AmA
© [ Guest_aaa_prof
[ 802.1X Authentication
[5 802.1X Authentication Server Group
B MAC Authentication
[5 MAC Authentication Server Group
(B RADIUS Accounting Server Group

B RFC 3576 server

[B XML API server

L3 Authentication User Rules Advanced

Server Group: Guest_dot1_svg

Server Group:| Guest_dotl_svg v

Fail Through:

Load Balance:

L3 Authentication User Rules Advanced
RFC 3576 Server
RFC 3576 SERVER
192.168.1.95
RFC 3576 server:
+

Next, we’ll do some fine tuning on Captive portal profile that was created by the wizard. We’ll reduce the redirect
pause to 1 sec fand uncheck “logout popup window”

Auth Servers AAA Profiles

L3 Authentication

© [B Captive Portal Authentication

© [3 Guest_cppm_prof

[5 Server Group
@ [5 default
@ [B Stateful Kerberos Authentication
@ [ Stateful NTLM Authentication
@ [ VIAAuthentication
® [B VIAConnection
@ [B VIAWeb Authentication
@ [B VPN Authentication

@ [5 WISPr Authentication

L2 Authentication

L3 Authentication

User Rules

Advanced

Captive Portal Authentication Profile: Guest_cppm_prof

Default Role: guest
Default Guest Role: guest
Redirect Pause: 1
User Login: ad
Guest Login:

Logout popup window:

Use HTTP for authentication:

Logon wait minimum wait: 5
Logon wait maximum wait: 10
logon wait CPU utilization threshold: 60
Max Authentication failures: 0

Lastly, note that we have not use a publicly signed HTTPS server certificate for the controllers and hence the

redirection of a web page will issue a warning on the client’s web browser. In all deployment it is highly

recommended to have a public cert for the controllers as well as ClearPass nodes.
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7.2 ClearPass Guest policy Configuration

We'll go through the guest confirmation needed on ClearPass. There are two part to it, one is the web pages that the
client redirects to and the other is the policy service we need to create. We'll start with the policy service.

Here we are using the following template. This creates 2x services one is MAC authentication and the second one is
Guest redirection to captive portal page.

aruba ClearPass Policy Manager
Dashboard o To authenticate users logging in via captive portal with their cloud identity or social media accounts. Guests must re-authenticate after their session ends.
m Monitoring L]

©

o) .
o Configuration

fed Service Templates & Wizards

£ Services

To authenticate guest devices based on their MAC address.

&
fi; Device MAC Authentication

odiroam EDUROAM service
+ =5 Authentication n Service template for roaming users to connect to campus networks that are part of the eduroam federation.
£ Identity
{¥ Single Sign-On (SS0) (@) Encrypted Wireless Access via 802.1X Public PEAP method
43 Local Users & Service Template for providing encrypted wireless access to (guest) users via fixed 802.1X PEAP credentials
1 Endpoints
£} Static Host Lists ‘§’ Guest Access
5 Rol To authenticate guest users logging in via captive portal. Guests must re-authenticate after their session ends.
oles

1 Role Mappings
+ ™ posture | ,,g Guest Access - Web Login
@

To authenticate guest users logging in via guest portal.
Q Enforcement

1 Policies ) P— . =
il ‘1" Guest Authentication with MAC Caching
1% Profiles To authenticate users once using captive portal and later to allow logins using cached MAC Address of the device.
4 Network
1 Devices

@6 OAuth2 API User Access

1} Device Groups > Service template for API clients authenticating with username and password (OAuth2 grant type "password")

1 Proxy Targets

| AP
12 Event Sources % oOnboard
Q Network Scan @ Service template for authorizing device credential provisioning and onboarding
1 Policy Simulation
frﬁb

Onboard Services Only
Service template for authorizing device credential and onboarding

#% Administration

Configuration » Service Templates & Wizards

Service Templates - Guest Authentication with MAC Caching

m Wireless Network Settings MAC Caching Settings Posture Settings Access Restrictions

Name Prefix*: ked

Description

Users first login via captive portal and their MAC addresses are cached. Subsequent logins will use MAC authentication and bypass the captive portal. Network
access can be restricted based on day of the week, bandwidth limit or number of unique devices used by the User. The cache lifetime of the MAC address can
vary according to the user's role (Guest, Employee or Contractor) and after that the user will have to re-authenticate via captive portal. Posture checks can be
enabled, optionally, to validate the client device for antivirus, anti-spyware, firewall status. These results will determine the enforcement for the device.

£ Back to Service Templates & Wizards Add Service
General Wireless Network Settings MAC Caching Settings Posture Settings Access Restrictions

Select NAD Client: [MD-1 v]

Wireless SSID*: |Gue5ﬂ |

£ Back to Service Templates & Wizards Add Service
General Wireless Network Settings MAC Caching Settings Posture Settings Access Restrictions

Enter MAC Caching duration for the users. After this time expires, users will have to re-authenticate via captive portal

Cache duration for Employee: ‘One Month V‘
Cache duration for Guest: ‘One Day V‘
Cache duration for Contractor: ‘One Week V‘

€ Back to Service Templates & Wizards Add Service m
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General

Wireless Network Settings MAC Caching Settings Access Restrictions

Enable Posture Checks to perform health checks after authentication.

Enable Posture Checks:

£ Back to Service Templates & Wizards

General Wireless Network Settings MAC Caching Settings Posture Settings Access Restrictions

O cConfigure Guest Web Login page

[ ext— [l Ao servics J Gancol |

+* Enforcement Type applies to the Captive Portal Access, Employee Access, Guest Access, and Contractor Access fields.
= Captive Portal Access is used for unauthenticated users and after the MAC caching duration has expired.
* At least one of Employee, Guest, and Contractor Access must be provided.

Enforcement Type*:
Captive Portal Access*:

Days allowed for access*:

| Aruba Role Enforcement V|
| Guest-guest-logon

Monday [ Tuesday Wednesday

Thursday Friday Saturday Sunday

Maximum number of devices allowed per user*: [5 |

Maximum bandwidth allowed per user®:
Employee Access:
Guest Access:

Contractor Access:

Cl MB (For unlimited bandwidth, set value to 0)
[Employee-Guest |
lGuest |
|dpm]actor |

£ Back to Service Templates & Wizards

Add Service

o= Add
£ Import
S Export All

Services

= Added 15 Enforcement Profile(s)
= Added 2 Enforcement Policies

= Added 2 Role Mapping Policies

= Added 2 service(s)

This page shows the current list and order of services that ClearPass follows during authentication and authorization.

B Go ] Ctear Fitter |

Filter:| Name v H contains v H

# B Order « Name Type Template

1 O 1 [Policy Manager Admin Network Login Service] TACACS TACACS+ Enforcement (=]
2 O 2 [AirGroup Authorization Service] RADIUS RADIUS Enforcement ( Generic ) [}
3 O 3 [Aruba Device Access Service] TACACS TACACS+ Enforcement (]
4 O a [Guest Operator Logins] Application Aruba Application Authentication (]
5 O s [Insight Operator Logins] Application Aruba Application Authentication (]
6 [0 s [Device Registration Disconnect] WEBAUTH Web-based Authentication [/}
7 o 7 AA Aruba 802.1X Wireless RADIUS Aruba 802.1X Wireless (/]
8 0 s GG MAC Authentication RADIUS MAC Authentication [)
9 O o GG User Authentication with MAC Caching RADIUS RADIUS Enforcement ( Generic ) g

We'll look at the MAC authentication service
Services - GG MAC Authentication

Note: This Service is created by Service Template

Summary m Authentication Authorization Roles Enforcement
Name: |GG MAC Authentication \
Description: MAC Authentication bypass for captive

portal users

Type: MAC Authentication
Status: Enabled
Monitor Mode: [] Enable to monitor network access without enforcement
More Options: Authorization [ Audit End-hosts [ Profile Endpeints [] Accounting Proxy

Service Rule

Matches OO ANY or ® ALL of the following conditions:

Operator

1. ‘ Connection Client-Mac-Address EQUALS %{Radius:IETF:User-Name} il
2. ‘ Radius:Aruba Aruba-Essid-Name EQUALS Guest @
3. ‘ Click to add.




Summary Service Authentication Authorization Roles Enforcement

Authentication Methods: [Allow All MAC AUTH] Add New Authentication Method
|-Select to Add— >

Authentication Sources: [Endpoints Repository] [Local SQL DB] Add New Authentication Source
[—Select to Add— v

Summary Service Authentication Roles Enforcement
Authorization Details: Authorization sources from which role mapping attributes are fetched (for each Authentication Source)
Authentication Source Attributes Fetched From

1. [Endpoints Repository] [Local SQL DB] [Endpoints Repository] [Local SQL DB]

Additional authorization sources from which to fetch role-mapping attributes -
[Time Source] [Local SQL DB] Add New Authentication Source
[Guest User Repository] [Local SQL DB]

[ —Select to Add— v

Summary Service Authentication Authorization m Enforcement

Role Mapping Policy: GG MAC Authentication Role Mapping v‘ Add New Role Mapping Policy

Role Mapping Policy Details
Description:
Default Role: [Other]

Rules Evaluation Algorithm: evaluate-all

Conditions Role

(Authorization:[Endpoints Repository]:Unique-Device-Count )

(Authorization:[Time Source]:Now DT %{Endpoint: MAC-Auth

1. Expiry}) [MAC Caching]
(Authorization: [Guest User Repository]:AccountExpired false)
(Authorization:[Guest User Repository]:AccountEnabled true)

2. (Endpoint: Guest Role ID 1) [Contractor]

3. (Endpoint: Guest Role ID 2) [Guest]

4. (Endpoint: Guest Role ID 3) [Employee]

Summary Service Authentication Authorization Roles
Use Cached Results: [J Use cached Roles and Posture attributes from previous sessions
Enforcement Policy: [GG MAC Authentication Enforcement Policy ~] Add New Enforcement Policy

Enforcement Policy Details
Description:
Default Profile: [Deny Access Profile]

Rules Evaluation Algorithm: first-applicable

Conditions Enforcement Profiles

(Tips:Role [MAC Caching]
1. [Guest] [Allow Access Profile], GG Guest Device Profile
[User Authenticated])
(Tips:Role [MAC Caching]
2. [Employee] [Allow Access Profile], GG Employee Device Profile
[User Authenticated])
(Tips:Role [MAC Caching]
3. [Contractor] [Allow Access Profile], GG Contractor Device Profile
[User Authenticated])
(Tips:Role [Guest]
4. [Contractor] [Allow Access Profile], GG Captive Portal Profile
[Employee])
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And here are the enforcement profiles that are used here.

nary Profile Attributes

Profile:

Name: GG Guest Device Profile
Description: Role/VLAN enforcement for Guest
Type: RADIUS

Action: Accept

Device Group List: =

Attributes:

Type Name Value
1. | Radius:Aruba Aruba-User-Role = Guest
2. | Radius: IETF User-Name = %{Endpoint:Username’}

Summary Profile Attributes

Profile:

Name: GG Employee Device Profile
Description: Role/VLAN enforcement for Employee
Type: RADIUS

Action: Accept

Device Group List: =

Attributes:
Type Name Value
1. ‘ Radius:Aruba Aruba-User-Role = Employee-Guest
2. ‘ Radius:IETF User-Name = %{Endpoint:Username}

Summary Profile Attributes

Profile:

Name: GG Contractor Device Profile
Description: Role/VLAN enforcement for Contractor
Type: RADIUS

Action: Accept

Device Group List: =

Attributes:
Type Name Value
1. ‘ Radius:Aruba Aruba-User-Role = Contractor
2. ‘ Radius:IETF User-Name = % {Endpoint:Username}

Summary Profile Attributes

Profile:

Name: GG Captive Portal Profile

Description: Captive Portal Role/VLAN enforcement
Type: RADIUS

Action: Accept

Device Group List: =

Attributes:
Type L ET Value
1. | Radius:Aruba Aruba-User-Role = Guest-guest-logon

Next, we'll look at the User Authentication with MAC caching service

Services - GG User Authentication with MAC Caching
MNote: This Service is created by Service Template

summary RO Aushenvicain _ Authorization _Roles _ Enforcement

Name: |GG User Authentication with MAC Caching ]
Description: [captive Portal authentication with MAC

Caching
Type: RADIUS Enforcement ( Generic )
Status: Enabled
Monitor Mode: [0 Enable to monitor network access without enforcement
More Options: Authorization [ Posture Compliance [ Audit End-hosts [ Profile Endpoints [] Accounting Proxy

Service Rule
Matches O ANY or ® ALL of the following conditions:
Typ! Name Operator value

1. | Radius:IETF Calling-Station-Id EXISTS er
2. | Connection Client-Mac-Address NOT_EQUALS %{Radius:IETF:User-Name} B
3. | Radius:Aruba Aruba-Essid-Name EQUALS Guest By
4. £
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Summary Service Authentication Authorization Roles Enforcement

Authentication Methods: [PAP] Add New Authentication Method

[MSCHAP]
[CHAP]

[—Select to Add— ]

Authentication Sources: [Guest User Repository] [Local SQL DB] Add New Authentication Source

| —Select to Add— -

Summary Service Authentication Roles Enforcement

Authorization Details: Authorization sources from which role mapping attributes are fetched (for each Authentication Source)

utes Fetched From

Authentication Source

1. [Guest User Repository] [Local SQL DB] [Guest User Repository] [Local SQL DB]

Additional authorization sources from which to fetch role-mapping attributes -
[Endpoints Repository] [Local SQL DB] Add New Authentication Source
[Time Source] [Local SQL DB]

[—select to Add— ~]

Summary Service Authentication Authorization m Enforcement

Role Mapping Policy: GG User Authentication with MAC Caching Role Mapping | Add New Role Mapping Policy

Role Mapping Policy Details
Description:
Default Role: [Other]

Rules Evaluation Algorithm: evaluate-all

Conditions Role

1. (GuestUser:Role 1D 1) [Contractor]
2. (GuestUser:Role 1D 2) [Guest]
3. (GuestUser:Role ID 3) [Employee]
EE e e p—
Use Cached Results: [ Use cached Roles and Posture attributes from previous sessions
EnforcementiBalicy: [66G User Authentication with MAC Caching Enforcement Policy | Add New Enforcement Policy

Enforcement Policy Details
Description:
Default Profile: [Allow Access Profile]

Rules Evaluation Algorithm: first-applicable

Conditions Enforcement Profiles

1. (Authorization:[Endpoints Repository]:Unique-Device-Count 5) [Deny Access Profile]

GG MAC Caching Session Timeout, GG MAC Caching Bandwidth Limit,
GG MAC Caching Session Limit, GG Employee MAC Caching, [Update
Endpoint Known], GG MAC Caching Do Expire, GG MAC Caching Expire
Post Login, GG Employee Profile

GG MAC Caching Session Timeout, GG MAC Caching Bandwidth Limit,
GG MAC Caching Session Limit, GG Contractor MAC Caching, [Update
Endpoint Known], GG MAC Caching Do Expire, GG MAC Caching Expire
Post Login, GG Contractor Profile

GG MAC Caching Session Timeout, GG MAC Caching Bandwidth Limit,
GG MAC Caching Session Limit, GG Guest MAC Caching, [Update
Endpoint Known], GG MAC Caching Do Expire, GG MAC Caching Expire
Post Login, GG Guest Profile

(Tips:Role [Employee])
2. (Date: Day-of-Week
Monday, Tuesday,Wednesday, Thursday, Friday,Saturday,Sunday)

(Tips:Role [Contractor])
3. (Date:Day-of-Week
Monday, Tuesday,Wednesday, Thursday, Friday,Saturday,Sunday)
(Tips:Role [Guest])

4. (Date:Day-of-Week
Monday, Tuesday,Wednesday, Thursday, Friday,Saturday,Sunday)

The enforcement profiles

Profile Attributes

Profile:

Name: GG Employee Profile

Description: Role/VLAN enforcement for Employee
Type: RADIUS

Action: Accept

Device Group List: =

Attributes:
Type Name Value
1. ‘ Radius:Aruba Aruba-User-Role = Employee-Guest
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Profile Attributes

Profile:

Name: GG Guest Profile

Description: Role/VLAN enforcement for Guest
Type: RADIUS

Action: Accept

Device Group List: =

Attributes:
Type Name Value
1. ‘ Radius:Aruba Aruba-User-Role = Guest
Su ary Profile Attributes
Profile:
Name: GG Contractor Profile
Description: Role/VLAN enforcement for Contractor
Type: RADIUS
Action: Accept

Device Group List: =

Attributes:
Type Name Value
1. ‘ Radius:Aruba Aruba-User-Role = Contractor

7.3 ClearPass Guest Portal Configuration

Here we’ll configure the captive portal pages.

arvba ClearPass Policy Manager e —
A pastivoara -
~
ame
Latest Alerts - .
Status Host Name Management IPv4 Management IPv6 Server Role Last Replication Status
All Requests [ victory 192.168.1.95 Publisher oK

Trend all Policy Manager requests.
System cPU ation © | Request Processing Time
Rﬁ’ Applications

&  Launch other ClearPass Applications

% 200
Authentication Status. N g
Trend Successful and Failed suthentications g £
g so 100
Cluster Status g %
5 =
%lg Monitor the status of the entire cluster £ 2
PP U NP SOU SO £
. - i == = 23 S
_4 Device Category 1435 1440 1445 1450 1455 15:00 1435 1440 1445 1450 1455 1500
(o5 Eiarm s Time (mins) Time (mins)

Device Family

Q«c Device Family

Endpoint Profiler Summary
ﬁO Endpoint profiling details |

@ Failed Authentications. All Requests. °
Track the lstest failed authentications Quick Links o

System == User - 10 Wait - RADIUS == Apphuth |

+ Health Status £ Start Configuring Policies 30
Trend Healthy and Unhealthy requests £ Manage Services
Latest Authentications & Access Tracker 20
Latest Authentications B0 Analysis and Trending g
g
License Usage £x Network Devices £
Qc License Usage 10
i Server Manager
MDM Discovery Summary 27 ClearPass Guest
‘Q‘O Mobile Device Management discovery details N PR
o @ ClearPass Onboard 1200 3.Feb 1200 4.Feb 1200 S Feb 1200  6.Feb 120
OnGuard Clients Summary & ClearPass Insight Time

OnGuard Clients details

3.ClearPass Extensions

B (Al Requests] |

First we'll create a guest user called cpguser with no expiration on the account.

aruba ClearPass Guest Meny =
87 Guest @ Home » Guest
€ Active Sessions Guest Manager

& create account
@' create Multiple
1} Export Accounts Guest Account Management

3 tmport Accounts Use the commands below to manage your network’s guest user accounts.
8] Manage Accounts
Create New Guest Account

8 Manage Multiple Accounts
Set up a new account for guest access to your netwerk.

Create Multiple Guest Accounts
Create multiple guest accounts, each with a randomly-
assigned username and password.

@-) Manage Guest Accounts
i; View a list of all current guest accounts. You can modify
and remove individual user accounts here.
-
| D@| View alist of all current guest accounts. You can moify

and remove one or more user accounts here.

Active Sessions
§4) View active accounting sessions and disconnect or
T change authorization for sessi

=to

ons.

Import Guest Accounts
Import a list of guests from a text file and create a guest
account for each entry in the list.

Export Guest Accounts
Export a list of all current guest accounts to a file. You
can select the format you want to export to here.

L,

Edit Multiple Guest Accounts ‘
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arvba
€] Guest

!,ﬂ Active Sessions

Y eare ccoun:
fcreate Multiple

i} Export Accounts

.i."’ Import Accounts

;’j Manage Accounts

SJ‘ Manage Multiple Accounts

* Guest's Name:

* Company Name:

* Email Address:

Account Activation:

Account Expiration:

* Account Role:

Password:

Notes:

* Terms of Use:

ClearPass Guest

(z} Home » Guest » Create Account

Create Guest Account

New guest account being created by admin.

eate New Guest Accou

[cpguser ]
Name of the guest.

cpguser

Company name of the guest

[cpuser@aa.com |
The guest’s email address. This will become their username to leg into the network.

Select an option far changing the activation time of this account.

[ Account will not expire ~]
Select an option for changing the expiration time of this account.

[Guest] ~
Role to assign to this account.

234726

I am the sponsor of this account and accept the terms of use

* oriivad fisld

Once created we’ll modify it to change the username and password

aruba
B Guest

!,ﬁ' Active Sessions
& Create Account
fcreate Multiple

_i} Export Accounts

ClearPass Guest

@ Home = Guest » Manage Accounts

Manage Guest Accounts

The following table shows the guest accounts that have been created. Click an account to modify it.

k Hel Creatx =P M Opti
_ﬁ Import Accounts © Quick Help & reate [EF More Options
8 Fiter: | \

a:L Manage Multiple Accounts

| ‘ cpguser

& Username

Activation

[Guest] Active 23 hours ago

Expiration

Mo expiry

(%) Reset password é) Change expiration €3 Remove B’ Edit :'ﬁ"‘ Sessions (—y Print s Show Details

(& Refresh

1

Showing 1 - 1 of 1

20 rows per page

%, Back to guests
€44 Back to main
a; Guest o
k Hel Creat: =F M Opti
!ﬂ Active Sessions Q Quick Help <5 reate [EF More Options
Filter: [ ]

& Create Account

fcreate Multiple
_i} Export Accounts s cpguser
ﬁ Import Accounts

;’j Manage Accounts

%,Manage Multiple Accounts

* Guest's Name:

*u

Account Activation:

Account Expiration:

Account Lifetime:

Total Allowed Usage:

Username

[Guest] Active 23 hours ago

f-g; Reset password \.f) Change expiration €3 Remove [? Edit “"ﬂ"‘ Sessions }\Q Print ‘ Show Details

To update the properties of this guest account, use the form below:

Edit Account

[epgquser ]
Mame of the guest.

sername: |5Egu_5er |

Mame of the account.

|(No changes: Account is active) ~ |
Select an option for chanaing the activation time of this account.

|[Nn changes: Account will not expire) ‘
Select an option for changing the expiration time of this account.

The amount of time after the first login before the account will expire and be deleted.

(No changes) ~
Select an option for changing the allowed usage time of this account.

Account Role: (No changes: [Guest]) ~

*p

New p.

Confirm Password:

Role to assign to this account.

Type in @ new password ~

assword: | o B | .
Select an option for editing the guest account’s password.
[eesesees ]

assword:

Type in a new password to assign to the guest account.

[sessesns |
Repeat the new password for the guest account.

Session Limit:

Devices

Onboard

Configuration

Administration

The number of simultanecus sessions allowed for this account. Type 0 for unlimited use.

Notes:

No expiry
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Next we’ll create a weblogin page, note that the page name will be in the redirection URL, also if you are using public
certificate on the controllers, you need to change securelogin.arubanetworks.com. We’ll cover this later.

-y Guest

Devices

N Onboard

“4, Configuration ©)
“gAuthenticat\om
- Content Manager
q‘-: Private Files
(g Public Files
ﬂ:Guest Manager
+ 89 Hotspot Manager
= .-b Pages
% Fields
% Forms

m List Views
.-l Self-Registrations
Y Ve Logis
4, Web Pages
+-| 52 Receipts
# - fg SMs Services
+ Eé_i‘TransIations

* Name:

Page Name:

Description:

* Vendor Settings:

Login Method:

* Address:

Secure Login:

Dynamic Address:

Page Redirect

Options for specifying parameters passed in the initial redirect.

Security Hash:

Login Form

Opticns for specifying the behaviour and content of the login form.

Authentication:

Prevent CNA:

Custom Form:

Custom Labels:

* pPre-Auth Check:

Terms:

CAPTCHA:

Default Destination

Options for controlling the destination clients will redirect to after login.

* Default URL:

Override Destination:

Home » Configuration » Pages » Web Logins

Web Login (school)

Use this form to make changes to the Web Login school.

Web Login Edito

Enter a name for thiz web login page.

[schoal |
Enter a page name for this web login.
The web login will be accessible from "/guest/page_name.php”

Comments or descriptive text about the web login.

|Aruba ~ \
Select a predefined group of settings suitable for standard network configurations.

| Controller-initiated — Guest browser performs HTTP farm submit ~
Select how the user’s network login will be handled.
Server-initiated logins require the user’s MAC address to be available, usually from the captive portal redirection process.

[securelogin.arubanetworks.com |
Enter the IP address or hostname of the vendor’s product here.

| Use vendor default e ‘
Select a security option to apply to the web login process.

[ The contraller will send the IP to submit credentials
In multi-controller deplayments, it is often required to post credentials to different addresses made available as part of the original redirection.
The address above will be used whenever the parameter is not available or fails the requirements below.

| Do not check — login will always be permitted v
Select the level of checking to apply to URL parameters passed to the web login page.
Use this aptian to detect when URL parameters have been madified by the user, for example their MAC address.

Credentials — Require a username and password v

Select the authentication requirement.

Access Code requires a single code (username) to be entered.

Anonymaus allows a blank farm requiring just the terms or a Log In button. A pre-existing account is required.
Auto is similar to ananymous but the page is automatically submitted.

Access Code and Anonymous require the account to have the Username Authentication field set.

Enable bypassing the Apple Captive Metwork Assistant
The Apple Captive Netwark Assistant (CNA) is the pop-up browser shawn when joining a netwark that has a captive portal.
Nate that this option may nat work with all vendors, depending on how the captive portal is implemented.

|:| Provide a custom login form
If selected, you must supply your own HTML lagin form in the Header or Footer HTML areas.

D Override the default labels and error messages
If selected, you will be able to alter labels and error messages for the current login form.

|None — na extra checks will be made ™
Select how the username and password should be checked before proceeding to the NAS authentication.

Require a Terms and Conditions confirmation
If checked, the user will be forced to accept a Terms and Conditions checkbosx.

None
Select a CAPTCHA mode.

Enter the default URL to redirect clients.
Please ensure you prepend "http://" for any external domain.

[ Force default destination for all clients
If selected, the client’s default destination will be overridden regardless of its value.
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aruvba

~g Guest

91’ Devices
B Onboard
“&, Configuration
8 Authentication
= @ Content Manager
@i Private Files
g Public Files

8] cuest Manager
+ 8% Hotspot Manager

B Pages

Ty Fields

i Forms

[ List Views

@ Self-Registrations

4 e

4, Web Pages

Login Page
Options for controlling the look and feel of the login page.

* Skin: Galleria Skin 3

Choose the skin to use when this web login page is displayed.

Title:  The title to display on the web login page.
Leawe blank to use the default (Login).

{nwa_cookiecheck}
{if Serrmsg}{nwa_icontext type=error}{ferrmsg|escapel{/nwa_icontext}{/if}

{nwa_text id=T7980}<p>

Please login to the network using your

zsername and password. ]
</ pri/nwa_text}

Header HTML:

Insert... ~

HTML template code displayed before the login farm.

{nwa_text id=7979}<p>

Contact a staff member if vou are experiencing
difficulty logging in.

Footer HTML: </p>{/nwa_text}

Insert... ~
HTML template code displayed after the login form.
{nwa_text 1d=7973}<p>
Logging in, pleases wailt...
</p>{/nwa_text}
Login Message:
Insert... d

HTML template code displayed while the login attempt is in progress.

* .
Login Delay:
g \ The time in seconds to delay while displaying the login message.

Advertising Services
Enable advertising content on the login page.

advertising:  [] Enable Advertising Services content

Cloud Identity
Optionally present guests with various cloud identity / social login options.

Enabled: [ Enable logins with cloud identity / social network credentials

Multi-Factor Authentication
Require a secondary factor when authenticating.

Provider: | No multi-factor authentication ~

Metwork Login Access
Controls access to the login page.

Allowed Access:

Enter the IP addresses and netwarks fram which lagins are permitted.

Denied Access:

Enter the 1P addresses and networks that are denied login access.

Send HTTP 404 Not Found status

* Deny Behavior:
Select the response of the system to a request that is not permitted.

Post-Authentication
Actions to perform after a successful pre-authentication.

Health Check: D Require a successful OnGuard health check
If selected, the guest will be required to pass a health check prior to accessing the netwark.

Update Endpaint: D Mark the user’ 5. MAC aqdress as a known endpol.nt )
If selected, the endpuoint’s attributes will also be updated with other details from the user account.

-5 Save Changes ¥ Save and Reload

ClearPass Guest enu =
Home » Configuration » Pages » Web Logins

Web Logins 4k Create a new web login page

Many NAS devices support Web-based authentication for visitors.
By defining 2 web login page on the ClearPass Guest you are able to provide a customized graphical login page for visitors accessing the network through these NAS devices.
Use this list view to define new web login pages, and to make changes to existing web login pages.

@) Onboard device provisioning pages are now managed from the Web Login tab within provisioning settings

Page Title Page Name Page Skin
& school school
[ Edit [} Duplicate  ¢3 Delete (3} Translations i Launch

Galleria Skin 3

1 web login .;:; Reload

Show all rows

'@+ Back to pages
“ Back to configuration

&% Rark tn main

You can test the page as well, when you'll click on the launch a tab will open and you’ll see the captive portal note

the URL which in this case is https://victory.clearpass.info/guest/school.php? browser=1

The “guest/school.php” is used in the URL redirection which we configured in MM
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https://victory.clearpass.info/guest/school.php?_browser=1

Now go to content manager and upload your terms and condition page.

aruba ClearPass Guest

:. Guest Home » Configuration » Content Manager » Public Files

Devices Public Files

“4, Configuration )
B¢ authentication
- {g Content Manager Currently showing directory: Root Directory.
i Private Files
QJ Public Files| o Quick Help 1 Upload New Content 4 Download New Content m Create New Directory
ﬂ:‘; Guest Manager Owner Date Modified
8 . . .
i £% Hotspot Manager [a] advertising-campaigns-blue.png image/png 2021-02-06 11:14 24.0 KB
- @+ Pages m advertising-campaigns-
% Fields image/png 2021-02-06 11:14 25.1 KB
orange.png
Eﬁ Forms . - . .
m advertising-campaigns-steel_jpg image/ipeg 2021-02-06 11:14 26.7 KB
m List WViews
b . m advertising-services-
> Self-Registrations image/png 2021-02-06 11:14 25.3 KB
- blue-728x90.png
rﬁ Web Logins
m advertising-services-orange- .
4, Web Pages | image/png 2021-02-06 11:14 25.3 KB
728x90.png
+-| gy Receipts
&= m advertising-services-steel- X
+ HSMS Services . image/jpeg 2021-02-00 11:14 24.2 KB
728x90.jpg
+ ~é| Translations
- A terms.html| admin text/html 2021-02-06 11:14 2.9KB

:? Properties €@ Delete _T| Rename H Download \_kwew Content pp Quick View A Edit

School
Guest Wireless Access Acceptable Use Policy

This Palicy is a guide to the acceptable use of the Schoal Guest Wireless netwaork facilities and services.

Any individual connected to the Guest Wireless Network in order to use it directly or to connect to any
other networkis), must comply with this policy, the stated purposes and Acceptable Use paolicies of any
other networkis) or host(s) used, and all applicable laws, rules, and regulations.

School MAKES NO REPRESENTATIONS OR WARRANTIES CONCERNING THE AVAILABILITY OR SECURITY OF
THE GUEST WIRELESS NETWORK, AND ALL USE IS PROVIDED ON AN AS-15 BASIS. BY USING THE GUEST
WIRELESS NETWORK YOU AGREE TO DEFEND, INDEMNIFY, AND HOLD HARMLESS School FOR ANY LOSSES
OR DAMAGES THAT MAY RESULT FROM YOUR USE OF THE GUEST WIRELESS NETWORK.

School takes no responsibility and assumes no liability for any content uploaded, shared, transmitted, or

Administration o downloaded by you or any third party, or for anything you may encounter or any data that may be lost
or comnromised while connectad to the Guest Wireless Network.

7.4 Guest Testing

Now we’ll get a test device to connect to Guest SSID, it gets automatically redirected to guest page in ClearPass but
the browser will issue a warning

= Login to network

You must log in to this network before you can access the Internet.

Open Network 9 Advanced...

[cE~] £, hrtps/192.168.1.85guest a - @& O meoe = Web sites prove their identity via certificates, which are issued by certificate authorities.

(@ voumust g i tothis netvor before you can acces e e Open Network Login Page. X Firefox is backed by the non-profit Mozilla, which administers a completely open certificate authority
(CA) stare. The CA store helps ensure that certificate authorities are following best practices for user

security.

Firefox uses the Mozilla CA store to verify that a connection is secure, rather than certificates supplied by
the user's operating system. So, if an antivirus program or a network is intercepting a connection with a
security certificate issued by a CA that is not in the Mozilla CA store, the connection is considered

unsafe.

Error code: MOZILLA_PKIX_ERROR_MITM_DETECTED

— i
= Login to network View Certificate

Vou must log in to this network before you can access the Intemet

Accept the Risk and Continue
Advanced...

WEe’'ll have a look at the certificate, and we’ll see it is the default captive portal certificate which is on the controller.
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Certificate

securelogin.arubanetworks.com

Subject Name

Common Name
Organisation
Country

Issuer Name

Common Name
Organisation
Country

Validity

Not Before
Not After

securelogin.arubanetworks.com
Aruba MNetwarks
us

Aruba7008-CNDRJISPO6)
Aruba Networks
us

1/1/2016, 11:00:00 AM (Australian Eastern Daylight Time)
1/26/2051, 11:08:30 PM (Australian Eastern Daylight Time)

We'll accept this and carry on, but for all deployments you need to have a public server certificate for your
controllers. Once we accept the certificate, we’ll get redirected to the captive portal page on ClearPass

) Galleria WiFi | Login

c @

Galleria

Please login to the network using your username and
password.

Username:

cpguser

Password:

Terms:
[®4] 1 accept the

Contact a staff member if you are experiencing difficulty
4 logging in.

NETWORKS

Before we login with our guest credentials, we’ll look at the MM dashboard and see the user is in guest-login role

with minimum access.

MOBILITY MASTER CONTROLLERS ACCESS POINTS CLIENTS ALERTS
OrUbO Aruba-MM1 ®2 ©1 =
—— Managed Network >
Dashboard = — )
é & 1 client VNS 2 WLANS &« 1 9.4 MB CT) 2 Radios
Overview S —
Wireless Clients 1
Infrastructure
Traffic Analysis
NAME IP ADDRESS HEALTH BAND ROLE SNR USAGE WLAN
Security > 192.168.1.123 192.168.1.123 wim Good 5GHz Guest-guest-logon 44 dB - Guest

admin v

CONNECTE...

20:4c:03:5c:05:6e
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Then we’ll check the access tracker and see that we have a failed MAC authentication.

ashboard [] Monitoring » Live Monitoring » Access Tracker
@ Auto Refresh

lonitoring 9 Access Tracker Feb 06, 2021 14:46:43 AEDT
- [ Live Monitoring The Access Tracker page provides a reai-time display of per-session access activity on the selected server or domain.
Fliccees tracke]
& accounting T [All Requests] [L§ victory (192.166.1.95) “1:" Last 1 day before Today

& onGuard Activity
B Analysis & Trending

B system Monitor
+ [ Profler and Network Scan Filter: [ Request ID [contains ] Clear Filter Show records

|192 168.1.85 RADIUS 3088b450c084 GG MAC Authentication REJECT 2021/02/06 14:43:48

& Event Viewer 1

Request Details - Request Details R
Tnput  Output  Alerts Summary  Input Alerts

Login Status: REJECT Enforcement Profiles: [Deny Access Profile]
Session Identifier: ROD000012-01-601e1074 System Posture Status: UNKNOWN (100)
Date and Time: Feb 06, 2021 14:43:48 AEDT Audit Posture Status: UNKNOWN (100)
End-Host Identifier: AD-88-B4-50-C0-84 (Computer / Windows / Windows)
Username: 3088b450c084
Access Device IP/Port: 192.168.1.57 (MD-1 / Aruba)
Access Device Name: 7008-1
System Posture Status:  UNKNOWN (100)
Policies Used -
Service: GG MAC Authentication
Authentication Method: MAC-AUTH
Authentication Source: MNone
Authorization Source: [Guest User Repository], [Endpoints Repository], [Time Sourcel
Roles: [Other], [User Authenticated]
Enforcement Profiles: Denv Access Profilel

14 4 Showing 1 of 1-20 records » B Show Configuration m I4 4 Showing 1 of 1-20 records » bl m m
This is normal as this MAC address has not been seen before and hence the failed MAC authentication.

Now when the user performs the login process with cpguser credentials, the following will be seen.
<« X @ © £ https://securelogin.arubanetworks.com/cgi-bin/login e & | Q search n @ @ @‘

Authentication successful

In 1 seconds you will be automatically redirected to http://www.arubanetworks.com.
Click here to go there directly.

Click here to bookmark this page.

logout

And then redirected to the page that was configured on the AAA profile on the MM

) Aruba | Enterprise Networking X

< c @

rubanetworks.com e @ 97| | Q Search n @ @m & =

@ English (US) Login ContactUs Q

Products Solutions Services Support Resources Partners

a Hewlett Packard
Enterprise company

It's where big i?eas are born. Where action happens.

. DEFINE YOUR EDGE —

AT 2P N

The MM dashboard and access tracker show that the user role is now “guest”.
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MOBILITY MASTER CONTROLLERS ACCESS POINTS CLIENTS ALERTS

Qrubo Aruba-MM1 © 2 ©1 = admin v

—— Managed Network > & Qa,
Dashboard =) - )
< & 1 client N 2 WLANS <« 1 9.6 VB (T) 2 Radios
Overview
Wireless Clients 1 Y iii
Infrastructure
Traffic Analysis
NAME IP ADDRESS HEALTH BAND ROLE SNR USAGE WLAN CONNECTE...
Security > cpguser 192.168.1.123 ui Good 5GHz guest 4448 326 kB Guest 20:4c:03:5¢:05:6¢

c

And the access tracker shows a successful authentication that matches with “GG User Authentication with MAC
Caching” policy.
Monitoring » Live Monitoring » Access Tracker

Access Tracker reb 06, 2021 14:52:26 AEDT @ Auto Refresh

The Access Tracker page provides a real-time display of per-session access activity on the selected server or domain.

F [All Requests] [ EJ victory (192.168.1.95) »‘ﬁa Last 1 day before Today

records

Fllter:‘ Request 1D o || contains ‘ Clear Filter Show
| # sever  Jsouce  Jusemame ____[Sevice ___ ___lioginStatus ______|RequestTimestamp-

GG User Authentication with
1. ‘192‘168‘1.95 RADIUS cpguser ser Authentication wi ACCEPT 2021/02/06 14:51:23

MAC Caching
2. | 192.168.1.95 RADIUS a088b450c084 GG MAC Authentication REJECT 2021/02/06 14:43:48

Request Details
Input Output Accounting

Login Status: ACCEPT ~
Session Identifier: RO0000013-01-601e123b
Date and Time: Feb 06, 2021 14:51:23 AEDT
End-Host Identifier: AD-B8-B4-50-C0-84 (Computer / Windows / Windows)
Username: cpguser
Access Device IP/Port: 192.168.1.57 (MD-1 / Aruba)
Access Device Name: 7008-1
System Posture Status: UNKNOWN (100)
Policies Used -
Service:
Authentication Method: PAP
Authentication Source: Local:localhost
Authorization Source: [Guest User Repository], [Endpoints Repository], [Time Source]
Roles: [Guest], [User Authenticated]
Enforcement Profiles: GG MAC Cachina Bandwidth Limit. GG MAC Cachina Session Limit. GG Guest MAC

|4 4 Showing 1 of 1-20 records p » Show Configuration - Show Logs

Summary  Input Accounting
ogi, SChMg GEssion TIMeout, GG GUSSE Promme

System Posture Status: UNKNOWN (100)
Audit Posture Status: UNKNOWN (100)

RADIUS Response L)
Bandwidth-Check: Allowed- Limit 0
Bandwidth-Check:Check-Type Today
Bandwidth- Check:Limit-Units MB
Endpoint:Guest Role ID 2
Endpoint:MAC-Auth Expiry 2021-02-07 14:00:00
Endpoint:Username cpguser
Expire-Time-Update:GuestUser 0
Expiry-Check:Expiry- Action 0
Post-Auth-Check:Action Disconnect
Post-Auth-Check:Action Disconnect and Block Access
Radius:Aruba: Aruba-User-Role Guest

|4 « Showing 1 of 1-20 records » »| Show Configuration m

Also note that one of the post authentication actions were to update the endpoint repository status for that MAC
address to be “known”
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Dashboard Configuration » Identity » Endpoints
[ Monitoring Endpoints  had
= - - ~ & Import
&, Configuration @ & Export All

{¥ Service Templates & Wizards This page automatically lists all discovered, ingested or authenticated endpoints. An endpoint is a device that communicates back and forth with a network to which it is

£} Services connected (e.g. Desktops, Laptops, Smartphones, Tablets, Servers, Workstations, Internet-of-things (IoT) devices).
=} & Authentication
£k Methods Filter: | MAC Address | contains ~| * Clear Filter records
£x Sources
Q tdentity # B MAC Address + Hostname Device Category Device 0S Family Status Profiled
i 00-0C-29-F3-EF-AF victor Server Clearpass unknown Yes
{3 Single Sign-0n (550) g ry } ki
2 A0-88-B4-50-C0-84 Computer Windows Known Yes
{3 Local Users 0 P d

FeYcndpoints

£} Static Host Lists

Edit Endpoint
m Attributes Device Fingerprints Policy Cache

Showing 1-2 of 2

MAC Address AQ-88-B4-50-C0-84 IP Address 192.168.1.123
Description Static IP FALSE
Hostname -
; Device Category |computer [=]
Status ® known client s =
Windows -
O unknown client I=r=2 B
O Dpisabled client Device Name [Windows [=]
MAC Vendor Intel Corporate Added At Feb 06, 2021 14:43:52 AEDT
Added by policy Manager Profiled by Policy Manager

Online Status

@ on

Last Profiled At Feb 06, 2021 14:43:52 AEDT

line

Connection Type Wireless

Access Point

Network SSID Guest

ar Cache

204c035c056e

Now because the status of this endpoint is known the next time this client connects it will not be redirected to the

captive portal un
MAC auths.

Out

til its allotted time has expired. So now if we disconnect the client, we should see it will successfully

put Accounting

Login Status:

Session Identifier:
Date and Time:
End-Host Identifier:
Username:

Access Device IP/Port:
Access Device Name:

System Posture Status:

Service:
Authentication Method:
Authentication Source:
Authorization Source:
Roles:

Enforcement Profiles:

ACCEPT
RO0000013-01-601e123b
Feb 06, 2021 14:51:23 AEDT
AD-88-B4-50-C0-84 (Computer / Windows / Windows)
cpguser

192.168.1.57 (MD-1 / Aruba)

7008-1

UNKNOWN (100}
Policies Used -
GG User Authentication with MAC Caching
PAP
Local:localhost
[Guest User Repository], [Endpoints Repository], [Time Source]
[Guest], [User Authenticated]
GG MAC Cachina Bandwidth Limit, GG MAC Cachina Session Limit, GG Guest MAC

14 « Showing 1 of 1-20 records » »i Show Configuration Show Logs m

‘

Request Det:

Select Access Control Type :

RADIUS CoA Type:

Access Control Capabilities -

snve @ Rrapus coa O server Action

nt

‘ [Aruba0s Wireless - Terminat ‘
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Dashboard Monitoring » Live Monitoring » Access Tracker

Monitoring

- | Live Monitoring

Pl ccess macied

& Accounting
& OonGuard Activity

B0 Analysis & Trending

B system Monitor

<[4 profiler and Network Scan

& Audit viewer

& Event Viewer

& Data Filters

& Blacklisted Users

Looking at the details of that session

@ Access Tracker reb 0s, 2021 14:59:48 AEDT

The Access Tracker page provides a real-time dispiay of per-session access activity on the selected server or domain.

Y [All Requests]

[ ﬂJ victory (192.168.1.95)

Filter:| Request ID

1

2.

3

 |[contains ~ |

[192.168.1.95
‘192‘168‘1‘95

‘ 192.168.1.95

RADIUS

RADIUS

RADIUS

Clear Filter

cpguser

cpguser

3088b450c084

“.2" Last 1 day before Today

GG MAC Authentication

GG User Authentication with
MAC Caching

GG MAC Authentication

ACCEPT

ACCEPT

REJECT

@& Auto Refresh

Show records

2021/02/06 14:59:42
2021/02/06 14:51:23

2021/02/06 14:43:48

Request Details Request Details o
Summary  Input Accounting

Output  Accounting

Login Status:
Session Identifier:
Date and Time:
End-Host Identifier:
Username:

Access Device IP/Port:
Access Device Name:

System Posture Status:

Service:
Authentication Method:
Authentication Source:
Authorization Source:
Roles:

Enforcement Profiles:

7.5

ACCEPT
ROD000014-01-601e142e

Feb 06, 2021 14:59:42 AEDT

A0-88-B4-50-C0-84  (Computer / Windows / Windows)

cpguser

192.168.1.57 (MD-1 / Aruba)

7008-1
UNKNOWN (100)

Policies Used -

GG MAC Authentication
MAC-AUTH

Local:localhost

[Guest User Repasitory], [Endpoints Repository], [Time Source]
[Guest], [MAC Caching], [User Authenticated]

TAllow Access Profile]. GG Guest Device Profile

|« « Showing 1 of 1-20 records » »  [[EE Show Configuration Show Logs [l Close |

~

Enforcement Profiles:

System Posture Status: UNKNOWN (100)

Audit Posture Status:

RADIUS Response

UNKNOWN (100)

[Allow Access Profile], GG Guest Device Profile

(O]

Radius: Aruba: Aruba-User-Role Guest

Radius:IETF:User-Name

cpguser

14 <« Showing 1 of 1-20 records » bl Show Configuration Show Logs |l Close |

Captive Portal Server Certificate for MD

Here we’ll upload a wild card public certificate to every MD which then can be used for Captive portal server

certificate.

Once it is submitted.

General Admin

~ Import Certificates

Import Certificates
NAME

master-ssh-pub-cert

+

New Certificate
Certificate name:
Certificate filename:
Optional passphrase:
Retype passphrase:
Certificate format:

Certificate type:

CP-server-cert

PEM ~

rc  Browse

AirWave CPSec Certificates SNMP Logging Profiles
TYPE FILENAME REFERENCES
PublicCert master-ssh-pub-cert -

More

EXPIRED

No
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4 Managed Network > Lab > 7008-1 (D) Version 8.6.0.7

(=] Q
" Dashboard General Admin AirWave CPSec Certificates SNMP Logging Profiles More
E3 Mobility Master Configuration
master-ssh-pub-cert PublicCert master-ssh-pub-cert No
= Managed Network (2) WLANS 3
| CP-server-cert ServerCert clearpass.info-controller... No ol
= lab() Roles & Policies
& 7008-1 Access Points
£ 7008-2 AP Groups +
Authentication
Certificate > CP-server-cert General  Details
Services
Interfaces This certificate is intended for the following purpose(s):
Controller ® Allissuance policies
® Ensures the identity of a remote computer
| system
Issued to: *.clearpass.info
Tasks
Issued by: AlphaSSL CA - SHA256 - G2
Redundancy Valid from: Nov 2, 2020 23:05:51 GMT
Maintenance Valid to: Dec 4, 2021 23:05:51 GMT
—— Managed Network > Lab > 7008-1 () Version 8.6.0.7
Dashboard General Admin AirWave CPSec Certificates SNMP Logging Profiles More
Configuration
~ Import Certificates
WLANs
- Import Certificates
Roles & Policies
NAME TVPE FILENAME REFERENCES EXPIRED B
Access Points
master-ssh-pub-cert FublicCert master-ssh-pub-cert - No
AP G”OUDS CP-server-cert ServerCert cleary re
pass.info-controller. pem No
Authentication
Services
Interfaces +
Controller
Certificate > CP-server-cert General  Details
|System
Tasks Versis 3(0x2)
Redundancy Serial number: 14155746B8177D8AC839BC421
Maintenance Signature algorithm: sha256WithRSAENCryption
Issuer: AlphassL CA - SHA256 - G2
Vvalid from: Nov 2, 2020 23:05:51 GMT
Valid to: Dec 4, 2021 23:05:51 GMT
Subject: *.clearpass.info
Public key: rsakEncryption (2048 bit)
Key usage: Digital Signature, Key Encipherment
Thumbprint algerithm: SHA1
Thumbprint: 39:63:DF:EA69:4E:38:C2:CC:6A:85:89:D8:06:47:57:BF:4T:B6:CC
ArshalUAA 2711
Now you need to assign it as Captive Portal certificate.
General Admin AirWave CPSec Certificates SNMP Logging Profiles More
> Spanning Tree
> LACP
> Capadity Threshold
> Phone Home
v General
CAPTIVE PORTAL CERTIFICATE
Server certificate: CP-server-cert v
IDP SERVER CERTIFICATE
Server certificate: default v
CONFIGURE SSL/TLS PROTOCOL
T TLSV [ TLsv1a [ TLsv1.2

Checking it from the CLI

55L protocol:
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(7008-1) #show crypto pki serverCert

Certificates of All Nodes

CP-server-cert No
(7008-1) #show crypto pki serverCert CP-server-cert

Certificate:
Data:
Version: 3 (0x2)
Serial Number:
14:15:57:46:b1:77:d8:ac:83:9b:c4:21
Signature Algorithm: sha256WithRSAEncryption
Issuer: C=BE, 0=GlobalSign nv-sa, CN=AlphaSSL CA - SHA256 - G2
Validity
Not Before: Nov 2 23:05:51 2020 GMT
Not After : Dec 4 23:05:51 2021 GMT
Subject: CN=*.clearpass.info
Subject Public Key Info:
Public Key Algorithm: rsaEncryption

Public-Key: (2048 bit)

Modulus:
00:c9:a2:fe:62:3a:4d:1a:51:51:60:fc:50:e6:c3:
61:25:4¢c:27:05:50:93:44:62:47:33:9d:da:30:39:
ee:ee:df:46:37:31:1d:35:03:99:04:3e:c5:df:63:
c3:0d:50:72:9£:93:14:9d:70:f7:ae:fb:d5:01:76:
22:46:c2:05:0e:fl1:b0:a2:be:c2:41:43:e9:82:bc:
b2:9c:eb:f2:ee:cb:e8:0e:57:52:ac:47:01:db:75:
51:3b:68:9¢c:a2:19:57:03:69:db:bl:dd:60:d7:55:
c3:ec:1b:e1:80:50:93:1b:92:45:6e:5c:2c:44:fb:
5a:55:09:1b:00:d2:63:e3:64:2e:ac:13:24:65:1b:
ba:3b:ad:ea:a2:46:04:cf:44:£1:81:42:fc:29:14:
ca:f1:77:94:d5:48:a9:ec:a7:7e:73:6b:96:a6:35:
4e:81:2b:4b:5f:ca:1f:b1:d0:f0:dc:11:fa:b8:e6:
08:bc:20:dd:74:57:1e:3f£:17:15:77:29:00:02:52:
c2:cl:58:ca:4c:ee:el:fa:fe:30:a5:5a:e0:7f:e9:
c0:14:03:e1:78:51:40:12:7c:53:56:c2:7b:al:44:
83:16:dc:d4:f0:ce:b8:¢c3:23:e8:b7:cl:al:71:8b:
a5:45:£d:07:0a:58:19:41:96:0£:02:05:¢c6:66:a0:
3f:91

Exponent: 65537 (0x10001)

X509v3 extensions:
X509v3 Key Usage: critical
Digital Signature, Key Encipherment
Authority Information Access:
CA TIssuers — URI:http://secure2.alphassl.com/cacert/gsalphasha2g2rl.crt
OCSP - URI:http://ocsp2.globalsign.com/gsalphasha2g2

X509v3 Certificate Policies:
Policy: 1.3.6.1.4.1.4146.1.10.10
CPS: https://www.globalsign.com/repository/
Policy: 2.23.140.1.2.1

X509v3 Basic Constraints:
CA:FALSE
X509v3 CRL Distribution Points:

Full Name:
URI:http://crl2.alphassl.com/gs/gsalphasha2g2.crl

X509v3 Subject Alternative Name:
DNS:*.clearpass.info, DNS:clearpass.info
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X509v3 Extended Key Usage:
TLS Web Server Authentication, TLS Web Client Authentication
X509v3 Authority Key Identifier:
keyid:F5:CD:D5:3C:08:50:F9:6A:4F:3A:B7:97:DA:56:83:E6:69:D2:68:F7

X509v3 Subject Key Identifier:
A3:ED:1B:14:AE:B1:5E:1B:1F:8E:DD:D0:64:5F:E9:5D:3D:08:F7:D9
1.3.6.1.4.1.11129.2.4.2:

...... u.oSv.l.l.....0c.Weeveveuwve)eweewadoooou.5.Z2.....F0D
.. +.C.9.8S.~sK. . [..... n.iy..%... {..4.Tw..)Q%p7..eT.4....).0. ...... 0.[.Eg.)..6.
=....00...CX-0..y..58.|..Im..... FOD.

Signature Algorithm: sha256WithRSAEncryption
b5:4f:45:1e:e7:23:42:20:¢c3:86:4e:97:27:85:db:5b:09:5b:
ef:29:29:00:72:4f:34:15:ec:75:e5:45:05:b8:2d:ef:55:76:
e9:03:7b:46:6a:88:e5:67:04:30:19:f6:3a:41:61:d8:49:3e:
23:90:08:29:60:9f:17:ad:b0:d5:8b:99:ea:07:58:a0:ea:9f:
13:73:64:0£:25:2d:9d:48:4d:£6:46:08:55:¢c3:f4:43:cc:6d:
71:bd:e6:39:76:4b:ae:1c:7c:88:57:£f5:4d:27:a3:08:e0:db:
8b:90:39:b4:76:17:¢c8:16:a9:cf:07:36:b7:ee:08:fd:88:bb:
a5:9p:4f:ae:32:29:bf:6d:16:48:c0:47:cd:aa:bb6:ac:b2:6a:
8d:60:25:26:02:38:a2:09:68:¢c9:4d:a5:3d:59:0a:01:ca:fc:
4c:ae:8a:68:51:3e:2f:87:a9:1a:f6:8a:ef:7e:24:63:ae:99:
03:02:eb:03:97:db:20:fb:34:a7:aa:85:01:4d:de:e3:6c:bc:
e8:6a:7d:22:e6:¢c4:32:02:f6:72:05:b0:5e:68:1e:c3:af:7a:
44:68:ac:cd4:a7:e2:04:£f9:7e:6b:e2:68:82:c3:6d:71:89:52:
57:41:43:8d:7a:£f8:83:e7:2£:08:2f£:¢8:32:27:69:97:d6:d8:
62:8e:c7:58

(7008-1) #

7.6 General Operation

So now when the wildcard cert is imported as captive portal cert for Controllers, it will replace the asterisk “*” in the
CN of the cert with “captiveportal-login”.

So in ClearPass Guest weblogin or self-registration page instead of using securelogin.arubanetworks.com, now we
should be using “captiveportal-login.clearpass.info”.

arvpba ClearPass Guest
(] Home » Configuration » Pages » Web Logins

Ll Web Login (school)

Use this form to make changes to the Web Login school.

“%, Configuration Q)

"z Authentication Web Login Editor

-1 g Content Manager [schaol |
* Name: -
Q:Z Private Files Enter a name for this web login page.
¢ Public Files [school ]

Page Name: Enter a page name for this web login.

r
ﬁ}GueSt Manager The web login will be accessible from "/guest/page_name.php”

+ 83 Hotspot Manager

- '@ Pages
* Eﬁ Description:
Fields
E E Comments or descriptive text about the web login.
orms
|Aruba ~
m List Views * Vendor Settings:
— Select a predefined group of settings suitable for standard netwark configurations.
'@+ Self-Registrations
- | Controller-initiated — Guest browser performs HTTP form submit ~
I‘ﬁ S e 1 Login Method:  select how the user's network login will be handled.
4 Web Pages Server-initiated logins require the user’s MAC address to be available, usually fram the captive portal redirection process.
||z Receipts * pddress: [captiveportal-login.clearpass.info |

S H.SMS Services Enter the IP address or hostname of the vendor's product here.

+ «4}1 Translations Secure Login: |Use vendor default vl
- Select a security option to apply to the web login process.

Now with all this in place, the users should not see any browser warning for the initial redirection to the captive
portal page.
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8 Guest Access with Terms of use

This objective here is to have an anonymous weblogin for guests to just accept the terms of use.
Create a new web login with the following:

Authentication: Anonymous — Do not require a username or password

Auto-Generate: Checked

Terms: Checked

Anonymous User: Choose a unique username of your choice. It will not be visible outside the account list.
Say you chose “cpguser”

e Pre-Auth Check: Local — match a local account

T.‘ Guest [{] Home » Configuration » Pages » Web Logins

21’ Devices Ll Web Login (Fancy Terms and Conditions Only)

N Onboard

Use this form to make changes to the Web Login Fancy Terms and Conditions Only.

“a, Configuration &)

"g Authentication Web Login Editor

= u Content Manager \Fancy Terms and Conditions Only |

* .
q:i Private Files WETTE Enter a name for this web login page.
1 Public Files f_and_1 |
. Page Name: v
% Guest Manager Ja] Enter a page. name for this JtﬁEh Iﬂgln.M ;
L The web login will be accessible from "/guest/page_name.php”.
- 83 Hotspot Manager
- '@+ Pages P
- ?n el Description;
Fields
ﬁi E Comments or descriptive text about the web login.
orms
[0 List views * vendor Settings: [Aruba >
& self . . " | Select a predefined group of settings suitable for standard network configurations.
@+ Self-Registrations
- ‘ Controller-initiated — Guest browser performs HTTP form submit ~
rﬁ L EEL T Login Method: = Select how the user's network login will be handled.
4 Web Pages Server-initiated logins require the user's MAC address to be available, usually from the captive partal redirection pracess.
+|-| 5 Receipts * addrass: [captiveportal-login.clearpass.info |
” s SMS Services Enter the IP address or hostname of the vendor's product here.
+] 'a':?i‘Translat\ons Secure Login: ‘ Use vendor default ~ |

Select a security option to apply to the web login process.

] The controller will send the 1P to submit cradentials
In multi-cantroller deployments, it is often required ta post credentials to different addresses made available as part of the original redirection.
The address above will be used whenewver the parameter is not available or fails the requirements below.

Dynamic Address:

Page Redirect
Options for specifying parameters passed in the initial redirect.

‘ Do not check — login will always be permitted ~
Security Hash:  selact the level of checking ta apply to URL parameters passed to the web login page.
Use this option to detect when URL parameters have been modified by the user, for example their MAC address.

Login Form
Options for specifying the behaviour and content of the login form.

Anonymous — Do not require a username or password ~

Select the authentication requirement.

Access Code requires a single code (username) to be entered.

Anonymous allows a blank form requiring just the terms or a Log In button. A pre-existing account is required.
Auto is similar to anonymous but the page is automatically submitted.

Access Code and Anonymous require the account to have the Username Authentication field set.

Authentication:

Create a new anonymous account
Auto-Generate! The accaunt will be created without a session limit or expiration time, and with the Guest role (1D 2).
Enter a value for "Anonymous User’ to use a specific username, or leave blank to randamly generate a username.

bnonmueﬂ

The account to use for anonymous authentication.

The password will be visible within the HTML.

It is recommended to increase the account Session Limit to the number of guests you wish to support.

# Anonymous User:

Enable bypassing the Apple Captive Network Assistant
The Apple Captive Netwark Assistant (CNA) is the pop-up browser shawn when joining a netwark that has a captive partal.
Mate that this option may nat work with all vendors, depending an how the captive partal is implemented.

Prevent CNA:

Provide a custom login form
If selected, you must supply your own HTML lagin farm in the Header or Footer HTML areas.

Custom Form:

Custom Labels: D Qverride the default labels and error messages
If selected, you will be able to alter labels and error messages for the current login form.

\ Local — match a local account b

* Pre-Auth Check:
Select how the username and password should be checked before proceeding to the NAS authentication.

Require a Terms and Conditions confirmation
If checked, the user will be forced to accept a Terms and Conditions checkbox.

CapTCHA:

Select a CAPTCHA maode.

Terms:
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Default Destination

Options for cantrolling the destination clients will redirect ta after login.

* Default URL:

Override Destination:

Login Page

Enter the default URL to redirect clients.
Please ensure you prepend "http://" for any external domain.

[ Force defauit destination for all dients
If selected, the client’s default destination will be overridden regardless of its value.

Options for controlling the look and feel of the login page.

* skin:

Title:

Header HTML:

Footer HTML:

Footer HTML:

Login Message:

* Login Delay:

Advertising Services

ClearPass Guest Skin

Choose the skin ta use when this web login page is displayed.

The title to display on the web login page.
Leave blank to use the default (Login).

{nwa_cookischeck}
{if Serrmsg}{nwa icontext type=error}{$errmsg|escape}{/nwa_icontext}{/if}

Kneads>
ktitler»Public wireless Internet access</titlex
[</head>
Kbody>

Kkdiv align="center" width="100%">

movalidate="novalidate">
{if fradius weblogin.usczneme suth —— 'enonvmous'l<div style—"display:nons;">{/if}

lform method="FOST" accept-charset="UTF-8" enctype="application/x-www-form-urlencoded"”

Insert...

HTML template code displayed before the lagin farm.

{nwa_text 1d=7973}<p>

Contact a staff member if you are experiencing
difficulty logging in.

</p>{/nwa_textc})

Insert...

HTML template code displayed after the login form.

{nwa_text 1d=7379}<p>

Contact a staff member if you are experisncing
difficulty logging in.

[</p¥{/nwa_text}

Insert...

HTML template code displayed after the login form.

{nwa_text 1d=7978}<p>
Logging in, pleass wait...
[€/p>{/nwa_texc)

Insert...

HTML template code displayed while the login attempt is in progress.

The time in seconds to delay while displaying the login message.

Enable advertising content an the login page.

Advertising:

Cloud Identity

D Enable Advertising Services content

Optionally present guests with various cloud identity / sodial login options.

Enabled:

D Enable logins with cloud identity / social network credentials

Multi-Factor Authentication
Require a secondary factor when authenticating.

Provider:

Network Login Access

| No multi-factor authentication e

Controls access to the login page.

Allowed Access:

Denied Access:

* Deny Behavior:

Post-Authentication

Enter the IP addresses and networks from which logins are permitted.

Enter the IP addresses and networks that are denied login access.

[send HTTP 404 Mot Found status ~
Select the response of the system to a request that is not permitted.

Actions ta perform after a successful pre-authentication.

Health Check:

Update Endpoint:

D Require a successful OnGuard health check
If selected, the guest will be required to pass a health check prior to accessing the network.

D Mark the user's MAC address as a known endpoint
If selected, the endpoint’s attributes will also be updated with other details from the user account.

-’ Save Changes lj- Save and Reload

Here is the HTML code in the header section.

{nwa cookiecheck}

{if Serrmsg}{nwa icontext type=error}{$errmsglescape}{/nwa icontext}{/if}

<head>

<title>Public wireless Internet access</title>

</head>
<body>

<div align="center" width="100%">

<form method="POST" accept-charset="UTF-8" enctype="application/x-www—form-urlencoded"

novalidate="novalidate">
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{if Sradius weblogin.username auth == 'anonymous'}<div style="display:none;">{/if}

<p>

<label for="username">Username:</label><br />

<input type="text" style="width: 200px;" autocapitalize="off" autocorrect="off"
spellcheck="false" id="username" name="username" value="{Susername|escape}"><br />
{if Susername error}<span class="nwaError">{Susername error|escape}</span><br />{/if}
</p>

{if Sradius_weblogin.username auth == 'username'}<div style="display:none;">{/if}

<p>

<label for="password">Password:</label><br />

<input type="password" style="width: 200px;" id="password" name="password"><br />

{if Spassword error}<span class="nwaError">{Spassword error|escape}</span><br />{/if}
</p>

{if Sradius weblogin.username auth}</div>{/if}

<p>
{if Surl error}<span class="nwaError">{Surl error|escape}</span><br />{/if}
</p>

{if Sradius weblogin.login terms require}

<pre style="width:800px;height:520px;white-space:pre-wrap">
<B>Company X</B><br/>Guest Wireless Access Acceptable Use Policy

This Policy is a guide to the acceptable use of the Company X Guest Wireless network
facilities and services.

Any individual connected to the Guest Wireless Network in order to use it directly or
to connect to any other network(s), must comply with this policy, the stated purposes
and Acceptable Use policies of any other network(s) or host(s) used, and all applicable
laws, rules, and regulations.

COMPANY C MAKES NO REPRESENTATIONS OR WARRANTIES CONCERNING THE AVAILABILITY OR
SECURITY OF THE GUEST WIRELESS NETWORK, AND ALL USE IS PROVIDED ON AN AS-IS BASIS. BY
USING THE GUEST WIRELESS NETWORK YOU AGREE TO DEFEND, INDEMNIFY, AND HOLD HARMLESS
COMPANY C FOR ANY LOSSES OR DAMAGES THAT MAY RESULT FROM YOUR USE OF THE GUEST WIRELESS
NETWORK.

Company C takes no responsibility and assumes no liability for any content uploaded,
shared, transmitted, or downloaded by you or any third party, or for anything you may
encounter or any data that may be lost or compromised while connected to the Guest
Wireless Network.

Company C reserves the right to disconnect any user at any time and for any reason. The
Guest Wireless Network is provided as a courtesy to allow our guests access to the
internet. Users will not be given access to the Company X intranet or permission to
install any software on our computers.

</pre>

<BR><label for="visitor accept terms"><input type="checkbox"
name="visitor accept terms" id="visitor accept terms" />I Accept</label></br />
{if Svisitor accept terms error}<span
class="nwaError">{$visitor accept terms error|escape}</span><br />{/if}

</p>

{/1if}

<p>

<input type="submit" style="width: 200px;" id="submit" name="submit" wvalue="Log in">
</form>

</div>

</body>

And this is how it looks.
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r. 17,5

networks

This Policy is a guide to the acceptable use of the Company X Guest Wireless network

Any individual connected to the Guest Wireless Network in order to use it directly or to
connect to any other network(s), must comply with this policy, the stated purposes and
Acceptable Use policies of any other network({s) or host(s) used, and all applicable
laws, rules, and regulations.

COMPANY C MAFES NCO REPRESENTATIONS OR WARRANTIES CONCERNING THE AVAILABILITY OR SECURITY
OF THE GUEST WIRELESS NETWORE,
GUEST WIRELESS NETWORFK YOU RGREE TO DEFEND, INDEMNIFY, AND HOLD HRRMLESS COMPANY C FOR

ANY LOSSES OR DAMAGES THAT MAY RESULT FROM YOUR USE OF THE GUEST WIRELESS NETWORE.

Company C takes no responsibility and assumes no liability for any content uploaded,

shared, transmitted, or downloaded by you or any third party, or for anything you may
encounter or any data that may be lost or compromised while connected to the Guest

Company C reserves the right to disconnect any user at any time and for any reason. The
Guest Wireless Network is provided as a courtesy to allow our guests access to the
internet. Users will not be given access to the Company X intranet or permission to

install any software on our computers.

ClearPass Guest

Guest Wireless Access Rcceptable Use Policy

Company X

facilities and services.

AND ALL USE IS PROVIDED CN AN AS-IS BASIS. BY USING THE

Wireless Network.

1 Accept

Contact a staff member if you are experiencing difficulty logging in.

Now checking the guest account, we see the new account for anonymous guest users that was automatically

generated.

aruvba

B Guest
,,ﬁ' Active Sessions
‘15 Create Account
fCreate Multiple
i} Export Accounts
gﬁ Import Accounts

g] Manage Accounts

a:-'}, Manage Multiple Accounts

ClearPass Guest

(= Home » Guest » Manage Accounts

Manage Guest Accounts
The folfowing table shows the guest accounts that have been created. Click an account to modify it.

o Quick Help :g Create B’ Maore Options

Filter: | |
Username
g. anonyguest [Guest] Active 2 minutes ago No expiry
’ cpguser [Guest] Active 2 days ago No expiry

Showing 1 - 2 of 2

c‘ Refresh 1
20 rows per page d

To use this captive portal page, we’ll create a new controller captive portal profile so that it is pointing to this URL
and then assign it in the initial user-role guest-logon.

MOBILITY MASTER

arvbqQ  arubamm

€ Managed Network > Lab >

E'N @ Dashboard

£5 Mobility Master
£ Managed Network (2)
£ Lab (2)
) 70081

=) 7008-2

Configuration

WLANs
Roles & Policies
Access Points
AP Groups
|Authen:ication
Services
Interfaces
Controllers
System
Tasks
Redundancy
loT

Maintenance

CONTROLLERS ACCESS POINTS CLIENTS ALERTS
@1 ®1

Auth Servers AAA Profiles L2 Authentication L3 Authentication User Rules Advanced

L3 Authentication Captive Portal Authentication Profile: New Profile
® [3 Guest_cppm_prof
@ (5 default

[ stateful Kerberos Authentication

Captive Portal Authentication Profile: +

[5 stateful NTLM Authentication
(5 V1A Authentication

[ vIA Connection

5 viA web Authentication

[ VPN Authentication

® ® e 00 e 06

(B WISPr Authentication
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Auth Servers AAA Profiles L2 Authentication

L3 Authentication

© (3 captive Portal Authentication

® [§ Guest_cppm_prof

@ [T default
® (3 stateful Kerberos Authentication
® [3 stateful NTLM Authentication
® [F WA authentication
® [3 VIA Connection
® [F VIA Web Authentication
® [3 VPN Authentication

@ [T wIsPr Authentication

L3 Authentication User Rules Advanced

Captive Portal Authentication Profile: New Profile

Profile name: juest_terms_CP_Prof
Default Role: guest hd
Default Guest Role: guest v

Redirect Pause:

User Login:
Guest Login:
Logout popup window:

Use HTTP for authentication:

~

Logon wait minimum wait: 5 sec
Logon wait maximum wait: 10 sec
logon wait CPU utilization threshold: 60 %
Max Authentication failures: 0

Show FQDN: ]

Authentication Protocol: PAP hd

Login page: victory.clearpass.infc

The login page is “https://victory.clearpass.info/guest/t_and_1.php?”

Auth Servers AAA Profiles L2 Authentication

L3 Authentication

User Rules Advanced

L3 Authentication

@ (5 captive Portal Authentication
® [F Guest_cppm_prof
©® [5 Guest_terms_CP_Prof
@ [§ default

@ [F stateful Kerberos Authentication

@ (5 stateful NTLM Authentication

@ ([T VIA Authentication

@ [ VA Connection

@ [B VIA Web Authentication

@ [F VPN Authentication

® [5 wisPr Authentication

Load Balance:

Server Group: Guest_dot1 svg

Server Group:| Guest_dotl svg v

Fail Through:

Now changing the guest-logon role to point to the new created captive portal profile.

Roles  Policies  Applications  Aliases
Guest-guest-ioga
Saaff
Student
+
Guest-guestdogon  Policies  Bandwidth
> Network
> VPN
~ Authentication
1DP profile:

Stateful NTLM pmflle:
Stateful Kerberos profile:
WiISPr profile:

Captive portal profile:

Captive portal check for accounting:

Now when a client connects to the guest WLAN network, it will use the T&Cs weblogin and after the user accepts the

terms, they get access to the network.

28 Rules [
2Rules

2Rules

Captive Portal More Show Basic View

-None-

None- v
-None- v

-None

Guest_terms_CP_Prof  ~

28 |Page



aruba s

CONTROLLERS ACCESS POINTS
©1 @1
— Managed Network >
Dashboard = JEN
< & 1 Client =% 2 WLANS &« 3.95 MB
| overview e
Infrastructure Wireless Clients 1
Traffic Analysis
NAME IP ADDRESS HEALTH BAND ROLE
Security
> anonyguest 192.168.1.123 [ii8 Good 5GHz guest
Services

And this is what we see in access tracker.

Access Tracker reb 07, 2021 17:06:35 AEDT

CLIENTS
1

D 2 s

44 dB

The Access Tracker page provides a real-time display of per-session access activity on the selected server or domain.

Y [All Requests]

ALERTS

USAGE

admin v

Cg) Search (&N

WLAN CONNECTED TO

Guest 20:4c:03:5C:05:6€

& Auto Refresh

[ victory (192.168.1.95)

'ﬁ' Last 1 day before Today

Filter: ‘ Request ID ~ H contains H

Clear Filter

[ # fSever Jsowce _____fusemame _________JSevics __lioghstatus Request Timestamp +

GG User Authentication with
MAC Caching

GG MAC Authentication

1 ‘ 192.168.1.95 RADIUS anonyguest

2 ‘ 192.168.1.95

RADIUS 2088b450c084

ACCEPT

REJECT

Show

records

2021/02/07 17:02:37

2021/02/07 17:02:21
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9 Guest Operator

In this section we’ll configure a Guest operator or receptionist that can assist in creating only guest user accounts.
We'll allow any user in AD user group called receptionist to be able to do this. Note that ClearPass Policy Manager
has already joined the AD domain.

9.1

ClearPass Guest Operator Configuration

Open the Guest application by clicking the ClearPass Guest Link in the dashboard’s Quick Links box for the URL
redirection to ClearPass Guest.

Navigate to Home » Administration » Operator Logins » Profiles
aruvba

:; Guest

¢1' Devices
B Onboard
“._ Configuration
3 Administration

o API Services

£ API Clients
~ - API Explorer

¥

L=y Check Security
e, Data Retention

fj Extensions

+

- $ Operator Logins

D} Login Configuration

Pl-ore]

& Servers

% Translation Rules

(., Plugin Manager
+ B Support

= - SOAP Web Services
*‘"" Aruba Integrations

@ Import Configuration

Operator Profiles

ClearPass Guest

Home » Administration » Operator Logins » Profiles

ClearPass Guest supports role-based access control through the use of operator profiles. Each operator t
perform, as well as global settings such as the look and feel of the user interface.

Some operator profile settings may be overridden in the operator's account settings. These customized :

Use this list view to define new operator profiles, and to make changes to existing operator profiles.

ﬁ API Guest Operator
{li BYOD Operator

g Device Registration
ﬂ Help Desk

ﬂ Network Administrator

{4 Null Profile

ﬁ Operations and Marketing

ﬂ Read-only Administrator

< Name Description

Operators with this profile can use the API to manage guest
accounts.

Operators with this profile can view and manage their own
provisioned devices.

Operators with this profile can self-provision their devices, for
use with MAC authentication and AirGroup sharing.
Operators with this profile can troubleshoot problems
reported by end users.

Operators with this profile can view and configure network-
related settings.

Default profile with no permissions.

Operators with this profile can configure guest workflows,
manage print templates and control other application
customization options.

Operators with this profile have read-only access to the entire
system.

ﬂ Receptionist

Operators with this profile are limited to creating new
accounts and sending receipts only, and will see the create
account form on login.

0 Show Details B’ Edit Q Delete ::| Duplicate Ay Show Usage

ﬂ Super Administrator

10 operator profiles {f} Reload

Default administrative profile.

Show all rows e

For each profile that is needed, there must be a corresponding Translation Rule for operator logins to receive the
correct profile. Here we’ll be using “Receptionist” profile. The profile basically selects what functions are allowed.

Edit Operator Profile (Receptionist)

Use this form to make changes to the operator profile Receptionist.

perator Profile Editor

* Name:

Description:

Access

Enter a name for this operator profile.

create account form on login.

Cperators with this profile are limited to creating new
accounts and sending receipts only, and will see the

Comments or descriptive text about the operator profile.

These options control what operators with this profile are permitted to do.

Enabled:

Allow operator logins
If unchecked, operators with this profile will not be able to log in.

- Operator Privileges

13y Administrator

t@ Advertising Services
22 API Services

‘-‘"'-‘ Aruba Integrations

ﬁ Devices

I

No Access

Select operator permissions for system administration and management tasks.

No Access

I

Select operator permissions for managing advertising content and services.

I

No Access

Select operator permissions for API access and management.

No Access

I

Select operator permissions for access to Aruba integrations.

I

No Access

Select operator permissions for managing devices on a networlk.
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Privileges:

User Roles:

$ Guest Manager

o
=
a
g
3

Select operator permissions for managing guest users for a network.

& Active Sessions

Operators with the Active Sessions privilege may disconnect active sessions or change authorization for user accounts.

@ No Access O rRead Only O Full

2 Active Sessions History ® noaccess O Read only
Operators with the Active Sessions History privilege may view the historical login access of the user accounts.
& Change Expiration ® No Access (O Read only O Fun

Operators with this

privilege may change expiration times of guest accounts.

& Create Multiple Guest Accounts @ No Access O Read Only O Full

Operators with this

privilege may create groups of new guest accounts.

& Create New Guest Account O No Access O Read Only @ Full

Operators with this

& Edit Multiple Guest Accounts O No Access (O Read only

Operators with this

privilege may create individual guest accounts.

privilege may make changes to multiple guest accounts at once.

& Export Guest Accounts ® Noaccess O Read Only

Operators with this

2 Full User Contral
Operators with this

privilege may export a list of guest accounts.

© No Access O Read Only O Full
privilege can change all properties of guest user accounts.

& Import Guest Accounts ® No Access () Read Only O Fun

Operators with this

privilege may create new guest accounts from a data source.

& Manage Customization @ No Access O Read Only O Full

Operators with this

privilege may customize fields, forms and views within the application.

£ Manage Guest Accounts @ noaccess O readonly O Ful

Operators with this

privilege can view a list of guest accounts.

& Manage Print Templates @ noaccess O readonly O Ful

Operators with this
& Remove Accounts
Operators with this
& Reset Password
Operators with this
2 Show Details
Operators with this
& View Passwords

privilege may manage templates used to generate guest account receipts.

© Mo Access O Read Only O Full
privilege may disable or remove guest accounts.

© MNo Access O Read Only O Full
privilege may reset guest account passwords.

@ No Access O Read Only O Full

privilege have the Show Details action under Manage Accounts to see all attributes for an account.

© MNo Access O Read Only

Operators with the View Passwords privilege may display the passwords for guest accounts.

@ | Hotspot Manager

No Access

I

Select operator permissions for managing self-provisioned guest access.

@ Insight

Select operator permissions for Insight application

§& IP Phone Services

No Access

II

No Access

Select operator permissions for [P phone administration and management tasks.

) onboard

Select operator permissi

b Operator Logins

Select permissions for managing local operator logins.

ﬂ Pass Services

Select operator permissions for managing digital passes.

i Platform

Select operator permissi

1 Policy Manager

Select operator permissions for Policy Manager

i . SMS Services

I

No Access
ions for managing Onboard device provisioning.

No Access

No Access

No Access
ions for platform administration tasks.

No Access

Custom...

II

Select operator permissions for access to SMS services.

& Configure SMS Services ® No access O Read Only O Ful
Operators with this privilege may configure advanced settings for SMS services.

£ Send SMS Messages ® o Access O Read only O Fun
Operators with this privilege may send SMS messages from the application.

£ Send SMS Receipts O Mo Access ' Read Oonly @ Fun
Operators with this privilege can send SMS receipt messages after creating a visitor account.

i, SMTP Services

I

Custom...

Select operator permissions for SMTP services.

& Configure SMTP Services ® o access ) read only O Ful
Operators with this privilege may configure SMTP settings.
@ Send SMTP Messages O o Access O Read only @ Ful

Operators with this privilege may send SMTP messages from the application.

%5 Support Services

I

MNo Access

Select operator permissions for access to support services.

P; Translation Assistant No Access
Select operator permissions for tasks related to translation.

Show descriptions

I

Select the privileges that will be granted to this operator login.

@ ClearPass Policy Manager

|:| [Contractor]
|:| [Guest]
|:| [Employee]

10 rows per page

Select the visitor account roles that these operators are permitted to use.
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| No operator filter e
Select the default operator filtering to apply to guest accounts.

Enter a comma-delimited list of field=value pairs to create an account filter.

* Qperator Filter:

User Account Filter:

Session Filter: | — - — |
Enter a comma-delimited list of field=value pairs to create a session filter.

Guest Account Limit:  Maximum number of guests the operator can create.
Leave blank for no limit.

Device Account Limit:  Maximum number of devices the operator can create.
Leave blank for no limit.

User Interface
These options control the visual appearance and behavior of the application.

Ski | (Default) V|
Choose the skin to use for operators with this profile.
Start Page: | Create New Guest Account ~ |
" The initial page to show this operator after logging in.
Language: |Auto-detect \f|
" Select the default language to use for operators with this profile.
Time Zone: | (Default) hd

Select the default time zone for operators with this profile.

D Override the application’s forms and views
If checked, vou can specify different default forms and views to use.

You can edit the profile based on your requirements. We have enabled “Read Only” for

Customization:

e Active Sessions
e List devices
e List Guest Accounts

And full access for “Create New Guest Account”.

Now navigate to Translation rules. Home » Administration » Operator Logins » Translation Rules

Sg Guest Home » Administration » Operator Logins » Translation Rules
4# Create new translation rule

81" Devices Operator Translation Rules Bip Operator Servers

7 Onboard

Use this listview to define and edit rules used to process operator attributes.

.. Configuration

ﬁt} Administration © | @ Quick Help i Create
= i API Services Expression
API Clients . -
:—y 0 ﬂﬁ Map Operator Mail mail Assign value to operator field email
API Explorer
1 % Override Display Name displayname Assign value to operator field username:

<, SOAP Web Services

+ 9 Arubs Integrations 2 RemoveAttrs instancetype, usncreated, usnchanged, objectsid, o...  Remove attribute
& Check security 3 & MatchDomain memberof contains CN=Domain Admins Assign operator profile Super Administrator
& Data Retention a i MatchAdmin memberof contains CN=Administrators Assign operator profile Super Administrator
}, Extensions
@ 5 MatchGroup memberof contains CN=Group Name Assign operator profile Null Profile
+ [F3 tmport Configuration
6 MatchName on matches [“test/ Assign operstor profile Null Profile

= ” Operator Logins
D, Login Configuration 7 i&; ClearPass Profile Mappings admin_privileges Agsign value to operator field profile

§i) profiles ‘ 8items () Reload Show all rows

59 servers

ASRSA YA SANE IR IR

S Translation Rules $ Back to operator logins

( Plugin Manager
+ 8 Support

3y Back to administration

& Back to main

‘g Guest
¢!’ Devices @ Guick Help i Create
N Onboard Expression Action
“%. CGonfiguration o i Map Operator Mail mail Assign value to eperstor field email 3
5 - = =~ % Override Display Name displayname Assign value to operator field username
Q) Administration ]
— <0~ API Services 2 RemoveAttrs instancetype, usncreated, usnchanged, objectsid, 0...  Remove attribute +
&3 API Clients E & MatchDomain memberof contains CN=Domain Admins Assign operator profile Super Administrator v
ey API Explorer 4 i MatchAdmin memberof contains C=Administrators Assign operator profile Super Administrator v
< SOAP Web Services N
= 5 % MatchGroup ‘memberof contains CN=Group Name Assign operator profife Null Profile v
1 ( Aruba Integrations
MatchName ~ i
| Check security s n matches /~test/ Assign operator profiie Null Profile v
& Data Retention 7 i ClearPass Profile Mappings admin_privileges Assign value to aperator field profile v
25 Extensions [ Edit €3 Delete [ Duplicate 3¢ Disable 4 Move Up

ﬁ Import Configuration Edit Translation Rule

- @ Operator Logins

* .
Login Configuration | Name: | Eoter a name for this translation rule.
@) profiles

Enabled:

Use this rule when processing reply attributes

[admin_privileges
Enter the name of the attribute (2.0. memberof). Use * for all attributes.

Matching Rule:

+ 48§ Support Select the matching rule to apply to the value of the attribute.

Enter the value ta match the attribute against.

Attribute Name

(. Plugin Manager

Value:

[Assign attribute’s value to operator field v
Select what happens when this translation rule matches an attribute.

On Match

Operator Field:
Select the operator field to assign the value to.

[ continue translation if rule matches
Check this box if you want to apply multiple translation rules.

Fallthrough:
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So once the receptionist user, type in their user credentials, the request should match a ClearPass Policy manager
service,

e the service will check against AD user group “Receptionist”

e if the user credential and user group membership is correct then an enforcement profile will be executed to
send back an attribute called “Receptionist”

e that should match a translation rule (as shown above) and the appropriate operator profile will be selected.

Now going back to ClearPass Policy manager, we’ll create the following enfocemenet profile

;'= Dashboard [1] Configuration » Enforcement » Profiles » Add Enforcement Profile

[l Monitoring id Enforcement Profiles

£ = B =)
3 Configuration izt m Attributes Summary

{x Service Templates & Wizards
{x Services
-1 & Authentication Name: |Guest Operatar Lagin |
{¥ Methods Description:
{Z Sources
-1 & Identity
1} Single Sign-0On (S50) Type: Application
iz Local Users Action: (O] Accept O Reject Drop
17 Endpoints
£z Static Host Lists
i;Roles
17 Role Mappings
+ H posture
- & Enforcement
12 Policies
e3P rofics|
+ +Network
{x Network Scan
4% Policy Simulation

Profile Attributes

Template: |Gener|c Application Enforcement \/|

Device Group List:

Profile:

Template: Generic Application Enforcement
Name: Guest Operator Login
Description:

Type: Application

Action: Accept

Device Group List: =

Attributes:
Attribute Name Attribute Value
1. | admin_privileges = Receptionist

Configuration » Enforcement » Profiles

Enforcement Profiles

Each enforcement policy contains enforcement profiles that match conditions (role, posture, and time) to actions (enforcement profiles).

FiIter:|Name V|| contains V|oper

# B name . Type Description

1. | D Guest Operator Login Application

- | ] [Operator Login - Admin Users] Application Enforcement profile for Guest admin logins

3. | D [Operator Login - Local Users] Application Enforcement profile for Guest operator logins

Showing 1-3 of 3

Next, we’ll create a enforcement policy that will use the above enforcement profile.
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- E Dashboard

m Monitoring

o = =
Fo Cenfiguration

2 Enforcement Rules

£} Service Templates & Wizards

1} Services

-1 & Authentication
¥ Methods
£x Sources

- Q Identity
£ single Sign-0n (S50}
£¥ Local Users
4¥ Endpoints
{F Static Host Lists
4k Roles
4 Role Mappings

= 1 posture

- $ Enforcement
i
£ Profiles

And finally the new service that will be used to classify the authentication request.

Enforceme
Name:
Description:

Enforcemen

[] Configuration » Enforcement » Policies » Edit - Ariya Guest Operator Logins

4 Enforcement Policies - Ariya Guest Operator Logins

nt:

t Type:

Default Profile:

Rules:

Rules Evaluation Algorithm:

Ariya Guest Operator Logins

Application

[Deny Application Access Profile]

First applicable

1.| (Authorization:Ariya AD:member0f

Configuration » Services » Edit - Ariya Guest Operator Logins

Services - Ariya Guest Operator Logins

Summary m Authentication Roles Enforcement

reception)

Actions

Guest Operator Login

Name:

Description:

Type:
Status:
Monitor Mode:

More Options:

|ariya Guest Operator Logins

[Buthentication Service
[Application

for Guest

Aruba Application Authentication

Enabled

[ Enable to monitor network access without enforcement

[ authorization

Service Rule

Matches O Any or @ AL of the following conditions:

Operator
1. | Application Name EQUALS Guest
2. | Authentication Type NOT_EQUALS 550
3°
Summary  Service [T Roles  Enforcement

Authentication Sources:

Strip Username Rules:

Ariya AD [Active Directory]

[--Select to Add--

i

[ enable to specify a comma-separated list of rules to strip username prefixes or suffixes

Summary Service Authentication m Enforcement

Role Mapping Policy:

Description:
Default Role:

Rules Evaluation Algorithm:

Conditions Role

Summary Service Authentication

--Select--

Use Cached Results:

Use cached Roles and Posture attributes from pr

Role Mapping Policy Details

Enforcement Policy:

Ariya Guest Operator Logins

Description:

Default Profile:

[Deny Application Access Profile]

Rules Evaluation Algorithm: first-applicable

Conditions Enforcement Profiles
1. (Authorization: Ariya AD:memberOf reception) Guest Operator Login

]

us sessions

Enforcement Policy Details

The last thing is to reorder the services and disable the default [guest operator logins] service.
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Dashboard o
E Monitoring o
&, Configuration e
£} Service Templates & Wizards
s
-1 % Authentication
£x Methods
£¥ Sources
-1 2 Identity
£x Single Sign-on (SS0)
£¥ Local Users
£3 Endpoints
{3 Static Host Lists
L% Roles
£¥ Role Mappings
+ fH Posture
- § Enforcement
£x Policies
£x Profiles
+# Network
£x Network Scan

Configuration » Services

Services

This page shows the current list and order of services that ClearPass follows during authentication and authorization.

Clear Filter

Filter:[ Name ~ |[ contains ~ ]
* B order. Name Type
1 [ [Policy Manager Admin Network Login Service] TACACS
2 [ [AirGroup Autherization Service] RADIUS
3 O s [Aruba Device Access Service] TACACS
4 O - [Guest Operator Logins] Application
3 O s [Insight Operator Logins] Application
6 O s Ariya Guest Operator Logins Application
7 [ [Device Registration Disconnect] WEBAUTH
E [ AA Aruba 802.1X Wireless RADIUS
9 [ GG MAC Authentication RADIUS
10. 0 w0 GG User Authentication with MAC Caching RADIUS

Showing 1-10 of 10

Template

TACACS+ Enforcement

RADIUS Enforcement ( Generic )
TACACS+ Enforcement

Aruba Application Authentication
Aruba Application Authentication
Aruba Application Authentication
Web-based Authentication
Aruba 802.1X Wireless

MAC Authentication

RADIUS Enforcement ( Generic )

& Add

&, Import
&, Export All

records

Status

o
(]
(]
o
(]
(]
(]
(]
(]
(]

Now we’ll test it out. The URL that the operators need to browse to is https://victory.clearpass.info/guest/

And the user used the following credentials and authenticates successfully.

aruvba

arvba

E Guest O
is Create Account

l_-‘, Manage Multiple Accounts

ClearPass Guest

Operator Logii

Username: ‘recepliom ‘

Password:

Log In

ClearPass Guest

Home » Guest » Create Account

Create Guest Account
 Last successful login from 192.168.1.128 on Sunday, 07 February 2021, 5:42 PM

o No failed attempts since last successful login

New guest account being created by receptionl.

Create New Guest Account

* Guest's Name: | |
Name of the guest.

* Company Name: |
pany Company name of the guest.

* Email Address: - - — | . )
The guest’s email address. This will become their username to log into the network.

Select an option for changing the activation time of this account.

Account Activation:

[1 day from now v
Select an option for changing the expiration time of this account.

Role to assign to this account.

309417

Account Expiration:

* Account Rele:

Password:

Notes:
£

[J 1am the sponsor of this account and accept the terms of use

* Terms of Use:

* required field
8. Back to guests

@ Back to main

—
Menu s

Now the reception user can create the guest account, the details can be emailed to the guest user as well.

Here is the authentication session in access tracker
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https://victory.clearpass.info/guest/

=L Dashboard [} Monitoring » Live Monitoring » Access Tracker

Monitoring
- 4 Live Monitoring
Pl racie]
& Accounting
& onGuard Activity
B analysis & Trending
System Monitor
4 [ profiler and Network Scan
& audit Viewer
& event viewer
@ pata Filters
& Blacklisted Users

©  Access Tracker reb 07, 2021 17:48:38 AEDT @ Auto Refresh

The Access Tracker page provides a real-time display of per-session access activity on the selected server or domain.

¥ [All Requests] [_4 victory (192.168.1.95) “12" Last 1 day before Today
Filter: [Request ID [contains ]| Shaw records

1 ‘ 192.168.1.95 Application receptionl Ariya Guest Operator Logins ACCEPT 2021/02/07 17:42:22
GG U Authenticati th

2. [192.168.1.95 RADIUS anonyguest ser Authenfication wil ACCEPT 2021/02/07 17:02:37
MAC Caching

3. |192.168.1.95 RADIUS 2088b450c084 GG MAC Authentication REJECT 2021/02/07 17:02:21

Request Details

Output

Login Status:

Session Identifier:
Date and Time:
End-Host Identifier:
Username:

Access Device IP/Port:

Access Device Name:

System Posture Status:

Service:

Authentication Method:

Authentication Source:
Authorization Source:
Roles:

Enforcement Profiles:

ACCEPT ~
W00000001-01-601f8bcd

Feb 07, 2021 17:42:22 AEDT

receptionl

UNKNOWN (100)
Policies Used -
Ariya Guest Operator Logins
Mot applicable
Ariya AD
Ariya AD
[User Authenticated]

Guest Operator Loain

14 < Showing 1 of 1-9 records » » Show Configuration m Show Logs m

Summary Input

Output

Username:
End-Host Identifier:

Access Device IP/Port:

Authorization Attributes

receptionl

O]

Authorization: Ariya AD:Account Expires
Authorization: Ariya AD:memberOf
Authorization:Ariya AD:Name

Authorization: Ariya AD:UserDN

9223372036854775807 [30828-09-14 12:48:05 AEST]
CN=Receptionist, CN=Users,DC=wlan,DC=net
receptionl

CN=receptionl,CN=Users,DC=wlan,DC=net

Computed Attributes @
Summary Input Output

Enforcement Profiles: Guest Operator Login

System Posture Status: UNKNOWN (100)

Application Response &

Application:admin_privileges Receptionist

You can customise all the fields in this form which is outside the scope of this guide.
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10 Managed Network Dashboard

This is the dashboard that you can access through MM and here we are showing the basic information that is

displayed. Please refer to the user guide for the details.

MOBILITY MASTER

CONTROLLERS ACCESS POINTS CLIENTS ALERTS )
arvba - ausamn © 2 o 1 *2 admin v
€ Managed Network > & Search
& Q| pashboard CLIENTS 2 WLANS
= Mobility Master | Overview Grouped by health v =5— Show WLANS with most clients
& Aruba-MM1 Infrastructure
Lab (2) i
Security 2 ® Good (2)
Services Fair (0) school
Wireless @ Poor (0)
. Clients
Configuration Unknown (0)
o 1 2
Maintenance Clients
2 WLANs are currently active
—> USAGE () RADIOS
Show Tx & Rx Grouped by channel quality v
1500k s
] 1
;ﬂ 500k
H
o
,EE 0s W24 GHz (1)
500k W5 GHz (1)
15:51 15:53 15:55 15:57 15:59 16:01 16:03 Now
o
_ Transmitted Received Poor Fair Good Excellent
. Channel Quality
74.6 VB has been transferred in the last 15 minutes
€ Managed Network > &  Search *N
e"‘ Q| pashboard CONTROLLERS él ACCESS DEVICES
= Mobility Master Overview ‘Grouped by status v = Grouped by status v
& Aruba-MM1 | infrastructure
E> Managed Network (2) Traffic Analysis
£ Lab(2) Security
Services ®up) ®up()
@ Down (0) Access point @ Down (0)
Configuration
Maintenance
@ Network Map
WAN a CLUSTERS
Uplinks grouped by status v Show clusters with highest APload — ~
®up(2)
@ Down (0)
WAN disabled (0)
There is no cluster to display right now.
€ Managed Network > & search o
& Q| pashboard
ashboar TRAFFIC 97.6KB /N 7.67 MB \, APPLICATIONS 11 DESTINATIONS 13 HOSTS 3 WEBSITES 7  SESSIONS 21
= Mobility Master :
Overview APPLICATIONS DESTINATIONS
£ Aruba-MM1 Infrastructure 2 show applications with mosthosts v Show destinations with highest usage v
£ Managed Network (2) | Tratfic Analysis
£ Lab(2) Security drs os21ster 140
cloudiare | 1qgepcicacd .
Services hitps | wewaccuradi |
youtube | cnaccuradi... |
Configuration
gocgle-acs | wiw.youtube.com |
Maintenance [ 1 2 3 4 [ ™ M am am 5M &M ™ am
Number of hosts Usage (bytes)
11 applications are currently active 13 destinations are currently active
HOSTS WEBSITES
Show hosts with highest usage v Show websites by reputation v
execl - @ Trustworthy (5)
@ Lowrisk (1)
non user tra... Moderate risk (0)
@ suspicious (0)
o m ™ 3m am M &M ™ s @ High risk (1)

Usage (bytes)

3 hosts are currently active

37|Page



€ Managed Network >

17

& Q Dpashboard (oY DETECTED RADIOS
£ Mobility Master Overview Show radio classification
&3 Aruba-MM1 Infrastructure
= Managed Network (2) Traffic Analysis
5 Lab (2) | security
Services

Configuration

Maintenance

EVENTS
Grouped by severity

There is no event to display right now.

Next, check part 3 of this document.

Detected
Radios

v occurred last4 hours

v

DETECTED CLIENTS
Show client classification

@ Authorized (4)

@ neighbor (0)
Interfering (11)
suspected Rogue (1)

@ Rogue (1)

@ Contained (0)

BLACKLIST

Show by reasons

@

11

Detected
Clients

Search SN

@ Authorized (1)
Interfering (10)
@ Contained (0)

There is no blacklist to display right now.
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