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Agenda

• Why Aruba central?
• Aruba Activate
• Account creation process

ü EVAL account
ü EVAL to Paid account conversion

• Device management 
ü How to import devices on Central.
ü Subscription assignment.

• MSP - Overview
• Supported model switches in Aruba central and its supported firmware
• How switch joins central.
• Provisioning Workflow for switches to a group.

ü Provisioning a Factory Default Switch
ü Provisioning a Pre-configured or Locally-Managed Switch

• UI Based vs UI Template.
• Configuration backup on central
• Firmware compliance settings.
• Debugging commands.



3

Why Aruba central?

• Cloud based network management platform for managing your wireless, wired networks with Aruba Instant APs, Gateways, and 
Switches from anywhere with a connection to the Internet

• It also offers value added services such as customized guest access, Presence Analytics and Clarity.

Key features
• Its used to manage multiple instant wireless LAN’s, Switches and gateway on one account.

• Dashboard for network view and client monitoring 

• Zero touch provisioning.

• Secure cloud based platform—Offers a secure cloud platform with HTTPS connection and certificate based authentication.

• Remote monitoring and troubleshooting.

• WIFI Guest access configuration.

• MSP Mode – It’s a feature used to manage multiple tenants on one account.

• Report Generation & Troubleshooting devices



4

Aruba Activate

• Aruba inventory database which holds the information about all our devices / customer PO and accounts.

• It used to configure provisioning rule for Aruba devices like switch, IAP, AP for ZTP.

Example : switch to airwave, AP to RAP/ CAP, IAP to airwave

• we can login to activate and keep track of their devices  information and provision devices putting them on folders.

• its helps in troubleshooting the issues related to ZTP and Aruba central.
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ACCOUNT CREATION PROCESS
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Account creation process - EVAL

• Logon -->www.cloud.arubanetworks.com

• Click on Try now 

• Once you click on try now, it will be redirected to a URL in which we can select the time zone and register 
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Account creation process - EVAL

• Based on the time zone we select, 
Automatically URL on the top will get 
redirected a server based on the time zone.

• As an example, we selected EU-1 and at 
the top it has redirected to                    
portal-eu.central.arubanetworks.com
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Account creation process - EVAL

• Another example changing to Canada : URL “Portal-ca.central.arubanetworks.com”
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Account creation process - EVAL

• Enter the email address and signup filling all the details

• Once you click on signup, Verification email will be sent to email 
address
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Account creation process : EVAL to PAID conversion

• Followed up signup • Below is the Verification email which was sent to email
• Need to click and activate the account
• Once account activated, We can login using same 

URL or global URL and select the time zone.
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Account creation process : EVAL work follow summary 

• EVAL account will always point to one_central_eval folder in activate

• Device license / Network services license will get activated for 90 days.

• Auto sync up between central / Activate will not work hence always need to add the devices manually.

• You will get 5 IAP, 5 switch and 20 Network services license (Cloud guest, Clarity & Presence Analystics).

• If above licenses expired, can’t manage or monitor the devices over cloud.
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Eval to Paid account conversion:

Signup for Eval Account
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Paid account workflow:-

1. Customer places order (PO) with reseller or distributor.
2. Those orders will be placed with Aruba.
3. End user receives the Subscription key via e-mail.
4. If end user doesn’t get email VAR/VAD can forward the Subscription Key.
5. End user “CLAIMS” the Subscription key on his Central account.
6. Start date for subscription will be on the day of actual activation from Central (not when the customer receives the 

e-mail)
7. At this point the Subscription Key gets activated
8. Central account is now a PAID account.
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DEVICE MANAGEMENT
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Device management

• Ways to import device manually to central
ü Using serial number / Mac address
ü Using cloud activation key
ü Using activate account

• Global settings à Device Inventory à Advanced
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Device management

• Using serial number / Mac address

• Post adding 32 devices, if the account is converted as PAID it should get sync from activate.
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Device management

• Using cloud activation key,
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Device management

• Using Activate account,
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Device management – Subscription assignment

• Auto assignment - Keys are applied first come, first serve

• Global settings à Subscription assignment,

• Selecting Auto-Subscribe will automatically apply a Device Management subscription to a device as soon as it appears in 
your Central inventory.
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Device management – Subscription assignment

• Manual assignment : Need to select the device and click on update subscription as below,
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Device management – Subscription assignment

Network service subscription assignment

Subscriptions available are:

ü Clarity

ü Cloud guest

ü Presence analytics.

ü UCC
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Aruba Central - MSP

• MSP, Enabling MSP Mode.

• MSP New Dashboard. (2.4.7)

• MSP Device management.

• MSP Groups

• Customizing Portal skin for tenants.
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Aruba Central - MSP

MSP

The MSP mode is a multi-tenant operational mode that Aruba Central accounts can be converted into to manage multiple tenant 
accounts, allocate devices, assign subscriptions, and monitor tenant accounts

How to enable & disable MSP Mode

To enable To Disable
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Aruba Central - MSP

New look in MSP Dashboard starting from 2.4.7
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Aruba Central – MSP & Tenants overview
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MSP – Device management

Navigation : Global settings à device inventory

We can see customer field additionally populated on below snapshot



27

MSP – Device management

Once we select the device, assign it to the customer and groups.

Note : Devices will never show up under tenants account until it reach the Aruba central
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MSP – Group management
• MSP groups are UI groups mapped to the default UI groups in the tenant account. 

• If a tenant account is associated to a specific group in the MSP mode, the configuration changes to the devices associated with 
this tenant account are pushed only to the default group in the tenant account view. 

• However, MSP administrators can create more groups for a specific tenant by drilling down to a tenant account.

• Template groups are not supported in the MSP mode. However, template groups can be defined and managed at each tenant 
account individually.
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MSP – Portal customization

Navigation : Maintenance àPortal customization
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MSP – Portal customization

Once the logo is uploaded, We can see the logo under all the tenants
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SUPPORTED MODEL SWITCHES IN ARUBA CENTRAL AND ITS 
SUPPORTED FIRMWARE
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Supported switches / firmware

• Supported Aruba Switch Series, Software Versions, and Switch Stacking support

• Provisioning and configuration of Aruba 5400R Switch Series and switch stacks is supported only through configuration 
templates.
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Switch Stacking Support

• A switch stack is a set of switches that are interconnected through stacking ports. The switches in a stack elect a primary 
switch called Commander and a backup switch as Standby. The remaining switches become Members of the stack
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Switch Stacking Support

• The switch elected as the commander establishes a WebSocket connection to Central.

• Switch stacks can be added only to a template group and cannot be moved to a UI group.

• After forming a switch stack, you can remove one of the member and erase its stacking configuration. However, the 
member can join Central as a standalone switch only after it is deleted from the switch stack.

• The following pre-defined variables are refreshed and re-imported from a switch stack when a new stack member is added 
or removed, or when a failover occurs.

_sys_template_header

_sys_module_command

_sys_stack_command

_sys_oobm_command

_sys_vlan_1_untag_command

_sys_vlan_1_tag_command
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Activat
e

DNS resolution for NTP server

Switch creates an HTTPS session, downloads configuration

1Upon boot up get IP, NTP, DNS settings
NTPDNS

Sync device time

Switch reaches out to activate in HTTPS ONCE upon bootup, if on 
default config

Send provisioning rule configuration to device, includes Central URL

3Device is part of ABC Inc Account

4Devices is in Central licensed folder with provisioning rule

Configures folder and rules

How switch communicates central
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How switch communicates central
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PROVISIONING A FACTORY DEFAULT SWITCH

PROVISIONING A PRE-CONFIGURED OR LOCALLY-MANAGED SWITCH

Provisioning Workflow for switches
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Provisioning a Factory Default Switch

• Create groups & pre-provision devices to groups (UI based or Template).

• If not, devices with default configuration will automatically move into default group

Factory default switch joins central

Is there a Pre-
assigned group?

Central moves the switch to default 
group

Central moves the switch to Pre-
assigned group

No

Yes
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Provisioning a Pre-configured or Locally-Managed Switch

• Pre-configured switches requires one touch provisioning in Aruba central.

• We recommends to use this option if you want to preserve the current configuration running on the switch 

Pre-configured switch joins central

Is there a Pre-
assigned group?

Central moves the switch to Pre-
assigned group

Central moves the switch to un-
provisioned state

yes

No Create a new group and 
import the configuration 

from switch to Aruba central
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Provisioning a Pre-configured or Locally-Managed Switch

Global settings-àManage groupsà Device will be listed under unassigned device

Select the device and click on import configuration to a new group
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Provisioning a Pre-configured or Locally-Managed Switch

Enter the group name, User name and password and click on import configuration to import the configuration to central
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Provisioning a Pre-configured or Locally-Managed Switch

• We  can also import the configuration after moving to template group as below
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Provisioning a Pre-configured or Locally-Managed Switch
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UI group Vs Template group on Aruba central.

• Configuration :

• Cant set password while creating template group
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Features available on UI Based group

• Switch Configuration Details

• Configuring Switch Ports

• Configuring VLANs on Switches

• Configuring Port Trunking and LACP on Aruba Switches

• Enabling Spanning Tree Protocol on Switches in UI Groups

• Configuring Access Policies for Switch Ports and VLANs

• Configuring DHCP Pools on Switches

• Switch Configuration Using CLI Snippets

• Configuring System Parameters for a Switch
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CLI Snippets

• Central currently includes limited configuration options in the UI. If certain configuration parameters, are not available in 
the UI, We recommends that you use CLI snippets to push configuration changes to switches

• However UI configuration overrides the configuration changes pushed through the CLI snippets. Hence, CLI snippets 
must be used only if the configuration parameters are not available in the UI menu options for switch configuration.

• The configuration changes pushed through CLI snippets are stored in the flash memory of a switch. When this switch 
reloads, the configuration changes applied through the CLI snippet will be removed.

• CLI Snippets has to be a valid CLI Command (IAP / Switch).

• Central doesn’t support CLI snippets for Aruba mobility access switch.

• If the CLI snippet configuration changes are applied on a device in a group, the new devices joining this group will not 
inherit these changes. 
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Sample configuration for CLI Snippet

Navigate : Wired managementà Switch-Arubaà Advanced settingsà New CLI Snippet
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Limited management while switch managed on central

• Once switch is connected to Central following features are disabled when cloud connection is on:

ü WebUI and REST
ü SNMP 
ü Menu 

• Following cli commands will not be allowed when the switch is managed by Central. 

ü Boot
ü recopy
ü Erase
ü reload
ü setup
ü startup-default
ü Amp-server
ü Upgrade-software

üdelete
üReboot
üRestore
üMenu
üwrite memory 
üaruba-vpn
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SNMP Feature will be disabled while switch managed on central

• We wont be able to add SNMP devices for the switches managed on central.

• Central uses SNMP feature to push the configuration to the switches from cloud hence we can’t add SNMP server to send 
out logs from the switch.
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Template group

• Unsupported configuration on UI.

• Mainly used for switches.

• We can use Variable file to do device specific configuration for switches / IAP using one common global template file.

• Its for customer who likes CLI rather WEBUI based configuration.

• Stacking switches can be configured only via template based group.

• Easy to manage large deployments.

• CLI snippet feature is not supported for switch version 16.05 & above in a template group.
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Important points to be noted on template

• The CLI syntax in the switch template must be accurate. We recommends that you validate the configuration syntax on the 
switch before adding it to the template text.

• Ensure that the command text indentation matches the indentation in the running configuration.

• Ensure that the template contains mandatory information. (Example switch model , firmware version etc)

• The commands in the template are case-sensitive.

• The following example illustrates the case discrepancies that the users must avoid in templates and variable definitions.

trunk E1-E4 trk1 trunk

interface Trk1 

dhcp-snooping trust  

exit
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Sample Template

• Easiest way to create a template is copy and pasting the running configuration from switch without removing any mandatory 
lines.

• Below is the same template file and variable 
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Configuration Audit

• Incase of template error or failed to push the configuration, Central will throw an error under configuration audit.

Navigation : Wired management à configuration audit

• Configuration audit will helps you to identify the errors specifying the exact line. ( Example line 20 : invalid port: 25-28) (24 Port 
switch) 
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Switch behavior in 16.04 and 16.05 and above (Template 
group)

• In 16.04.x, whenever configuration change in made using template switch will reboot.

• Starting from 16.05.x, switch will not reboot for any configuration in template group and even when switch is moved from the 
UI group to template or vice versa.

• In 16.05.x and above, we can see the below logs when the switch is moved from one group to another.

2530-Switch# show logging -r cfg

Keys: W=Warning I=Information M=Major D=Debug E=Error

---- Reverse event Log listing: Events Since Boot ----

I 09/24/18 08:00:17 05631 cfgRestore: Successfully applied configuration

REST_Payload to running configuration.I

09/24/18 08:00:15 05690 cfgRestore: Configuration restore is initiated. 
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How to create configuration Backup on Aruba central

• The backup and restoration options are available for devices deployed in template groups.

• It back up templates and variable files applied to the devices in template groups. 

• You can create and maintain up to 20 backed up configuration files. If the number of backup files exceed 20, the old backed up 
configuration files are overwritten.

• However, if the backed up files are marked as Do not Delete, Central does not overwrite the backed up configuration files.

• When the backup or restore for a template group is in progress, you cannot make configuration changes to that group.

• The restore operation will get terminated if the firmware version doesn't match on any one device in the group. 

• For example, if the configuration file was backed up when a switch was running 16.03.0003 and was later upgraded to 
16.04.0003, the restore operation fails for the group.
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How to create configuration Backup on Aruba central

• Navigation : Wired management à Configuration audit à Create new backup
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How to restore the configuration backup
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Firmware compliance settings to upgrade firmware

• Central allows you to run a firmware compliance check and force firmware upgrade for devices in a group. To force a 
specific firmware version for all AP devices or Switches in a group.

• Navigation : Maintenance à Firmware à Firmware Compliance Setting à Choose the group and device

• Uncheck the Auto reboot if we need to reload the switch later.
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Debugging Tips

Requirement:

• Switch should have access to the internet and should be in factory default condition for ZTP.

• Switch should be on recommended version : “16.05.0007 and later”

• DNS, NTP and HTTPS protocols should be allowed, if the switches are placed behind the firewall.

• Below destination needs to be allowed on firewall.

*.arubanetworks.com"

*.cloudfront.net”

Device.arubanetworks.com

Few of sample could URLS:

• app2-eu.central.arubanetworks.com

• app1.central.arubantworks.com

• app2.central.arubanetworks.com

• Internal.central.arubanetworks.com
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Debugging Tips

• Issues with Aruba 2530 switch bring up in central

Aruba switch model 2530 manufactured before July 2017 will not get authenticated on activate server’

Root cause : 

it does not have TPM hence does not have factory cert to authenticate with Central, Activate.

Workaround : 

We need to add those switches manually to exception list in activate.

Affected switches we would see below error message:

I 08/23/17 18:41:29 05226 activate: Successfully resolved the Activate server 

address device.arubanetworks.com to 104.36.249.201.

W 08/23/17 18:41:30 05602 activate: EST provision with activate server failed because of not-authenticated
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Debugging Tips

How to check if activate provision enabled?

Aruba-2930F-24G-PoEP-4SFP# show activate provision 

Configuration and Status - Activate Provision Service

Activate Provision Service : Enabled

Activate Server Address : device.arubanetworks.com

Activation Key : HWYRQH2Q

If the device successfully establishes SSL with activate server then the activate server would generate the activation key for the 

switch.

How to do force provisioning on the switch?

HP-2920-24G(config)# activate provision force

Immediately provision the system using Aruba Activate.



62

Debugging Tips

How to check if switch received a provisioning rule on activate?

Select the device in activateà Device history

No license - Fail-prov-no-rule.

Licensed – switch->athena
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Debugging Tips

How to verify the provisioning rule is applied to a device on activate?

• Login to activate and verify if the device is in correct folder “athena-f<customer_ID-Licensed” when the device licensed on central.

• Devices will be in default folder when its not licensed and we shouldn’t modify or edit any athena related folders in activate.

• Editing those folders or deleting those folders will bring all the devices down on central.
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Debugging Tips

How to check if switch managed on central?

Aruba-2930F-24G-PoEP-4SFP# show aruba-central Configuration and Status - Aruba Central  

Server URL           : https://internal.central.arubanetworks.com/ws

Connected            : Yes  

Mode                 : Managed  

Last Disconnect Time : NA

If the switch disconnected from central :

LabRack-R34# show aruba-central 

Configuration and Status - Aruba Central  

Server URL           : https://internal.central.arubanetworks.com/ws

Connected            : No  

Mode                    : NA  

Last Disconnect Time : Fri Dec 14 21:03:18 2018
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Debugging Tips

Aruba Central Support mode:

2530 (config)# aruba-central support-mode enable

This mode will enable all CLI configuration commands, including those normally reserved by the Aruba Central service. 

Use of this mode may invalidate the configuration provisioned through Aruba Central server. Continue (y/n)? 

After enabling support mode, local configuration can be done.

Note: When the switch is rebooted, Aruba central support mode will be disabled and all the local configuration will be lost.
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Debugging Tips

How to verify communication with activate:

Show log –r activate

Aruba-2930F-24G-PoEP-4SFPP# show log –r activate

I 06/08/18 13:46:06 05221 activate: The device is provisioned with the Central 
https://internal.central.arubanetworks.com/ws.

I 06/08/18 13:46:06 05622 activate: Trusted Anchor Certificate received from 
Activate server is successfully installed.

I 06/08/18 13:46:06 05223 activate: Successfully established connection with the 
Activate server;parsing final provision service response.

I 06/08/18 13:46:03 05226 activate: Successfully resolved the Activate server 
address device.arubanetworks.com to 104.36.249.201.

https://internal.central.arubanetworks.com/ws
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Debugging Tips

How to verify communication with Central:

Show log –r central

Aruba-2930F-24G-PoEP-4SFPP# show log –r central

I 06/08/18 13:38:13 05252 central: Maximum retries limit have been reached to 
contact Aruba Central server.Contacting back to Activate server for reprovisioning.

W 06/08/18 13:38:13 05232 central: SSL negotiation failed with status = -5901.
I 06/08/18 13:36:13 05235 central: Websocket connection failed. Config channel
is not established. Retry after 120 seconds.

W 06/08/18 13:36:13 05232 central: SSL negotiation failed with status = -5901.
I 06/08/18 13:35:12 05235 central: Websocket connection failed. Config channel
is not established. Retry after 60 seconds.

W 06/08/18 13:35:12 05232 central: SSL negotiation failed with status = -5901.
I 06/08/18 13:34:42 05235 central: Websocket connection failed. Config channel
is not established. Retry after 30 seconds.
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Debugging Tips

HP-2920-24G-PoEP# debug ztp

HP-2920-24G-PoEP# debug aruba-central

HP-2920-24G-PoEP# debug destination session

HP-2920-24G-PoEP# debug security crypto

To print the logs

HP-2920-24G-PoEP# show debug buffer.

Debug Logging

Source IP Selection: Outgoing Interface

Origin identifier: Outgoing Interface IP

Destination:

Session

Enabled debug types:

aruba-central

ztp

To disable debugs, append "no" to the debug command
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Central guide with the latest updates

• Click on the icon at the left side bottom of the Aruba central UI as below,

• Once you click on documentation, it will redirect to below link,

http://help.central.arubanetworks.com/2.4.7/documentation/online_help/content/home.htm?lang=en_US

http://help.central.arubanetworks.com/2.4.7/documentation/online_help/content/home.htm?lang=en_US
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Central guide with the latest updates
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Questions
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THANK YOU!


