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Authentication Sources - [Endpoints Repository]

• For testing purpose i disabled the cache timeout temporly
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Cluster Wide Parameters - Policy result cache
timeout

• For testing purpose i disabled the cache timeout temporly
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Endpoint database

• Before staring the endpoint database is empty. I reset it a hour before the test.

Connect the computer

• When i connect the computer, clearpass receive the DHCP request from the DHCP
helper and profiled it correctly.
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Endpoint information

7



Endpoint information

Endpoint information

• DHCP Fingerprint received
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Accesstracker

• After profiling is done correctly the COA Port termination works correctly. Because its a
profiled as a computer, its stays in vlan 999. This is out of scope of the test.

Remove the endpoint
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Reconnect the computer

• When reconnect within 5 minutes the endpoint isnt doing profilng again.
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Endpoint information

• No dhcp fingerprint received
• If i look at the DHCP server, DHCP is updates
• If i look at the coreswitch, display dhcp statistics shows the DHCP request is forwarded

to the IP Helper "Clearpass" correctly
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Accesstracker

• No COA Session termination take place because the is no profiling done.
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