[bookmark: _GoBack]Setup MAC Address Authentication – Aruba Controller
Release 6.1.3.0
February 2012
MJR

Contents
Start with creating a new MAC policy	2
Create a MAC address user Role, assign the MAC policy	2
Create a MAC Layer 2 Authentication Profile (set delimiter, case)	2
Create a MAC address Server Group	3
Add an AAA Server	3
Setup the SSID, Virtual AP and AP System Profiles as you normally would	4
Create the Virtual AP	4
Add the AP System Profile and settings	5
Add the Virtual AP to the AP Group desired	5
Add the MAC addresses of the devices to the Internal DB	5
Testing	6




















[bookmark: _Toc320858798]Start with creating a new MAC policy
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[bookmark: _Toc320858799]Create a MAC address user Role, assign the MAC policy
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[bookmark: _Toc320858800]Create a MAC Layer 2 Authentication Profile (set delimiter, case)
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[bookmark: _Toc320858801]Create a MAC address Server Group 
This is where the allowed MAC Addresses of the devices will be added later
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[bookmark: _Toc320858802]Add an AAA Server
Apply the Authentication Default Role
	Select the MAC Authentication Profile
	Select the MAC Authentication Server
	Select the Initial role – (should MAC Authentication fail)
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[bookmark: _Toc320858803]Setup the SSID, Virtual AP and AP System Profiles as you normally would
Network SSID name
Note the no encryption – open SSID
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[bookmark: _Toc320858804]Create the Virtual AP
Apply the SSID and the correct AAA server, VLAN setting etc.
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[bookmark: _Toc320858805]Add the AP System Profile and settings
Set the LMS IP if necessary
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[bookmark: _Toc320858806]Add the Virtual AP to the AP Group desired
(Create if necessary, here we added the new testmac profile to the AP Group “80West” which already has a testeap profile installed)
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[bookmark: _Toc320858807]Add the MAC addresses of the devices to the Internal DB
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Not much to show as this network is open, no encryption, the user (device) 

Show User
[image: ]


image5.jpg
Security > Authentication > Profiles

Servers | AAA Profiles | L2 Authentication | L3 Authentication | User Rules | Advanced

B anaproie AAA Profile > testmac-aaa Show Reference Save As
o Initial role. Er— | MAC Authentication Default
Role

B ke
. 2021 Authentiaton Defat oo 12 Authentication Fail Through
B okt RADIUS Interim Accounting [

B dkoran il D S1P authentcaton role

B defaukantapi Device Type Classification Enforce DHCP

B Nohuharsprotie

B testeap-aza.

o —

G Auharscaion el 57

MAC Authentication Sarver testmac
Group serv

8021 Authenticston
Profie




image6.jpg
Advanced Services > All Profile Management
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Advanced Services > All Profile Management
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Security > Authentication > Servers
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Security > Firewall Policies > Add New Policy
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Security > User Roles > Add Role
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Configuration | Disgnostics | Maintenance | Plan
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