
TimeMessage2019-06-21 16:23:38,104[Th 36 Req 619 SessId R00000066-01-5d0d4ada] INFO 

RadiusServer.Radius - rlm_service: Starting Service Categorization - 54:204:60F189525A7E2019-

06-21 16:23:38,114[RequestHandler-1-0x7f3471dee700 r=psauto-1559937263-206 h=223 

r=R00000066-01-5d0d4ada] INFO Core.ServiceReqHandler - Service classification result = Lab4 

802.1X with AD User Profiling2019-06-21 16:23:38,115[Th 36 Req 619 SessId R00000066-01-

5d0d4ada] INFO RadiusServer.Radius - Service Categorization time = 11 ms2019-06-21 

16:23:38,116[Th 36 Req 619 SessId R00000066-01-5d0d4ada] INFO RadiusServer.Radius - 

rlm_service: The request has been categorized into service "Lab4 802.1X with AD User 

Profiling"2019-06-21 16:23:38,116[Th 36 Req 619 SessId R00000066-01-5d0d4ada] INFO 

RadiusServer.Radius - rlm_eap_peap: Initiate2019-06-21 16:23:38,116[Th 36 Req 619 SessId 

R00000066-01-5d0d4ada] INFO RadiusServer.Radius - reqst_update_state: Access-Challenge 

54:88:60F189525A7E:AKcAEwA7AI5rAgAAKLinNK19NHT1Ka4b1lbR/Q==2019-06-21 

16:23:38,123[Th 37 Req 620 SessId R00000066-01-5d0d4ada] INFO RadiusServer.Radius - 

rlm_service: The request was categorized into service "Lab4 802.1X with AD User Profiling" - 

55:395:60F189525A7E2019-06-21 16:23:38,133[Th 37 Req 620 SessId R00000066-01-5d0d4ada] 

INFO RadiusServer.Radius - TLS_accept:error in SSLv3 read client key exchange A2019-06-21 

16:23:38,133[Th 37 Req 620 SessId R00000066-01-5d0d4ada] INFO RadiusServer.Radius - 

TLS_accept:error in SSLv3 read client key exchange A2019-06-21 16:23:38,134[Th 37 Req 620 

SessId R00000066-01-5d0d4ada] INFO RadiusServer.Radius - reqst_update_state: Access-

Challenge 55:1124:60F189525A7E:ALoAzQD4ABlsAgAAEGoWXpbLHKqacTt6wiBnhg==2019-06-21 

16:23:38,147[Th 38 Req 621 SessId R00000066-01-5d0d4ada] INFO RadiusServer.Radius - 

rlm_service: The request was categorized into service "Lab4 802.1X with AD User Profiling" - 

56:238:60F189525A7E2019-06-21 16:23:38,147[Th 38 Req 621 SessId R00000066-01-5d0d4ada] 

INFO RadiusServer.Radius - reqst_update_state: Access-Challenge 

56:448:60F189525A7E:AFQABQAsAJxtAgAApkt3w07BXezYObdcQ5AbdA==2019-06-21 

16:23:38,160[Th 39 Req 622 SessId R00000066-01-5d0d4ada] INFO RadiusServer.Radius - 

rlm_service: The request was categorized into service "Lab4 802.1X with AD User Profiling" - 

57:364:60F189525A7E2019-06-21 16:23:38,162[Th 39 Req 622 SessId R00000066-01-5d0d4ada] 

INFO RadiusServer.Radius - reqst_update_state: Access-Challenge 

57:143:60F189525A7E:AJoA1QBRAMluAgAAm59XTFISIznFewVEyIt3Xg==2019-06-21 

16:23:38,167[Th 40 Req 623 SessId R00000066-01-5d0d4ada] INFO RadiusServer.Radius - 

rlm_service: The request was categorized into service "Lab4 802.1X with AD User Profiling" - 

58:238:60F189525A7E2019-06-21 16:23:38,167[Th 40 Req 623 SessId R00000066-01-5d0d4ada] 

INFO RadiusServer.Radius - rlm_eap_peap: Session established.2019-06-21 16:23:38,167[Th 40 

Req 623 SessId R00000066-01-5d0d4ada] INFO RadiusServer.Radius - reqst_update_state: Access-

Challenge 58:122:60F189525A7E:ALAASgByAOBvAgAAzlgco614xyY2JJrzdkM3XA==2019-06-21 

16:23:38,172[Th 35 Req 624 SessId R00000066-01-5d0d4ada] INFO RadiusServer.Radius - 

rlm_service: The request was categorized into service "Lab4 802.1X with AD User Profiling" - 

59:281:60F189525A7E2019-06-21 16:23:38,173[Th 35 Req 624 SessId R00000066-01-5d0d4ada] 

INFO RadiusServer.Radius - rlm_ldap: searching for user ssaarcila in 

AD:SSSADS033MDE.ads.loc2019-06-21 16:23:38,174[Th 35 Req 624 SessId R00000066-01-

5d0d4ada] INFO RadiusServer.Radius - rlm_ldap: found user ssaarcila in 



AD:SSSADS033MDE.ads.loc2019-06-21 16:23:38,174[Th 35 Req 624 SessId R00000066-01-

5d0d4ada] INFO RadiusServer.Radius - LDAP/AD User lookup time = 1 ms2019-06-21 

16:23:38,174[Th 35 Req 624 SessId R00000066-01-5d0d4ada] INFO RadiusServer.Radius - 

rlm_eap_mschapv2: Issuing Challenge2019-06-21 16:23:38,175[Th 35 Req 624 SessId R00000066-

01-5d0d4ada] INFO RadiusServer.Radius - reqst_update_state: Access-Challenge 

59:152:60F189525A7E:AFcA1AC/AGZwAgAAcTQomJcH11cOMI39rkWfYg==2019-06-21 

16:23:38,181[Th 34 Req 625 SessId R00000066-01-5d0d4ada] INFO RadiusServer.Radius - 

rlm_service: The request was categorized into service "Lab4 802.1X with AD User Profiling" - 

60:335:60F189525A7E2019-06-21 16:23:38,182[Th 34 Req 625 SessId R00000066-01-5d0d4ada] 

INFO RadiusServer.Radius - rlm_service: The request was categorized into service "Lab4 802.1X 

with AD User Profiling" - 113:0:60F189525A7E2019-06-21 16:23:38,182[Th 34 Req 625 SessId 

R00000066-01-5d0d4ada] INFO RadiusServer.Radius - rlm_eap_mschapv2: Received MSCHAPv2 

Response from client2019-06-21 16:23:38,182[Th 34 Req 625 SessId R00000066-01-5d0d4ada] 

INFO RadiusServer.Radius - rlm_mschap: MSCHAPv2 username used for challenge computation 

ssaarcila2019-06-21 16:23:38,182[Th 34 Req 625 SessId R00000066-01-5d0d4ada] INFO 

RadiusServer.Radius - rlm_mschap: Using domain ADS from objectSid attribute2019-06-21 

16:23:38,182[Th 34 Req 625 SessId R00000066-01-5d0d4ada] INFO RadiusServer.Radius - 

rlm_mschap: authenticating user SSaarcila, domain ADS2019-06-21 16:23:38,186[Th 34 Req 625 

SessId R00000066-01-5d0d4ada] INFO RadiusServer.Radius - rlm_mschap: user SSaarcila 

authenticated successfully2019-06-21 16:23:38,187[Th 34 Req 625 SessId R00000066-01-

5d0d4ada] INFO RadiusServer.Radius - MS-Chap User Authentication time = 4 ms2019-06-21 

16:23:38,187[Th 34 Req 625 SessId R00000066-01-5d0d4ada] INFO RadiusServer.Radius - 

rlm_eap_mschapv2: Sending MSCHAPv2 Success reply2019-06-21 16:23:38,187[Th 34 Req 625 

SessId R00000066-01-5d0d4ada] INFO RadiusServer.Radius - reqst_update_state: Access-

Challenge 60:168:60F189525A7E:AFkA8ADSADhxAgAAol3Assk96nI9jkXucFFFig==2019-06-21 

16:23:38,193[Th 36 Req 626 SessId R00000066-01-5d0d4ada] INFO RadiusServer.Radius - 

rlm_service: The request was categorized into service "Lab4 802.1X with AD User Profiling" - 

61:273:60F189525A7E2019-06-21 16:23:38,193[Th 36 Req 626 SessId R00000066-01-5d0d4ada] 

INFO RadiusServer.Radius - rlm_service: The request was categorized into service "Lab4 802.1X 

with AD User Profiling" - 114:0:60F189525A7E2019-06-21 16:23:38,194[Th 36 Req 626 SessId 

R00000066-01-5d0d4ada] INFO RadiusServer.Radius - rlm_eap_mschapv2: Received MSCHAPv2 

Success from client2019-06-21 16:23:38,194[Th 36 Req 626 SessId R00000066-01-5d0d4ada] INFO 

RadiusServer.Radius - rlm_policy: Starting Policy Evaluation.2019-06-21 

16:23:38,201[RequestHandler-1-0x7f3471dee700 r=psauto-1559937263-207 h=239 r=R00000066-

01-5d0d4ada] INFO Common.EndpointTable - Returning NULL (EndpointPtr) for macAddr 

60f189525a7e2019-06-21 16:23:38,201[RequestHandler-1-0x7f3471dee700 r=psauto-

1559937263-207 h=239 r=R00000066-01-5d0d4ada] INFO Common.TagDefinitionCacheTable - No 

InstanceTagDefCacheMap found for instance id = 3001 entity id = 292019-06-21 

16:23:38,202[RequestHandler-1-0x7f3471dee700 r=psauto-1559937263-207 h=239 r=R00000066-

01-5d0d4ada] INFO Common.TagDefinitionCacheTable - Building the TagDefMapTable for NAD 

instance=30012019-06-21 16:23:38,202[RequestHandler-1-0x7f3471dee700 r=psauto-

1559937263-207 h=239 r=R00000066-01-5d0d4ada] INFO Common.TagDefinitionCacheTable - 



Built 0 tag(s) for NAD instanceId=3001|entityId=292019-06-21 16:23:38,202[RequestHandler-1-

0x7f3471dee700 r=psauto-1559937263-207 h=239 r=R00000066-01-5d0d4ada] INFO 

TAT.TagAttrHolderBuilder - No tags built for instanceId=3001|entity=Device2019-06-21 

16:23:38,202[RequestHandler-1-0x7f3471dee700 r=psauto-1559937263-207 h=239 r=R00000066-

01-5d0d4ada] INFO TAT.AluTagAttrHolderBuilder - buildAttrHolder: Tags cannot be built for 

instanceId=0 (NULL AuthLocalUser)2019-06-21 16:23:38,202[RequestHandler-1-0x7f3471dee700 

r=psauto-1559937263-207 h=239 r=R00000066-01-5d0d4ada] INFO TAT.GuTagAttrHolderBuilder - 

buildAttrHolder: Tags cannot be built for instanceId=0 (NULL GuestUser)2019-06-21 

16:23:38,202[RequestHandler-1-0x7f3471dee700 r=psauto-1559937263-207 h=239 r=R00000066-

01-5d0d4ada] INFO TAT.EndpointTagAttrHolderBuilder - buildAttrHolder: Tags cannot be built for 

instanceId=0 (NULL Endpoint)2019-06-21 16:23:38,202[RequestHandler-1-0x7f3471dee700 

r=psauto-1559937263-207 h=239 r=R00000066-01-5d0d4ada] INFO 

TAT.OnboardTagAttrHolderBuilder - buildAttrHolder: Tags cannot be built for instanceId=0 (NULL 

Onboard Device User)2019-06-21 16:23:38,203[RequestHandler-1-0x7f3471dee700 h=2097 

c=R00000066-01-5d0d4ada] INFO Core.PETaskScheduler - *** PE_TASK_SCHEDULE_RADIUS 

Started ***2019-06-21 16:23:38,203[RequestHandler-1-0x7f3471dee700 h=2097 c=R00000066-

01-5d0d4ada] INFO Core.PETaskScheduler - ** Starting PETaskAuthSourceRestriction **2019-06-

21 16:23:38,203[RequestHandler-1-0x7f3471dee700 h=2097 c=R00000066-01-5d0d4ada] INFO 

Core.PETaskScheduler - ** Starting PETaskRoleMapping **2019-06-21 

16:23:38,204[RequestHandler-1-0x7f3471dee700 h=2098 c=R00000066-01-5d0d4ada] WARN 

REC.EvaluatorCtx - Prerequisites set is empty, not populating the Request Map2019-06-21 

16:23:38,206[RequestHandler-1-0x7f3471dee700 r=R00000066-01-5d0d4ada h=2097 

c=R00000066-01-5d0d4ada] INFO Core.PETaskScheduler - ** Completed 

PETaskAuthSourceRestriction **2019-06-21 16:23:38,208[RequestHandler-1-0x7f3471dee700 

h=2099 c=R00000066-01-5d0d4ada] INFO Core.PETaskRoleMapping - Roles: User 

Authenticated]2019-06-21 16:23:38,208[RequestHandler-1-0x7f3471dee700 r=R00000066-01-

5d0d4ada h=2097 c=R00000066-01-5d0d4ada] INFO Core.PETaskScheduler - ** Completed 

PETaskRoleMapping **2019-06-21 16:23:38,209[RequestHandler-1-0x7f3471dee700 

r=R00000066-01-5d0d4ada h=2097 c=R00000066-01-5d0d4ada] INFO Core.PETaskScheduler - ** 

Starting PETaskPolicyResult **2019-06-21 16:23:38,209[RequestHandler-1-0x7f3471dee700 

r=R00000066-01-5d0d4ada h=2097 c=R00000066-01-5d0d4ada] INFO Core.PETaskScheduler - ** 

Completed PETaskPolicyResult **2019-06-21 16:23:38,210[RequestHandler-1-0x7f3471dee700 

r=R00000066-01-5d0d4ada h=2097 c=R00000066-01-5d0d4ada] INFO Core.PETaskScheduler - ** 

Starting PETaskEnforcement **2019-06-21 16:23:38,212[RequestHandler-1-0x7f3471dee700 

h=2102 c=R00000066-01-5d0d4ada] INFO Core.PETaskEnforcement - EnfProfiles: DHCP-only2019-

06-21 16:23:38,219[RequestHandler-1-0x7f3471dee700 r=R00000066-01-5d0d4ada h=2097 

c=R00000066-01-5d0d4ada] INFO Core.PETaskScheduler - ** Completed PETaskEnforcement 

**2019-06-21 16:23:38,219[RequestHandler-1-0x7f3471dee700 r=R00000066-01-5d0d4ada 

h=2097 c=R00000066-01-5d0d4ada] INFO Core.PETaskScheduler - ** Starting 

PETaskRadiusEnfProfileBuilder **2019-06-21 16:23:38,219[RequestHandler-1-0x7f3471dee700 

r=R00000066-01-5d0d4ada h=2097 c=R00000066-01-5d0d4ada] INFO Core.PETaskScheduler - ** 

Starting PETaskRadiusCoAEnfProfileBuilder **2019-06-21 16:23:38,220[RequestHandler-1-



0x7f3471dee700 r=R00000066-01-5d0d4ada h=2097 c=R00000066-01-5d0d4ada] INFO 

Core.PETaskScheduler - ** Starting PETaskAppEnfProfileBuilder **2019-06-21 

16:23:38,220[RequestHandler-1-0x7f3471dee700 r=R00000066-01-5d0d4ada h=2097 

c=R00000066-01-5d0d4ada] INFO Core.PETaskScheduler - ** Starting 

PETaskAgentEnfProfileBuilder **2019-06-21 16:23:38,220[RequestHandler-1-0x7f3471dee700 

r=R00000066-01-5d0d4ada h=2097 c=R00000066-01-5d0d4ada] INFO Core.PETaskScheduler - ** 

Starting PETaskPostAuthEnfProfileBuilder **2019-06-21 16:23:38,220[RequestHandler-1-

0x7f3471dee700 r=R00000066-01-5d0d4ada h=2097 c=R00000066-01-5d0d4ada] INFO 

Core.PETaskScheduler - ** Starting PETaskGenericEnfProfileBuilder **2019-06-21 

16:23:38,220[RequestHandler-1-0x7f3471dee700 h=2109 c=R00000066-01-5d0d4ada] INFO 

Core.PETaskGenericEnfProfileBuilder - getApplicableProfiles: No App enforcement (Generic) 

profiles applicable for this device2019-06-21 16:23:38,221[RequestHandler-1-0x7f3471dee700 

h=2104 c=R00000066-01-5d0d4ada] INFO Core.PETaskRadiusEnfProfileBuilder - 

EnfProfileAction=ACCEPT2019-06-21 16:23:38,221[RequestHandler-1-0x7f3471dee700 h=2104 

c=R00000066-01-5d0d4ada] INFO Core.PETaskRadiusEnfProfileBuilder - Radius enfProfiles used: 

DHCP-only2019-06-21 16:23:38,222[RequestHandler-1-0x7f3471dee700 h=2104 c=R00000066-01-

5d0d4ada] INFO Core.EnfProfileComputer - getFinalSessionTimeout: sessionTimeout = 02019-06-

21 16:23:38,224[RequestHandler-1-0x7f3471dee700 r=R00000066-01-5d0d4ada h=2097 

c=R00000066-01-5d0d4ada] INFO Core.PETaskScheduler - ** Completed 

PETaskGenericEnfProfileBuilder **2019-06-21 16:23:38,224[RequestHandler-1-0x7f3471dee700 

r=R00000066-01-5d0d4ada h=2097 c=R00000066-01-5d0d4ada] INFO Core.PETaskScheduler - ** 

Completed PETaskAgentEnfProfileBuilder **2019-06-21 16:23:38,224[RequestHandler-1-

0x7f3471dee700 r=R00000066-01-5d0d4ada h=2097 c=R00000066-01-5d0d4ada] INFO 

Core.PETaskScheduler - ** Completed PETaskAppEnfProfileBuilder **2019-06-21 

16:23:38,224[RequestHandler-1-0x7f3471dee700 r=R00000066-01-5d0d4ada h=2097 

c=R00000066-01-5d0d4ada] INFO Core.PETaskScheduler - ** Starting PETaskCliEnforcement 

**2019-06-21 16:23:38,225[RequestHandler-1-0x7f3471dee700 h=2110 c=R00000066-01-

5d0d4ada] INFO Core.PETaskCliEnforcement - startHandler: No commands for CLI 

enforcement2019-06-21 16:23:38,225[RequestHandler-1-0x7f3471dee700 r=R00000066-01-

5d0d4ada h=2108 c=R00000066-01-5d0d4ada] INFO Core.PETaskPostAuthEnfProfileBuilder - 

getApplicableProfiles: No Post auth enforcement profiles applicable for this device2019-06-21 

16:23:38,225[RequestHandler-1-0x7f3471dee700 r=R00000066-01-5d0d4ada h=2097 

c=R00000066-01-5d0d4ada] INFO Core.PETaskScheduler - ** Completed 

PETaskRadiusEnfProfileBuilder **2019-06-21 16:23:38,226[RequestHandler-1-0x7f3471dee700 

r=R00000066-01-5d0d4ada h=2097 c=R00000066-01-5d0d4ada] INFO Core.PETaskScheduler - ** 

Completed PETaskCliEnforcement **2019-06-21 16:23:38,226[RequestHandler-1-0x7f3471dee700 

r=R00000066-01-5d0d4ada h=2097 c=R00000066-01-5d0d4ada] INFO Core.PETaskScheduler - ** 

Completed PETaskPostAuthEnfProfileBuilder **2019-06-21 16:23:38,227[RequestHandler-1-

0x7f3471dee700 r=R00000066-01-5d0d4ada h=2105 c=R00000066-01-5d0d4ada] INFO 

Core.PETaskRadiusCoAEnfProfileBuilder - getApplicableProfiles: No radius_coa enforcement 

profiles applicable for this device2019-06-21 16:23:38,228[RequestHandler-1-0x7f3471dee700 

r=R00000066-01-5d0d4ada h=2097 c=R00000066-01-5d0d4ada] INFO Core.PETaskScheduler - ** 



Completed PETaskRadiusCoAEnfProfileBuilder **2019-06-21 16:23:38,228[RequestHandler-1-

0x7f3471dee700 r=R00000066-01-5d0d4ada h=2097 c=R00000066-01-5d0d4ada] INFO 

Core.PETaskScheduler - ** Starting PETaskAuthStatusInfo **2019-06-21 

16:23:38,228[RequestHandler-1-0x7f3471dee700 r=R00000066-01-5d0d4ada h=2097 

c=R00000066-01-5d0d4ada] INFO Core.PETaskScheduler - ** Starting PETaskOutputPolicyRes 

**2019-06-21 16:23:38,228[RequestHandler-1-0x7f3471dee700 r=R00000066-01-5d0d4ada 

h=2097 c=R00000066-01-5d0d4ada] INFO Core.PETaskScheduler - ** Starting PETaskSessionLog 

**2019-06-21 16:23:38,243[RequestHandler-1-0x7f3471dee700 h=2112 c=R00000066-01-

5d0d4ada] INFO Core.XpipPolicyResHandler - populateResponseTlv: PETaskPostureOutput does 

not exist. Skip sending posture VAFs2019-06-21 16:23:38,243[RequestHandler-1-0x7f3471dee700 

h=2112 c=R00000066-01-5d0d4ada] INFO Core.PolicyResCollector - getSohr: Failed to generate 

Sohr2019-06-21 16:23:38,244[Th 36 Req 626 SessId R00000066-01-5d0d4ada] INFO 

RadiusServer.Radius - Policy Evaluation time = 50 ms2019-06-21 16:23:38,244[Th 36 Req 626 

SessId R00000066-01-5d0d4ada] INFO RadiusServer.Radius - rlm_policy: Received Accept 

Enforcement Profile2019-06-21 16:23:38,244[Th 36 Req 626 SessId R00000066-01-5d0d4ada] 

INFO RadiusServer.Radius - rlm_policy: Policy Server reply does not contain Posture-Validation-

Response2019-06-21 16:23:38,244[RequestHandler-1-0x7f3471dee700 h=2111 c=R00000066-01-

5d0d4ada] INFO Core.PolicyResCollector - getSohr: Failed to generate Sohr2019-06-21 

16:23:38,244[RequestHandler-1-0x7f3471dee700 r=R00000066-01-5d0d4ada h=2097 

c=R00000066-01-5d0d4ada] INFO Core.PETaskScheduler - ** Completed PETaskSessionLog 

**2019-06-21 16:23:38,244[RequestHandler-1-0x7f3471dee700 r=R00000066-01-5d0d4ada 

h=2097 c=R00000066-01-5d0d4ada] INFO Core.PETaskScheduler - ** Completed 

PETaskOutputPolicyRes **2019-06-21 16:23:38,245[Th 36 Req 626 SessId R00000066-01-

5d0d4ada] INFO RadiusServer.Radius - reqst_update_state: Access-Challenge 

61:128:60F189525A7E:ACMAEACiAOZyAgAAPDwUfR851ubXrd3pAoh4hA==2019-06-21 

16:23:38,245[RequestHandler-1-0x7f3471dee700 r=R00000066-01-5d0d4ada h=2097 

c=R00000066-01-5d0d4ada] INFO Core.PETaskScheduler - ** Completed PETaskAuthStatusInfo 

**2019-06-21 16:23:38,245[RequestHandler-1-0x7f3471dee700 r=R00000066-01-5d0d4ada 

h=2097 c=R00000066-01-5d0d4ada] INFO Core.PETaskScheduler - *** 

PE_TASK_SCHEDULE_RADIUS Completed ***2019-06-21 16:23:38,251[Th 37 Req 627 SessId 

R00000066-01-5d0d4ada] INFO RadiusServer.Radius - rlm_service: The request was categorized 

into service "Lab4 802.1X with AD User Profiling" - 62:278:60F189525A7E2019-06-21 

16:23:38,251[Th 37 Req 627 SessId R00000066-01-5d0d4ada] INFO RadiusServer.Radius - 

rlm_policy: Bypassing Policy Evaluation.2019-06-21 16:23:38,251[Th 37 Req 627 SessId 

R00000066-01-5d0d4ada] INFO RadiusServer.Radius - rlm_policy: Added Class attribute with value 

Class = 

0x96ad992a15294b46a5731f9148d61c82bd0b0000000000005230303030303036362d30312d356

430643461646100000000000000000000002019-06-21 16:23:38,251[Th 37 Req 627 SessId 

R00000066-01-5d0d4ada] INFO RadiusServer.Radius - Request processing time = 148 ms 

 



 

 

 


