(Aruba7205-Master) #show datapath session table 10.0.58.53

Datapath Session Table Entries

Flags: F — fast age, S — src NAT, N - dest NAT

D - deny, R — redirect, Y - no syn

H - high prio, P - set prio, T - set ToS

C - client, M - mirror, V - VOIP

Q - Real-Time Quality analysis

I - Deep inspect, U - Locally destined

E — Media Deep Inspect, G — media signal

r — Route Nexthop

A - Application Firewall Inspect

B — Permanent, 0 — Openflow
Source IP Destination IP Prot SPort DPort Cntr Prio ToS Age
Destination TAge Packets Bytes Flags
8.8.4.4 10.0.58.53 17 53 50157 0/0 0 24 0
tunnel 145 4 1 76 FI
10.0.10.41 10.0.58.53 17 53 50836 0/0 0 24 1
tunnel 144 d 0 0 FI
172.217.4.78 10.0.58.53 6 80 49589 0/0 0 24 2
tunnel 145 23 0 0
10.0.10.41 10.0.58.53 17 53 50353 0/0 0 24 0
tunnel 145 4 1 90 FI
10.0.58.53 66.28.0.61 17 46432 53 0/0 0 24 0
tunnel 145 6 1 75 FTCI
10.0.10.41 10.0.58.53 17 53 56714 0/0 0 24 0
tunnel 145 6 1 91 FI
10.0.58.53 52.198.199.12 © 51314 5223 0/0 0 24 1
tunnel 144 1b 0 0 FTC
10.0.58.53 66.28.0.61 17 36003 53 0/0 0 24 1
tunnel 144 d 0 0 FTCI
10.0.58.53 8.8.8.8 17 51042 53 0/0 0 24 0
tunnel 145 6 1 75 FTCI
216.58.201.35 10.0.58.53 6 80 57505 0/0 0 24 0
tunnel 145 5 5 370 F
10.0.58.53 8.8.8.8 17 56248 53 0/0 0 24 1
tunnel 144 e 0 0 FTCI
10.0.58.53 10.0.10.41 17 49100 53 0/0 0 24 1
tunnel 144 e 0 0 FTCI
10.0.58.53 216.58.201.35 6 55477 80 0/0 0 24 1



tunnel 144
10.0.58.53
tunnel 145
10.0.10.41
tunnel 144

10.0.10.41
tunnel 145
10.0.58.53
tunnel 145

31.13.69.226

tunnel 145
10.0.58.53
tunnel 145

52.198.199.

tunnel 145

10.0.58.53
tunnel 144
10.0.10.41
tunnel 144

d

C

31.13.69.226

tunnel 144

C

172.217.12.4

tunnel 145

162.115.216.30
tunnel 144 1b

10.0.58.53
tunnel 145
66.28.0.61
tunnel 145
10.0.58.53
tunnel 144
10.0.58.53
tunnel 144
10.0.58.53
tunnel 145

10.0.58.53
tunnel 145
10.0.58.53
tunnel 144
10.0.58.53
tunnel 144
10.0.58.53

4

66.28.0.45

10.0.58.53

10.0.58.53
8.8.8.8
10.0.58.53
15
66.28.0.61

10.0.58.53

66.28.0.61

10.0.58.53

10.0.58.53

10.0.58.53

10.0.58.53

10.0.10.41

10.0.58.53

66.28.0.45

10.0.10.41

66.28.0.45

10.0.10.41
1

216.58.204.

0
8.8.8.8

0
10.0.10.41

17
75
17

17
91

17
60
4361

17
60

60

17

17

135

112

17
69

17
324

17

17
17
60

17
75
14 6
17

17

FTC

60328 53
FTCI

53 63027
FI

53 38146
FI

50342 53
FTCI

443 51816
F

54874 53
FTCI

5223 51351

50833 53
FTCI

53 51497
FI

443 51800
F

80 50718
F

443 50125

43835 53
FTCI

53 35916
FI

35041 53
FTCI

63027 53
FTCI

33946 53
FTCI

38146 53
FTCI
60882 80
FTC
36196 53
FTCI
1660 53

0/0

0/0

0/0
0/0
0/0
0/0

0/0

0/0
0/0
0/0
0/0

0/0

0/0
0/0
0/0
0/0

0/0

0/0
0/0
0/0

0/0

24

24

24

24

24

24

24

24

24

24

24

24

24

24

24

24

24

24

24

24

24



tunnel 144

172.217.4.78

tunnel 145

66.28.0.45
tunnel 145
8.8.8.8

tunnel 145
66.28.0.45
tunnel 144
10.0.10.41
tunnel 145
66.28.0.45
tunnel 145

66.28.0.45
tunnel 145
10.0.10.41
tunnel 144
10.0.58.53
tunnel 145
10.0.58.53
tunnel 145
10.0.58.53
tunnel 145

10.0.58.53
tunnel 144
10.0.58.53
tunnel 145

31.13.69.226
tunnel 144 1b

10.0.58.53
tunnel 144

b

3

b

5

b

13.33.164.103

tunnel 145

10.0.10.41
tunnel 144
10.0.58.53
tunnel 144
10.0.58.53
tunnel 144
10.0.58.53
tunnel 145

31.13.69.226

4

e

e

d

4

0
10.0.58.53
3
10.0.58.53
1
10.0.58.53
1
10.0.58.53
0
10.0.58.53
1
10.0.58.53
1
10.0.58.53
1
10.0.58.53
0
10.0.10.41
1
162.115.216.
8
52.198.199.
2
162.115.216
0
66.28.0.61
1
10.0.58.53
0
52.198.199.
1
10.0.58.53
27
10.0.58.53
0
8.8.8.8
0
66.28.0.45
0
10.0.10.41
1
10.0.58.53

247

324

76

76

324

346

0

60
30
834
12
112

.30
0
60
0

12
40

17

17

17

17

17

17

17

17

33798

62

17

17

17

17

FTCI
80 49648

53 33946
FI

53 48773
FI

53 35041
FI

53 55954
FI

53 36503
FI

53 60328
FI

53 60592
FI

43075 53
FTCI

50164 443
TC

51351 5223
TC

50151 443
TC

35916 53
FTCI

443 51783

51338 5223
FTC

80 54185
F

53 49100
FI

51235 53
FTCI

56000 53
FTCI

54179 53
FTCI

443 51801

0/0

0/0
0/0
0/0
0/0

0/0

0/0
0/0
0/0
0/0

0/0

0/0
0/0
0/0
0/0

0/0

0/0
0/0
0/0
0/0

0/0

24

24

24

24

24

24

24

24

24

24

24

24

24

24

24

24

24

24

24

24

24



tunnel 144 c

10.0.58.53
tunnel 144 d
10.0.10.41
tunnel 145 5
10.0.58.53
tunnel 144 b
10.0.58.53
tunnel 144 1b
216.58.204.14
tunnel 144 ¢

8.8.8.8

tunnel 145 5
8.8.8.8

tunnel 144 c
8.8.8.8

tunnel 144 d
10.0.58.53
tunnel 145 24
13.33.164.216
tunnel 144 b

66.28.0.61
tunnel 144 1d
10.0.58.53
tunnel 145 4
10.0.58.53
tunnel 145 3
10.0.58.53
tunnel 144 1d
10.0.10.41
tunnel 144 <c

66.28.0.61
tunnel 144 e
10.0.58.53
tunnel 145 4
10.0.58.53
tunnel 145 23
10.0.58.53
tunnel 145 3
10.0.58.53
tunnel 144 ¢

1 40
66.28.0.45 17
0 0
10.0.58.53 17
1 76
13.33.164.216 6
0 0
162.115.216.30 6
0 0
10.0.58.53 6
0 0
10.0.58.53 17
1 76
10.0.58.53 17
0 0
10.0.58.53 17
0 0
10.0.0.2 1
18 21504
10.0.58.53 6
0 0
10.0.58.53 17
0 0
10.0.10.41 17
1 58
10.0.10.41 17
1 65
66.28.0.61 17
0 0
10.0.58.53 17
0 0
10.0.58.53 17
0 0
172.217.12.4 6
4 216
162.115.216.30 6
0 0
10.0.10.41 17
1 57
10.0.10.41 17
0 0

45457 53
FTCI

53 43075
FI

49947 80
FTC

50125 443
TC

80 60882
F

53 50342
FI

53 44445
FI

53 36196
FI

0 2048
FTCI

80 49947
F

53 40774
FI

50353 53
FTCI

55245 53
FTCI

40774 53
FTCI

53 54209
FI

53 54170
FI

50718 80
FTC

50109 443
TC

51990 53
FTCI

54209 53
FTCI

0/0
0/0
0/0
0/0

0/0

0/0
0/0
0/0
0/0

0/0

0/0
0/0
0/0
0/0

0/0

0/0
0/0
0/0
0/0

0/0

24

24

24

24

24

24

24

24

24

24

24

24

24

24

24

24

24

24

24

24



10.0.58.53
tunnel 144
31.13.69.226
0/0/0
8.8.8.8
tunnel 144
10.0.58.53
tunnel 144
10.0.58.53
tunnel 145

66.28.0.61
tunnel 144
10.0.58.53
tunnel 144
216.58.201.3
tunnel 144
10.0.58.53
tunnel 144
10.0.58.53
tunnel 144

10.0.58.53
tunnel 145
10.0.58.53
0/0/0
66.28.0.45
tunnel 144
10.0.58.53
tunnel 144
162.115.216.
tunnel 145

10.0.10.41
tunnel 144
10.0.0.2
tunnel 145
10.0.58.53
tunnel 145
8.8.4.4
tunnel 144
31.13.69.226
tunnel 145

10.0.58.53

(S

14

e

C

1b
5

14
d
e

30
3

b

24

4

C

3

66.28.0.61

0
10.0.58.53

0
10.0.58.53

0
10.0.10.41

0
216.58.201.3

5

10.0.58.53

0
31.13.69.195

0
10.0.58.53

0
10.0.10.41

0
8.8.4.4

0

66.28.0.45

31.13.69.226

10.0.58.53

66.28.0.61

10.0.58.53

10.0.58.53
0
10.0.58.53
18
8.8.8.8
1
10.0.58.53
0
10.0.58.53
15

31.13.69.226

17
0

6
0

17
0

17
0
5 ©6
600

17
0

6
0

6
0

17
0

17
0

17
60

6
0

17
0

17
0

6
611

17
0

1
21504

17
60

17
0

6
5271

6

50601 53
FTCI

443 51462
FC

53 51235
FI

64155 53
FTCI

57505 80
FTC

53 50601
FI

38317 443
TC

80 55477
F

60592 53
FTCI

35120 53
FTCI

36503 53
FTCI

51462 443
F

53 45457
FI

54170 53
FTCI

443 50164

53 1660
FI

0 0
FI

48773 53
FTCI

53 35120
FI

443 51821
F

51465 443

0/0
0/0
0/0
0/0

0/0

0/0
0/0
0/0
0/0

0/0

0/0
0/0
0/0
0/0

0/0

0/0
0/0
0/0
0/0

0/0

0/0

24

24

24

24

24

24

24

24

24

24

24

24

24

24

24

24

24

24



0/0/0

10.0.58.53
tunnel 145
66.28.0.61
tunnel 144
66.28.0.45
tunnel 144

14

4

d

d

31.13.69.226

tunnel 144

10.0.10.41
tunnel 144

C

C

31.13.69.195

tunnel 144
66.28.0.61
tunnel 145

52.198.199.

tunnel 144

1b

5
12
1b

162.115.216.30

tunnel 145

8.8.8.8
tunnel 145

23

5

172.217.4.78

tunnel 144
10.0.58.53
tunnel 145
10.0.58.53
tunnel 144
10.0.58.53
0/0/0

66.28.0.61
tunnel 144
10.0.58.53
tunnel 145
8.8.8.8

tunnel 145
10.0.58.53
tunnel 145

52.198.199.

tunnel 144

10.0.58.53
tunnel 145
66.28.0.45

C

4

0

0

13.33.164.103

29

10.0.58.

0
10.
0
10.
1

10.

10.

10.

10.

10.

10.
1
10.
0
10.
1
8.8
0
162
0

10.
0
10.
1
10.
1
66.
1
10.
1

8.8

10.

0.58.

0.58.

0.58.

0.58.

0.58.

0.10.

.8.8

.115.

0.58.

0.10.

0.58.

28.0.

0.58.

.8.8

0.58.

53

53

53

.53

.53

53

.53

.53

53

53

41

216.

53

41

53

61

53

53

1877

0

0

83

60

91

75

60

60

6

17

17

17

17

17

17

17

17

17

17

17

17

17

54185 80
FTC

53 36003
FI

53 56000
FI

443 51799

53 64155
FI
443 38317
53 54874
FI
5223 51314

443 50109

53 59632
FI
80 49633

58534 53
FTCI
44445 53
FTCI
49831 443

F

53 50833
FI

55954 53
FTCI

53 51042
FI

35533 53
FTCI

5223 51338

59632 53
FTCI
53 44247

0/0
0/0
0/0

0/0

0/0
0/0
0/0
0/0

0/0

0/0
0/0
0/0
0/0

0/0

0/0
0/0
0/0
0/0

0/0

0/0

0/0

24

24

24

24

24

24

24

24

24

24

24

24

24

24

24

24

24

24

24

24



tunnel 145
66.28.0.61
tunnel 145
10.0.58.53
tunnel 144
10.0.10.41
tunnel 145

8.8.8.8

tunnel 144
10.0.10.41
tunnel 145
10.0.10.41
tunnel 145
10.0.58.53
tunnel 144
8.8.8.8

tunnel 144

10.0.58.53
tunnel 144
10.0.58.53
tunnel 145
66.28.0.61
tunnel 145
10.0.58.53
tunnel 144
10.0.58.53
tunnel 144

10.0.58.53
tunnel 145
10.0.58.53
tunnel 144
10.0.58.53
tunnel 144

162.115.216.

0/0/0
10.0.58.53
tunnel 144

10.0.58.53
tunnel 145
10.0.58.53
tunnel 144

31.13.69.226

1c

23

1b
30

C

1
10.0.58.53

1
172.217.4.78

0
10.0.58.53

1
10.0.58.53

0
10.0.58.53

1
10.0.58.53

1
172.217.4.78

0
10.0.58.53

0
10.0.10.41

0
172.217.4.78

4
10.0.58.53

1
10.0.10.41

0
66.28.0.45

0
172.217.4.78

0
31.13.69.226

2
31.13.69.226

0
10.0.58.53

0
31.13.69.226

0
10.0.10.41

1
10.0.10.41

0
10.0.58.53

346

346

105

73

302

393

346

0

80

0

0

0

75

17

17

17

17

17

17

17

17

17

17

FI

53 35533
FI

49608 80
TC

53 55245
FI

53 56248
FI

53 51990
FI

53 43835
FI

49633 80
TC

53 36754
FI

51580 53
FTCI

49648 80
TC

53 46432
FI

49452 53
FTCI

50286 53
FTCI

49589 80
TC

51800 443
FTC

51783 443
TC

443 49831
FC

51801 443
TC

56714 53
FTCI

51497 53
FTCI

443 51820

0/0
0/0

0/0

0/0
0/0
0/0
0/0

0/0

0/0
0/0
0/0
0/0

0/0

0/0
0/0
0/0
0/0

0/0

0/0
0/0

0/0

24

24

24

24

24

24

24

24

24

24

24

24

24

24

24

24

24

24

24

24



tunnel 145
10.0.58.53
tunnel 144
10.0.58.53
tunnel 145

8.8.8.8
tunnel 145
10.0.10.41
tunnel 144
162.115.216.
tunnel 144
10.0.58.53
tunnel 144
10.0.58.53
tunnel 145

10.0.58.53
tunnel 145
10.0.58.53
tunnel 145
66.28.0.45
tunnel 144
10.0.58.53
tunnel 145
10.0.10.41
tunnel 145

172.217.4.78

tunnel 144

31.13.69.226

0/0/0

10.0.58.53
tunnel 144
10.0.10.41
tunnel 145
10.0.58.53
tunnel 145

10.0.10.41
tunnel 144

(Aruba7205-Master) #eion table | include 10.0.58.

1c

14

d

4

4

d

14
31.13.69.226

1
66.28.0.45

1
10.0.58.53

1
10.0.58.53

0
10.0.58.53

0
8.8.8.8

0
31.13.69.226

8
31.13.69.226

8
8.8.4.4

1
10.0.58.53

0
8.8.8.8

1
10.0.58.53

1
10.0.58.53

0
10.0.58.53

0
10.0.10.41

0
10.0.58.53

1
31.13.69.226

10
10.0.58.53

0

5158

40

75

91

0

0

0

1150

1149

60

0

75

107

0

113

1247

0

6

17

6

17

17

17

17

17

17

6

17

51799 443
FTC

44247 53
FTCI

53 54975
FI

53 49452
FI

443 50151

36754 53
FTCI

51820 443
TC

51821 443
TC

50157 53
FTCI

53 50286
FI

54975 53
FTCI

53 54179
FI

80 49608

443
FC

50836 53
FTCI

53 58534
FI

51816 443
TC

51465

53 51580
FI

% Invalid input detected at '~' marker.

0/0

0/0

0/0
0/0
0/0
0/0

0/0

0/0
0/0
0/0
0/0

0/0

0/0
0/0
0/0
0/0

0/0

0/0

53

24

24

24

24

24

24

24

24

24

24

24

24

24

24

24

24

24



(Aruba7205-Master) #
(Aruba7205-Master) #show user mac fc:db:b3:74:f5:46

% Invalid input detected at '~' marker.

The phy column shows client's operational capabilities for current
association

Flags: A: Active, B: Band Steerable, H: Hotspot(802.11u) client, K:
802.11K client, M: Mu beam formee, R: 802.11R client, W: WMM client,
w: 802.11w client V: 802.11v BSS trans capable

PHY Details: HT : High throughput; 20: 20MHz; 40: 40MHz; t:
turbo-rates (256-QAM)

VHT : Very High throughput; 80: 80MHz; 160: 160MHz;
80p80: 80OMHz + 80OMHz

<n>ss: <n> spatial streams

Association Table

Name bssid mac auth assoc aid 1-int essid vlan-id tunnel-id
phy assoc. time num assoc Flags Band steer moves (T/S) phy_cap

(Aruba7205-Master) #show datapath session table 10.0.58.53

Datapath Session Table Entries

Flags: F — fast age, S — src NAT, N - dest NAT
D - deny, R — redirect, Y - no syn

H - high prio, P - set prio, T - set ToS
C - client, M - mirror, V - VOIP

Q - Real-Time Quality analysis

I - Deep inspect, U - Locally destined

E — Media Deep Inspect, G — media signal
r — Route Nexthop

A - Application Firewall Inspect

B — Permanent, 0 — Openflow

Source IP Destination IP Prot SPort DPort Cntr Prio ToS Age
Destination TAge Packets Bytes Flags

52.198.199.12 10.0.58.53 6 5223 51379 0/0 0 24 1
tunnel 145 58 1 1426



172.217.4.78

tunnel 145 8a
157.240.17.32

tunnel 145 33
157.240.17.10
tunnel 145 33
157.240.17.10
tunnel 145 2b

162.115.216.30
tunnel 145 2c
52.198.199.12

tunnel 145 6a
162.115.216.30
tunnel 144 82
162.115.24.30
tunnel 145 33
172.217.4.78

tunnel 145 6a

10.0.58.53
tunnel 145 2b
10.0.58.53
tunnel 145 33
10.0.58.53
tunnel 145 6b
10.0.58.53
tunnel 145 6b
10.0.58.53
tunnel 144 73

10.0.58.53
tunnel 145 59
157.240.17.32
tunnel 145 4d
10.0.58.53
tunnel 144 83
10.0.58.53
tunnel 145 4d
10.0.58.53
tunnel 145 2d

10.0.58.53
tunnel 145 8b
31.13.69.226
tunnel 145 4d

10.0.58.53
10.0.58.53
10.0.58.53

7 602
10.0.58.53

10.0.58.53

10.0.58.53

10.0.58.53

10.0.58.53

10.0.58.53

157.240.17.10

0 0
157.240.17.10
0 0
162.115.216.30
0 0
52.198.199.12
0 0
162.115.216.30
0 0

52.198.199.12

0 0
10.0.58.53

1 180
162.115.216.30

0 0
157.240.17.32

0 0
162.115.216.30

0 0

162.115.216.30

0 0
10.0.58.53
0 0

80

443

443

443

443

5223

443

443

80

53708
TC
53702
TC
50164
TC
51351
TC
50151
TC

51379
TC
443

50125
TC

55307
TC

50241
TC

50109
TC
443

49589

55336

53702

53708

50241

51351

50125

54110

49648

443

443

443

5223

443

5223

55307

443

443

443

443

51857

0/0
0/0
0/0

0/0

0/0
0/0
0/0
0/0

0/0

0/0
0/0
0/0
0/0

0/0

0/0
0/0
0/0
0/0

0/0

0/0

0/0

24

24

24

24

24

24

24

24

24

24

24

24

24

24

24

24

24

24

24

24

24



10.0.58.53

tunnel 145 34
162.115.216.30
tunnel 145 6b
162.115.216.30
tunnel 145 8b

172.217.4.78
tunnel 144 74
10.0.58.53
tunnel 145 34
10.0.58.53
tunnel 145 4d
10.0.58.53
tunnel 145 4d
10.0.58.53
tunnel 144 84

10.0.58.53
tunnel 145 44
10.0.58.53
tunnel 144 74
10.0.58.53
tunnel 145 6b
10.0.58.53
tunnel 145 33
10.0.58.53
tunnel 145 8b

162.115.216.30
tunnel 144 73
172.217.4.78
tunnel 145 44
31.13.69.226
tunnel 145 4d
172.217.4.78
tunnel 144 84
52.43.19.83
tunnel 145 33

(Aruba7205-Master) #watapath session table | include 10.0.58.53

157.240.17.32

0 0
10.0.58.53

0 0
10.0.58.53

0 0
10.0.58.53

0 0
162.115.24.30

0 0
31.13.69.226

0 0
31.13.69.226

0 0
172.217.4.78

0 0
172.217.4.78

0 0
172.217.4.78

0 0
172.217.4.78

0 0
52.43.19.83

0 0
172.217.4.78

0 0
10.0.58.53

0 0
10.0.58.53

0 0
10.0.58.53

0 0
10.0.58.53

0 0
10.0.58.53

2 418

55336
TC
443

443

80

54110
TC
51858
TC
51857
TC
49608
TC

49702
TC
49633
TC
49648
TC
42889
TC
49589
TC

443

80

443

80

443

% Invalid input detected at '~' marker.

(Aruba7205-Master) #

443

50164

50109

49633

443

443

443

80

80

80

80

443

80

50151

49702

51858

49608

42889

0/0
0/0

0/0

0/0
0/0
0/0
0/0

0/0

0/0
0/0
0/0
0/0

0/0

0/0
0/0
0/0
0/0

0/0

24

24

24

24

24

24

24

24

24

24

24

24

24

24

24

24

24

24



(Aruba7205-Master) #show user mac fc:db:b3:74:f5:46
% Invalid input detected at '~' marker.

The phy column shows client's operational capabilities for current
association

Flags: A: Active, B: Band Steerable, H: Hotspot(802.11u) client, K:
802.11K client, M: Mu beam formee, R: 802.11R client, W: WMM client,
w: 802.11w client V: 802.11v BSS trans capable

PHY Details: HT : High throughput; 20: 20MHz; 40: 40MHz; t:
turbo-rates (256-QAM)

VHT : Very High throughput; 80: 80MHz; 160: 160MHz;
80p80: 80OMHz + 80MHz

<n>ss: <n> spatial streams

Association Table

Name bssid mac auth assoc aid 1-int essid vlan-id tunnel-id
phy assoc. time num assoc Flags Band steer moves (T/S) phy_cap




