Derived Role = 'guest’

Up BW:No Limit Down BW:No Limit
L2TP Pool = default-12tp-pool

PPTP Pool = default-pptp-pool
Periodic reauthentication: Disabled
ACL Number =3/0

Max Sessions = 65535

access-list List

Position Name Location
1 cplogout

2 Dns

3 Internet

4 Intranet

5 SSO Google Apps
6 DenylnternalNetwork
7 svc-DMZ-rdp-rcts01

8 Vserver

cplogout

Priority Source Destination Service Action TimeRange Log Expired Queue TOS 8021P
Blacklist Mirror DisScan ClassifyMedia IPv4/6




1 user controller svc-https dst-nat 8081 Low 4

Dns

Priority Source Destination Service Action TimeRange Log Expired Queue TOS 8021P Blacklist
Mirror DisScan ClassifyMedia IPv4/6

1 any any svc-dns permit Low 4

2 any 192.168.100.2 any permit Low 4
3 any 192.168.100.3 any permit Low 4
Internet

Priority Source Destination Service Action TimeRange Log Expired Queue TOS 8021P Blacklist
Mirror DisScan ClassifyMedia IPv4/6

1 any any svc-http permit Low 4
2 any any svc-https permit Low 4
3 any any svc-dns  permit Low 4
Intranet

Priority Source Destination Service Action TimeRange Log Expired Queue TOS 8021P Blacklist
Mirror DisScan ClassifyMedia IPv4/6

1 any Intranet svc-http permit Low 4
2 any Intranet svc-https permit Low 4

SSO Google Apps



Priority Source Destination Service Action TimeRange Log Expired Queue TOS 8021P Blacklist
Mirror DisScan ClassifyMedia IPv4/6

1 any any tcp 8443 permit Low 4
DenylnternalNetwork

Priority Source Destination Service Action TimeRange Log Expired Queue TOS 8021P
Blacklist Mirror DisScan ClassifyMedia IPv4/6

1 192.168.0.0 255.255.0.0 any any deny Low

svc-DMZ-rdp-rcts01

Priority Source Destination Service Action TimeRange Log Expired Queue TOS 8021P Blacklist
Mirror DisScan ClassifyMedia IPv4/6

1 any any tcp 28080 permit Yes Low Yes 4

2 any 172.16.0.1 tcp 3389 permit Yes Low Yes 4
3 any 172.16.0.1 udp 3389 permit Yes Low Yes 4
4 any 172.16.0.56 tcp 9191 permit Yes Low Yes 4
5 any 172.16.0.56 udp 9191 permit Yes Low Yes 4
6 any 172.16.0.11 any permit Yes Low Yes 4

7 any 172.16.0.7 tcp 8887 permit Yes Low Yes 4
8 any 172.16.0.7 udp 8887 permit Yes Low Yes 4
9 any 172.16.0.2 tcp 8888 permit Yes Low Yes 4
10 any 172.16.0.2 udp 8888 permit Yes Low Yes 4
11 any 172.16.0.57 svc-ssh permit Yes Low Yes 4

12 any any udp 28080 permit Yes Low Yes 4



13 any any tcp 8124 permit Yes Low Yes 4

14 any any udp 8124 permit Yes Low Yes 4
15 any any tcp 993 permit Yes Low 4

16 any any tcp 143 permit Yes Low 4
17 any any tcp 465 permit Yes Low 4

18 any any tcp 587 permit Yes Low 4

19 any 172.16.0.40 tcp 9000 permit Yes Low 4
20 any any tcp 5228 permit Yes Low 4
21 any any udp 5228 permit Yes Low 4
22 any any tcp 5242 permit Yes Low 4
23 any any tcp 4244 permit Yes Low 4
24 any any udp 5243 permit Yes Low 4
25 any any udp 9785 permit Yes Low 4
26 any 172.16.0.9 tcp 8081 permit Yes Low 4
Vserver

Priority Source Destination Service Action TimeRange Log Expired Queue TOS 8021P Blacklist
Mirror DisScan ClassifyMedia IPv4/6

1 any Vserver svc-http permit Low 4

Expired Policies (due to time constraints) =0



