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Enhance SD-WAN Scurity With
Zero Trust and SASE



Agenda

* Aruba at the Edge
 Traffic Directionality
« Zero Trust and SASE in Practice



Aruba Secure Edge Portfolio

SaaS, Cloud Based

Services
Data Center and Cloud Hosted
Branch App & Apps and WebEx ~ 200m
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ZERO TRUST

Aruba ClearPass

Zscaler Zero Trust Access
Fine-Grained Segmentation

Rich identity-based context — device
type, user role, and security posture

SN
K

SD-WAN CLOUD SECURITY

Aruba UTM (IDPS) with EdgeConnect

) Best-of-Breed cloud security approach
Next Gen Firewall

, Service Orchestration to Zscaler
E2E Network Segmentation Local Internet Breakout

Secure internet breakout Cyber Threat Protection
SD-WAN, Routing, WAN Op, and Network Data Protection (DLP, CASB)

visibility and control Internet Workload

SECURE ACCESS SERVICE EDGE (SASE)
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Traffic Directionality



East-West: Flows within the Fabric and within the Branch or Campus

North-South Flows: Flows

East-\West: Flows within
the Branch or Campus
and within the Fabric

to or from the Internet or

other external network
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First-packet inspection provides steering of flows
to the correct north-bound service

DoS Protection

DMZ and Port Forwarding Support
Intrusion Detection and Prevention
Automation for Zscaler, Netskope, etc.

Automation for AWS Transit Gateway and Azure
vWAN (IPSEC+BGP)
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Security Architecture for East-West Traffic

« Zone and/or Identity-based
firewall controls traffic between
users and sites

| _ BRANCH<----------—B8 - - - - oo - - o > BRANCH
* Intrusion Detection and LANQ <€-------===-==mmm- > LAN1

Prevention can be applied to any
east-west flows, selectable by
application, zone, etc WﬁE

* DoS protection for lateral attacks

* Routing Segmentation for Layer
3 isolation of users, groups,
device types, etc.

« Dynamic Segmentation
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Securing the Edge



|dentify

Device Profiling integrated in Central Device information seamlessly shared with
— AI/ML driven device profiling, based on static attributes ClearPass to assign user roles
like DHCP fingerprint or MAC OUI (APs)
— Also based on dynamic traffic flows learnt as part of the
telemetry sent to Aruba Central. 8 S
= POLICY
aruba cen # ' a ; éﬁ;; MANAGER DEVICE INSIGHT
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HQ / Hub /
Data Center

EdgeConnect or
EdgeConnect Cloud

Custom

Legacy corporate apps
Apps
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Integrated IDS/IPS

» Real-time information via dashboard/alerting
framework

* Integration with SIEM providers
 Native integration with Splunk

* Webhooks to customize integration with
any other SIEM

* Ruleset driven
« Pattern based

Built-In Security Dashboard
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Threat response
* Alerting

« SIEM Integration

* Close loop with SIEM / ClearPass Integration

POLICY
MANAGER

Quarantine!

Security
Threat!

— - ——————

Search An

New Search

index="1idps"

v 1event (4/1/20 1:00:00.000 AM to 4/2/20 1:24:47.000 AM)

Events (1) Patterns Statistics

Format Timeline v = Zoom Out

< Hide Fields i= All Fields

SELECTED FIELDS
a host 1

a source 1

a sourcetype 1

SErviCeNOW. senice Management

Self-Service
Benchmarks
Dashboard
'V Administration
Setup
Category
Business Calendar

Guided Setup

Guided Tour Designer

Visualization

Respond

No Event Sampling v

List v # Format 20 Per Page
i Time Event
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® mNcoowor 0o DPS_COMPLIANCE_ALERT 3-Moderate  New Inquiry /Help  (empty) (empty) Py
2021-06-14 ; 2021-0
® mNcoornez oo DPS_COMPLIANCE_ALERT 3-Moderate  New Inquiry/Help  (empty) (empty) et
2021-03-15 ' ) , 2021-0
@ INC0010957 e AP disconnected ® 1-Critical  New Inquiry / Help (empty) (empty) 6
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Security Logging

» Blocked session

« IPFIX

« Gateway Firewall

« Streaming API

» Splunk App for threat analysis

ServiceNow alarm integration plug-in

Gateway IDS/IPS

&

Firewall

BLOCKED SESSIONS (102)

Recover

9

1 week

Q©

Mar Mar

Mar 03, 16:00 Mar 04, 10:00 05, 04:00 Mar 08, 22:00 09, 16:00 Mar 10, 10:00
Destination ACL

Count Last session time Y client Y Address Y Appl... YA.v Y Bl.v Y User... Y Acce... 1= |Y Policy
2 08 Mar 2021, 21:50:15 20:4c:03:95:e... | 52.10.157.109 Unknown Unknown 9 Role: security any any any ... | allowall
2 08 Mar 2021, 21:50:15 20:4c:03:95:e...  52.10.157.109  Unknown Unknown Q Policy: allowall >ny anyany... allowall

6 08 Mar 2021, 21:36:07 20:4c:03:30:6... | 104.194.8.227 | Unknown Unknown g Rule: anyanyanypermit | 5nyanyany.. |-

6 08 Mar 2021, 21:08:07 20:4c:03:30:6... | 204.11.201.10 Unknown Unknown Other guest any anyany... | -

6 08 Mar 2021, 20:54:15 20:4c:03:30:6... | 193.182.111.1... | Unknown Unknown Other guest any any any ... | -

6 08 Mar 2021, 20:26:15 20:4c:03:30:6... | 144.76.43.40 Unknown Unknown Other guest any any any ... | --

6 08 Mar 2021, 19:58:15 20:4c:03:30:6... | 91.189.182.32 Unknown Unknown Other guest any any any ... | --

6 08 Mar 2021, 19:44:07 20:4c:03:30:6... | 108.59.2.24 Unknown Unknown Other guest any any any ... | --

2 08 Mar 2021, 19:30:15 20:4c:03:95:e... | 54.214.39.108 Unknown Unknown Other stateful-dot1x | -- -

6 08 Mar 2021, 19:16:07 20:4¢:03:30:6... | 50.205.244.114 | Unknown Unknown Other guest any any any ... | -

splunk

Search A

New Search

index="sewan_orchestrator*

278 events (6/24/22 142:55.000 PM to 6/24/22 157:55.000 PM)  No Event Sampling »

Events (278)  Patterns

Format Timeline ¥

~Zoom Out

Statistics  Visualization
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Save As +

Job~ »

Help ~

> Search & Reporting

Create Table View  Close
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Zero Trust and SASE in
Practice



Zero Trust with Aruba
Visibility, control, response

Single platform automates enterprise-
wide context-aware, role-based policy

Visibility and automation:
- Built-in discovery, profiling and dashboards
- Multi-vendor wired, wireless and VPN

Control:
- Access control of users/devices

Response:
- Adaptive response and dynamic segmentation

360 Security integrations:
- Ecosystem of 150+ security partners

Leverage multiple identity stores:

- Support for AD, LDAP, SQL, Internal dB,
BYOD, third party integration

ClearPass Orchestrator/Central
Authentication User/device role
enforcement and context

Aruba

EdgeConnect
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SASE Service Orchestration with Aruba

Zscaler Internet Access

Subscription

11 Rows
Appliance |

Ohio1-Region-Hub a
Virginial
Virginial
Tokyol
Ohio2-Region-Hub
Ireland1-Region-Hub
Sydney1
Singaporel-Region-Hub
Frankfurtl
Californial

London1

Tunnel Settings

Tunnels

Interface Labels

Subscription

Zscaler

Zscaler Cloud
Partner Username
Partner Password

Partner Key

Domain

Configuration
Polling Interval

Delete Account

ZEN Override

Gateway Options

] Show Sub-Locations

%)

demo-silver-peak.com

i

(s
b

®

Save

Cancel

X

Pause Orchestration

Searcl

’VPN Credentials and Locatio.

i

Fully automated orchestration to
Zscaler

= Automatic Geolocation
= Automatic HA
» Performance Based Steering

Automated tunnel orchestration
to Check Point, McAfee,
Netskope, Prisma and Symantec

Auto-configuration of IPSLA
monitoring rules

Simple drag-and-drop policy
orchestration in the overlays




Key Points

Zero-Trust Architecture requires a new mindset and network that supports it
Understand types of segmentation and use them wisely

On-Premise security is very much “still a thing”

Delegate advanced north-south security through policy orchestration

Never forget the reason the network exists:



Welcome to the Silver Peak Test Drive! Product Tour @ https:

www.silver-peak.com/orchestrator-quide

n Orchestrator Support Search Menu Intro to Ove
TAKE IT FOR A TEST DRIVE
Appliance Licenses » Topology »
Appliances Models All

10 EC-V 10 . Californial

u EC Licenses
arubanetworks.com/test-drive-SD-WAN
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See how EdgeConnect addresses challenges across a variety of use
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MAKING CONNECTIONS, ANYWHERE

Thank you

<name@hpe.com>

aruvba
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Security Partner Ecosystem

Tech. Alliance Partner Cloud Service Level of Support

(] Check Point

" SOFTWARE TECHNOLOGIES LTD.

I) FORCEPOINT
IDOSS
U McAfee

AN
netskope

NNNNNNNN

‘f Symantec

&> zscaler

CloudGuard Connect

Cloud security
Cloud security
Unified Cloud Edge
SWG
Prisma Access
Web Security Service

Zscaler Internet Access

Automated

Integrated
Integrated
Integrated
Integrated
Integrated
Integrated

Automated
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Branch Security Across Fabric

App-user aware firewall

Deep packet inspection

Endpoint Profiling

Intrusion detection & prevention system

v
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Web content & URL filtering

Zero Trust — Dynamic Segmentation

@ VRF — Advanced Segmentation

uuuuuu
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THREATS
T ~ B Bow B
MOST AFFECTED GATEWAYS
: ———
w2 — m—

]
NoaEnEsm

Threat visibility
« Threat trending over time

» Overlay with app/user launch and
network direction

» Threat source and impact

Policy-driven enforcement
* Out of box IDS / IPS policies

» User defined whitelisting
» False positive management flow
+ Segmentation (Dynamic & VRFs)

aruba

a Hewlett Packard
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EdgeConnect Zero Trust dynamic segmentation

Users/devices can only communicate with destinations consistent with their role

DC %

* |dentify users and devices by identity, role and
security posture

——— - ——

———————

A — - ~ . . . .
'} ="  Dynamically segment and isolate application
ransaction urveillance HR .
Processing \¢// Headend Apps traffic based on context

N o e e - . -

* Business-driven policy example

Camera Surveillance POS Transaction Contract HR
Headend Terminal Processing Recruiter Apps

Camera

Surveillance
Headend

POS
Terminal

o mm o = = = [ — —— o — — o o e oy

Transaction
Processing

| Q00O Contract
L G [:] [:] Recruiter

POS Camera Contract
Recruiter

OO0 0 00
OO0 0 00
OO0 0 00
0O00 000
OO0 0 00
OO0 0 00

HR Apps

e
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|dentity infused into the SD-WAN fabric in three ways:
1.

Retrieve posture and role/username information
from the ClearPass Server

RADIUS snooping/proxy

VXLAN GPID to Role mapping

Universal Match Criteria used for:

« QoS Policy

» Firewall Policy

«  WAN Optimization (Boost Policy)

« Steering (Zscaler vs. Local Breakout)
* Reporting

- IDS/IPS

Match Criteria

Select Match Criteria

Application Group ()

Application ()
More Options

User Role (]
Fewer User Profile Options

User Name ()
User Group (]
User Device (]

User MAC (]

Or Match Using ACL

ACL ()

Summary
Match Everything

Save || Cancel
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