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2 Demo Topology

The aim here is to provide the starting point to put together a solution that include the AOS10 APs, two gateways,
ClearPass and obviously Aruba Central.

Note that APs in AOS10 support bridged, tunnelled and mix mode wireless LANs (WLAN) however in this technote
we’ll be deploying tunnelled mode WLANs. We'll also demonstrate the gateway clustering with AOS10.

This is type of deployment is particularly useful when all the buildings in a school/college campus have L3 IP
demarcation and are routed to various part of the campus.

Gateway 7005-1 ClearPass Active —
/ N 192.168.1.95 Directory cEnTRAL 4---'*[ : }

v 192.168.1.250

Gateway 7005-2 — — o = —
f — — (  Internet \)
llllllllll-. \_
\_ ; O
Mgmt VLAN 192 untagged 192.168.1.0/24
Student VLAN 33 tagged 10.10.33.0/24
Staff  VLAN 44 tagged 10.10.44.0/24
|
VLAN-192
192.168.1.0/24
| |id
\ School (Tunnel mode)
DHCP server for — untagged VLAN 55 Guest (Tunnel mode)
VLAN 22/33/44/55 \ —— Tagged VLAN22 — 1| School-Bridge (Bridge mode)
~ School-Mixed (Mixed mode)

With AOS10, the campus architecture consists of two layers:

1. The infrastructure layer consists of a WLAN setup which can be either a campus setup or a branch setup. The
campus setup can consist only of access points (APs) or APs combined with gateway clusters. In case of a
branch setup, the infrastructure layer includes an AP. Here we have combined the Instant APs and Campus
APs into just APs, and you bridge, or tunnel user traffic based on the configuration on the APs.

2. The cloud management layer consists of Aruba Central which is a cloud management Saa$ platform. The
Network Operations app is one of the Aruba apps which is a part of Aruba Central and this app helps to
create the SSID profiles for the different WLAN campus and branch setups.

Aruba Central
: Network WLAN Control and Services

Management Services sy S
== '

. — Tunnel
| Reports

As you can see in the above diagram, the classic components that would normally run on mobility master or instant
APs are now run as services in Aruba Central. | am talking about AirMatch, Roaming, ClientMatch, etc.

Here we’ll not go to the details of the architecture for that please refer to this link

https://www.arubanetworks.com/techdocs/AOS10X OLH/Content/overview/architecture-overview.htm
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3 Aruba Central Account

You need an Aruba Central account with appropriate licenses for APs and gateways. You can sign up for a 90 days
trial from this link

https://www.arubanetworks.com/products/network-management-operations/central/eval/

Once you login to your Central account you need to add your devices (APs and Gateways) to the device inventory

ACCOUNT HOME

Manage your Network Inventory, Subscriptions, and User Access. Use any of the following apps to make Aruba work better for you.

APPS
)

Network Operations

Manage your wired, wireless, and
WAN infrastructure

LAUNCH

GLOBAL SETTINGS

LICENSE ASSIGNMENT

Assign Licenses to Devices

DEVICE INVENTORY

Manage the Devices in your Inventory

KEY MANAGEMENT

Manage your subscription keys

USERS AND ROLES

Manage user access

WEBHOOKS

Manage Webhook end points

APl GATEWAY

Access AP Gateway and manage access tokens

SINGLE SIGN ON

Create and manage SAML Profiles

AUDIT TRAIL

View audt-rail logs

Here | have already added my APs.

&Y Account Home > Device Inventory
If the devices associated with your account are not automatically discovered and are not displayed in your inventory, you can add devices manually by clicking the ADD DEVICES

text.
You can also add your devices using the Aruba Central mobile app and they will automatically appear in your inventory.

All Access Points. Switche
15 2 5 X
v ADD DEVICES
DEVICES i @
| SERIAL NUMBER MAC ADDRESS

Y serial N... 1= | Y MAC Address Y Part Y custo... Y Assign...
CNCO—— B4:5D:50: CE— IAP-324. SERIAL NUMBER. MAC ADDRESS HPE Aruba Foundation
enco e — B4:50:50: IAP-324. CERIAL NUMEER MAC ADDRESS HPE Aruba Foundation

SERIAL NUMBER MAC ADDRESS

SERIAL NUMBER MAC ADDRESS

Add more devices

You do the same for the gateways as well. Then you need to assign the licenses to the devices, for this from Account
home you need to go to “License Assignment”

GLOBAL SETTINGS

USERS AND ROLES

Manage user access

AUDIT TRAIL

View audit-trail logs

KEY MANAGEMENT

Manage your subscription keys

SINGLE SIGN ON

Create and manage SAML Profiles

DEVICE INVENTORY

Manage the Devices in your Inventory

APl GATEWAY

Access AP| Gateway and manage access tokens

LICENSE ASSIGNMENT

Assign Licenses to Devices

WEBHOOQKS

Manage Webhook end points
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LICENSE T (MANUAL)

Overview of selected Access Points

Foundation

Chooss Licanse Tvoe

MANAGE LICENSE ASSIGNMENT (MANUAL)

Overview of selected Gateways

Foundation 70XX/90XK

Choose Licansa Type

o [

Now, we’ll go the network operations App in Aruba Central.
ACCOUNT HOME

Manage your Network Inventory, Subscriptions, and User Access. Use any of the following apps to make Aruba work better for you.

APPS

Network Operations

Manage your wired, wireless, and
WAN infrastructure

GLOBAL SETTINGS

USERS AND ROLES KEY MANAGEMENT DEVICE INVENTORY LICENSE ASSIGNMENT
Manage user access. Manage your subscription keys Manage the Devices in your Inver Assign Licenses to Devices
AUDIT TRAIL SINGLE SIGN ON APl GATEWAY WEBHOOKS

View audit-trail logs. Create and manage SAML Profiles Access API Gateway and manage access tokens Manage Webhook end points

Here we’ll create a group and move the devices into it. The groups are used for device configurations.
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@ Global

@
fu]
E
o

Overview
Devices
Clients
Guests
Applications.
Security

Network Services

Alerts & Events
Audit Trail
Tools

Reports

Firmware

Organization

n

Groups

Sites and 1 akhale | rartifiratac | tmetall Manamar

CREATE NEW GROUP

GROL

GROUP NAME

A group in AOS10
configuratit
Use the group as Template group by selecting the device o
MANAGI
AP AND GATEWAY SWITCH
oacwo []
TOSELECT Group password settings o
PASSWORD
ssssse
Y Group Nar

CONFIRM PASSWORD

ALL CONNE| el

UNASSIGNE

default
test 2 TWO0KMO0052
TG test switch 2 -

@ newGroup 3 Group(s)

Then you need to convert the group to AOS10.

@ Global

BE Overview

B Devices

o

Clients

2 Guests

B Applications

@ Security

8 MNetwork Services

0 Alerts & Events

B Audit Trail

B Trnle

2] <2 < [ 3]

Groups sites and Labels | Certificates | Install Manager

GROUPS

devices with common con

Y Location
Melbourne,Australia
Melbourne,Australia
Melbourne,Australia

Melbourne,Australia

A group in Aruba Central acts like a primary configuration container for

same configuration settings to all the devices in the group.

MANAGE GROUPS
DRAG AND DROP C TEF

Devices

L CONNECTED DEVICES

UMNASSIGNED DEVICES [
ADSID ol
default T ACS10 12

1

CONVERT TO AOS 10
GRC

Groups | Sitesand Labels | Certificates | Install Manager

Agroup i AOS10 Is about to be converted to the ADS 10 architecture for Access Points and
Gateways. The operation willdiscard the current configuration for these device types,
=z ] and replace it with a default AOS 10 configuration.

The conversion of a group to AOS
MANA( Learn about converting to AOS 10

DRAG AN
TO SELEC

10 for Access Points and Gateways cannot be undone.
architecture and migrating existing networks 5

Once the group is converted, you can then drag and drop the devices from the right hand side table.

n

Groups sites and Labels

GROUPS

Certificates

Install Manager

A group in Aruba Central acts like a primary configuration container for devices. You can combine devices with common conf

configuration settings to all the devices in the group.

MANAGE GROUPS
DRAG AND DROP CLUSTERS AND SWITCHES BETWEEN GROUPS
TO SELECT MULTIPLE DEVICES SHIFT+CLICK OR CTRL+CLICK

Y Group Name

UNASSIGNED DEVICES

AOS10

Devices Y Name Y Location

7005_AOS10_gwy1

7005_AOS10_gwy2

Arlya-LTE_BGW1

Melbourne,Australia
Melbourne, Australia

Melbourne,Australia
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4 Aruba Central Configuration

For this demo, | have also added Aruba 2930F switch to Aruba Central’s AOS10 group. We'll start with the
configuration of the LAN switch to which we’ll connect the APs and the gateways.

4.1 LAN Switch Configuration

We won’t go deep in this section as the focus here is AOS 10 demo. Take a note of the VLANs that are configured.

‘ € = Aruba-2930F-8G-... ‘ sﬁ:h =

Switches | Stacks Interface | Security ~System = Routing IGMP QoS Device Profile | Configuration Audit

BE Overview

: SWITCHES (1
o Clients m ©
Hostname 1P Address Default Gateway MAC Address Location Contact
s LAN
Aruba-2930F-8G-POEP-25FPP 10.224.254.2 10.224.254.1 b0:5a:da:98:92:00 Melbourne

I @ Device

= &}
‘ € &3 Aruba-2930F-8G-... e E

Switches = Stacks Interface | Security | System Routing IGMP QoS | Device Profile  Configuration Audit

B2 Overview
Ports PoE TrunkGroups WLANs Spanning Tree  Loop Protection

[a Clients
2% LAN
I @ Device ~ VLANSs Settings
Primary VLAN: 1
0 Alerts & Events VLANS —+
P Audit Trail —
Assignment P Address Tagged Ports DHCP Helper IP Voice Jumbo =
%, Tools X X
[i) Reports atic 10.10.33. 7 2 X X
a4 Static 7 X X
Firmware atic 4 X X
192 Static 7-8 X X
4085 tatic 1 x X

As the names suggests, APs are connected to AP-VLAN, gateways and ClearPass are connected to Server VLAN.

The gateways are connected to port 5 and 7 that are configured for VLAN trunking. DHCP for AP, staff, and student
VLANs are configured on the switch.

‘ € =3 Aruba-2930F-8G-... ‘ sﬁ:h =

Switches | Stacks | Interface | Security =~ System Routing IGMP QoS Device Profile  Configuration Audit

BE Overview

Access/DNS  Time  SNMP  CDP DHCP
L3 Clients I
a5 LAN

I @ Device

DHCP server (D

Alerts & Events

a
i DHCP Poals +
B Audit Trail
am etwork ete =
2 Tools
10.10.55.0
(L) Reports

Student-VLAN 10.10.33.0

Firmware

dhcp-server pool "AP-VLAN"
default-router "10.10.55.1"
dns-server "10.224.254.1"
lease 00:08:00
network 10.10.55.0 255.255.255.0
range 10.10.55.10 10.10.55.19
exit

dhcp-server pool "Staff-VLAN"
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default-router "10.10.44.1"
dns-server "1.1.1.1"
lease 00:04:00
network 10.10.44.0 255.255.255.0
range 10.10.44.50 10.10.44.59
exit

dhcp-server pool "Student-VLAN"
default-router "10.10.33.1"
dns-server "1.1.1.1"
lease 00:04:00
network 10.10.33.0 255.255.255.0
range 10.10.33.50 10.10.33.59
exit

dhcp-server enable

Aruba-2930F-8G-PoEP-2SFPP#

4.2 Gateway Configuration

Note that with AOS 10, Gateways are not mandatory. They are required if you want to tunnel user traffic to a central
location particularly useful for scenarios that you need L2 roaming between APs in different subnets.

We'll start the configuration at group level before powering up the gateways. This is to minimise the reboots and
some potential network issues especially when it comes to changing IP address and loosing connectivity.

WEe’ll be using Aruba 7005 gateways which have 4x ports.

@ = @ il i3
t1 A0s10 AccessPoints | Switches | Gateways Summary Config

Gateways * Online o Offline Clusters
B3 Overview 0 0 0 0
I v
IE Devices
GATEWAYS RS
Lo Clients Y Device Name Y Model Y IP Address Y MAC Y serial Firmware Version Uptime Inspection Engine
2% Guests

[ Applications

SET GROUP TYPE

Group needs to contain all devices which have a Gateway or VPNC persona. Group cannot have a mix of Gateway and VPNC devices. Once a Group is configured
to be a Gateway or a VPNC group then it cannot be changed

@ Branch Gateway O vene

= @ SELECTED GROUP TYPE 1= " )
o aos1o AccessPoints | switches | Gateways Gateway e ey [
system  Interface  Routing Advanced Mode

——

88 Overview Genersl  Admin  Certficates  SNMP  Loggng  Swiching  Extemal Monitaring
I @ Devices
> Basicinfo
o Clients v dock
& Guests Time: Get time from NTP server v
@ Applications
NTP servers
@ Security
1P ADDRESS/FQDN BURST MODE AUTHENTICATION KEY =

0 Alerts & Events Hezmnang e
Audit Trail
%, Tools
[@ Reports
@ Firmware +

Source interface: None- v

Use NTP authentication:

Time zone: Australia: Australia/Melbourne (UTC+...
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3 aos10 Access Points | Switches | Gateways

Systom  Interface

e m— —
B8 Overview General  Admin  Certficates  SNMP  loggng  Switching  External Monitaring

Devices
I e > BasicInfo
Lo Clients > Clock
2. Guests * Domain Name System
B Applications Domain name:
@ Security
Enable DNS name resolution: o IPv4

Q Alerts & Events DNS servers ()
B Audit Trail 1P VERSION 1P ADDRESS
2, Tools o 114
@ Reports 1Pva 192.168.1.1

Disabling spanning tree

II Aos10
System ce | Routing
B8 Overview General  Admin  Certificates  SNMP  Logging  Switching  External Monitoring
I @ Devices
~ Spanning Tree
lient
L3 Clients Spanning tree:
2. Guests
> LACP

@ Applications
> Tunnel Loop Prevention

Adding the relevant ports for Aruba 7005 gateway.

‘ H aos10 Access Points | Emmmne
New port
- System  Intel
——
B2 Overview Ports  VLAR
I @ Devices device model.
Ports
G Clients
PORT
2, Guests All 4 configurable ports.
GE-0/0/0
[ Applications GEoon
GE-0/0/1
@ Security
GE-0/0/2 GE-0/0/1
GE-0/0/3
Q Alerts & Events GE-0/0/2
P Audit Trail
GE-0/0/3
+
%, Tools
[ Reports
Port channer

SELECTED GROUP TYPE
Gateway

UPLINK VLAN

SELECTED GROUP TYPE
Gateway

Gateway models support up to a maximum of 4 ports, so you can create and configure upto 4 ports. Select the ports you wish ta configure based on the

L

Advanced Mode

Advanced Mode

SELECTED GROUP TYPE
Gateway

il fid

Summary (S0

Advanced Mode

IING TREE DESCRIPTION =

GEO/0/0

GEO/0/1

GEO/0/2

GEO/0/3

| am planning to sue interface 0/0/0 as my gateway uplink. This port needs to be in trunk mode and here we’ll add

the relevant VLANSs.

=
‘ I aos10 Access Points | Switches | Gateways
. . Sysiem Interface Routing
———
B8 Overview Ports  VLANs  DHCP  PoolManagement  GRETunnels  Bulk configurationupload  SLB
I @ Devices
Vlans
[n Clients
NAME 1D(S)
2, Guests
Server-VLAN 192
[ Applications
Staff-VLAN a4
@ Security
Student-VLAN 33

0 Alerts & Events

Adding the VLANSs to appropriate ports.

SELECTED GROUP TYPE
Gateway

ih &
Summary [0

Advanced Mode
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a =
A0S510 Access Points | Switches | Gateways
- . system Interface FRouting
B8 Overview Ports  VLANs  DHCP  PoolManagement  GRETunnels  Bulk configurationupload  SLE
I @ Devices
Ports
Lo Clients
PORT ADMIN STATE '/ POLICY MODE NATIVEVLAN "/ ACCESS VLAN
2, Guests
[ Applications
GE-0/0/1 Enabled Not-defined access
@ Security
GE-0/0/2 - Enabled Not-defined access - 1 - 1-4094
GE-0/0/3 - Enabled Not-defined access - 1 - 1-4094
O Alerts & Events
B Audit Trail
4
%, Tools
GE-0/0/0
Type: LAN v
Admin state: v
Speed: auto v Mbps
Duplex: auto v
Poe:
Trust: v /
Policy: Not-defined v
Mode: Trunk v
Native VLAN: 192 v
Allowed VLANS: h3.44192 . ©
GE0/0/0
Description:
Jumbo MTU:
Port monitoring: None. v
=] &
O aos1o Access Points  Switches | Gateways
B _ system Interface Routing | WAN Security | VPN | HighAvailabilty = Config Audit
89 Overview IPRoutes  Policy-BasedRouting  NextHop Configuration ~ RP OSPF  BGP  Overlay Routing
@ Devices
I > IPRoutes
[a Cients

/ static Default Gateway

2. Guests Static default gateway

[E Applications DEFAULT GATEWAY cosT

192.168.1.1 1

@ Security

Adding the user roles by going to “security tab”

©
&1 aos10 Access Points
|

- - system Intet

—_—
B2 Overview Roles  Polic
Name: Student]
I @ Devices
Roles
o Clients -
NAME
2. Guests |
ap-role 35 Rules
[ Applications
authenticated 4 Rules
@ Security
default-iap-user-role 2 Rules
default-via-role 3 Rules
A Alerts & Events
o default-vpn-role 4Rules
P Audit Trail
guest 11 Rules
%, Tools
[@ Reports +

SELECTED GROUP TYPE = il
Gateway List Summary

Advanced Mode

TRUNK VLANS TRUSTED VLANS SPANNING TREE DESCRIPTION

- SE000 _

GEO/0/1

GE0/0/2

GEO/0/3
SELECTED GROUP TYPE il 3
Gateway Ut Summar, [EONEH

Basic Mode
SELECTED GROUP TYPE = il )
Gateway List Summary  [IREEN
Basic Mode
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c) = @
I A0s10 Aceess Points | i

B3 Overview
I |@ Devices
Lo Clients
2. Guests
[ Applications

Q@ Security

Q Alerts & Events
B Audit Trail
2, Tools
o]

Reports

© Firmware

| Add policy
System | Inter
——

Roles Polic
Add an existing policy:

NAME

| Create anew policy:
stateful-dot

Policy type:

SWIECTHOBOl o name:
sys-ap-role:
sysswichq  Position:
voice
+
Student Policies  Bandwidth
NAME
global-sacl

apprf-student-sacl

Session V'

allowall v

RULES COUNT

Here we’ll add the allow-all policy.

‘ I Aos10

BB Overview
| @ Devices

Lo Clients

2. Guests
[E Applications

Q@ Security

0 Alerts &Events
B Audit Trail
2 Tools
@

Reports

@& Firmware

Access Points Swﬁhes Gateways.
System | Interface | Routing | WAN | Security VPN | High Availability = Config Audit
Roles  Polices  Aliases  Applications  ApplyPolicy  Auth Servers
N;M E RULES
stateful-dot1x 0 Rules

Role Assignment (AAA Profiles)

TYPE

session

session

L2 Authentication

SELECTED GROUP TYPE
Gateway

Save Settines

POLICY USAGE
ap-role, authenticated, default-via-role, defz

student

SELECTED GROUP TYPE

Gateway

L3 Authentication  Advanced  Firewall

il &
summary (R

Basic Mode

A

Summary [l

Basic Mode

student _

Next, we'll assign a VLAN to this role.

‘ I Aos10

B8 Overview
I @ Devices
[ Clients
2. Guests
[ Applications

Q Security

0 Alerts & Events
B Audit Trail
2, Tools
@

Reports

@ Firmware

> Authentication

switch-logon 1 Rules
sys-ap-role 23 Rules
sys-switch-role 24 Rules
voice 41 Rules
+
Student Policies  Bandwidth  More
NAME RULES COUNT
global-sacl 0
apprf-student-sacl 0
allowall 2
=] @
Access Points | Switches | Gateways
System | Interface  Routing | WAN = Security VPN  High Availability = Config Audit
Roles  Policies  Aliases  Applications  Apply Policy  Auth Servers
voice 41 Rules
+
Student  Policies  Bandwidth  More
Vv Network
VLAN: 33 v
Re-auth interval: 0 minutes v
Max sessions: 65535
Deep packet inspection: v
Web content dassification:
Youtube education:
Open flow: v
> VPN

Role Assignment (AAA Profiles)

TYPE

session

session

session

L2 Authentication

POLICY USAGE
ap-role, authenticated, default-via-role, defz
Student

authenticated, default-iap-user-role, default

SELECTED GROUP TYPE
Gateway

L3Authentication  Advanced  Firewall

= o B
[
Basic Mode
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We'll create a new user role staff and as before, we’ll add a allow-all policy and assign VLAN 44 to it.

‘ I aos10
B3 Overview
I |@ Devices

Lo Clients

2. Guests
[E Applications

@ Security

A Alerts & Events
P Audit Trail
2 Tools

[@ Reports

Access Points Swﬁhes Gateways

System | Interface = Routing = WAN High Availability | Config Aud

Roles  FPolices  Aliases  Applications  Apply Policy
Roles

N;ME RULES

guestlogon 27 Rules
logon 32 Rules
school 1 Rules
Staff 2Rules
stateful-dotix 0Rules
Student 2Rules
+

Role Assignment (AAA Profiles)

L3 Authentication  Advanced

WEe'll configure the authentication server and RFC3576 for RADIUS CoA

I A0s10

B Overview
I Devices

Lo Clients

2, Guests

[ Applications

@ Security

Then once saved, click on it to set the RADIUS secret key

‘ I3 Aos10

B3 Overview
I @ Devices
[ Clients
2. Guests
[ Applications

@ Security

Alerts & Events
Audit Trail

Tools

B »& 8 b

Reports

Firmware

[ ]
Access Points | Switehae - ltarmmm
New server
System | Interf
——
Roles  Policf
Name

IP address / hostname:

=
Access Points | Switches | Gateways

System | Interface | Routing = WAN

ClearPass-GW

192.168.1.95

High Availability

Config Audit

Roles  FPolides  Aliases  Applications

Server options

Name:

1P address / hostname:

Secure radius:

Auth port

Acct port:

Shared key:

Retype key:

Timeout:

Apply Policy

192.168.1.95

1812

1813

And finally add a rfc3576 server for CoA.

Auth Servers

Role Assignment (AAA Profiles)

Cancel Save Settings

SELECTED GROUP TYPE
Gateway

Firewall

SELECTED GROUP TYPE
Gateway

SELECTED GROUP TYPE
Gateway

L3 Authentication  Advanced  Firewall
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=]

SELECTED GROUP TYPE
Access Points | Ssmitrhae et Rranch Gateway
~ New server
System | WAN
——
Roles  Polic all
1P address: 192.168.1.95
NAN
Key:
Retype key:
Type: RFC3576
)
All servers
NAME TYPE IP ADDRESS / HOSTNAME SERVER GROUP
ClearPass1 Radius 192.168.1.95 =
+
Note that they are not assigned to any authentication server groups.
System | WAN | Interface  Security | VPN | Routing  MighAvailabilty  Config Audit
B8 Overview Roles  Policies  Aliases  Applicatons  ApplyPolicy  AuthsServers  Role Profiles) L2 A £} Advanced  Fireviall
Bl Devices
NAME SERVERS FAIL THROUGH LOAD BALANCE SERVER RULES
o Clients
2. Guests
E Applications
@ Security
Q Alerts & Events
+
B Audit Trail
9, Tools
All servers
@ Reports
NAME TYPE 1P ADDRESS / HOSTNAME SERVER GROUP
earPassl Radius 92.168.1.95
@ Firmware

4.3 AP Configuration

Here we’ll go through the AP configuration. As always, we’ll do the bulk of configuration at the group level.

I Aos10

B2 Overview
@ Devices

Lo Clients

@ Applications

@ Se

a Ae

s & Events

B Audit Trail

c]
Access Points  Suitche Gat

Hide Advance

System  Configuration Aud

~ General

Set Country code for group

Timezone :

Preferred Band

TP Server

DHCP Option 82 XML :

Login Session Timeout:

Consale Access

AU - Australia v
Melboume UTC+10 v
iz ¥

216.239.354
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Console Access :

WebUl Access |

Telnet Server ;

LED Display :

Deny Inter User Bridging

Deny Local Routing

Mability Access Switch Integration

URL Visibility:

Restrict uplink port to specified VLANS:

VOIP QOS Trust:

Administrator

> Mesh

Time-Based Services

a8

Gateways

Radios Interfaces  Security

Services  System | Configuration Audit

> Enterprise Domains
> Logging
> SNMP
> Proxy
> IPM
£ Aos1o e [
-~ WLANs | Access Points
B2 Overview
|© Devices SECURITY
Lo Clients ~ Authentication Servers

2. Guests

[ Applications

O Caruriny

As we did with gateways, we'll create various user roles here as well.

11 Aos10

B Overview

I B Devices
oo Clients
2, Guests
= Applications
@

Security

0 Alerts & Events
B Audit Trail

2, Tools
w

Reports

Firmware

@

Authentication Servers

Name

NEW SERVER

Server Type:

t Name:
1P Address

Shared Key:
Retype Key:

Timeout :

Service Type Framed
User :

Dynamic Authorization:

[=] [
Access Points  Swiichos G

Gateways

RADIUS v

ClearPass

192.168.1.95

MAC/Captive Portal

Access Points | Radios | Interfaces  Security | Services  System

Type
Radsec:
Auth Port:
1812
NAS IP Address:
NAS Identifier:
Retry Count:
& 3

Query Status of RADIUS

Servers(RFC 5907) Authentication

Accounting

Accounting Port:
1813

SECURITY

> Authentication Servers

> MPSK Local

> User For Internal Server

* Roles

a4

Access Rules For Selected Roles

Allow any to all destinations

S

Hide Advanced

3hours

ih 8

List summary  [QRERE

Hide Advance
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This is in case we want to change from tunnel mode to bridge mode for user traffic, otherwise we don’t need these
roles here.

4.4 Assigning Static IP addresses for APs

In most of the cases you’ll go with DHCP based IP addresses, but in case you need to assign static IP addresses, it is
done as shown below.

[=] @ il @€
H aos1o AccessPoints  Switches | Gateways Summary  Con
Access Points Online © Offline Radios

BE Overview 1 1 4
@ Device
& ACCESS POINTS  (2) 1€
0o Clients Y Device Name Status Y 1P Address Y Model re Version Y Group Uptime
@ security bd:50:50:c6:823¢ © Offline 10.10.55.10 AP-324 10.2 A0S10

b4:5d:50:6:82:4a Online 10.10.55.11 AP-324 10.2.0.1_79907 AOS10 4 Hours 42 Minutes 18 Seconds
0 Alerts & Events
P Audit Trail
2 Tools
@ Firmware

& basd50.0682: €]

¢ @ ba:5d:50:c6:82:3¢ A access point

Access Points  Configuration Audit Hide Advanced
B8 Overview
@ Device Access Points (1) (2]

Name Status IP Address WLANs Radio Profile Type
Lo Clients
' [J ba:sd:soce:82:3c Down 10.1055.10 Al SSIDs selected default AP-324 v
@ Security o
I
Q Alerts & Events
B Audit Traj
9, Tools
150:c6:82: A @
€ @ bASA50:6:823¢ A pccess point
Access Points gur i Hide Advanced

B2 Overvie
B8 Overview

& Device ACCESS POINTS
L8 Clients
@ Security SYSTEM
0 Alerts & Eve Name: bd:5d:50:06:82:3¢
L0 IP Address For Access Point Get IP Address from DHCP server
LY
Static

& Firmwar 1P Address

Netmask:

Default Gateway:

4.5 Firmware Upgrade

WEe’'ll now connect the APs that we previously added to Aruba Central inventory that are running Instant software to
the network. The network must have Internet access. Ensure that the APs are in factory default mode to get rid of
any previous configuration. When they are powered up, they will get DHCP IP address and with a valid DNS and will
then contact Central and will end up in AOS10 group that we created before.

For the gateways ensure they are factory default and running the SD-branch image 8.6.0.4-2.2.x.x or better. Again,
like the APs, once the gateways are powered up they can use DHCP to get their IP addresses and will then contact
Aruba Central, but we’ll go through the full setup without DHCP.

Auto-provisioning is in progress. It requires DHCP and Activate servers
Choose one of the following options to override or debug auto-provisioning...
'enable-debug’ : Enable auto-provisioning debug logs

14 |Page



'disable-debug’ : Disable auto-provisioning debug logs

'mini-setup’ : Start mini setup dialog. Provides minimal customization and
requires DHCP server

'full-setup' : Start full setup dialog. Provides full customization

'static-activate' : Provides customization for static or PPPOE ip assignment.

Uses activate for master information
Enter Option (partial string is acceptable): full-setup

Are you sure that you want to stop auto-provisioning and start full setup dialog?
(yes/no) : yes

R R R e b b S b S S b S S b 4 Welcome to the Aruba7005 Setup dlalog khkkhkhkkkhkhkkhkhkkkhkkkkk*k
This dialog will help you to set the basic configuration for the switch.
These settings, except for the Country Code, can later be changed from the
Command Line Interface or Graphical User Interface.

Commands: <Enter> Submit input or use [default value], <ctrl-I> Help
<ctrl-B> Back, <ctrl-F> Forward, <ctrl-A> Line begin, <ctrl-E> Line end
<ctrl-D> Delete, <BackSpace> Delete back, <ctrl-K> Delete to end of line
<ctrl-P> Previous question <ctrl-X> Restart beginning <ctrl-R> Reload box

Enter System name [Aruba7005]: 7005-1

Enter Switch Role (standalone|md) [md]:

Enter IP type to terminate IPSec tunnel (ipvéd|ipve) [ipv4d]:

Enter Master switch IP address/FQDN or ACP IP address/FQDN: device-
apacsouth.central.arubanetworks.com

Enter Master switch type (MM|ACP) ACP

Enter Uplink Vlan ID [1]:192

Enter Uplink port [GE 0/0/07]:

Enter Uplink port mode (access]|trunk) [access]:

Enter Uplink Vlan IP assignment method (dhcp|static|pppoe) [static]:
Enter Uplink Vlan Static IP address [172.16.0.254]: 192.168.1.243
Enter Uplink Vlan Static IP netmask [255.255.255.0]:

Enter IP default gateway [none]: 192.168.1.1

Enter DNS IP address [none]: 192.168.1.1

Do you wish to configure IPV6 address on vlan (yes|no) [yes]: no
Do you want to configure dynamic port-channel (yes|no) [no]:

Enter Country code (IS0O-3166), <ctrl-I> for supported list: AU

You have chosen Country code AU for Australia (yes|no)?: yes

Enter the controller's IANA Time zone [America/Los_Angeles]: Australia/Melbourne
Enter Time in UTC [12:53:36]:

Enter Date (MM/DD/YYYY) [12/3/2021]:

Do you want to create admin account (yes|no) [yes]:

Enter Password for admin login (up to 32 chars): ****x*x*x*xx*

Re-type Password for admin login: *****x*xxx

<omitted the other lines>
System will now restart!

[12:55:07] :Starting rebootme
[12:55:07] : Shutdown processing started

Once the APs and gateways are online in Aruba Central, we’ll upgrade them to AOS10 image. In the next release SD-
branch and AOS10 firmware will merge. | have already upgraded my APs, but this is how you can do it.
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UPGRADE ACCESS POINT FIRMWARE

o toxt build
~ 10.1.0.2_77953|

Firmware Version

Custom Build

When
Spedify when to validate compliance and upgrade the non-compliant
devices for the first time.

@ now (O Later Date

WEe'll use the same firmware version for the gateways as well.

=] = @
E2 Aos10 accasspaints | switches | Gateways

53 SET COMPLIANCE | # UPGRADE ALL

B2 Overview ACCESS POINTS (2) Qe
@ Devices Name 12| Fiemware Version Recommended Version 7 Upgrade status v | Complince satus
* basd g 10.1.0.2_77953 8.5.0.8_79365 Firmware up to date Mot Set
= Chents ppe——— 10102 77953 860879369 Frmware up o dane ot set
2 Guests
Applications
Q@ Security
0 Alerts & Events
Audit Trail
&, Tools
@ Reports
I @ Firmware
) . . . .
Here we’ll check to see if the APs and gateways are online with the correct firmware
o] =] <3
’ & nosto ] AccessPoints | Switches | Gateways
— Manage ———————— i
Access Points ‘ = Online o Offline Radios
B8 Overview 2 2 0 4
v
I IE Devices
ACCESS POINTS (2)
o Clients Y Device Name Status ¥ IP Address Y Model Firmware Version Y Group Uptime
2. Guests ba:50:50: A « online 10.224.254.161 AP-324 10.1.02.77953 AOs10 6 Hours 28 Minutes 55 Seconds
ba:5d:50: G- s Online 10.224.254.198 AP-324 10.1.0.2_77953 AOS10 2 Hours 49 Minutes 33 Seconds
[ Applications
=) @ =
’ & aos10 I Access Points | Switches | Gateways
— Manage ——————————————
Gateways ‘ = Online o Offline Clusters
B Overview 2 2 0 1
v
| I© Devices
GATEWAYS (2)
Lo Clients Y Device Name Y Model ¥ IP Address Y mac Firmware Version Y Group Uptime
2 Guests * 7005_A0S10_gwy2 AT7005 192.168.1.242 2040 10.1.02.77953 A0S10 7 Hours 42 Minutes 41 Seconds
= 7005_A0S10_gwyl A7005 192.168.1.243 00:0b:5 C——— 10.1.02.77953 AOS10 7 Hours 41 Minutes 46 Secands
[ Applications

Notice that there is one gateway cluster. The cluster will automatically be formed between gateways on the network
using their system IP addresses.
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4.6 Gateway Cluster

Cluster is a combination of multiple MDs working together to provide high availability to all the clients and ensure
service continuity when a failover occurs. The gateways need not be identical and can be either L2- connected or L3-
connected with a mixed configuration. In case of failover, the client SSO works for the L2- connected managed
devices and the clients are de-authenticated for L3-connected managed devices in a cluster.

The aims of clustering are

e seamless Campus Roaming: When a client roams between APs of different managed devices within a large L2
domain, the client retains the same subnet and IP address to ensure seamless roaming. The clients remain
anchored to a single managed device in a cluster throughout their roaming area which makes their roaming
experience seamless because their L2 or L3 information and sessions remain on the same managed device.

e Hitless Client Failover: When a managed device fails, all the users fail over to their standby managed device
seamlessly without any disruption to their wireless connectivity or existing high-value sessions.

e C(Client and AP Load Balancing: When there is excessive workload among the managed devices, the client and
AP load is evenly balanced among the cluster members. Both clients and APs are load balanced seamlessly.

4.7

Here is how to check the gateway cluster

I Aos10

BE Overview
@ Devices
Lo Clients

2, Guests

[ Applications

@ Security

0 Alerts & Events

& auto_gwecluster_1...

B9 Overview

A Alerts & Events

B Audit Trail

€ auto_gwcluster 1.

B2 Overview

0 Alerts & Events

P Audit Trail

@ =

AccessPoints | Switches | Gateways

Gateways Clusters

2

GATEWAY CLUSTERS (1)
Name Group

auto_gwduster_178 0(2.. | AOS10

Gateway Name AP Tunnel
7005_AOS10_gwy1

7005_ADS10_gwy2

Summary | Gateways unnels

GATEWAY CLUSTER DETAILS

CLUSTER INFO

E WITHSTAND COUNT

CLIENT CAPACITY

AP Tunnel

a

Clients

CLUSTER CLIENT CAPACITY

4096
SITE

7005_A0S10_GWY1

7005_A0S10_GWY2

[

Summary | Gateways = Tu

nr

GATEWAY CLUSTER DETAILS

GATEWAYS (2)
Gateway Name IP Address
7005_AOS10_gwy1 192.168.1.243

7005 ADS10 gwy2 192.168.1.242

GATEWAYS | 7005_A0S10_GWY1 v

GATEWAY PEER DETAIL (2)

Type 1P Address
SELF 192.168.1.243
PEER 192.168.1.242

Status
up

up

Monitoring Gateway Cluster

Clients Model Site

Model site
A7005

A7005

Yes

Client Capacity (Active | Standby)
0|1

10110

Status

Connected

VLAN MISMATCH

Version Hitless Failover

10.1.0.2_77953 POSSIBLE

Version MAC Address

M- [
B 10
Invalid
Model Role
A7005 Member
AT005 Leader
Role 'VLAN Mismatch

Member

Leader

Max Gateway Failover

1P Address
192.168.1.243

192.168.1.242

CURRENT LEADER VERSION
10.1.0.2_77953

Version

10.1.0.2.77953

10.1.0.2_77953
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a p—

@ =
‘ € auto_gwcluster_1... summary = Gateways | Tunnels

GATEWAY CLUSTER DETAILS

I BH Overview
TUNNEL DOWN - SUMMARY

AP Name Y 1P Address Last Connected

ast Key Recd By AP Last Key Recd By Gateway
A Alerts & Events

B Audit Trail

GATEWAYS | 7005_AOS10_GWY1 v

TUNNEL DETAILS
AP Name Y 1P Address ssiD Status Uptime Last Key Recd By Gateway
b4:5d:50:c6:82:3c 10.224.254.198 school Up 15 Mins 41 Secs 15 Mins: 47 Secs ago

b4:5d:50:c6:82-da 10.224.254.161 school Up 15 Mins 42 Secs 15 Mins: 47 Secs ago

Here is the CLI command to check the operation of the cluster.

(7005_A0S10 gwyl) #show lc-cluster group-membership

Cluster Enabled, Profile Name = "auto gwcluster 178 0"
Heartbeat Threshold = 900 msec
Cluster Info Table

Type IPv4 Address Priority Connection-Type STATUS
self 192.168.1.243 128 N/A CONNECTED (Member)
peer 192.168.1.242 128 [D2=CEHnected CONNECTED (Leader)

(7005_A0S10 gwyl) #show lc-cluster load distribution client

Cluster Load Distribution for Clients

Type IPv4 Address Active Clients Standby Clients
self 192.168.1.243 0 1
peer 192.168.1.242 1 0

Total: Active Clients 1 Standby Clients 1

(7005_A0S10 gwyl) #
(7005_A0S10 gwyl) #show lc-cluster load distribution ap

Cluster Load Distribution for APs

Type IPv4 Address Active APs Standby APs
self 192.168.1.243 1 1
peer 192.168.1.242 1 1

Total: Active APs 2 Standby APs 2

(7005 _A0S10 gwyl) #

Now checking the second gateway. Note we have 1x client and 2x APs that are connected.

(7005 _A0S10 gwy2) #show lc-cluster group-membership

Cluster Enabled, Profile Name = "auto gwcluster 178 0"
Heartbeat Threshold = 900 msec
Cluster Info Table

Type IPv4 Address Priority Connection-Type STATUS
peer  192.168.1.243 128 [D2=CONNEEEed CONNECTED (Member)
self 192.168.1.242 128 N/A CONNECTED (Leader)

(7005 _A0S10 gwy2) #
(7005 _A0S10 gwy2) #
(7005 A0S10 gwy2) #show lc-cluster load distribution client

Gateway Name

Last Key Recd By AP
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Cluster Load Distribution for Clients

Type IPv4 Address Active Clients Standby Clients
peer 192.168.1.243 0 1
self 192.168.1.242 1 0

Total: Active Clients 1 Standby Clients 1

(7005_A0S10 gwy2) #
(7005_A0S10 gwy2) #show lc-cluster load distribution ap

Cluster Load Distribution for APs

Type IPv4 Address Active APs Standby APs
peer 192.168.1.243 1 1
self 192.168.1.242 1 1

Total: Active APs 2 Standby APs 2

(7005_A0S10 gwy2) #
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5 ClearPass Initial Configuration

Here we’ll do the basic ClearPass configuration and join it to the AD domain along with creation of dot1x service
policy. We'll start with NTP and time zone.

= pashboard Administration » Server Manager » Server Configuration
[l Monitoring Server Configuration *z" Change Cluster Password
" - Cluster-Wide Parameters
U SR *z" Clear Machine Authentication Cache
3 Administration @ s Make Subscriber
# ClearPass Portal |z Manage Policy Manager Zones

= NetEvents Targets
& Set Date & Time
*z" Virtual IP Settings

3 &y Users and Privileges
- & server Manager

Server Configuration
& L Publisher Server: victory [192.168.1.95]
&P Log Configuration
Local Shared Folders # Server Name 4 Management Port Data Port Zone Cluster Sync Last Sync Time
 Licensing 1 ‘ victory (1Pv4) 192.168.1.95 = default Enabled =

+ I8 External Servers

Change Date and Time o Change Date and Time X

This will change Date & Time for all nodes in the cluster: This will change Date & Time for all nodes in the cluster:
DEICE Rl Time Zone on Publisher DECER [T Time Zone on Publis
~
Synchronize time with NTP server To change the time zone, select your area from the list below:
Primary Server: : Africa/Abidjan ~
NTP Server 216.239.35.4 Africa/Accra
Koy E— et
Africa/Algiers
Key Value L ] AfficafAsmara
Algorithm Africa/Asmera
Africa/Bamako
secondary Server (1): Africa/Bangui
NTP Server — Alrica/Banj
Africa/Bissau v

Key ID L 1
Key Val L 1 ; ;
Sy value Current time zone: Australia/Melbourne(GMT +11:00)

Alanrithm v h

< >
WARNING: After command execution, Policy Manager services will be WARNING: After command execution, Policy Manager services will be
restarted. This may take a few minutes. restarted. This may take a few minutes.

Dashboard Administration » Server Manager » Server Configuration - victory
[ Monitoring Server Configuration - victory (192.168.1.95)
++.. Configuration
3¢ Administration 6]
@ Clearpass portal Services Control Service Parameters  System Monitoring Network  FIPS

+ & Users and Privileges
- 1@ Server Manager Hostname:

P Connguration] o

P Log Configuration Policy Manager Zone: default - Manage Polic

#° Local Shared Folders X
Enable Performance Manitoring Display: Enable this server for performance menitering display

P Licensing
& Device Insight Insight Setting: Enable Insight [Jenable as Insight Master Current Master:-
+ |l External Servers Enable Ingress Events Processing: [ Enable Ingress Events processing on this server
o Ertema) Accounts Master Server in Zone:
i & Certificates
+ [ Dictionaries Span Port:
- % Agents and Software Updates ‘ Pva 1PVe Action
# OnGuard Settings 1P Address 192.168.1.95
§° Software Updates Management Port Subnet Mask 255.255.255.0
1 % Support
Default Gateway 192.168.1.249
IP Address
Data/External Port Subnet Mask
Default Gateway
Primary 192.168.1.250
Secondary 192.168.1.130 -
ows sertings
Tertiary
DNS Caching Disabled
AD Domains: Join AD Domain
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5.1 Joining AD Domain

Configure the IP addresses and the rest as per your Lab setup but ensure you have the IP address of your domain
controller as the primary DNS. CPPM needs to join the AD domain, in order to authenticate against it. Make sure the
clock time for AD and CPPM are almost in sync. It is best to use NTP. If they are not in sync, then CPPM will not be
able to join the domain. When you click on the “join domain” button, you need to provide the FQDN of the DC and
that’s why you need the DNS entry to resolve the name of your domain controller.

System Services Control Service Parameters System Monitoring Network FIPS
Policy Manager Zone: default 3 Manage Policy Manager Zones
Enable Perf 1g display
Insight Set Enter the FQDN of the controller and the short (NETBIOS) name for the \ht Master Current Master:-

domain:

DHCP Span  pomain Controller wian-de.wian.net

NetBIOS Name WLAN

IPv6 Action
In case of a controller name conflict

9 Use specified Domain Controller s
Managem Use Domain Controller returned by DNS query "’" gure
Fail on conflict
onfig

[¥] use default domain admin user [Administrator]

Data/Exte

Password Y |

AD Domains: Policy Manager is not part of any domain. Join to domain here.

Join AD Domain o Join AD Domain [

Adding host to AD domain 3 Added host to the domain
Adding host to AD domain... INFO_— Creating service scripts for "WLAN' -
INFO - Fetched REALM "WLAN.NET" from domain FQDN 'wlan-dc.wlan.net' Starting CDBS_S-dOmBIn_-SEWEI_’_WU’EN: [.OK ]
INFO - Fetched the NETBIOS name "WLAN' INFO - updating domain configuration files
INFO - Creating domain directories for "WLAN' Stopping cpass-domain-server_WLAN: [ OK ]
INFO - Using Administrator as the WLAN-DC's username [OK]
Enter Administrator's password: Starting cpass-domain-server_WLAN: [ OK ]
Using short domain name -- WLAN Stopping cpass-sysmon-server: [ OK ]
Joined "CP63LAB' to dns domain 'wlan.net' Starting cpass-sysmon-server: [ OK ] =
INFO - Creating service scripts for "WLAN' Stopping cpass-radius-server: [ OK ]
Starting cpass-domain-server_WLAN: [ OK ] Starting cpass-radius-server: [ OK ]
INFO - CP63Lab joined the domain WLAN.NET -

L 1] L3

Now we need to add the AD as authentication source

[.] Configuration » Authentication » Sources » Add - Ariya AD

[=] Monitoring o Authentication Sources - Ariya AD
e § i =
fore] Eoafauation © Summary m. Primary Attributes
4z Service Templates & Wizards z
L} Services Name: |Ar|ya AD
= %Authentication Desciplion.
1z Methods
Sources
Qd {iw- Type: Active Directory
- enti
£ single sign-on (ss0) Use for Authorization: Enable to use this Authentication Source to also fetch role mapping attributes
iz Local Users Authorization Sources:
£ Endpoints
4 Static Host Lists
1 Roles ‘” Select -- ~
Role Mappings
B & pping Server Timeout: seconds
+ Posture
§ Enforcemant Cache Timeout: 36000 | seconds
=3
5§ Network Backup Servers Priority:

1z Network Scan

4 Policy Simulation Add Backup
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.. = Dashboard

EJ Monitoring

o) = =
ey Configuration

£ Service Templates & Wizards

£ Sel
- %Au

rvices
thentication
£x Methods

el sources|

— & Identity

+ M o
+§En
+'i-Ne
I Ne
i3 Po

12 Single Sign-On (SS0)
£ Local Users

%} Endpoints

1 Static Host Lists

1% Roles

£ Role Mappings

sture

forcement

twork

twork Scan

licy Simulation

- Dashboard

[ Mon

o) = =
Fey Configuration

itoring

4 Service Templates & Wizards

(] Configuration » Authentication » Sources » Add - Ariya AD

id Authentication Sources - Ariya AD
O]

Summary General Attributes

Connection Details

Hostname: [192.168.1.250 |

None

(For secure connection, use 636)

Connection Security:

Port:

Verify Server Certificate: Enable to verify Server Certificate for secure connection

administrator@wlan.net \
(e.g. administrator@example.com OR cn=administrator,cn=users,dc=example,dc=com)

Bind DN:

[sesesescscscsce |
fwLan |
dc=wlan,dc=net
SubTree Search ~

[ Follow referrals

Bind Password:

NetBIOS Domain Name:

Base DN: \ Search Base Dn

Search Scope:

LDAP Referrals:

Bind User: Allow bind using user password

User Certificate: lusercertificate ]

Always use Net8IOS name: [ Enable to always use NetBIOS name instead of the domain part in username for authentication

Special Character Handling @ enabled O pisabled
for LDAP Query:

[l Configuration » Authentication » Sources » Add - Ariya AD

b Authentication Sources - Ariya AD

Summary General

Specify filter queries used to fetch authentication and authorization attributes

£% Services
Attribute Name Alias Name
=1 & Authentication p
1 UserDN
¥ Methods " ser
Q department Department
- & Tdentity title Title
£ Single Sign-0n (SS0) company company
4 Local Users Authentication memberOf memberOf
{¥ Endpoints telephoneNumber Phone
£ Static Host Lists
mail Email
4 Roles
displayName Name

£ Role Mappings

2/ posture accountExpires Account Expires
+ $ enforcement 2. | Group cn Groups
5 4 Network 3. dNSHostName HostName
£ Network Scan Machine operatingSystem OperatingSystem
£ Policy Simulation operatingSystemServicePack 0SServicePack

4. |Onboard Device Owner memberof Onboard memberOf

Onboard Device Owner Group cn oOnboard Groups

5.2 ClearPass dotlx Service

Here we create a dotlx service for wireless access.

") =
i, Configuration

¥ Service Templates & Wizards

B

= & Authentication

ClearPass Policy Manager

Configuration » Services

Services

This page shows the current list and order of services that ClearPass follows during authentication and authorization.

Menu s

4 Add
& Import
&, Export All

Filter: [ Name | [contains ]| iseriinr records
£r Methods
£ Sources * Order:  Name Type Template Status
o Q Identity 1 ‘ [ [Policy Manager Admin Network Login Service] TACACS TACACS+ Enforcement o
£x single Sign-0n (SSO) 2 | O = [AirGroup Authorization Service] RADIUS RADIUS Enforcement ( Generic ) ]
{¥ Local Users 3 ‘ O s [Aruba Device Access Service] TACACS TACACS+ Enforcement [
Lk Endpoints 4 ‘ O 4 [Guest Operator Logins] Application Aruba Application Authentication ®
Static Host Lists
ga ; 5. ‘ O s [Insight Operator Logins] Application Aruba Application Authentication [
oles
& | O s [Device Registration Disconnect] WEBAUTH Web-based Authentication [}
£ Role Mappings
.1 posture » | O~ AA Aruba 802.1X Wireless RADIUS Aruba 802.1X Wireless [}
Summary Servi Authentication Roles Enforcement
Name: |2 Aruba 802.1X Wireless ]
Description: To authenticate users to an Aruba
ireless network via 802.1X.
Type: Aruba 802.1X Wireless
Status: Enabled

Monitor Mode:

More Options:

[ enable to monitor network access without enforcement
[ authorization [ posture compliance [ audit End-hosts [ profile Endpoints (] Accounting Proxy

Service Rule

Matches O ANY or © ALL of the following conditions:

Operator

NAS-Port-Type EQUALS Wireless-802.11 (19)
Service-Type BELONGS_TO Login-User (1), Framed-User (2),

Authenticate-Only (8)
Aruba-Essid-Name EQUALS school

@
@
i

“school” is the name of the SSID

Enabled As
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Summary Service Roles Enforcement

Authentication Methods: [EAP FEAF]
[EAP TLS]
--Select to Add-- ~
Authentication Sources: Ariya AD [Active Directory]
[--Select to Add-- ~|
Strip Username Rules: [ enable to specify a comma-separated list of rules to strip username prefixes or suffixes
Service Certificate: [—Select to Add— ~|

Summary Service Authentication Enforcement

Role Mapping Policy: \ffscelectff o Add New Role Mapping Policy

Role Mapping Policy Details
Description: -
Default Role: =

Rules Evaluation Algorithm: -

Conditions Role
Summary  Service  Authentication  Roles w

Use Cached Results: [ use cached Roles and Posture attributes from previous sessions

Enforcement Policy: [AA Aruba 802.1X Wireless Enforcament Policy <] Add New Enforcement Policy

Enforcement Policy Details
Description:

Default Profile: AA Aruba 802.1X Wireless Default Profile

Rules Evaluation Algorithm: | first-applicable

Conditions Enforcement Profiles

AA-Aruba 802.1X Wireless Staff Profile, AA Aruba 802.1X Wireless Update Endpoint

1. (Authorization:Ariya AD:memberOf Staff)
Location
AA-Aruba 802.1X Wireless Student Profile, AA Aruba 802.1X Wireless Update Endpoint
2. (Autherization: Ariya AD:memberof Student)
Location
(Tips:Role [Machine Authenticated])
3. AA-Aruba 802.1X Wirel Staff Profile, [Update End t K
(Authorization: Ariya AD:memberOf Staff) ruba reless Staff Profile, [Update Endpoint Known]
‘Tips:Rol Machi Authenticated
4. (Tips:Role [Machine Authenticated]) AA-Aruba 802.1X Wireless Student Profile, [Update Endpoint Known]
(Autherization: Ariya AD:memberOf Studen)

And here are the enforcement profiles that are being used in the enforcement policy

AA Aruba 802.1X Wireless Default Profile RADIUS
AA-Aruba 802.1X Wireless Staff Profile RADIUS
AA-Aruba 802.1X Wireless Student Profile RADIUS
AA Aruba 802.1X Wireless Update Endpoint Location ~ Post_Authentication

Enforcement Profiles - AA Aruba 802.1X Wireless Default Profile

Note: This Enforcement Profile is created by Service Template
Profile Attributes

Profile:

Name: AA Aruba 802.1X Wireless Default Profile
Description:

Type: RADIUS

Action: Accept

Device Group List: =

Attributes:
Type Name Value
1. | Radius:Aruba Aruba-User-Role = Employee
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Enforcement Profiles - AA-Aruba 802.1X Wireless Staff Profile

Note: This Enforcement Profile is created by Service Template
Profile Attributes

Profile:

Name: AA-Aruba 802.1X Wireless Staff Profile
Description:

Type: RADIUS

Action: Accept

Device Group List: =

Attributes:
Type Name Value
1. | Radius:Aruba Aruba-User-Role = Staff

Enforcement Profiles - AA-Aruba 802.1X Wireless Student Profile

Note: This Enforcement Profile is created by Service Template
Profile Attributes

Profile:

Name: AA-Aruba 802.1X Wireless Student Profile
Description:

Type: RADIUS

Action: Accept

Device Group List: =

Attributes:
Type Name Value
1. | Radius:Aruba Aruba-User-Role = Student

Enforcement Profiles - AA Aruba 802.1X Wireless Update Endpoint Location

Note: This Enforcement Profile is created by Service Template
Profile  Attributes

Profile:

Name: AA Aruba 802.1X Wireless Update Endpoint Location
Description:

Type: Post_Authentication

Action:

Device Group List:

Attributes:
Type Name value
1. | Endpoint Last Known Location - % {Radius:1ETF:NAS-IP-Address}: %{Radius:Aruba:Aruba-
Location-Id}

5.3 NAD Configuration

Here we are adding Network Access Devices (NAD). This will be the AOS10 APs and gateways. Note that you need to
either add the AP IP addresses individually or just add their subnet as | have done here.

== e
Name: [ros10-ard ]

1P or Subnet Addrsss:

68.1.10 or 193.108.1:/34 o 192.168.1.1-30 or 2001:cbB:30b:1260::1)

Description

RADIUS Shared Secret fos
TACACS+ Shared Secrat: [

Vendor Nams: Anba

Enable RADIUS Dynamic Authorization: [ port: 5769 ]
Enable Radsec (=]

Name:
1P or Subnat Address:

Descriptian:

RADIUS Shared Secret
TACACS+ Shared Secret

Vendor Name:

Enable RADIUS Dynamic Authorization: [ port: 5799 |
Enable Rdsec
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6 WLAN Configuration

Here we’ll configure the AOS10 APs to broadcast a tunnelled SSID. This is done at the group level.

6.1

=
Switches

‘ 22 Aos10

Access Points Gateways

Tunnelled Mode Wireless Configuration

.  WIANs AccessPoints  Radios | Interfaces | Security | Servicas  System | Configuration Audit
B2 Overview
I @ Devices Wireless SSIDs
3 Clients DISPLAY NAME OPMODE ACCESS_TYPE
2, Guests
[ Applications
@ Security
Q Alerts & Events
B Audit Trail
¥, Tools
+ Addssip
‘ £ Aos10 AccessPoints | switches Gateways
.  WLANs AcessPoints  Radios Interfaces Security Services System | Configuration Audit

VLAN FORWARDING MODE

No data to display

B3 Overview

CREATE A NEW NETWORK
al @ vians

Name (SSID).

I @ Devices

Lo Clients o G

(® security @ Access

2, Guests
[ Applications

@ Security > Advanced Settings

0 Alerts & Events
¥ Audit Trail

A Tools

(®) summary

schoof

ACTIONS

s

ih 8
Summary Config

Hide Advancec

055ID(s)

. =
Summary Config

Hide Advanced

You can choose the cluster from the menu. Also note that the VLAN IDs are being displayed from the gateways.

I =
Summary Config.

=]
‘ I Aos1o AccessPoints | Switches | Gateways
. WLANs | Accass Points | Radios | Interfaces | Security | Services = System | Configuration Audit

B3 Overview

I ® Devices CREATE A NEW NETWORK
Lo Clients o General m @ Security @ Access @ Summary
2, Guests
Traffic forwarding mode: Bridge Tunnel Mixed
[E Applications
Primary Gateway Cluster: A0S10:auto_gwcluster_178_0 v
@ Security
N Secondary Gateway Cluster: None v
0 Alerts & Events
. static Dynamic
B Audit Trail Client VLAN Assignment: !
% Tools VLAN ID: \ v
@ Reports > Show Named VLANs
& Firmware
=
‘ I Aos10 Access Points  Switches  Gateways
. WLANs AccessPoints | Radios | Interfaces Security  Services System | Configuration Audit
B2 Overview
I @ Devices CREATE A NEW NETWORK
Lo Clients @ General -] VLANsm (@ Access () summary
& Guests

[ Applications
Security Leval:

@ Security

Q Alerts & Events

B Audit Trail Key Management:
¥, Tools

Primary Server:

[ Reports "
. Secondary Server.
Firmware

> Advanced Settings

O

Enterprise Personal  Captive Portal

WPA2 Enterprise v
ClearPassow ¥+ & W

v +

- Select -

Open

Ust

Hide Advanced

i 8
Summary [

Hide Advanced
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Select the authentication server that we had configured on the gateways. It gets automatically populated using the
drop down menu. Note that this is not the RADIUS server that we configured in the AP group but rather from the
gateway group. Next select Accounting from the advance Setting section

e} =
I3 Aos10 " | AccessPoints | Switches

Gateways st Summary
— Manage——— | WLANs | AccessPoints | Radios | Interfaces | Security | Services | System | Configuration Audit Hide Advance
B3 Overview
v Advanced Settings
@ Devices
Lo Clients Use Session Key for LEAP:

2. Guests Perform MAC authentication before 802.1:

[E Applications
MAC Authentication Fail-Through:

@ Security
_ Analyze Reauth Interval: 0 mn ¥
Q Alerts & Events Denylisting: 0
P Audit Trail
Max Authentication Failures: 0
2 Tools
Enforce DHCP:
@ Reports
CmmEn e Use IP for Calling Station ID:
@ Firmware
Called Station ID Type: MAC Address v

Called Station ID Include SSID:

© Accounting

Accounting: Use authentication servers ¥
\ Advanced Settings
Use Session Key for LEAP:
Perform MAC authentication before 802.1X:

MAC Authentication Fail-Through:

Reauth Interval: o min v
Max Authentication Failures: o

Enforce DHCP;

Use IP for Calling Station ID:

Called Station ID Type: MAC Address v
Called Station ID Include SSID:

© Accounting

Accounting: Use authentication servers 'V

Accounting Interval: 1 min

@ = ih
Gateways Lse  Summary (8

9 =
1 Aos10 | AccessPoints | Switches

— Manage WLANs | Access Points | Radios | Interfaces  Security = Services = System  Configuration Audit Hide Advanc
B3 Overview

I @ Devices NETWORKS > CONFIGURATION - SCHOOL
La Clients

20 Guests General VLANs Security Access Summary

[ Applications Access rules O

@ Security Role Based Network Based Unrestricted
— Analyze

ROLE ACCESS RULES FOR SELECTED ROLES

O Alerts & Events

P Audit Trail

2, Tools

[ Reports

And save the configuration.

SUCCESS

school is Configured Successfully
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6.2 Tunnelled Mode Wireless dotlx Testing

First, we'll check the gateway authentication server configuration, the highlighted lines were pushed form the AP’s
tunnel configuration.

= @ SELECTED GROUP TYPE
‘ I Aos10 Access Points | Switches | Gateways Gateway
System | Interface | Routing WAN | Security VPN | High Availability | Config Audit
B8 Overview Roles  Poliies  Aliases  Applications  ApplyPolicy ~ AuthServers  Role Assignment (AAA Profiles) L2 Authentication L3 Authentication  Advanced  Firewall
I |© Devices
' Authentication Servers
Lo Clients Server groups
2, Guests
NAME SERVERS FAIL THROUGH LOAD BALANCE SERVER RULES
Applications
[ App school_#1615532079504_41#_acct_svg 1 0
Securit
° v school_#1615532079504_41#__auth_svg 1 0
school_#1615532079504_41#__cp_svg 1 ]
A Alerts & Events
P Audit Trail
€, Tools
+
[ Reports
All servers
& Firmware
NAME TYPE IP ADDRESS / HOSTNAME SERVER GROUP
ClearPass-GW Radius 192.168.1.95 school_#1615532079504_41#_acct_svg scl

RFC 3576 192.168.1.95

= i i3
: Summary

Basic Mode

Now we’ll get a laptop to connect to “school” SSID with staffl user credentials and check ClearPass access tracker

ClearPass Policy Manager

= Dashboard ] Monitoring » Live Monitoring » Access Tracker

Monitoring
-1 [ Live Monitoring
B, ceces Trockol]
& Accounting
& onGuard Activity
B analysis & Trending
System Moniter
41 [ profiler and Metwork Scan
& Audit Viewer
@Fevent viewer

@ Access Tracker mar 12, 2021 18:03:31 AEDT

The Access Tracker page provides a real-time display of per-session access activity on the selected server or domain.

¥ [All Requests] [ victory (192.168.1.95) “15" Last 1 day before Today

Filter: [Request ID ~ [ contains_~|
e — e —

Menu e

& Auto Refresh

show records

Login Status Request Timestamp v

1. ‘ 192.168.1.95 RADIUS staffl AA Aruba 802.1X Wireless ACCEPT

2021/03/12 17:58:39

Note that 192.168.1.242 is the IP address of the gateway-1 and 10.224.254.161 is the IP address of the AP.

Request Details

Output Accounting

Login Status:

Session Identifier:
Date and Time:
End-Host Identifier:
Username:

Access Device IPfPort:

Access Device Name:

System Posture Status:

Service:

Authentication Method:

Authentication Source:
Authorization Source:
Roles:

Enforcement Profiles:

ACCEPT
ROD0O00D06-01-604b111F
Mar 12, 2021 17:58:39 AEDT
AD-88-B4-50-C0-84 (Computer / Windows / Windows)
staffl
192.168.1.242
10.224.254.161
UNKNOWN (100)
Policies Used -
A4 Aruba 802.1X Wireless
EAP-PEAP,EAP-MSCHAPW2
AD:192.168.1.250
Ariya AD
[User Authenticated]
AA Aruba 802.1X Wireless Undate Endooint Location. AA-Aruba 802.1X Wireless

14 «4 Showing 1 of 1-7 records » wl Change Status Show Configuration Show Logs

b
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Request Details

Summary Input Output Accounting

Enforcement Profiles:

AA Aruba 802.1X Wireless Update Endpoint Location, AA-Aruba 802.1X Wireless Staff
Profile

System Posture Status: UNKNOWN (100)
Audit Posture Status: UNKNOWN (100)

RADIUS Response

©

Endpoint:Last Known Location 192.168.1.242:b4:5d:50:c6:82:4a
Radius:Aruba: Aruba-User-Role Staff

|4 4 Showing 1 of 1-7 records » » Show Configuration m Show Logs m

And we also have the accounting tab, which indicates RADIUS accounting is working

Request Details

Summary Input Output

Account Session ID:

B45D50E824B0-A088B450C084-604B111F-EA565

Start Timestamp: Mar 12, 2021 17:58:39 AEDT
End Timestamp: Still Active
Status: Active

Termination Cause: -
Service Type: -
Number of Authentication Sessions: 1

Network Details

(=

Utilization

@

Authentication Sessions Details

®

14 <« Showing 1 of 1-7 records » »| Change Status Show Configuration Show Logs

Lastly, we need to test if CoA is working, click on the “change status” to terminate the session

Request Details o

Access Control Capabilities -

Select Access Control Type : Agent SNMP @ RADIUS CoA O Server Action

RADIUS CoA Type: | [Aruba0$ Wireless - Terminat ~~ |
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Request Detai

Radius [Aruba0s Wireless - Termi e

Summary Input Output

ion] succi

sful for client a088b450c034.

Account Session ID: B45D50E824B0-A088B450C084-604B111F-EALSGS

Start Timestamp: Mar 12, 2021 17:58:39 AEDT
End Timestamp: Still Active
Status: Active
Termination Cause: =
Service Type: =
MNumber of Authentication Sessions: 1

Network Details

utilization

Authentication Sessions Details

@

@

14 4 Showing 1 of 1-7 records » I Change Status Show Configuration m Show Logs m

Now looking at Aruba Central pages.

Ee)

[ 0 il
11 aosto = °. B .
CLIENTS ALL vl C 244.08 MB ([ 8.04 MB | ©236.05 MB )
88 Overview
Devices Al © Connecting  © Connected @ Failed Offline Blocked Wireless Wired Remote
A 1 0 1 0 0
I o Clients ———
2 Guests (2]
[ Application: ¥ Client Name Status 1= 7 1p address VLAN  Connected To Y Gateway Role 7 ssiD/Port 7 Health - Usage
Security = L Connectad 0.10.44.50 ad ba:5d:50:c6:82:4a Staff schoal
o Q @
‘ € G staff1 ©)| Summary | Allnsights | Location | Sessions
- CLIENT DETAILS © Actions ¥
I B2 Overview
DATA PATH
B Applications cuent ssip ap GATEWAY
5% 55> S
Q Live Events
- bS50 B2
CONNECTED U
A Events
&, Tools
CLIENT NETWORK CONNECTION
stafft u vsa 149 (40 M) 5 Gz
Wireless RADIUS 80211an

AriyaP

fe80::7dda:2f07:955¢.

Mar 12,2021, 17:58:41 10.10.44.1

Intel Corporate AES
AlINSIGHTS
00 ©0 0

600 Mbps

LEDS on ACCESS POINT (b4:50:5
Biink LEDs
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‘ € [ staff1
83 Overview

I [ Applications

A Live Events
Q Events

Q Tools

G staff1

I BB Overview

B Applications

0 Live Events
0 Events

2, Tools

‘ & © 7005 A0S10. gwy2 ©

I B3 Overview
o WAN
= LAN
@ Device
@ Clients
[ Applications

@ Security

& @ 7005 A0S10_gwy2 @

B2 overview

< WAN

2 LAN

® Device
I Lo Clients

[ Applications

Now we’ll run a few CLI commands.

3508
3508
3502
3502
3502

:c6:82:4a#

BSS Table

:b0
:bl
:b2
:al
:al

Shours Summary
Applications  Websites
APPLICATIONS
Passive Monitoring
Total Transferred: 1.4 GB
APPLICATION CATEGORY USAGE SENT RECEIVED
° YouTube Streaming 1.3 GB (93.21%) 28.0MB 1.3GB
° TCcP Network Service 19.9 MB (1.40%) 386 KB 19.5 MB
° Microsoft Office365 SAAS 2.2 MB (0.16%) 309 KB 1.9MB
° HTTPS Wweb 959 KB (0.07%) 101 KB 858 KB
° Google Ads Google SAAS 355 KB (0.02%) 72KB 284 KB
© wozila Web 319KB (0.02%) 57K 262K8
° Google Generic Google SAAS 212 KB (0.01%) 110 KB 102KB
° Microsoft OneDrive sharepoint_onedrive_saas 163 KB (0.01%) 12 KB 151KB
© netbios Name Service Network Service 76 KB (0.01%) 76 KB 08
° Bing.com Wweb 51 KB (0.00%) TKB 44 KB
© Microsoft Azure Office365 SAAS 47 KB (0.00%) 2K8 43KB
© soar Network Service 42 KB (0.00%) K8 0B
© Wicrosoft Office 365 Office365 SAAS 35K8 (0.00%) 4x8 31KB
° Server Message Block Network Service 13 KB (0.00%) 13KB 0B
° Undlassified Undlassified 72.3 MB (5.08%) 798 KB 71.5MB
. . a
Summary  Allnsights  Location Sessions "
CLIENT DETAILS fe] Actions =
DATA PATH
cumT WTCH GATIAY
® g2 >
CONNECTED :
= Qo 0
Ssummary Routing Sessions | Al Insights 3hours
Actions ¥
DEVICE
NAME SERIAL NUMBER MODEL MACADDRESS SYSTEM IP ADDRESS PUBLIC IP ADDRESS
7005_A0OS10_gwy2 CP0031855 A7005 20:4c:03:1a:2f:bd 192.168.1.242 203.63.103.176
FIRMWARE VERSION POE (DRAW/MAX) REDUNDANCY PEER GROUP NAME se LagELs
10.1.0.2 77953 - - AOs10 - -
UPTIME 4GILTE MODEM STATUS 4G/LTE MODEM TYPE NTP SERVER CONFIG SYNC STATUS LAST REBOOT REASON
9 hours 53 minutes - - time2.google.com(Synchronized) Update successful ) POE Power Cycle
CLUSTERNAME
aute_gweluster 1780
Lo
Clients
CLIENTS GATEWAY v C 244.08 MB (®8.04 MB | ®236.05 MB)
All © Connecting © Connected @ Failed Offline Blocked Wireless Wired Remote
1 [ 1 0 [ 0 1 0 [
v
Y client Name Status 1= ¥ Gateway Name Y Gateway Role Y 1P Address Port VLAN Usage
= staff1 Connected 7005_AOS10_gwy2 Staff 10.10.44.50 Tunneled ‘ 44 ‘ 244.08 MB
sh ap bss-table
ess port ip phy type ch/EIRP/max-EIRP cur-cl ap name in-t(s) tot-t
school 2/? 10.224.254.161 a-VHT ap 36E/15.0/21.5 1 0
Guest 2/? 10.224.254.161 a-VHT ap 36E/15.0/21.5 1 0 o
_owetm Guest2874425900 ?2/2 10.224.254.161 a-VHT ap 36E/15.0/21.5 0 0 WO
school ?/? 10.224.254.161 g-HT ap 3/7.5/21.5 0 0
Guest ?/? 10.224.254.161 g-HT ap 3/7.5/21.5 0 0 o
_owetm Guest2874425900 ?/? 10.224.254.161 g-HT ap 3/7.9/21.9 0 :c6:82:4a 0 WO

3502

:a2

Channel followed by "*" indicates channel selected due to unsupported configured channel.
"Spectrum" followed by """ indicates Local Spectrum Override in effect.

Num APs:6

Num Associations:2
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Flags: K
mode open BSS;
Capable BSS; I Imminent VAP Down; T = Individual TWT Enabled; t = Broadcast TWT Enabled
b4:5d:50:c6:82:4a#

802.11K Enabled; W = 802.11W Enabled; 3 = WPA3 BSS; O = Enhanced-open BSS with transition mode; o

=

Now, checking the IPSEC tunnels from the AP

b4:5d:50:c6:82:4a# sh ata endpoint

ATA Endpoint Status

UUID IP ADDR STATE TUN DEV TUN SPI (OUT/IN) PORT (SRC/DST)
GRE VLANSs HBT (Jiff/Missed/Sent/Rcv) INNER IP UP TIME (s)

522d59ab-05d0-43b6-ab49-177e49fb7bb0 192.168.1.242 SM STATE CONNECTED tunO 1ad1b900/c6d09100 4500/4500
1,33,44,192,4094 3999/0/3808/3808 10.224.254.161 2021-03-13 08:28:59
S5bb2clda-f402-4afa-af39-c09d4aafa%946 192.168.1.243 SM STATE CONNECTED tunl 92607100/969£6100 4500/4500
1,33,44,192,4094 3999/0/3807/3807 10.224.254.161 2021-03-13 08:29:01

Total Endpoints Count: 2
b4:5d:50:c6:82:4a#

6.3 Bridge Mode Wireless Configuration

= WPA3-SAE mixed mode BSS; E = Enhanced-open BSS without transition mode; m = Agile Multiband (MBO)

= Enhanced-open transition

BSS; ¢ = MBO Cellular Data

VALID TIME(s) TUNNEL TYPE

125781

125783

GRE

GRE

For this mode we have VLAN 22 which will be set aside for Student that will be connecting to this SSID. The LAN
switch that the APs are connected to will have VLAN 22 as tagged as well as providing DHCP service for it.

vlan 22
name "Student-Bridge-VLAN"
untagged 2
tagged 3-4
ip address 10.10.22.1 255.255.255.0
dhcp-server
exit

|

dhcp-server pool "Student-Bridge-VLAN"
default-router "10.10.22.1"
dns-server "1.1.1.1"
lease 00:04:00
network 10.10.22.0 255.255.255.0
range 10.10.22.50 10.10.22.59
exit

Now, we’ll start the configuration of the Bridge mode WLAN.

=] @
H aos1o Access Points | Switches | Gateways
WLANs = AccessPoints | Radios  Interfaces = Security = Services = System | Configuration Audit
BB Overviev
[® Devices Wireless SSIDs
o Clients NAME RIT TRAFFIC FORWARDING ET ENABLE
2, Guests a Tunne

[ Applications
o

Security

0 Alerts & Events
P Audit Trail

2, Tools
+ Add ssiD

il
Summary

Hide Advancec

255ID(s)

31| Page



= &
‘ I Aos1o AccessPoints  Switches | Gateways

- R WLANs = Access Points | Radios | Interfaces = Security = Services

System

Configuration Audit

BE Overview

I @ Devices CREATE A NEW NETWORK

Lo Clients General @ VLANs @ Security

o
2, Guests Name (SSID):

[ Applications

Q@ Security > Advanced Settings

01 Alerts & Fvents

@ Access @ summary

school-Bridge

P Audit Trail
©
‘ o nosto Access Points Switches Gateways
. — WLANS | Access Points | Radios | Interfaces = Security | Services | System | Configuration Audit
B9 Overview
I I® Devices CREATE A NEW NETWORK

Lo Clients o General m @ Security

o
2 Guests Traffic forwarding mode:

@ Applications
Client VLAN Assignment:
@ Security

0 Alerts & Events

) Audit Trail
2, Tools
@ = @
‘ I nos1o Access Points Switches Gateways

. ——— WLANs = Access Points | Radios  Interfaces | Security | Services

@ Access @ Summary

System

Bridge

Static

Configuration Audit

BE Overview

I & Devices CREATE A NEW NETWORK

Lo Clients o General o VmNsm @ Access @ Summary

2, Guests

[ Applications

Security Level:
@ Security
A Alerts & Events
Audit Trail Key Management:
2, Tools

Primary Server:
[ Reports

- _— Secondary Server:

& Firmware

v Advanced Settings

Use Session Key for LEAP:

Perform MAC authentication before 802.1X:

MAC Authentication Fail-Through:

Reauth Interval:

Denylisting:

Max Authentication Failures:

Enforce DHCP:

Use IP for Calling Station ID:

Called station ID Type:

Called Station ID Include SSID:

Passpoint Service Profile:

O

Enterprise

Tunnel

Dynamic

Personal

WPA2 Enterprise

ClearPass

- Select —

MAC Address

v
v +
min ¥

Mixed
Native VLAN
Captive Portal Open

None ¥  Manage Passpoint Services

List

List

Hide Advanced

Hide Advanced

ih foi]

summary [

Hide Advance

32|Page



© Fast Roaming
Opportunistic Key Caching (OKC): Q

802.11r:
MDID:
802.11k:

RRM Quiet IE:

‘ I aos10

B9 Overview
I @ Devices

L8 Clients

2\ Guests

[ Applications

@ Security

A Alerts & Events
P Audit Trail
2, Tools

[ Reports

£k Firmware

=

Access Points Switches Gateways List Summary [

WLANs | AccessPoints | Radios | Interfaces | Security | Services System | Configuration Audit Hide Advance

CREATE A NEW NETWORK

o General ° VLANs e Security ° Access @ Summary

Access rules C
Role Based Network Based Unrestricted
ROLE ACCESS RULES FOR SELECTED ROLES

Allow any to all destinations
CP-Guest

Schoo-Guest

default_wired_port_profile

school

wired-SetMeUp

—+ Add Role 6Role(s) 4 Add Rule 1 Rule(s)

+ Add Rele 6Role(s) -+ Add Rule 1 Rule(s)

ROLE ASSIGNMENT RULES

Default role: school-Bridge

- ADD ROLE ASSIGNMENT 1 Role(s)

ENFORCE MACHINE AUTHENTICATION:
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‘ II Aos1o

Overview
I & Devices

i

Clients
2 Guests
[ Applications

@ Security

Alerts & Events
Audit Trail

Tools

B & 8 P

Reports

2

Firmware

Access Points

WLANS

=

Access Points | Radios

Switches | Gateways

Interfaces | Security = Services

System

Configuration Audit

CREATE A NEW NETWORK

© General

Network Summary

General

ESSID

Multicast Optimization
Band

DTIM Interval

Primary Usage
Inactivity Timeout
Dynamic Multicast OPT
Content Filtering
Airtime

Hide SSID

Broadcast filtering

Transmit Rates (legacy Cnly)

© vians

° Security

school-Bridge
Disabled

all

1 beacons
employee
1000 secs
Disabled
Disabled
unlimited
Disabled

arp

0 XD

24GHz  Min: 1Mbps

Max: 54Mbps

5 GHz Min: 6Mbps

Max: 54Mbps

Security

Security Level

Auth Server 1

Key Management

MAC Authentication
VLANSs

Traffic forwarding mode
Client VLAN Assignment
VLAN

Access

Role Assignments For Authenticated

Users

ENFORCE MAC AUTH ONLY ROLE

ASSIGN PRE-AUTHENTICATION ROLE

ENFORCE MACHINE AUTHENTICATION

Enterprise

ClearPass

'WPA2 Enterprise

Disabled

Bridge

Native VLAN

Disabled

Disabled

Disabled

Disabled

= il
List Summary el

Hide Advance

Now since we are planning to send back user-role “Student-Bridge” from ClearPass, we’ll create a local user at the
group level for the AOS10 APs.

‘ T Aos10

B2 Overview
I ©® Devices
Lo Clients
&% Guests
[ Applications

@ Security

Alerts & Events
Audit Trail

Tools

B & N b

Reports

& Firmware

Access Points

=

Switches | Gateways

WLANS ~ Access Points | Radios | Interfaces | Security | Services = System | Configuration Audit
> User For Internal Server
+ Roles
Roles aF

sch

o0-Guest

Student-Bridge 1

ed_port_profile

schoal

school-Bridge

wired-SetMeUp

Access Rules For Selected Roles

+ Assign to VLAN: 22

@ Deny Adult and Pornography

@ Deny Gambling

Allow any to all destinations

6.4 ClearPass Service Modifications

| am planning to use the same ClearPass dotlx service that was used for tunnelled mode WLAN. So, I'll just need a
specific enforcement profile for the bridge mode to send back the user-role and then I'll modify the service.

= il B
ist Summary ‘Config

Hide Advanced

+

|

v SR
N |
A s |

34| Page



aruba

Dashboard

E Monitoring

o) .
o Configuration

£ Service Templates & Wizards
1X Services
+ =8 Authentication
& Identity
12 Single Sign-On (SS0)
£ Local Users
12 Endpoints
12 Static Host Lists
{2 Roles
4 Role Mappings
+ i posture
# Enforcement
£ Policies

e Profiles|

ClearPass Policy Manager
L4 Configuration » Enforcement » Profiles » Edit Enforcement Profile - AA-Aruba 802.1X Wireless Student-Bridge Profile

i Enforcement Profiles - AA-Aruba 802.1X Wireless Student-Bridge Profile

)

Profile Attributes
Profile:
Name: AA-Aruba 802.1X Wireless Student-Bridge Profile
Description:
Type: RADIUS
Action: Accept

Device Group List: =
Attributes:

Name Value

pe

1. ‘ Radius:Aruba Aruba-User-Role Student-Bridge

Now, I'll just change the service rule for matching the ESSID name.

aruba

Dashboard

m Monitoring

Q‘g Configuration ©

Menu =

ClearPass Policy Manager
Configuration » Services » Edit - AA Aruba 802.1X Wireless
Services - AA Aruba 802.1X Wireless

Summary Authentication

Roles Enforcement

{3 Service Templates & Wizards
e
+ = Authentication
2 Identity
42 Single Sign-On (SSO)
42 Local Users
4 Endpoints
1 Static Host Lists
{2z Roles
1 Role Mappings
+ i posture
3 Enforcement
{2 Policies
{2 Profiles
4 %« Network
4 Network Scan
{2 Policy Simulation

Name: |AA Aruba 802.1X Wireless |
Description: To authenticate users to an Aruba
wireless network via 802.1X.
Y
Type: Aruba 802.1X Wireless
Status: Enabled

Monitor Mode: [ Enable to monitor network access without enforcement

More Options: [] Authorization [ Posture Compliance [] Audit End-hosts [ Profile Endpoints [[] Accounting Proxy

Service Rule

Matches O ANY or @ ALL of the following conditions:

Operator
1. | Radius:IETF NAS-Port-Type EQUALS Wireless-802.11 (19) o
" N Login-User (1), Framed-User & )
B : - o
2 ‘ Radius:1IETF Service-Type BELONGS_TO (2), Authenticate-Only (8)
3. | Radius:Aruba Aruba-Essid-Name CONTAINS school ]
4. | Click to add...

And add a logic in the enforcement policy.

aruba

Dashboard

m Monitoring

0"& Configuration ©

Menu =
—

ClearPass Policy Manager
Configuration » Services » Edit - AA Aruba 802.1X Wireless

Services - AA Aruba 802.1X Wireless

Roles Enforcement

Summary Service Authentication

13 Service Templates & Wizards
o]
+ & Authentication
Q 1dentity
£ Single Sign-On (SS0)
1 Local Users
1 Endpoints
1} Static Host Lists
12 Roles
13 Role Mappings
- posture
& Enforcement
1 Policies
£ Profiles
+ 4 Network
£ Network Scan
£ Policy Simulation

Use Cached Results: [J] Use cached Roles and Posture attributes from previous sessions

9 o |

Enforcement Policy Details

Enforcement Policy: \iMAruba 802.1X Wireless Enforcement Policy Add New Enforcement Policy

Description:
Default Profile: AA Aruba 802.1X Wireless Default Profile

Rules Evaluation Algorithm: first-applicable

Conditions Enforcement Profiles

AA-Aruba 802.1X Wireless Student Profile
AA-Aruba 802.1X Wireless Staff Profile, AA Aruba 802.1X Wireless

1. (Authorization:Ariya AD:Nested Groups test-users)

2. (Authorization:Ariya AD:memberOf Staff) Update Endpoint Location
3 (Authorization:Ariya AD:memberOf Student) AA-Aruba 802.1X Wireless Student-Bridge Profile, AA Aruba 802.1X
! (Connection:SSID Bridge) Wireless Update Endpoint Location
a (Authorization: Ariya AD:memberQf Student) AA-Aruba 802.1X Wireless Student Profile, AA Aruba 802.1X Wireless
: Ary . Update Endpoint Location
(Tips:Rale [Machine Authenticated]) . .
5. AA-Aruba 802.1X Wirel Staff Profil Update End t Ki
(Authorization: Ariya AD:memberOf Staff) ruba ireless Staff Profile, [Update Endpoint Known]
(Tips:Rale [Machine Authenticated]) . .
6. (Authorization: Ariya AD:memberOf Studen) AA-Aruba 802.1X Wireless Student Profile, [Update Endpoint Known]
¢ Backto Services | Disable | [ save i Cancel

Now we are ready to test.
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6.5 Bridge Mode Wireless dotlx Testing

Here are the access tracker screenshots.

Input Qutput Accounting

Login Status:

Session Identifier:
Date and Time:
End-Host Identifier:
Username:

Access Device IP/Port:
Access Device Name:

System Posture Status:

Service:
Authentication Method:
Authentication Source:
Authorization Source:
Roles:

Enforcement Profiles:

ACCEPT
RO000000c-01-60e299cb
Jul 05, 2021 15:34:04 AEST
FO-D5-BF-4B-67-11
studenti
10.10.55.11
10.10.55.11
UNKNOWN (100)

Policies Used -
AA Aruba 802.1X Wireless
EAP-PEAP,CAP-MSCHAPv2
AD:192.168.1.250
Ariya AD
Student, [User Authenticated]

AA Aruba 802.1X Wireless Update Endpoint Location, AA-Aruba 802.1X Wireless

|4 €« Showing 1 of 1-13 records » »| Change Status Show Configuration Show Logs

Note that the RADIUS authentication is coming directly for the AP’s IP addresses.

Summary lm. QOutput Accounting

Username: student1

End-Host Identifier: FO-D5-BF-4B-67-11
Access Device IP/Port: 10.10.55.11

RADIUS Request

Radius:Aruba:Aruba-AP-Group AQS10
Radius:Aruba:Aruba-Essid-Name school-Bridge

Radius:Aruba:Aruba-Location-Id b4:5d:50:c6:82:3c

Radius:IETF:Called-Station-1d b45d50c6823c
Radius:IETF:Calling-Station-Id fod5Sbf4b6711

Radius:IETF:Framed-MTU 768
Radius:IETF:NAS-Identifier 10.10.55.11
Radius:IETF:NAS-IP-Address 10.10.55.11
Radius:IETF:NAS-Port 0
Radius:IETF:NAS-Port-Type 19

4 4 Showmg 1 of 1-13 records » »l Change Status Show Configuration m Show Logs m

Request Details

Summary Input Accounting

Enforcement Profiles: AA Aruba 802.1X Wireless Update Endpoint Location, AA-Aruba 802.1X Wireless Student-

Bridge Profile
System Posture Status: UNKNOWN (100)
Audit Posture Status: UNKNOWN (100)

RADIUS Response

Endpoint:Last Known Location 10.10.55.11:b4:5d:50:¢6:82:3¢c

Radius:Aruba:Aruba-User-Role Student-Bridge
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4 4 Showing 1 of 1-13 records » »l Change Status Show Configuration Show Logs

Summary Input

Account Session ID:
Start Timestamp:
End Timestamp:
Status:

Termination Cause:

Service Type:

B45D50E823D2-FOD5BF4B6711-60E299CC-23AA

Jul 05, 2021 15:34:04 AEST

Still Active

Active

Number of Authentication Sessions: 1

Network Details

Utilization

Authentication Sessions Details

14 € Showing 1 of 1-13 record

Sk M

Checking Aruba Central side.

Change Status Show Configuration Show Logs

o L9 1
‘ II aos10 Clients 3hours Sum
CLIENTS ALL v C 1.10GB ((®14.41 MB | ®1.09 GB)
B2 Overview
B Devices All © Connecting 0 Connected ® Failed Offline Blocked Wireless Wired Remote
3 0 2 0 1 0 2 1 0
I Lo Clients v
2 Guests E
i =
B Applications Y client Name Status Y IP Address VLAN Connected To Y Gateway Role Y SsID/P... Usage Y AP Role
@ Security = staff1 Connected 10.10.44.50 44 ba:5d:50:c6:82:4a Staff schoal 1.10 GB school
. = student1 Connected 10.10.22.50 22 ba:5d:50:c6:82:3¢ school-Bridge Student-Bridge
0 Alerts & Events n? fo:de:f1:64:0a:82 © Offline 22 Aruba-2930F-8G-PoE... 2 209.25 KB
Q T
‘ € GO student1 Summary | Allnsights | Location Sessions 3hours
N T CLENTDETALS c Actions >
I B3 Overview
DATA PATH
@ Appll(atlcns CLIENT SSID SWITCH
> 224
Q1 Live Events -
student! school-Bridge b4:5d:50:c6:82:3¢ Aruba-2930F-8G-PoEP-25FPP
CONNECTED up up up
L Events
2, Tools
CLIENT NETWORK CONNECTION
U E VLAN CHANNEL BAND
student1 2 User Role 60 (80 MHz) 5GHz
HOSTNAME CLIENT TYPE AP ROLE AP DERIVATION CLIENT CAPABILITIES
SpectrelLab Wireless Student-Bridge RADIUS 802.11ac, 802.11v
P s OLE CLIENT MA
10.10.22.50 - 1.30 Gbps
GLOBAL UN LEDs CESS POINT (b4:5
- LEDs
CLIENT 05
Win10

MANUFACTURE
Intel Corporate

Al INSIGHTS
oo 0

R ENCRYPTION
AES
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€ [0 student1

BE Overview

[ Applications

0 Live Events

I 0 Events

2, Tools

6.6 Mixed Mode Wireless Configuration

a}

Events

EVENTS
40

> CLICK HERE FOR ADVANCED FILTERING

EVENTS (40)

¥ Occurre
Jul'5,2021,
> | Juls, 2021,
> | Juls, 2021,
> | Juls, 2021,
Jul's, 2021,
Jul'5, 2021,

Jul 5, 2021,

d On

15:34:45
15:34:04
15:28:04
15:28:00
15:28:00
15:22:45

15:22:14

1= | EventType
Client Association Success
Client DHCP Acknowledged
Client 802.11 De-authentication from Client
Client 802.1x Radius Timeout
Client EAP Timeout from Client
Client Association Success

Client Match Steer

3 hour

e
Description

Associated successfully to SSID school-Bridge on channel 60E of AP hostname b4:5d:50:¢6:...
DHCP acknowledgement received from DHCP server 10.10.22.1 on BSSID b:5d:50:e8:23:d.
De-authentication sent to BSSID b4:5d:50:e8:23:d2 on channel 60E of AP hostname b4:5d:5...
202.1x Radius Timeout occurred for client f0:d5:bf:4b:67:11 on BSSID b4:5d:50:e8:2%:d2 on ...
EAP response to BSSID ba:5d:50:e8:23:d2 on channel 60 of AP hostname bd:5d:50:c6:82:3..
Associated successfully to SSID school-Bridge on channel 60E of AP hostname b4:5d:50:c6:.

Client match attempted a BAND STEER using 11v MODE from radio BSSID b4:5d:50:e8:23:c...

In this mode for the same SSID allows both bridging of the user traffic as well as tunnelling it to a cluster of gateways
based on the attributes it receives by the RADIUS server. It should be noted that currently mixed Mode SSID is only
supported for 802.1X authentication.

We'll be making use of Server Derivation Rule (SDR) to decide which user role that ClearPass sends will be bridged.

In mixed mode the default VLAN is a tunnel VLAN. So, a bridged mode Rule must be defined.

Now we’ll start the configuration of the mixed mode WLAN.

@

Q

Gateways

Radios

Interfaces | Security = Services = System  Configuration Audit

arubaQ cenal
=]
‘ 3 nosto Access Points | Switches
WLANs ~ Access Points
BY Overview
I @ Devices Wireless SSIDs
Lo Clients
ol
2, Guests
hoo-Guest
[ Applications
B school-Bridg
Q Security
L Alerts & Events
B Audit Trail
2, Tools
—+ Add ssiD
(=] @
Access Points Switches Gateways

WLANS  Access Points | Radios

Interfaces | Securi

SECURITY

e Portal(external) Role

Unrestricted

ty =~ Services | System = Configuration Audit

CREATE A NEW NETWORK

O

Name (SSID):

> Advanced Settings

@ Security @ Access @ Summary

school-Mixed|

Q 2@ A

ih fr:3
summary [

Hide Advanced

TRAFFIC FORWARDING MODE NETWORK ENABLED

Tunnel
Tunnel

Bridge

355IDis)

ih @
Summary Config.

Hide Advanced
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= @ = il S
Access Points  Switches Gateways List summary (R
WLANs  Access Points  Radios  Interfaces  Security = Services  System | Configuration Audit Hide Advanced
Traffic forwarding mode: Bridge Tunnel * Mixed
Primary Gateway Cluster: AOS10:auto_gwcluster_178_0 v
Secondary Gateway Cluster: None v
Client VLAN Assignment: © Dynamic
VLAN Assignment Rules
Default VLAN: 1
-+ Add Rule 1 Rule(s)
[c] = @ il @
Access Points | Switches Gateways List summary (T
WLANs | Access  EDIT VI AN ASSIGNMENT RULE X RG]
——
Attribute: Operator: string: VLAN Type: VLAN:
VEAN A ) ipa-User-Role ¥ equals ¥ Executive Bridge Bridge v E]
Defau
If
If
3 Rule(s)
~+ Add Rule
= = ih 8
Access Points  Switches Gateways List summary  [JC
WLANs | Access  EDIT VL AN ASSIGNMENT RULE X Hide Advanced
——
Attribute: Operator: String: VLAN Type: VLAN:
MELES Aruba-User-Role ¥ equals ¥ Contractor Tunnel v
3 Rule(s)
-+ Add Rule
ih &
Access Points Switches Gateways List Summary Config
WLANs AccessPoints  Radios  Interfaces = Security = Services System  Configuration Audit Hide Advanced

o General m @ Security

Traffic forwarding mode:

Primary Gateway Cluster:

Secondary Gateway Cluster:

Client VLAN Assignment:

VLAN Assignment Rules

Default VLAN: 1

@ Access @ Summary

Bridge

Tunnel

AOS10:auto_gweluster_178_0

None

Dynamic

If Aruba-User-Role equals Executive-Bridge assign bridge VLAN: 22

If Aruba-User-Role equals Contractor assign tunnel VLAN: 44

Mixed
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=
Access Points | Switches | Gateways

WLANs = AccessPoints  Radios | Interfaces = Security = Services

CREATE A NEW NETWORK

N o

Lzt Summary |(MLOSS

Hide Advanced

° General ° VLANsm @ Access @ Summary

Security Level:

Key Management:
Primary Server:

Secondary Server:

© Accounting

Accounting:
Accounting Interval:

© Fast Roaming

Opportunistic Key Caching (OKC):
802.11r.

MDID:

802.11k:

RRM Quiet IE:

v Advanced Settings
Use Session Key for LEAP:
Perform MAC authentication before 802.1X:
MAC Authentication Fail-Through:
Reauth Interval:
Denylisting
Max Authentication Failures:
Enforce DHCP:

Use IP for Calling Station ID:
Called Station ID Type:
Called Station ID Include SSID:

Passpoint Service Profile:

O

Enterprise

/N Personal, Captive Portal and Open modes are disabled since attribute of vian and role assignment

rules have items other than mac-address

WPAZ Enterprise v

clearpasscw ¥+ W

—Select— ¥+

Use authentication servers W

o min ¥
[
MAC Address v

None ¥ Manage Passpoint Services
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=
Switches | Gateways

Services | System | Configuration Audit

CREATE A NEW NETWORK
o General ° VLANs ° Securitym @ Summary
Access rules C
_ Network Based Unrestricted
ROLE ACCESS RULES FOR SELECTED ROLES
® Allow any to all destinations
CP-Guest
Employee
Schao-Guest
school
_ SRole(s) -+ Add Rule 1 Rule(s)

ADD ROLE

ADD ROLE

Executive-Bridge]

NEW ROLE ASSIGNMENT RULE

Attribute:
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=
Access Points | Switches Gateways

WLANs | AccessPoints  Radios | Interfaces | Security | Services | System  Configuration Audit

CREATE A NEW NETWORK

o General a VLANs o Security @ Summary

Accessrules

Contractor

School-Mixed
CP-Guest
Employee
Schoo-Guest
school

+ Addral 7 Role(s)
Add Role

ROLE ASSIGNMENT RULES

Default role: School-Mixed

- ADD ROLE ASSIGNMENT

ENFORCE MACHINE AUTHENTICATION:

=
Access Points Switches Gateways

O

WLANs | AccessPoints | Radios Interfaces | Security Services = System | Configuration Audit

CREATE ANEW NETWORK

o General o VLANs ° Security o Access @ Summary

Access rules

O

Role Based Network Based Unrestricted
ACCESS RULES FOR SELECTED ROLES
Allow any to all destinations
+ addRule
Role Based Network Based Unrestricted

ROLE
School-Mixed
CP-Guest
Employee
Schoo-Guest

school

—+ AddRole 6 Role(s)

ROLE ASSIGNMENT RULES

Assign role returned as value of Aruba-User-Role

Default role: School-Mixed

= &
AccessPoints | Switches | Gateways
WLANs  Access
——
Aruba-User-Role ¥ Istherole
ROLE AS
Default

-+ ADD ROLE ASSIGNMENT

ACCESS RULES FOR SELECTED ROLES

Allow any to all destinations

+ AddRule

il 8

List summary (R

Hide Advanced

1 Rule(s)

1 Role(s)

ih (]
Lst  Summary [QLetS
Hide Advanced
1 Rule(s)
N
Lst  Summary [QRetS

% Advanced

1 Role(s)
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—
= >
AccessPoints  Switches  Gateways

WLANs  AccessPoints  Radios  Interfaces.

Security = Services  System  Configuration Audit

= il )
ist Summary Config.

Hide Advanced

DTIM Interval 1 beacons MAC Authentication Disabled
Primary Usage employee VLANS
Inactivity Timeout 1000 secs Traffic forwarding mode Mixed
Dynamic Multicast OPT Disabled Primary Gateway Cluster AOS10:auto_gwcluster_178_0
Content Filtering. Disabled Client VLAN Assignment Dynamic
Airtime unlimited VLAN 1
Hide SSID Disabled Access
Broadcast filtering arp Role Assignments For Authenticated Enabled
Users
Transmit Rates (lgacy 0nly) 24GHz  Min: 1Mbps ENFORCE MAC AUTH ONLY ROLE Disabled
Max: 54Mbps
ASSIGN PRE-AUTHENTICATION ROLE Disabled
5GHz  Min: 6Mbps ENFORCE MACHINE AUTHENTICATION Disabled

Max: 54Mbps

[ Fen ]
6.7 ClearPass Service Modifications

WEe'll use the same ClearPass dotlx service that was used for tunnelled and bridge mode WLAN. So, I'll just need a
specific enforcement profile for the mixed mode to send back the user-role and then I’ll modify the service.

aruba ClearPass Policy Manager

Dashboard [ Configuration » Enforcement » Profiles » Edit Enforcement Profile - AA-Aruba 802.1X Wireless Contractor Profile

i Enforcement Profiles - AA-Aruba 802.1X Wireless Contractor Profile

= Profile Attributes

g Monitoring

O 2
o Configuration

£ Service Templates & Wizards

14 Services Profile:
~ & Authentication Name: AA-Aruba 802.1X Wireless Contractor Profile
1 Methods Description:
L Sources Type: RADIUS
2 Identity Action: Accept

{2 Single Sign-On (SS0)
£ Local Users

Device Group List: =

£ Endpoints Attributes:
4 Static Host Lists Type Name Value
1 Roles 1. ‘ Radius:Aruba Aruba-User-Role = Contractor

1 Role Mappings
+ i Posture
$ Enforcement
12 Policies

 ER

aruba

Dashboard

g Monitoring

&‘;0 Configuration
£ Service Templates & Wizards
L2 Services
-1 4 Authentication
£z Methods
1% Sources
2Q Tdentity
1 Single Sign-On (SS0O)
1% Local Users
1} Endpoints
1} Static Host Lists
4 Roles
1 Role Mappings
« 1 posture
$# Enforcement
1% Policies

ged vrotiles|

ClearPass Policy Manager
Configuration » Enforcement » Profiles » Edit Enforcement Profile - AA-Aruba 802.1X Wireless Executive-Bridge Profile

Enforcement Profiles - AA-Aruba 802.1X Wireless Executive-Bridge Profile

= Profile Attributes

Profile:

Name: AA-Aruba 802.1X Wireless Executive-Bridge Profile
Description:

Type: RADIUS

Action: Accept

Device Group List: =
Attributes:

Type Name Value

1. ‘ Radius:Aruba Aruba-User-Role = Executive-Bridge

And now we’ll add a logic in the enforcement policy.
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aruba ClearPass Policy Mlanager Menu —
= Dashboard ] Configuration » Services » Edit - AA Aruba 802.1X Wireless
[&] Monitoring i Services - AA Aruba 802.1X Wireless
= . o
Wc‘mﬁg“mtm“ - Summary  Service Authentication Roles
£} Service Templates & Wizards Use Cached Results: [J Use cached Roles and Posture attributes from previous sessions
te]seryices! e .
~ & Authentication Enforcarentibalicys | AA Aruba 802.1X Wireless Enforcement Policy v Add New Enforcement Policy
4 Methods Enforcement Policy Details
42 Sources Description:
2 1dentit
Y Default Profile: AA Aruba 802.1X Wireless Default Profile
£z Single Sign-On (SSO)
Rules Evaluation Algorithm: first-applicable
1 Local Users
£ Endpoints Conditions Enforcement Profiles
4 Static Host Lists 1. (Authorization:Ariya AD:Nested Groups test-users) AA-Aruba 802.1X Wireless Student Profile
Roles AA-Aruba 802.1X Wirel Staff Profile, AA Aruba 802.1X Wirel Updats
o 2. (Authorization:Ariya AD:memberOf Staff) rL,J a . ireless Stalt Frofile, ruba ireless Update
£ Role Mappings Endpoint Location
- T posture 5 uthorization:Ariya AD:membe! uden -Aruba . ireless Student-Bridge Profile, ruba .
(Authorization:Ariya AD berOf Student) AA-Aruba 802.1X Wirel Student-Bridge Profile, AA Aruba 802.1X
SEnf B (Connection:SSID Bridge) Wireless Update Endpoint Location
Enforcement 4 (Authorization:Ariya AD:memberOf Contractor) AA-Aruba 802.1X Wireless Contractor Profile, AA Aruba 802.1X Wireless
1} Policies z (Connection:SSID Mixed) Update Endpoint Location
1 Profiles s (Authorization:Ariya AD:memberOf Executive) AA-Aruba 802.1X Wireless Executive-Bridge Profile, AA Aruba 802.1X
+ .4_ Network : (Connection:SSID Mixed) Wireless Update Endpoint Location
AA-Aruba 802.1X Wirel Student Profile, AA Aruba 802.1X Wirel
£ Network Scan 6. (Authorization:Ariya AD:memberOf Student) ruba . |re.ess udent Profile ruba ireless
Update Endpoint Location
£} Policy Simulation (Tips:Role [Machine Authenticated])
7. ) AA-Aruba 802.1X Wirel Staff Profile, [Update Endpoint Ki
(Authorization:Ariya AD:memberOf Staff) ruba ireless Staff Profile, [Update Endpoint Known]
(Tips:Role [Machine Authenticated]) . N N
8. AA-Aruba 802.1X Wirel Student Profil Update End t K
(Authorization:Ariya AD:memberOf Studen) ruba ireless Student Profile, [Update Endpeint Known]

Now we are ready to test it out.

6.8 Mixed Mode Wireless dotlx Testing

The contractor credentials should get tunnelled to the gateway clusters and should get VLAN 44 while the Executive
credentials should get bridged to VLAN 22.

Here are the access tracker screenshots.

Request Details

_m Input Output Accounting
- [resay ~
Session Identifier: R0O0000006-01-60e8f20f
Date and Time: Jul 10, 2021 11:04:15 AEST
End-Host Identifier: FO-D5-BF-4B-67-11
Username: contractorl
Access Device IP/Port: 192.168.1.242
Access Device Name: 10.10.55.11
System Posture Status: UNKNOWN (100)
Policies Used -
Service: AA Aruba 802.1X Wireless
Authentication Method: EAP-PEAP,EAP-MSCHAPv2
Authentication Source: AD:192.168.1.250
Authorization Source: Ariya AD
Roles: Contractors, [User Authenticated]
Enforcement Profiles: AA Aruba 802.1X Wireless Update Endpoint Location, AA-Aruba 802.1X Wireless
Contractor Profile v

|4 € Showing 1 of 1-15 records » »| Change Status Show Configuration m Show Logs

Summary Input Output Accounting

AA Aruba 802.1X Wireless Update Endpoint Location, AA-Aruba 802.1X Wireless
Contractor Profile

Enforcement Profiles:

System Posture Status: UNKNOWN (100)

Audit Posture Status: UNKNOWN (100)

RADIUS Response =

Endpoint:Last Known Location 192.168.1.242:b4:5d:50:c6:82:3c

Radius:Aruba:Aruba-User-Role Contractor

Looking at the Clients from Aruba Central we see that both clients are in the respective VLANSs.
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arubQ central

‘ I Aos10

BE Overview
E Devices
I Lo Clients
2, Guests
[ Applications

@ Security

arubQ central

‘ < (@ contractor1

I B3 Overview

[ Applications

0 Live Events
Q Events

&, Tools

| summary

Qa 2 0@ #H 0
ju.} [o) ih
Clients 3hours Summary

CLIENTS ALL vl C 1.55 MB( ®901.19 KB | (©689.81 KB

All O Connecting O Connected ® Failed Offline Blocked Wireless Wired Remote

2 [] 2 o 0 0 2 L] 0

v
Y client Name Status = Y P Address VLAN Connected To Y ssip/port Usage Y AP Role Key Management Authentication
= | Connected ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ |
- contractor1 | Connected ‘ 10.10.44.50 ‘ 44 ‘ b4:5d:50:¢6:82:3c School-Mixed ‘ - Contractor ‘ 'WPA2_ENTERPRISE ‘ DOT1X

Q Q aQ#H O
=] Q 9
Al Insights Location Sessions 3hours
CLIENT DETAILS c Actions ~
DATA PATH
cuEnT ssip AP swiTcH GATEWAY
% >4 @ B
contractor! Schook-Mixed b5050.6 823 Aruba 29305 6G.POEP-25FPP
CONNECTED
CLIENT NETWORK CONNECTION
contractorl En VSA 6(20 MHz) 2.4GHz
SpectreLab Wircless Contractor RADIUS 802.11gn, 802.11v
10.10.44.50 f0:5:bF:4b:67:11 Contractor 288 Mbps
TIP LINK LOCAL IPV6 ADDRESS TATIO LEDs on ACCESS POINT
feB0::cB6b:cebO:B6c6
Jul 09, 2021, 22:58:51 192.168.1.242 10.10.44.1

Intel Corporate AES

TUNNELED

Note that Auth server shown above is the IP address of one of the gateways. Now we’ll use another client and login
with execl credentials. First checking ClearPass Access tracker

Request Details

ogimn datus:

Output Accounting

Session Identifier:
Date and Time:
End-Host Identifier:
Username:

Access Device IP/Port:

Access Device Name:

System Posture Status:

Service:

Authentication Method:

Authentication Source:
Authorization Source:
Roles:

Enforcement Profiles:

ACCEPT
RO0000004-01-60e8f063
Jul 10, 2021 10:57:07 AEST
A0-88-B4-50-C0-84
execl
192.168.1.242
10.10.55.10
UNKNOWN (100)

Policies Used -
AA Aruba 802.1X Wireless
EAP-PEAP,EAP-MSCHAPv2
AD:192.168.1.250
Ariya AD

Executives, [User Authenticated]

AA Aruba 802.1X Wireless Update Endpoint Location, AA-Aruba 802.1X Wireless

Fxecutive-Bridne Profile

v

|4 4 Showing 3 of 1-15 records » »l Change Status Show Configuration m Show Logs

Request Details

Summary Input

Accounting

Enforcement Profiles:

System Posture Status

Audit Posture Status:

RADIUS Response

AA Aruba 802.1X Wireless Update Endpoint Location, AA-Aruba 802.1X Wireless

Executive-Bridge Profile
: UNKNOWN (100)
UNKNOWN (100)

Endpoint:Last Known Location 192.168.1.242:b4:5d:50:¢6:82:4a

Radius:Aruba:Aruba-|

User-Role Executive-Bridge

Checking the client dashboard on Aruba Central
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o 0O
i nos1o Clients :n:gws E
a CLIENTS ALL vl C 1.59 MB( ®916.75 KB | ©712.28 KB )
B2 Overview
1@ Device All © Connecting O Connected @ Failed Offline Blocked Wireless Wired Remote
2 0 2 [} [} 0 2 [} 0
I L3 Clients v
Q Security 2]
. R ¥ Client Name Status 1= ¥ ipaddress VLAN | Connected To Y ssiorp.. Usage Y AP Role Key Management Authentication
4 LiveEvents 2 execl ‘ Connected ‘ 10.10.22.50 ‘ 22 ‘ b4:5d:50:c6:82:da ‘ School-Mixed ‘ 1,59 MB ‘ Executive-Bridge ‘ WPA2_ENTERPRISE ‘ DOTIX
A Alerts & Events - contractor1 ‘ Connected ‘ 10.10.44.50 ‘ 44 ‘ b4:5d:50:c6:82:3¢ ‘ School-Mixed ‘ - ‘ Contracter ‘ WPA2_ENTERPRISE ‘ DOTIX
Checking the AP view to see the graphical tunnel for
arubaQ central ]
=
H Aos10 m:ut?pnims Switches | Gateways
Access Points * Online o Offline Radios
B3 Overview 2 2 0 4
v
@ Device
E ACCESS POINTS  (2) L O
o Clients Y Device Name Status Y 1P Address Y Model Firmware Version Y Group Uptime
@ Security b4:5:50:06:82:3C  Online 10.10.55.11 AP-324 10.2.0.2_80521 AOS10 2 Hours 7 Minutes 58 Seconds
* Online 10.10.55.10 AP-324 10.2.0.2_80521 AOS10 2 Hours 8 Minutes 12 Seconds
aruba cenral a Q00
=] Q < 2] =z D
\ ¢ 1@ b4:5d:50:c6:82:4a O Summary Al Insights Floor Plan | Performance RF 3hours.
- DATA PATH
I BE OVENiew CLIENTS RADIOS
& Device
Lo Clients
up Un Up
@ Security
4 Live Events
HEALTH STATUS
A Alerts & Events
Good
Bl Audit Trall Jul 10,2021, 09:40
N  Health Status: Good
Tools i
Far Noise Floor: - dBm
_ CPU: 32%
Memory: 59%
. Channel Utilization (Radio 1): -% Poor Health Limit
@ Firmware PoOr mom e Channel Utilization (Radio 2):-% [~ ~~""""77TTTTTTTTTTTTTTTIITOT o :
Offline
08:30 0845 09:00 09:15 09:30 0945 10:00 1015 10:30 10:45 11:00 115

B Health Status
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7 RF Monitoring

Here we’ll just touch on some of the RF mgmt. info that are available in Central. To start with at the global level, you
can check the WiFi connectivity and then drill down on any specifics, like Al insights, associations, authentication,
etc.

& Global e = g 9 2 b
obal Network Health | WAN Health | Summary | Wi-Fi Connectivity Al Insights (I summary

- @ALL @ ASSOCIATION @ AUTHENTICATION @ DHCP @ DNS
I B2 Overview 92% Success 99% Success 86% Success 92% Success 92% Success
& Devices
CONNECTION EXPERIENCE Al INSIGHTS - ALL CONNECTIVITY
[a Clients
100 @ Clients had excessive 802.1X authentication failures
2, Guests Users connecting to Wi-Fi using 802.1x authentication are experiencing higher than normal failures
75 onificantl
B Applications g ®Dns request/resp were y delayed
g
@ security T o Users have experienced significant delays in response from the DNS server(s)
g ®Dns queries failed to reach or return from the server
& Network Services . Wi-Fi clients have experienced a higher than normal number of connection failures with the DNS server
— © Clients had excessive Wi-Fi security key-exchange failures
Users connecting to Wi-Fi using PSK or 802.1x authentication have experienced higher than normal EAPOL
Q Alerts & Events Association Authentication oHee ons Key exchange failures
B Audit Trail
&, Tools CONNECTION PROBLEMS | By Stage v
[ Reports

FAILURES - ALL STAGES

. 100
£ Firmware

% Organization ‘ s =
[ Authentication 8
3 s
raiies oce E
M Association
5 _
N = I I | |
26 Apr 27 Apr 28 Apr 29 Apr 30 Apr
DELAYS - ALL STAGES
H
4
3
I Authenticati &
10 uthentication £
Delays DHCP 2
|
: I
27 Apr 28 Apr 2907 Ere
. . “w_1: . . ”
Clicking on “clients had excessive 802.1.x failures
o = g Q o9
Network Health  WAN Health Summary | Wi-Fi Connectivity | Al Insights 1 week
INSIGHTS  (7) ®
Severity = Description Y category v Impact
- Clients had excessive 802.1X authentication failures Connectivity - Wi-FI 10 Impacted Clients (62.42% of 16), 45 Failures (28.85% of 156)
Reason Recommendation Failures
Server Rejected Authentication Check user's provisioned status and validate the password 22 49%
Timeout - Authentication Server Check authentication server's log to verify the authentication request reached the server 18 0%
Timeout - Client Check the client and it's environment for adequate connection quality 5 1%
Failures - Last 1 Week
" I High
- I Medium
Low
- | | —_
Apr2s Apr 26 Apr 27 Apr2s Apr29 Apr30 May 1

[ site )0 | Server )0 | Access Point )0 | Client > o

1 2 4 10

Impacted Impacted Impacted Impacted
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Next, we can check the usage summary

( =] =l £ Q S
‘@ Global Network Health | WAN Health | Summary | Wi-Fi Connectivity | Al Insights 1week
. Usage In  eout Clients Total Clients
I B8 Overview May 03, 2021, 09:00:00 2 1 May 03,2021, 09:00:00 2
Mbps  Mbps
@ Devices 100M .
M 14
Lo Clients
10k 12
2. Guests
= 100 10
[ Applications o { 8
Q@ Security oo °
10k “”V\ .
&2 Network Services
™ 2
N 100M o
A Alerts & Event 26 Apr 28apr 30pr 2May aMay 26 apr 28 Apr 30 Apr aMay
O Alerts & Events
B3 Audit Trail Bandwidth Usage Per Network | AllWLANs ~ Client Count Per Network | All WLANs ~
100M 30
Tool:
& Tools M .
25
[@ Reports 1o
100 1 .
* o
100 15 L
@ Firmware oc W \ |
10
. w
t Organization oo .
26 Apr 28apr 30pr 2May aMay
— SetMeUp-CZ:3E:AE (Inbound)  — SetMeUp-CO:3EAE (Quthound)  — SetMeUp-C8:49:6A (Inbound) i Apr 28 4pr 0 Apr My
— SetMeUp-C8:49:6A (Outbound) ~ — SetMeUp-C4:80:88 (Inbound) ~ — SetMeUp-C4:80:88 (Outbound)
i 4 ArubaTest  — Mobile-MLC — — MLC-WiFi
Top APs By Usage Top Clients By Usage
May 3, 2021, 09:00:00 May 3, 2021, 09:00:00
AP515-PetersDesk (I 9.89 MLCKEWAgrassop] (I 70378
Aps15-Meetingro... (NN 6.50 forgaca (NN 245.47
Aps15-AttilasDesk (N 2.75 mLckEwngrassop) (I 132.49
APS15-NBRecepti... | 16.12 MLCKEWAgrassop] | 5.24
APS15-DramaPan... 1 MLCKEW\grassop] | 438
We can then go to the Site level and see some of the stats
L B : o il | o8 5
Site Health = Summary | Wi-Fi Connectivity | WAN Health | Allnsights | Topology | Floorplans 1 wee
o LocAﬂoN:_ APS:5 SWITCHES: 0 GATEWAYS: 1
I B3 Overview
@ Devices SUMMARY STATISTICS
o Clients 20
W Wireless
Bl Applications CcuEnTs 2 - e
) Avg Wireless Clients: 8
@ Security 10 Avg Wired Clients: 2
&, Guests 0
Rpr 26, 2021, 0342 Apr 29,2021, 2142 Moy 03,2021, 09:42
. s
2m J
Q Alerts & Events B vireiess
BANDWIDTH W vired
Q Live Events 977K Avg Wireless Bandwidth: 325 Kbps
K Tools 488K Avg Wired Bandwidth: 1009 bps
@ Reports o Apr 26,2021, 09:42 Apr 29,2021, 2142 May 03,2021, 0942
CHANGE LOG
@ Firmware - s o
CONFIG ® O ®@@® O C O O O 0 O © 0 0O 0 000 0O 0 O
FIRMWARE O 0O 0O 0000 0 0 0 o0 O 0O 0O 00 0 0 0 0O
REBOOT O O @ O OO0 OO O O O © 0 0O 0000 O 0O O
Apr 26, 2021, 09:42 Apr 25,2021, 21:42 May 03, 2021, 09:42
o
NONE FEW  MANY
= [ A | pet .
Access Points Switches Gateways
Access Points * Online o Offline Radios
BE Overview 5 4 1 10
-
IE Devices
ACCESS POINTS (5)
o Clients Y Device Name Status Y IP Address Y Model
|§| Applications AP515-DramaPanelRoom O Offline 10.16.136.201 AP-515
AP515-NBReception = Online 10.2.136.12 AP-515
@ Security
AP515-PetersDesk # Online 10.2.136.10 AP-5315
2\, Guests APS515-AttilasDesk * Online 10.2.136.13 AP-515
. APS15. ingF * Online 10.2.136.11 AP-515
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I ! a
Access Points Switches

B
|e
o
E
®

Overview
Devices
Clients
Applications
Security

Guests

I 5 o
Access Points Switches

B
|e
0
®
]

Overview
Devices
Clients
Applications
Security

Guests

I S o
Access Points Switches

o

Overview
Devices
Clients
Applications
Security

Guests

Alerts & Events
Live Events
Tools

Reports

Firmware

Looking at 5GHz band

Gateways
Access Points Radios 2.4 GHz 5GHz
5 10 5 5
v
RADIOS (5)
Y Access Point Radio MAC Address Band Bandwidth Channel Utilization (%) Channel Changes Power (dBm) Power Changes
* APS15-AttilasDesk d0:15:26:04:96:a0 2.4GHz 20 MHz 1 26 26 7 3
O APS15-DramaPanelR-- | bcofed:cs:7:80 2.4GHz - . - 13 N 7
© APS15-MeetingRoom | 9C:8c:d8:13:1d:20 2.4 GHz 20 MHz 11 2 7 7 4
© APS15-NBReception | bC9fed:c8:0b:80 2.4 GHz 20 MHz 1 16 EY] 7 5
* APS15 9c:8cds: 3ieated 2.4 GHz 20 MHz 6 7 a7 7 6
Gateways
Access Points Radios 2.4 GHz 5GHz
5 10 5 5
v
RADIOS (5)
Y Access Point Radio MAC Address Band Bandwidth Channel Utilization (%) Channel Changes Power (dBm) Power Changes
* APS15-AttilasDesk d0:15:26:04:96:00 5GHz 80 MHz 8 3 2 15 4
O APS15DramaPanelR... | bc9f:edic8:77:90 5GHz - - o 1 B 2
© APSI5-MeetingRoom | 9C:8cidS:13:1d:30 5GHz 80 MHz 108 3 5 15 2
* APS15.NBReception | bC9fied:c8:0b:90 5GHz 80 MHz 157 5 4 15 3
© APS15 Sc:8cdsi 3eafo 5 GHz 80 MHz 52 3 4 15 4
Gateways
Access Points Radios 2.4GHz 5GHz
- 10 5 5
v
RADIOS | CHANNEL DISTRIBUTION v/
160 MHz
o (I GEECE G T
N
5 owe
n
20 MHz
CHANNEL 36 40 44 48 52 56 60 64 100 104 108 112 116 120 124 128 132 136 140 144 149 153 157 161 165 169
]
:i CHANNEL 1 2 3 4 5 6 7 2 9 10 1 12 13 14
Number of radios: Lov NI High
CHANNEL CHANGES POWER CHANGES
@ sitvacch @ #invatch
16 3 B config
Channel changes in Power changes in
the last 1 Week the last 1 Week
Access Points Radios 2.4GHz 5GHz
- 10 5
v
RADIOS | CHANNEL DISTRIBUTION v
160 MHz
2
U 40MHz
w
20 MHz
CHANNEL 36 40 44 48 52 56 60 64 100 104 108 112 116 120 124 128 132 136 140 144 149 153 157 161 165 169
Number of radios: Low NI High
CHANNEL CHANGES POWER CHANGES

10

Channel changesin
the last 1 Week

. AirMatch

1

Power changes in
the last 1 Week

. AirMatch

il
Summary

]

Noise floor (dBm)

Noise floor (dBm)
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CHANNEL CHANGES (10)

Event Time Reason From Channel To Channel Band Access Point
Apr 28, 2021,05:00 | Algorithm Assigned 149E 157E 5 GHz AP515-NBReception
Apr 28,2021, 05:00 | Algorithm Assigned 112E 108E 5 GHz AP515-MeetingRoom
Apr 28, 2021,05:00 | Algorithm Assigned | 40E 48E 5GHz AP515-AttilasDesk
Apr 28,2021, 05:00 | Algorithm Assigned 60E 52E 5 GHz AP515-PetersDesk
Apr26,2021,18:30 | Algorithm Assigned | 108€ 112E 5 GHz AP515-MeetingRoom
Apr 26,2021, 18:30 | Algorithm Assigned 153E 149E 5 GHz AP515-NBReception
Apr26,2021,18:30 | Algorithm Assigned 36E 40E 5 GHz AP515-AttilasDesk
Apr 26, 2021, 18:30 Algorithm Assigned BAE 60E 5GHz AP515-PetersDesk
Apr26,2021,18:15 | Algorithm Assigned 100E 108E 5 GHz AP515-MeetingRoom
Apr 26,2021, 18:15 | Algorithm Assigned 36E 153E 5 GHz AP515-NBReception

Next, we can have a look at the Live view, for that we’ll choose a specific AP.

N (o] =] o]
‘ Q Global | Access Points Switches Gateways
— Manage .
Access Points * Online o Offline Radios
BD Owverview 5 4 1 10
v
I© Devices
I ACCESS POINTS (5)
5 Clients Y Device Name Status Y IP Address Y Model
2 Guests AP515-DramaPanelRoom © Offline 10.16.136.201 AP-515
AP515-NBReception * Online 10.2.136.12 AP-515
[ Applications
AP515-MeetingRoom * Online 10.2.136.11 AP-515
@ Secu rity AP515-PetersDesk * Online 10.2.136.10 AP-515
. AP515-AttilasDesk * Online 10.2.136.13 AP-5153
& Network Services U
I € @ Aps15-AttilasDesk © Summary ‘ Alinsights | Floor Plan | Performance R
~ Manage Actions
I B3 overview
DEVICE NETWORK
@ Device AP MODEL COUNTRY CODE ETHO SPEED (Mbps) / DUPLEX VLAN
AP-515 AU - Up 1000/ Full Trunk (all) LLDP Details
o Clients
MAC SERIAL NUMBER ETH1 SPEED (Mbps) / DUPLEX VLAN
@ Security d“"5'- © Down - -
— Analyze e L rERe RO CURRENT UPLINK UPLINK CONNECTED TO

0 Live Events
0 Alerts & Events
P Audit Trail

%, Tools

— Maintain

& Firmware

5 Days 22 Hours 30 Minutes

FIRMWARE VERSION
10.2.0.1_79907

BAND SELECTION
Dual Band

POWER NEGOTIATION
8023 at

LABELS

AP reload

CONFIGURATION STATUS
synchronized

Last Cor

POWER DRAW
13.16 W

GROUP
AOS10-Group

LEDS on ACCESS POINT
©00Blink LED

nanged on Apr 28, 2021, ¢

Ethernet (br0)

IP ADDRESS
10.2.136.13 (DHCP)

DNS NAME SERVERS
10.99.64.202

NTP SERVER
10.250.136.1

PUBLIC IP ADDRESS

203.1.203.51

DEFAULT GATEWAY
10.2.136.1 (DHCP)
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=] Q © & = 9

{ € @ APs515-AttilasDesk @ Summary Al \n_sights Floor Plan | Performance l;F 1day

I ctions
I B8 Overview Fll RADIO 5 GHz

© Device

CHANNEL UTILIZATION
Lo Clients 100

@ Security a0

60
#
40

B

Live Events
20
Alerts & Events

D

. . 10:00 12:00 14:00 16:00 18:00 20:00 22:00 3 Ma 02:00 04:00 06:00 08:00
Audit Trail v

Transmitting Bl Receiving [l Non-Wifi Interference

& N

Tools

8

Firmware
NOISE FLOOR

-90

95

uE:l -100 V
=

-105

-110
10:00 12:00 14.00 16:00 18:00 20:00 22:00 3 May 02:00 0400 06:00 08:00

FRAMES - 802.11

100

80

10:00 12:00 14.00 16:00 18:00 20:00 22:00 3 May 02:00 04:00 06.00 08:00

I Drops I Errors [0 Retries

CHANNEL QUALITY

20

10:00 12:00 14:00 16:00 18:00 20:00 22:00 3 May 02:00 04:00 06:00 08:00
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. = o e ) = (o]
‘ € @ AP515-AttilasDesk @‘ Summary Al Insights Floor Plan Performance RF 1day
o Actions ¥
o a
I 83 overview RADIO 2.4 GHz [ETVIIERS
B Device
CHANNEL UTILIZATION
o Clients 100
@ Security a0
— 60
B
. 40
Q Live Events
20
Q Alerts & Fvents
N B P
P 10:00 1200 1400 16:00 18:00 20:00 2200 3M 02:00 0400 06:00 08:00
B Audit Trail o
Transmitting Bl Receiving Il Non-Wifi Interference
2, Tools
£ Firmware
NOISE FLOOR
-96
-08
g -100
g
102
-104
10:00 12:00 1400 16:00 18:00 2000 2200 3May 02:00 0400 06:00 08:00
FRAMES - 802.11
100
80
50
. AR g s
|’
N AU WIS A
T 19 I
|
20
0
10:00 12:00 14:00 16:00 18:00 20:00 22:00 3May 02:00 04:00 06:00 08:00
N Drops I Errors Retries
CHANNEL QUALITY
100
80
&0
B
“
20
o
10:00 12:00 14:00 16:00 18:00 20:00 22:00 3May 02:00 04:00 06:00 08:00
Now you can click on go live to get real-time view of the RF counter for 15min.
. =] Q < 2] = ¢
‘ € @ AP515-AttilasDesk @‘ summary | Allnsights | Floor Plan | Performance R 1
- Radio 5 Gz e et 15 minutes) | @ StoP Live
I B3 Overview
@ Device NOISE FLOOR
[ Clients
@ Security
- § o
A Live Events
O Alerts & Events
B Audit Trail 10:00:30 10:01:00 10:01:30 1002:00 10:02:30 10:03:00 1003:30 10:0400 10:04:30 10:05:00 100530 10:06:00
2 Tools
FRAMES
@ Firmware 00
%
M
B
o
2 s
«
B
2
©
o
100030 100100 100130 100200 “a0230 100300 100330 100400 T00430 100500 100530 100590
B Drops . Errors Retries
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8 Guest Access Configuration

Here we’ll start with AP configuration followed by ClearPass.

8.1

Guest Wireless Configuration

The Guest WLAN will be tunnelled to the gateways, for this scenario all the configuration will take place on the AP

group.

‘ I Aos10
BY Overview
I @ Devices
3 Clients
2, Guests
[ Applications

@ Security

O Alerts & Events

AccessPoints  Switches | Gateways

WLANs = AccessPoints Radios  Interfaces | Security =~ Services = System

Configuration Audit

CREATE A NEW NETWORK

@ vians () security

General

Name (SSID):

Advanced Settings
Broadcast/Multicast

Transmit Rates (Legacy Only)

® ® ® <

(® Access

(® summary

Schoo-Guest

B Audit Trail Bandwidth Control
A Tools ® wiki Multimedia
@ Reports @ Miscellaneous
- ® Time Range Profiles
& Firmware
| & Aos1o Access Points Swilhes Gateways
-~ WLANs | Access Points | Radios | Interfaces = Security = Services | System  Configuration Audit
B2 Overview
I @ Devices CREATE A NEW NETWORK
Lo Clients o General m @ Security @ Access @ Summary
2, Guests
Traffic forwarding mode: Bridge Tunnel

[ Applications

@ Security

0 Alerts & Events
B Audit Trail
&, Tools

@) Reports

@ Firmware

Primary Gateway Cluster:

Secondary Gateway Cluster:

Client VLAN Assignment:

VLAN ID:

> Show Named VLANs

‘ I Aos10

B2 Overview
I [® Devices

L3 Clients

2, Guests

[ Applications

@ Security

O Alerts & Fvents
P Audit Trail
9, Tools

[ Reports

£ Firmware

[=]
Access Points | Switches Gateways
WLANs = AccessPoints = Radios | Interfaces | Security = Services | System

AOS10:auto_gwcluster_178_0
None

Static Dynamic

Configuration Audit

CREATE A NEW NETWORK

o General

Security Level:

Splash Page

Captive Portal Type:

Captive Portal Profile:

o VLANsm @ Access

@ Summary
Enterprise Personal
External v
—Select— ¥+

This field is mandatory.

Hide Advanced

Hide Advanced

Mixed

E il @
Ut summary [0

Hide Advance

O

Captive Portal Open
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=2 @

’ n AOS10 Access Points Switches Gateways
= WLANS | ACCE  EXTERNAL CAPTIVE PORTAL-NEW
B8 Overview
I @ Devices Name:
D Clients Authentication Type:
2\ Guests Selahit
IP or Hostname:
[ Applications cap
_ URL:
Q@ Security
ca
= L Port:
Q Alerts & Events
Use HTTPS:
P Audit Trail §
Prin
Captive Portal Failure:
%, Tools P
E
[ Reports - Server offload:
. -
>  Adv
=
& aos1o AccessPoints | Switches | Gateways

BE Overview
I [® Devices
L3 Clients
2% Guests
[ Applications

Q@ Security

0 Alerts & Events
B Audit Trail
?, Tools

[ Reports

£ Firmware

WLANs  Access Points  Radios

Interfaces | Security | Services | System

CP-Guest

RADIUS Authentication
victory.clearpass.info
/guest/school.php
443

«©

Deny Internet W

Configuration Audit

° General

Security Level:

Splash Page

Captive Portal Type:
Captive Portal Profile:

Primary Server:
Secondary Server:
Encryption:

Key Management:

> Advanced Settings

v Advanced Settings

Captive Portal Proxy Server IP:

Captive Portal Proxy Server Port:

MAC Authentication:

Use IP for Calling Station ID:

Delimiter Character:

Called Station ID Type:

Reauth Interval:

Denylisting:

Max Authentication Failures:

° VLANsm @ Access @ Summary

O

Enterprise Personal Captive Portal

External v

cPcuest ¥ + £

ClearPasscW ¥ + # W

—select— ¥+

Open v

MAC Address v
0 min ¥
0

v

Open

ih foid

Summary  [JERTE

Hide Advance
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Enforce DHCP:

WPA3 Transition:
Called station ID Include SSID:
Uppercase Support:

© Accounting

Accounting:
Accounting Interval :

(® Disable if uplink type is

In the above we have also enabled MAC auth and RADIUS accounting. MAC auth is enabled because we want to also

enable MAC caching for the guest users.

- (o] = (]
& aos1o | AccessPoints  switches | Gateways

— Manage ————————————— WLANs AccessPoints | Radios | Interfaces | Security

services

System

Configuration Audit

B2 Overview

I B Devices CREATE A NEW NETWORK

Lo Clients o General e VLANS. o Securitym @ summary

2, Guests
Access rules

[ Applications

@ Security

— Analyze

ROLE

0 Alerts & Events

school
P Audit Trail
CP-Guest
2, Tools
[@ Reports
— Maintain
& Firmware
ROLE ASSIGNMENT RULES

Default role: Schoo-Guest

— ADD ROLE ASSIGNMENT

ASSIGN PRE-AUTHENTICATION ROLE:

ENFORCE MAC AUTH ONLY ROLE:

O

Role Based

ACCESS RULES FOR SELECTED ROLES

v

CP-Guest

SUCCESS

Schoo-Guest Is Configured Successfully

® Allow any to all destinations

= ih
it Summany [N

Hide Advance

1 Role{s)

Now we have our Guest SSID configured.
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= &

Switches | Gateways s

I aosto MMP Points

WLANs = AccessPoints  Radios  Interfaces Services tem  Configuration Audit

B3 Overview

I Davices Wireless SSIDs

Lo Clients

W

2 Guests

T Schoo-Guest

Captive Portal (external)

B Applications

@ Security

h
Summary

@

Canfip

Hide Advanced

We don’t need to do any configuration on the gateways as all the relevant configuration will be pushed to them,

which are:

- Authentication Servers and groups.
- L3 Captive Portal Authentication
- Pre-authentication user role

= SELECTED GROUP TYPE il
H aos1o Access Points | Switches | Gateways Gateway st Summary
. System | Interface | Routing | WAN | Security VPN | High Availability  Config Audit Basic Mode
B8 Overview Roles Policies Aliases ‘Applications. Apply Policy Auth Servers Role Assignment (AAA Profiles) L2 Authentication L3 Authentication Advanced Firewall
I @ Devices o
V' Authentication Servers
[ Clients Server groups
2, Guests
NAME SERVERS FAIL THROUGH LOAD BALANCE SERVER RULES

[ Applications

@ Security

O Alerts & Events
P Audit Trail
?, Tools

@ Reports

@ Firmware

‘ & aos10

BB Overview
I @ Devices
Lo Clients
2, Guests
[ Applications

@ Security

O Alerts & Events
Audit Trail

2, Tools

i1 aos10

BY Overview
I B Devices

o Clients

2. Guests

E Applications

@ Security

0 Alerts & Events
B Audit Trail
9, Tools

[ Reports

& Firmware

Schoo-Guest_#1615938135060_41#%_auth_svg

Schoo-Gliest_#1615938135060_41#_cp_svg 1
school_#1615532079504_414_acct_svg 1
school_#1615532079504_41#_auth_svg 1
school_#1615532079504_41%_cp_svg 1
+

1 - - 0

Server Group > Schoo-Guest_#1615938135060 41#_acct svg  Servers  Options  Server Rules (® Dragrowsto re-order
NAME TYPE 1P ADDRESS TRIM FQDN MATCH RULES =
ClearPass-GW Radius 192.168.1.95 - 0
- Y SELECTED GROUP TYPE h B
AccessPoints | Switches | Gateways Gateway summary  ([JRES0Y
System | Interface = Routing =WAN | Seeurity VPN | High Availability = Config Audit Basic Mode
Roles  Policies  Aliases  Applications  ApplyPolicy  AuthServers  Role Assignment (A Profiles) L2 Authentication L3 Authentication  Advanced  Firewall
L3 Authentication Captive Portal Authentication Profile: New Profile
Captive Portal Authentication Profile: -
@ [F default
@ [F schoo-Guest_#1615938...
@ [ school_#161553207950...
@ [F viaauthentication
@® [F VIA Connection
@ [F vIAWeb Authentication
@® [F vPN Authentication
= SELECTED GROUP TYPE i [}
Points | Switches  Gateways Gateway summary (S0
System | Interface Routing WAN | Security VPN | High Availabilty | Config Audit Basic Mode
Roles  Polies  Allases  Applications  ApplyFolicy  AuthServers  Role Assignment (AAA Profiles) Lz Authentication L3 Authentication  Advanced  Firewall
Roles
NAME RULES =
ap-rale 35 Rules
authenticated 4 Rules
5 Rules
default-iap-user-role 2 Rules
defauitvia-role 3 Rules
defauit-vpn-role 4 Rules
+
CP-Guest Policies  Bandwidth  More
NAME RULES COUNT TYPE POLICY USAGE =
global-sacl 0 session ap-role, authenticated, CP-Guest, default-vic
apprf-cp-guest-sacl 0 session CP-Guest
cp-guest 5 session CP-Guest

56| Page



Lastly note that we have not use a publicly signed HTTPS server certificate for the controllers and hence the
redirection of a web page will issue a warning on the client’s web browser. In all deployment you need to have a
public cert for the controllers as well as ClearPass nodes.

8.2 ClearPass Guest policy Configuration

We'll go through the guest confirmation needed on ClearPass. There are two part to it, one is the web pages that the
client redirects to and the other is the policy service we need to create. We’ll start with the policy service. Here we
are using the following template. This creates 2x services one is MAC authentication and the second one is Guest
redirection to captive portal page.

aruba

Dashboard TLE:

ClearPass Policy Manager

To authenticate users logging in via captive portal with their cloud identity or social media accounts. Guests must re-authenticate after their session ends.

m Monitoring

o 5 =
(4, Configuration G ﬁ

Device MAC Authentication
To authenticate guest devices based on their MAC address.

Yed Service Templates & Wizards|

1} Services ()

5 Authentication m

Q 1dentity

EDUROAM service

Service template for roaming users to connect to campus networks that are part of the eduroam federation.

{¥ Single Sign-On (SSO) (@)
4 Local Users A

Encrypted Wireless Access via 802.1X Public PEAP method

Service Template for providing encrypted wireless access to (guest) users via fixed 802.1X PEAP credentials.

£ Endpoints
£3 Static Host Lists ‘P
£ Roles

Guest Access
To authenticate guest users logging in via captive portal. Guests must re-authenticate after their session ends.

£ Role Mappings

H posture ‘ ,,S

Guest Access - Web Login
To authenticate guest users logging in via guest portal.

Guest Authentication with MAC Caching

To authenticate users once using captive portal and later to allow logins using cached MAC Address of the device.

& Enforcement &
1 Policies "ﬁ”
£ Profiles %'
4. Network
1% Devices
13 Device Groups (\@3’:

1 Proxy Targets

OAuth2 API User Access

Service template for API clients authenticating with username and password (OAuth2 grant type "password”)

1 Event Sources

P
£ Network Scan @,

£ Policy Simulation

Onboard

Service template for authorizing device credential provisioning and onboarding.

Onboard Services Only
Service template for authorizing device credential and onboarding

Configuration » Service Templates & Wizards

Service Templates - Guest Authentication with MAC Caching

m Wireless Network Settings MAC Caching Settings Posture Settings Access Restrictions

Name Prefix*: led

Description

Users first login via captive portal and their MAC addresses are cached. Subsequent logins will use MAC authentication and bypass the captive portal. Network
access can be restricted based on day of the week, bandwidth limit or number of unique devices used by the User. The cache lifetime of the MAC address can
vary according to the user's role (Guest, Employee or Contractor) and after that the user will have to re-authenticate via captive portal. Posture checks can be
enabled, optionally, to validate the client device for antivirus, anti-spyware, firewall status. These results will determine the enforcement for the device.

€ Back to Service Templates & Wizards

General Wireless Network Settings MAC Caching Settings Posture Settings Access Restrictions

Select NAD Client: [MD-1

v

Wireless SSID*: Gue:

€ Back to Service Templates & Wizards

General Wireless Network Settings MAC Caching Settings Posture Settings Access Restrictions

Enter MAC Caching duration for the users. After this time expires, users will have to re-authenticate via captive portal

Cache duration for Employee: |One Month

Cache duration for Guest: |One Day

Cache duration for Contractor: |One Week

€ Back to Service Templates & Wizards

[nere . [ A Sorvico J Goncel |
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General Wireless Network Settings MAC Caching Settings Access Restrictions

Enable Posture Checks to perform health checks after authentication.

Enable Posture Checks: [ Configure Guest Web Login page

4 Back to Service Templates & Wizards Add Service
General Wireless Network Settings MAC Caching Settings Posture Settings

s Enfor Type to the Captive Portal Access, Employee Access, Guest Access, and Contractor Access fields.
s Captive Portal Access is used for unauthenticated users and after the MAC caching duration has expired.
s At least one of Employee, Guest, and Contractor Access must be provided.

Enforcement Type*: [ Aruba Role Enforcement ~]

Captive Portal Access*: [GuestCptivePortal |

Days allowed for access*: Mong.‘;'estg.u_qs:t_.__l?goﬂ Vednesday Thursday Friday Saturday Sunday
Maximum number of devices allowed per user*: [5 |

Maximum bandwidth allowed per user*: l:l MB (For unlimited bandwidth, set value to 0)

Employee Access: \E_mpluye&Guest |

Guest Access: Guest
Contractor Access: ghntractor

£ Back to Service Templates & Wizards Add Service

o Add
& Import
& Export All

Services

= Added 15 Enforcement Profile(s)
= Added 2 Enforcement Policies

= Added 2 Role Mapping Policies

= Added 2 service(s)

This page shows the current list and order of services that ClearPass follows during authentication and authorization.

Filter:‘ Name v H contains H m Show records

# B Order . Name Type Template Status
1 O 1 [Policy Manager Admin Network Login Service] TACACS TACACS+ Enforcement (=]
2 O 2 [AirGroup Authorization Service] RADIUS RADIUS Enforcement { Generic ) (]
3 [ [Aruba Device Access Service] TACACS TACACS+ Enforcement []
4 O a [Guest Operator Logins] Application Aruba Application Authentication Q
5 O s [Insight Operator Logins] Application Aruba Application Authentication (]
6. O e [Device Registration Disconnect] WEBAUTH Web-based Authentication Q
7. [] 7 AA Aruba 802.1X Wireless RADIUS Aruba 802.1X Wireless (/]
8 0O s GG MAC Authentication RADIUS MAC Authentication (]
9 0 o GG User Authentication with MAC Caching RADIUS RADIUS Enforcement ( Generic ) g

We'll look at the MAC authentication service

Services - GG MAC Authentication
Note: This Service is created by Service Template

Summary m Authentication Authorization Roles Enforcement

Name: [5G MAC Authentication |
Description: FAC Zuthentication bypass for captive
ortal users
Type: MAC Authentication
Status: Enabled
Monitor Mode: [ enable to monitor network access without enforcement
More Options: Authorization [ Audit End-hosts [ profile Endpoints ] Accounting Proxy

Service Rule

Matches O ANy or @ ALL of the following conditions:

Operator
1. ‘ Connection Client-Mac-Address EQUALS %<{Radius:1IETF:User-Name} @
o

2. ‘ Radius:Aruba Aruba- Essid-Name BEGINS_WITH Guest
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Summary Service Authentication Authorization Roles Enforcement
Authentication Methods: [Allow All MAC AUTH] Add New Authentication Method
[--Select to Add— ]
Authentication Sources: [Endpoints Repository] [Local SQL DB] Add New Authentication Source
|—-Select to Add— v
Summary Service Authentication Roles Enforcement
Authorization Details: Authorization sources from which role mapping attributes are fetched (for each Authentication Source)

utes Fetched From

Att
1. [Endpoints Repository] [Local SQL DB] [Endpoints Repository] [Local SQL DB]

Additional authorization sources from which to fetch role-mapping attributes -

[Time Source] [Local SQL DB] Add New Authentication Source
[Guest User Repository] [Local SQL DB]

[—-select to Add— |

Summary Service Authentication Authorization m Enforcement

Role Mapping Policy: GG MAC Authentication Role Mapping v‘ Add New Role Mapping Policy

Role Mapping Policy Details
Description:
Default Role: [Other]
Rules Evaluation Algorithm: evaluate-all

Conditions Role

(Authorization:[Endpoints Repository]:Unique-Device-Count

(Authorization: [Time Source]:Now DT %-{Endpoint: MAC-Auth
1.  Expiry}) [MAC Caching]
(Authorization: [Guest User Repository]:AccountExpired false)
(Authorization: [Guest User Repository]:AccountEnabled true)
2. (Endpoint:Guest Role ID 1) [Contractor]
3. (Endpoint:Guest Role ID 2) [Guest]
4. (Endpoint:Guest Role ID 3) [Employee]
Summary Service Authentication Authorization Roles
Use Cached Results: [J Use cached Roles and Posture attributes from previous sessions
Enforcement Policy: [GG MAC Authentication Enforcement Policy ~] Add New Enforcement Policy

Enforcement Policy Details
Description:
Default Profile: [Deny Access Profile]

Rules Evaluation Algorithm: first-applicable

Conditions Enforcement Profiles

(Tips:Role [MAC Caching]
1. [Guest] [Allow Access Profile], GG Guest Device Profile
[User Authenticated])
(Tips:Role [MAC Caching]
2. [Employee] [Allow Access Profile], GG Employee Device Profile
[User Authenticated])
(Tips:Role [MAC Caching]
3. [Contractor] [Allow Access Profile], GG Contractor Device Profile
[User Authenticated])
(Tips:Role [Guest]
4. [Contractor] [Allow Access Profile], GG Captive Portal Profile
[Employee])

And here are the enforcement profiles that are used here
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nary Profile Attributes

Profile:

Name: GG Guest Device Profile
Description: Role/VLAN enforcement for Guest
Type: RADIUS

Action: Accept

Device Group List: =

Attributes:

Type Name Value
1. | Radius:Aruba Aruba-User-Role = Guest
2. | Radius: IETF User-Name = %{Endpoint:Username’}

Summary Profile Attributes

Profile:

Name: GG Employee Device Profile
Description: Role/VLAN enforcement for Employee
Type: RADIUS

Action: Accept

Device Group List: =

Attributes:
Type Name Value
1. ‘ Radius:Aruba Aruba-User-Role = Employee-Guest
2. ‘ Radius:IETF User-Name = %{Endpoint:Username}

Summary Profile Attributes

Profile:

Name: GG Contractor Device Profile
Description: Role/VLAN enforcement for Contractor
Type: RADIUS

Action: Accept

Device Group List: =

Attributes:
Type Name Value
1. ‘ Radius:Aruba Aruba-User-Role = Contractor
2. ‘ Radius:IETF User-Name = %{Endpoint:Username}

Summary Profile Attributes

Profile:

Name: GG Captive Portal Profile

Description: Captive Portal Role/VLAN enforcement
Type: RADIUS

Action: Accept

Device Group List: =

Attributes:
Type L ET Y Value
1. | Radius:Aruba Aruba-User-Role = Guest-guest-logon

WEe'll look at the User Authentication with MAC caching service

Services - GG User Authentication with MAC Caching

Summary Authentication Authorization Roles Enforcement

Name: (GG User Authentication with MAC Caching
Description: F;pt.ive Portal authentication with
C Caching
Type: RADIUS Enforcement ( Generic )
Status: Enabled
Monitor Mode: [[J Enable to monitor network access without enforcement
More Options: Authorization | Posture Compliance [ Audit End-hosts [ profile Endpoints [ ] Accounting Proxy

Service Rule

matches O ANy or @ AL of the following conditions:

Operator

1. | Radius:IETF Calling-Station-1d EXISTS By T
2 | Connection Client-Mac- Address NOT_EQUALS %{Radius:IETF:User-Name} By @
B | Radius: Aruba Aruba-Essid-Name BEGINS_WITH Guest T
. | § o
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Summary

Service Authentication Authorization

Roles

Enforcement

Authentication Methods: [PAP]

[MSCHAP]
[CHAP]

[—Select to Add—

Authentication Sources: [Guest User Repository] [Local SQL DB]

[—Select to Add—

Summary Service

Authentication Authorization: Roles

Enforcement

Add New Authentication Method

Add New Authentication Source

Authorization Details:

1. [Guest User Repository] [Local SQL DB]

Authorization sources from which role mapping attributes are fetched (for each Authentication Source)

Attributes Fetched From
[Guest User Repository] [Local SQL DB]

Additional authorization sources from which to fetch role-mapping attributes -

[Endpoints Repository] [Local SQL DB]
[Time Source] [Local SQL DB]

[—Select to Add—

~]

Service

Authentication Authorization m

Summary

Enforcement

Add New Authentication Source

Role Mapping Policy:

GG User Authentication with MAC Caching Role Mapping \/‘

Add New Role Mapping Policy

Role Mapping Policy Details

Description:
Default Role: [Other]

Rules Evaluation Algorithm: evaluate-all

Conditions Role

1. (GuestUser:Role ID 1)
2. (GuestUser:Role ID 2)
3. (GuestUser:Role 1D 3)
Summary Service Authentication Authorization

Roles orcement:

Use Cached Results:

[Contractor]
[Guest]
[Employee]

Enforcement Policy:

‘GG User Authentication with MAC Caching Enforcement Policy v|

Description:
Default Profile: [Allow Access Profile]

Rules Evaluation Algorithm: first-applicable

[J Use cached Roles and Posture attributes from previous sessions

Add New Enforcement Policy

Enforcement Policy Details

Conditions Enforcement Profiles

1. (Authorization:[Endpoints Repository]:Unique-Device-Count

(Tips:Role [Employee])
2. (Date:Day-of-Week
Monday, Tuesday, Wednesday, Thursday, Friday,Saturday,Sunday)

(Tips:Role [Contractor])
3. (Date:Day-of-Week
Monday, Tuesday, Wednesday, Thursday, Friday,Saturday,Sunday)

(Tips:Role [Guest])

4. (Date:Day-of-Week
Monday, Tuesday, Wednesday, Thursday, Friday,Saturday,Sunday)

The enforcement profiles

5)

[Deny Access Profile]

GG MAC Caching Session Timeout, GG MAC Caching Bandwidth Limit,
GG MAC Caching Session Limit, GG Employee MAC Caching, [Update
Endpoint Known], GG MAC Caching Do Expire, GG MAC Caching Expire
Post Login, GG Employee Profile

GG MAC Caching Session Timeout, GG MAC Caching Bandwidth Limit,
GG MAC Caching Session Limit, GG Contractor MAC Caching, [Update
Endpoint Known], GG MAC Caching Do Expire, GG MAC Caching Expire
Post Login, GG Contractor Profile

GG MAC Caching Session Timeout, GG MAC Caching Bandwidth Limit,
GG MAC Caching Session Limit, GG Guest MAC Caching, [Update
Endpoint Known], GG MAC Caching Do Expire, GG MAC Caching Expire
Post Login, GG Guest Profile
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Summary Profile Attributes
Profile:
Name: GG Employee Profile
Description: Role/VLAN enforcement for Employee
Type: RADIUS
Action: Accept
Device Group List: =
Attributes:
Type Name Value
1. ‘ Radius:Aruba Aruba-User-Role = Employee-Guest
Profile Attributes
Profile:
Name: GG Guest Profile
Description: Role/VLAN enforcement for Guest
Type: RADIUS
Action: Accept
Device Group List: =
Attributes:
Type Name Value
1. ‘ Radius:Aruba Aruba-User-Role = Guest
S ary Profile Attributes
Profile:
Name: GG Contractor Profile
Description: Role/VLAN enforcement for Contractor
Type: RADIUS
Action: Accept
Device Group List: =
Attributes:
Type L ET Value
1. ‘ Radius:Aruba Aruba-User-Role = Contractor

8.3 ClearPass Guest Portal Configuration

Here we’ll configure the portal pages.

aruba
= pashboard

Alerts
Latest Alerts

All Requests
Trend all Policy Manager requests

l;’ Applications.
& Launch other ClearPass Applications

Authentication Status.
Trend Successful and Failed authentications
Cluster Status

*IE,‘ Monitor the status of the entire cluster

/Hg) Device Category
Devic Categories

Device Family
Devies Family

_&# Endpoint Profiler Summary
Endpoint profiling details

@ Failed Authentications.
Track the latest failed authentications

_I_ Health Status
Trend Healthy and Unhealthy requests

Latest Authentications.
Latest Authentications

License Usage

Qc [ —

MDM Discovery Summary
Q-Q Mobile Device Management discovery detsils

OnGuard Clients Summary
OnGuard Clients details

Menu ——

ClearPass Policy Manager

[ -] Default
Cluster Status °
Status Host Name Management IPv4 Management IPv6 Server Role Last Replication Status

[ victory 192.168.1.95 Publisher - ok

System CPU Utilization © || Request Processing Time o

100 ’5 200
H £

g 0 g 100
5 s H
£ ]
< =
S
aAta A e A A 4 e 2l A H

g o

1433 1440 1443 1450 1453 15:00 1435 1440 1445 1450 1455 1500
Time (mins) Time (mins)

[ System — User - 10 Wait ) [+ RADIUS - Apphuth |

All Requests °

Quick Links o

£ Start Configuring Policies 30
{¥ Manage Services

& Access Tracker 2
B Analysis and Trending
£ Network Devices

i# Server Manager

8 ClearPass Guest

@ ClearPass Onboard U200 3 res 12o0  4Fb 1200
& ClearPass Insight Time
73 ClearPass Extensions

Requests

S.feb 1200  6.Feb 120

| Requests] |

Now we’ll create a guest user called cpguser with no expiration on the account.
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aruvba
ﬁcnm

€4 Active Sessions

& create Account

&' create Multiple

|47 Export Accounts

3 1mport Accounts

8} manage Accounts

8] Manage Multiple Accounts

aruvba
8] Guest

!“,’ Active Sessions

8 =Ty
fcreate Multiple

|4 Export Accounts

.i."’ Import Accounts

_g Manage Accounts

SJ‘ Manage Multiple Accounts

ClearPass Guest

Home » Guest

Guest Manager

Guest Account Management

Use the commands below to manage your network’s guest user aceounts.

%:

Create New Guest Account
Set up a new account for guest access to your network.

L4

Create Multiple Guest Accounts
Create multiple guest accounts, each with a randomly-
assigned username and password.

Manage Guest Accounts
‘View a list of all current guest accounts. You can modify
and remove individual user accounts here.

Eﬂ

Edit Multiple Guest Accounts

and remove one or more user accounts here.

Active Sessions
View active accounting sessio

ns and disconnect or
change authorization for sessions.

i

Import Guest Accounts
Import a list of guests from a text file and create a guest
account for each entry in the list.

o0

S

Export Guest Accounts
Export a list of all current guest accounts to a file. You
can select the format you want to export to here.

View a list of all current guest accounts. You can modify ‘

ClearPass Guest

(z} Home » Guest » Create Account

Create Guest Account
New guest account being created by admin.

eate New Guest Account

[epguser |
Name of the guest.

* Company Name: pgueer ]

Company name of the guest.

* Guest's Name:

[cpuser@aa.com |

* Email Address:
The guest’s email address. This will become their username to leg into the network.

Account Activation:

Select an option for changing the activation time of this account.

[ Account will not expire ~]

Account Expiration: — — R
Select an option for changing the expiration time of this account.

[Guest] ~
Role to assign to this account.

Password: 234726

* Account Role:

Notes:

* Terms of Use: 1am the sponsor of this account and accept the terms of use

*

rmriivad fisld

Once created we’ll modify it to change the username and password

aruba
B Guest

!,ﬂ Active Sessions
qg Create Account
fCreate Multiple

_i) Export Accounts
.i."’ Import Accounts

_g Manage Accounts

l:‘, Manage Multiple Accounts

ClearPass Guest

()| Home = Guest » Manage Accounts

Manage Guest Accounts

The following table shows the guest accounts that have been created. Click an account to modify it.

o Quick Help & Create E» Mare Options

Filter: | |

& Username Activation Expiration

| ‘ cpguser [Guest] Active 23 hours ago No expiry

(% Reset password ( £) Change expiration €3 Remove [3¢ Edit ]’ Sessions @ Print s Show Details

' Refresh 1 Showing 1 - 1of 1

20 rows per page

%, Back to guests

&0 Back to main

Menu ==
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€ Guest )
!ﬂ Active Sessions
45 Create Account Filter: | |
fCreate Multiple Username
_j} Export Accounts s cpguser [Guest] Active 23 hours ago No expiry
:3 Import Accounts

;'j Manage Accounts

%Manage Multiple Accounts

o Quick Help & Create [} More Options

(%5 Reset password ¢) Change expiration a Remove L? Edit “"ﬂ"‘ Sessions e Print ‘ Show Details
To update the properties of this guest account, use the form below:

[epguser |
Name of the guest.

* Guest's Name:

|epguser ]

* Username:
Mame of the account.

|[Nn changes: Account is active) ~ |
Select an option for changing the activation time of this account.

Account Activation:

(No changes: Account will not expire) ‘

Account Expiration: - .
Select an option for changing the expiration time of this account.

Account Lifetime: . ) ;
The amount of time after the first login before the account will expire and be deleted.

(No changes) ~
Select an aption for changing the allowed usage time of this account.

Account Role: (No changes: [Guest])

Role to assign to this account.

Total Allowed Usage:

[Type in a new password ~|

* password: .
Select an option for editing the guest account’s password.

[eevsesee |
Type in a new password to assign to the guest account.

New password:

Confirm Password: ek |

Repeat the new password for the guest account.

Session Limit: : . -
The number of simultaneous sessions allowed for this account. Type 0 for unlimited use.

Devices

Onboard Notes:

Configuration

Administration

Next we’ll create a weblogin page, note that the page name will be in the redirection URL, also securelogin.hpe.com
will need to change to CN in the server certificate on Aruba controller.

g Guest (] Home » Configuration » Pages » Web Logins

#1' Devices Ll Web Login (school)

N Onboard
Use this form te make changes to the Web Login school.

“4, Configuration ©)

“g Authentication Web Login Editor

-1 g Content Manager

* -
@i Private Files Name: o er & name far this web login page.
1 Public Files [school ]
q Page Name: is v i
ﬂauest Mznager g Enter a page name for this web login. i
py The web login will be accessible from "/guest/page_name.php”
+ 83 Hotspot Manager Tor ZO5-10
= Pages
Description:
% Fields
Comments or descriptive text about the web login.
ﬁ Forms
[ List Views * vendor Settings: [Aruba v
— . Select a predefined group of settings suitable for standard network configurations.
@+ Self-Registrations
§ ‘ Controller-initiated — Guest browser performs HTTP form submit ~
e Jweb Logins Login Method: Select how the user’s network login will be handled.
R Web Pages Server-initiated logins require the user's MAC address to be available, usually from the captive portal redirection process.
+| |5 Receipts * pddress: [securelogin.hpe.com |
e sSMS Services Enter the IP address or hostname of the wendor’s product here.
+ Q‘Trang\atms Secure Login: ‘ Use vendor default e |

Select a security option to apply to the web login process.

[ The controller will send the IP to submit credentials
Dynamic Address:  1n multi-controller deployments, it is often required to post credentials to different addresses made available as part of the original redirection.
The address above will be used whenever the parameter is not available or fails the requirements below.
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Page Redirect
Options for specifying parameters passed in the initial redirect.

| Do not check — login will always be permitted V|
Security Hash:  Select the level of checking to apply to URL parameters passed to the web login page.
Use this option to detect when URL parameters have been modified by the user, for example their MAC address.

Login Form
Options for specifying the behaviour and content of the login form.

Credentials — Require a username and password ~
Select the authentication requirement.
Access Code requires a single code (username) to be entered.
Anonymous allows a blank form requiring just the terms or a Log In button. A pre-existing account is required.
Auto is similar to ancnymous but the page is automatically submitted.
Access Code and Anonymous require the account to have the Username Authentication field set.

Authentication:

Enable bypassing the Apple Captive Network Assistant
Prevent CNA:  The apple Captive Network Assistant (CNA) is the pop-up browser shown when joining a network that has a captive portal.
Mote that this option may not work with all vendors, depending on how the captive partal is implementsd.

D Provide a custom login form
If selected, you must supply your own HTML login farm in the Header or Footer HTML areas.

Custom Form:

D Override the default labels and error messages
If selected, you will be able to alter |abels and error messages for the current login form.

Custom Labels:

| None — no extra checks will be made ~ |

* .
Pre-Auth Check:
Select how the username and password should be checked before proceeding to the NAS authentication.

Require a Terms and Conditions confirmation
If checked, the user will be forced to accept a Terms and Conditions checkbox.

Terms:

None
Select a CAPTCHA mede.

CAPTCHA:

Default Destination
Options for controlling the destination clients will redirect to after login.

* Default URL:  Enter the default URL to redirect clients.
Please ensure you prepend "http://" for any external domain.

[ Force default destination for all dlients
If selected, the client’s default destination will be overridden regardless of its value.

Override Destination:

Login Page
Options for controlling the look and feel of the login page.

* Syin: Galleria Skin 3

Chaose the skin to use when this web login page is displayed.

Title!  The title to display on the web login page.
Leave blank to use the default (Login).

{nwa_cookiecheck} A
{if Serrmsg}{nwa_icontext type=error}{§errmsg|sscape}{/nwa_icontext}{/if}

{nwa_text id=7920}<p>

Please login to the network using vour

username and password. w
</p>{/nwa_text}

Header HTML:

Insert... v

HTML template code displayed before the login farm.

{nwa_ text id=7979}<p>

Contact a staff member if youw are experiencing
difficulty logging in.

Footer HTML: </p>{/nwa_texc}

Insert... ~
HTML template code displayed after the login form.
{nwa_text id=T978}<p>
Logging in, please wait...
</p>{/nwa_text}
Login Message:
Insert... e

HTML template code displayed while the login attempt is in progress.

=
* Login Delay:

The time in seconds to delay while displaying the login message.

Advertising Services
Enable advertising content on the login page.

advertising: [ Enable Advertising Services content

Cloud Tdentity
Optionally present guests with various cloud identity / social login options.

Enabled: [ ] Enable logins with cloud identity / social network credentials

Multi-Factor Authentication
Require a secondary factor when authenticating.

Provider: | Mo multi-factor authentication -

Network Login Access
Contrals access to the login page.

Allowed Access:

Enter the IP addresses and networks from which logins are permitted.

Denied Access:

Enter the IP addresses and networks that are denied login access.

* Deny Behavior: | send HTTP 404 not Found status ~

Select the response of the system to a request that is not permitted.
Post-Authentication

Actions to perform after a successful pre-authentication.

Health Check: D Require a successful OnGuard health check
If selected, the guest will be required to pass a health check prior to accessing the network.

D Mark the user's MAC address as a known endpoint
If selected, the endpoint’s attributes will also be updated with other details from the user account.

Update Endpoint:
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arvba

“ Configuration o)

8¢ authentication
~ g Content Manager
i private Files
@ public Files
8] cuest Manager
+ 83 Hotspot Manager
- '@ Pages
iy Fields
i Forms
[0 List Views
§° Self-Registrations

4 I

4, Web Pages

ClearPass Guest
Home » Configuration » Pages » Web Logins

Web Logins

Many NAS devices support Web-based authentication for visitors.

Menu =—

&4 Create a new web login page

By defining a web login page on the ClearPass Guest you are able to provide a customized graphical login page for visitors accessing the network through these NAS devices.

Use this list view to define new web login pages, and to make changes to existing web login pages.

Wb Onboard device provisioning pages are now managed from the Web Login tab within provisioning settings

Page Title Page Name
& school school
[3 Edit [ Duplicate Q) Delete £3 Translations . Launch

Page Skin

Galleria Skin 3

1 weblogin ("} Reload

Show all rows v

@ Back to pages
“, Back to configuration

@ Rack tn main

You can test the page as well, when you'll click on the launch a tab will open and you’ll see the captive portal note

the URL which in this case is https://victory.clearpass.info/guest/school.php? browser=1

The “guest/school.php” is used in the URL redirection which we configured in MM

Now go to content manager and upload your terms and condition page.

aruvba

ClearPass Guest

Ii_ Guest

Devices

“&, Configuration

<.g’Authentication
- & Content Manager

Home » Configuration » Content Manager » Public Files

Public Files

Use this list view to manage the content items stored on this ClearPass Guest.

These files are public and will be accessible via HTTP/HTTPS under /guest/public.

Currently showing directory: Root Directory.

i Private Files

L Z JPublic Files
ﬂ:‘;Guest Manager
- 83 Hotspot Manager

-~ @ Pages
iy Fields
Eﬁ Forms

m List Views
'@ Self-Registrations
rﬁ Web Logins

4, Web Pages

+- |5 Receipts
+ SSMSSewlces

+ «é_\ Translations

8.4 Guest Testing

School
Guest Wireless Access Acceptable Use Policy

This Palicy is a guide to the acceptable use of the Schoal Guest Wireless netwaork facilities and services.

Any individual connected to the Guest Wireless Network in order to use it directly or to connect to any

other networkis), must comply with this policy, the stated purposes and Acceptable Use paolicies of any

other networkis) or host(s) used, and all applicable laws, rules, and regulations.

School MAKES NO REPRESENTATIONS OR WARRANTIES CONCERNING THE AVAILABILITY OR SECURITY OF

THE GUEST WIRELESS NETWORK, AND ALL USE IS PROVIDED ON AN AS-15 BASIS. BY USING THE GUEST

WIRELESS NETWORK YOU AGREE TO DEFEND, INDEMNIFY, AND HOLD HARMLESS School FOR ANY LOSSES

OR DAMAGES THAT MAY RESULT FROM YOUR USE OF THE GUEST WIRELESS NETWORK.

School takes no responsibility and assumes no liability for any content uploaded, shared, transmitted, or
downloaded by you or any third party, or for anything you may encounter or any data that may be lost

or romnramised while ronnectad to the Guest Wireleas Network.

o Quick Help 1 Upload New Content 4 Download New Content m Create New Directory
Owner Date Modified
[a] advertising-campaigns-blue.png image/png 2021-02-06 11:14 24.0 KB
lﬂ advertising-campaigns-
image/png 2021-02-06 11:14 25.1 KB
orange.png
m advertising-campaigns-steel_jpg image/ipeg 2021-02-06 11:14 26.7 KB
lﬂ advertising-services-
image/png 2021-02-06 11:14 25.3 KB
blue-728x90.png
m advertising-services-orange- .
image/png 2021-02-06 11:14 25.3 KB
728x90.png
lﬂ advertising-services-steel- X
. image/ipeg 2021-02-00 11:14 24.2 KB
728x90.jpg
A terms.html| admin text/html 2021-02-06 11:14 2.9KB
:&' Properties Q Delete I| Rename H Download J\V\ew Content jpp Quick View A Edit
~

Now we’ll get a test device to connect to Guest SSID, it gets automatically redirected to guest page in ClearPass but

the browser will issue a warning
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https://victory.clearpass.info/guest/school.php?_browser=1

e .
=" Login to network
.

Firefox can't load this page for some reason

Ol *

ca f 152168135 —~on nemos = has a security policy called HTTP Strict Transport Security (HSTS), which means that Firefox can only connect to it
securely. You can't add an exception to visit this site.
(B) e it i ey s, ERERR ~

Open Network Login Page Advanced...

Web sites prove their identity via certificates. Firefox does not trust this site because it uses a certificate
that is not valid for www.google.com. The certificate is only valid for securelogin hpe.com.
Error code: SSL_ERROR_BAD_CERT_DOMAIN

=" Login to network
View Certficate

‘ou must lag in te this network before you can access the Intemet

s

We’'ll have a look at the certificate, and we’ll see it is the default captive portal certificate which is on the controller.

Certificate

securelogin.hpe.com DigiCert Global CA G2 DigiCert Global Root G2

Subject Name

Country us
State/Province/County California
Locality Palo Alto
Organisation Hewlett Packard Enterprise Company
Organisational Unit Aruba Networks
Common Mame securelogin.hpe.com

Issuer Name

Country us
Organisation DigiCert Inc
Common Name DigiCert Global CA G2

Validity

Mot Before Fri, 04 Dec 2020 00:00:00 GMT
Mot After Sat, (4 Dec 2021 23:59:59 GMT

Subject Alt Names

DNS Name securelogin.hpe.com

WEe'll accept this and carry on, but for all deployments you need to have a public server certificate for your
controllers. Once we accept the certificate, we’ll get redirected to the captive portal page on ClearPass

Q Galleria WiFi | Login

c o h victory.clearpass.info/c

Galleria WiFi
Please login to the network using your username and

password

Username:

cpguser

Password:

Terms:
| accept the

tact a staff member if you are experiencing difficulty
logging in.

arvba
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Before we login with our guest credentials, we'll look at the MM dashboard and see the user is in guest-login role
with minimum access.

| & aos10

B2 Overview

@ Devices

=

2, Guests

Clients

[ Applications

@ Security

| < [ a088b450c084

I B2 Overview

[ Applications

0 Live Events
O Events

2, Tools

o £9 il
Clients 3 hours Summan
CLIENTS ALL v C 7.84 MB (®1.61 MB | ©6.23 MB)

All ©O Connecting O Connected @ Failed Offline Blocked Wireless Wired Remote
3 0 1 0 2 0 1 2 0
v
Y Client Name status 1= ¥ IPAddress VLAN Connected To Y Gateway Role Y ssiDrPort Y Health v Usage
= AriyaP Connected 192.168.1.132 | 192 ‘ ba:5d:50:c6:82:4a CP-Guest Schoo-Guest 7.84 MB
Q ‘
Summary | Allnsights | Location Sessions 3t
CLIENT DETAILS c Actions ¥
DATA PATH
CuEnT ssip AP SwiTCH GATEWAY
2> >
AriyaP b45050:c682:4a
CONNECTED up
CLIENT NETWORK CONNECTION
08854500084 192 6(20 MHz) 24GHz
AriyaP CP-Guest 802.11gn

CP-Guest

192.1628.1.132

POINT (b4:5d:50:6:82:43)

fe80::7d4a:207:955¢

Blink LEDs

Mar 17, 2021, 11 192.168.1.242

o0 o 0

Then we’ll check the access tracker and see that we have a failed MAC authentication.

aruvba

Menu s

ClearPass Policy Manager

Dashboard [] Monitoring » Live Monitoring » Access Tracker

2 Monitoring
- FH Live Monitoring
EAcc
& Accounting
& onGuard Activity
B analysis & Trending
Bl system Monitor
i FH profiler and Network Scan
& audit Viewer
@ Event viewer
& Data Filters
& Blacklisted Users

racker|

& Auto Refresh

@ Access Tracker mar 17, 2021 11:26:30 ADT

The Access Tracker page provides a real-time display of per-session access activity on the selected server or domain.

§ [All Requests] [_§ victory (192.168.1.95) *5" Last 1 day before Today

Filter: [Request D Clear Filter
e — e — L —

1. ‘ 102.168.1.95 RADIUS GG User Authentication with

| contains ||

Login Status Request Timestamp v

cpguser ACCEPT 2021/03/17 11:26:22

MAC Caching

2 ‘ 192.168.1.95 RADIUS 3088b450c084 GG MAC Authentication REJECT 2021/03/17 11:25:58

Request Details Request Details -

Output

Alerts

Summary  Input m Alerts

Login Status:

Session Identifier:
Date and Time:
End-Host Identifier:
Username:

Access Device IP/Port:
Access Device Name:

System Posture Status:

Service:
Authentication Method:
Authentication Source:
Authorization Source:
Roles:

Enforcement Profiles:

|4 « Showing 2 of 1-11 records » »l

REJECT

Enforcement Profiles: | [Deny Access Profile]

RO0O0000092-01-60514c96

System Posture Status: UNKNOWN (100)

(W, 2Rl TE FPTHED (TS PI7 Audit Posture Status:  UNKNOWN (100)
AQ-88-B4-50-C0-84
2088b450c084
192.168.1.242
A0S10-gateways
UNKNOWN (100)
Policies Used -
GG MAC Authentication
MAC- AUTH
None
[Guest User Repository], [Endpoints Repository], [Time Source]

[Other], [User Authenticated]

Show Configuration [l Export Jll Show Logs |l Close |

IDenv Access Profilel

Show Configuration Show Logs

I4 < Showing 1 of 1-14 records » »l

This is normal as this MAC address has not been seen before.

It should be noted that the redirection happens from the AP not the gateways
b4:5d:50:c6:82:4a# sh client
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Client List

Name IP Address MAC Address OS ESSID Access Point Channel Type Role IPv6
Address Signal Speed (mbps)

Number of Clients :0

Info timestamp 8460

b4:5d:50:c6:82:4a#

b4:5d:50:c6:82:4a#

b4:5d:50:c6:82:4a# sh client

Client List

Name IP Address MAC Address 0S ESSID Access Point
Channel Type Role IPv6 Address Signal Speed (mbps)
a088b450c084 192.168.1.132 a0:88:04:50:c0:84 Win 10 Schoo-Guest Db4:5d:50:c6:82:4a
o GN CP-Guest fe80::7d4a:2f07:955c:cd4f 54 (good) 72 (ok)

Number of Clients il

Info timestamp : 9155

b4:5d:50:c6:82:4a#

b4:5d:50:c6:82:4a# sh external-captive-portal

External Captive Portal

Name Server Port Url Auth Text Redirect Url
Server Fail Through Disable Auto Whitelist Use HTTPs Server Offload Prevent Frame

Overlay 1In Use Redirect Mode Switch IP

default localhost 80 / Authenticated
Disable Enable Yes No Disable
No Yes No

CP-Guest victory.clearpass.info 443 /guest/school.php
http://www.arubanetworks.com Disable Enable Yes
No Disable Yes Yes No

b4:5d:50:c6:82:4a# sh external-captive-portal CP-Guest

Name :CP-Guest

Server :victory.clearpass.info
Port :443

Url :/guest/school .php

Auth Text 3

Redirect Url

:http://www.arubanetworks.com

Server Fail Throuth :Disable
Disable Auto Whitelist :Enable
Use HTTPs :Yes
Server Offload :No
Prevent Frame Overlay :Disable
In Used :Yes
Redirect Mode :Yes
Switch IP :No

b4:5d:50:c6:82:4a#

Now when the user performs a successful the login (we are using username cpguser) process, they will be redirected
to the “redirect URL” that we specified.
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J
(=
What defines the Edge?

—
It's where big iideas are born. Where action happens.

= DEFINE YOUR EDGE

Now let’s look at the Client dashboard and access tracker, note that the user role is now “guest”.

i} £ il
| I aos10 ‘ Clients 3hours E sumn
CLIENTS ALL v C 831MB(®1.75MB | @6.56 MB)

BE Overview

@ Devices All © Connecting O Connected @ Failed Offline Blocked Wireless Wired Remote
3 ] 1 0 2 0 1 2 0
I Lo Clients v
2, Guests &
[E Applications Y Client Name Status = Y P Address VLAN Connected To Y Gateway Role Y ssip/port Y Health ~ Usage
8 = cpguser Connected 192.168.1.132 192 ba:5d:50:c6:82:4a uest Schoo-Guest Good 831 MB
@ Security = Pau &

And the access tracker shows a successful authentication that matches with “GG User Authentication with MAC
Caching” policy.

aruba

ClearPass Policy Manager

Dashboard [.] Monitoring » Live Monitoring » Access Tracker

Monitoring
= B Live Monitoring
Pliccess Tracier]
& Accounting
& oncuard Activity
B Analysis & Trending
B system Monitor
+ B Profiler and Network Scan
& nudit Viewer
Fevent viewer
& Data Filters
& Blacklisted Users

Request Details

Qutput

©  Access Tracker war 17, 2021 11:27:56 AEDT

The Access Tracker page provides a real-time display of per-session acces:

¥ [All Requests] [ victory (192.168.1.95)

Filter:| Request ID | contains ~ ]

Clear Filter

Menu e

@& Auto Refresh

s activity on the selected server or domain.

“.s" Last 1 day before Today

records

1 ‘ 192.168.1.95 RADIUS cpguser

2 ‘ 192.168.1.95 RADIUS 3088b450c084

Accounting

Login Status:

Session Identifier:
Date and Time:
End-Host Identifier:
Username;

Access Device IP/Port:

Access Device Name:

System Posture Status:

Service:

Authentication Method:

Authentication Source:
Authorization Source:
Roles:

Enforcement Profiles:

14 « Showing 1 of 1-11 records » »l

ACCEPT
RO0O000D00a-01-60514cae
Mar 17, 2021 11:26:22 AEDT
AD-88-B4-50-C0-84
cpguser
192.168.1.242
AOS10-gateways
UNKNOWN (100)
Policies Used -
GG User Authentication with MAC Caching
PAP
Local:localhost
[Guest User Repository], [Endpoints Repository], [Time Source]
[Guest], [User Authenticated]
GG MAC Cachina Bandwidth Limit. GG MAC Cachina Session Limit. GG Guest MAC

Change Status Show Configuration

Show Logs

GG User Authentication with
MAC Caching
GG MAC Authentication

ACCEPT 2021/03/17 11:26:22

REJECT 2021/03/17 11:25:58
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Request Details
Summary  Input m Accounting

Audit Posture Status: UNKNOWN (100} ~
RADIUS Response ©
Bandwidth-Check: Allowed-Limit 0
Bandwidth-Check: Check-Type Today
Bandwidth-Check:Limit-Units MB
Endpoint: Guest Role 1D 2

Endpoint:MAC- Auth Expiry 2021-03-18 11:00:00

Endpoint:Username cpguser
Expire-Time-Update:GuestUser 0
Expiry-Check: Expiry- Action 0

Post-Auth-Check:Action Disconnect

Post-Auth-Check:Action Disconnect and Block Access
Radius:Aruba: Aruba-User-Role Guest

Radius:IETF:Session-Timeout s}

S S PP S S P

|14 < Showing 1 of 1-11 records » wl Show Configuration m Show Logs m

Also note that one of the post authentication actions were to update the endpoint repository status for that MAC
address to be known.

Dashboard Configuration » Identity » Endpoints
; Add
Endpoints -
" " £ Import
(44, Configuration 0] & Export Al
{¥ Service Templates & Wizards This page automatically lists all discovered, ingested or authenticated endpoints. An endpoint is a device that communicates back and forth with a network to which it is
{3 services cennected (e.g. Desktops, Laptops, Smartphones, Tablets, Servers, Workstations, Internet-of-things (IoT) devices).
-1 % Authentication
£x Methods Filter: [MAC Address ~[contains -] Clear Filter records
¥ Sources
# MAC Addres: Hostname Device Categor Device OS Fami Status Profiled
2 Identit g, Y
e entity
{ksmg\e Sign-0n (SS0) 1 | D 00-0C-29-F3-EF-AF victory Server ClearPass Unknown Yes
£¥Local Users 2. | [ Ao-gs-84-50-co-84 Computer Windows Known Yes
ke Endpoints Showing 1-2 of 2

{3 Static Host Lists

Now because the status of this endpoint is known the next time, this client connects it will not be redirected to the
captive portal until its allotted time has expired. So now if we disconnect the client, we should see it will successfully
MAC auths. This uses RADIUS CoA. We can do that directly from the access tracker.

Request Details Request Details 4
Input  Output  Accounting

Login Status: ACCEPT

Access Control Capabilities -

Select Access Control Type : Agent suve @ rapius coa O server action

[ArubaOS Wireless - Terminat

Session Identifier: ROD0D00002-01-60514cae

RADIUS CoA Type:

Date and Time:
End-Host Identifier:
Username:

Access Device IP/Port:

Access Device Name:

System Posture Status:

Service:

Authentication Method:

Authentication Source:
Authorization Source:
Roles:

Enforcement Profiles:

Mar 17, 2021 11:26:22 AEDT
A0-88-B4-50-C0-84
cpguser
192.168.1.242
AOS10-gateways
UNKNOWN (100)
Policies Used -
GG User Authentication with MAC Caching
PAP
Local:localhost
[Guest User Repesitory], [Endpoints Repository], [Time Source]
[Guest], [User Authenticated]
GG MAC Cachina Bandwidth Limit. GG MAC Cachina Session Limit. GG Guest MAC

I4 < Showing 1 of 1-11 records » »i Change Status Show Configuration m Show Logs m
Request Detai

Radius [,

- Te i Session] for client

Input  Output  Accounting

Login Status:

Session Identifier:
Date and Time:
End-Host Identifier:
Username:

Access Device IP/Port:
Access Device Name:

System Posture Status:

Service:
Authentication Method:
Authentication Source:
Authorization Source:
Roles:

Enforcement Profiles:

ACCEPT
RO0000003-01-60514cae
Mar 17, 2021 11:26:22 AEDT
AO-88-B4-50-C0-84
cpguser
192.168.1.242
AOQS10-gateways
UNKNOWN (100)
Policies Used -
GG User Authentication with MAC Caching
PAP
Local:localhost
[Guest User Repository], [Endpoints Repository], [Time Source]
[Guest], [User Authenticated]

GG MAC Cachina Bandwidth Limit. GG MAC Cachina Session Limit. GG Guest MAC

14 « Showing 1 of 1-11 records » » [T Show Configuration Show Logs -
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aruvba ClearPass Policy Manager Menu ==

" | Dashboard [} Monitoring » Live Monitoring » Access Tracker

Monitoring @ Access Tracker mar 17, 2021 11:33:25 AEDT @ Auto Refresh

-1 [ Live Monitoring
Pl ccoss Tracie ]

& Accounting ¥ [all Requests] [ victory (192.168.1.95) *5" Last 1 day before Today | Edit |
& onGuard Activity B

B analysis & Trending

The Access Tracker page provides a real-time display of per-session access activity on the selected server or domain.

System Monitor
ilter: [ Reque [ contains Cl
+ FHProfiler and Network Scan Filter: | Request D tai ES Go | ClearFilter Show records
& Event viewer 1 | 192.168.1.95 RADIUS cpguser GG MAC Authentication ACCEPT 2021/03/17 11:33:04
Data Filters icati

& 2. 192.168.1.95 RADIUS cpguser ©G User Authentication with ACCEPT 2021/03/17 11:26:22
Blacklisted Users MAC Caching

E | 192.168.1.95 RADIUS 2088b450c084 GG MAC Authentication REJECT 2021/03/17 11:25:58

Looking at the details of that session

Request Details Request Details
Input  Output  Accounting Summary  TInput m Accounting

Login Status: ACCEPT " Enforcement profiles: [Allow Access Profile], GG Guest Device Profile
Session Identifier: R0O000000b-01-60514840 System Posture Status: UNKNOWN (100)
Date and Time: Mar 17, 2021 11:33:04 AEDT Audit Posture Status:  UNKNOWN (100}
End-Host Identifier: A0-88-B4-50-C0-84 RADIUS Response [0}
Username: cpguser
Access Device IP/Port: 192.168.1.242 Radius:Aruba:Aruba-User-Role Guest
Access Device Name: AOS10-gateways Radiis: 1E1F;: Userstamel cpguser
System Posture Status: UNKNOWN (100)
Policies Used -
Service: GG MAC Authentication
Authentication Method: MAC-AUTH
Authentication Source: Local:localhost
Authorization Source: [Guest User Repository], [Endpoints Repository], [Time Source]
Roles: [Guest], [MAC Caching], [User Authenticated]
Enforcement Profiles: TAllow Access Profilel. GG Guest Device Profile v

I4 < Showing 1 of 1-12 records » »I Change Status Show Configuration m Show Logs |4 4 Showing 1 of 1-12 records p b Change Status Show Configuration Show Logs

Here we can see the user in the gateway’s user table using tunnel forwarding mode and in guest user role.

(7005 _A0S10 gwy2) #show user
This operation can take a while depending on number of users. Please be patient ....

IP MAC Name Role Age(d:h:m) Auth VPN link
Connected To Roaming Essid/Bssid/Phy Profile Forward
mode Type Host Name User Type

192.168.1.132 a0:88:b4:50:c0:84 a088b450c084 guest 00:00:03 MAC
b4:5d:50:c6:82:4a  Wireless Schoo-Guest Schoo-Guest #1615938135060 41#  dtunnel
Win 10 WIRELESS

User Entries: 1/1

Curr/Cum Alloc:1/6 Free:0/5 Dyn:1 AllocErr:0 FreeErr:0
(7005 _A0S10 gwy2) #
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