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ADVANTAGES OF AN APPLICATION DRIVEN WAN

Savings Performance

. : * Sub second session failover

. X\{th\cla\lmcaotisctr? as\;lci?]s S Gain Competitive * 10 x faster applications
savings - Advantage * Performance Improvement for

* Cloud security integration SaaS/laas

* Eliminate branch equipment
* Simplified edge management

@ EI Reduce Risk

EdgeConnect

* Add / remove branches instantly
* Uptime during blackouts

Security

* Segment your apps
Automated policies

UTM features

ZBF within VRFs

Cloud Security Integration

100x Faster Deployment

* Simple and flexible deployment models
* Comprehensive visibility

Increase Business
Agility
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HPE Aruba’s secure edge portfolio
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Converged
management

Aruba Central
w/ EdgeConnect site view

\__ Silver Peak Orchestrator
~~~~ - w/Aruba WAN view
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Cross portfolio
security

SD'WAN Clear Pass: Role based policy

Dynamic segmentation

S D-LAN Unified threat management

EdgeConnect
Microbranch
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N
N ———— —— ———— —————— - - -

®@E & |
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Cloud security partners

Max Mobility Min Footprint Max Integration Optimal QoE
Converged LAN+WAN Independent LAN+WAN
Simple, prescriptive deployment QoE exceeds best underlay CONFIDENTIAL | AUTHORIZED 3




Secure, adaptive internet breakout

— First-packet iQ™ enables application visibility and control

Identify apps and

web domains on
the first packet

Granular Local
Internet Breakout

L
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Branch Office Built-in Security @

A

Stateful

10,000+ Apps
300 Million+ Web Domains
Automated Daily Updates

Steer Apps Intelligently

Granular, intelligent breakout of
SaaS and trusted internet-bound
traffic directly from the branch

\

Firewall

8x8
RingCentral’

Zone-based Firewall
IDS / IPS

App, Web URL reputation and
Filtering

Improve App Response Time

Avoid added latency through direct
access to where the app resides

Legacy Corporate
Apps

] Office 365

"I Dialpad

Customer-specified
Trusted Applications

w ORACLE

:
% Lookout
I McAfee

A

netskope
#»paloalto
¥symantec

axis

@S zscaler

sal

N

workday.

Reduce Backhaul

Backhaul only untrusted
traffic to corporate FW

oip
°g° Data Center
—+8

lesforce

[)
Cisct

We°be>< /A Azure

& Check Point

FFORCEPOINT
ibwss

S Lookout

U McAfee

N
netskope

HQ / Hub / ’”{fSymantecn

@kamai

axis
@S> zscaler

& Custom

] Apps

Corporate
NG-Firewall

©YouTube

Google ﬁ

vmware
aW57 <3 Drophox @

gnutella

€]
BitTorrent

All Other Web
and Cloud Traffic

Save Valuable WAN Bandwidth

Avoid consumption of expensive
MPLS circuits where not necessary
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EdgeConnect Orchestrator

Your SD-WAN control center
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What is EdgeConnect Orchestrator?

Align application policies (Qo0S, security) with business intent

Secure, centralized visibility, control and administration of
SD-WAN across thousands of sites

EdgeConnect Orchestrator Extensive analytics, application & network performance

- measurements, & troubleshooting.
Orchestrate application 4

policies across thousands N
of appliances, through a
single pane of glass, driven
by simple business intent
policies.

Automates & simplifies lifecycle management of SD-WAN

Orchestrates end-to-end service chains through partner APls.
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Business Intent Based Overlays

I Dashboard ” Zscaler Internet Access H Business Intent Overlays x]

Business Intent Oveﬂa'y's 0 Apply Overlays Regions Hubs View Overlay Stats Interface Labels

SD-WAN Traffic to Internal Subnets Breakout Traffic to Internet & Cloud Services #

Priority Overlay Region Topology  Hws+  Primary Interfaces Backup Interfaces QoS8 Security + Policy Order Primary Interfaces  Backup Interfaces
1 GUESY nbal Regu;r:;lkl-éub i High Quality i '-'ﬂ Zzcaler Cloud 1 INETA
) Waterfall: Overall Quality ~ 1 INETE
- Match Traffic Regions ¥ 2 & Break out 21 INETC
e ol Waterfall: Fived
Order
y) REALTIME Global D\f‘ Regional Hub & I-Eranch | CE
Spoke i
- Match Traffic Regions 1 £r2 Backhaul I_:_'I::?;
REALTIME &)1 INETAVG BRI S Now 2 7 71 INETC
1 INETEVE - Break out
Waterfall: MOS
High Availability
Waterfall: Owerall Quality
3 BATCH Global Regional Hub & 1 INETA 1 LTEA [Branch | CENTRAL 1-Azure
Spoke (1 INETB 1 LTEB
— Match Traffic Regions b 21 INETC 207 SAT1 1 Zy5 Prisma g ::gg
BESTEFFORT 3% EE B Ky i o = ¢
Waterfall: Owerall Quality - ot Backhaul ELELC
- Balanced
3 & Break out
-
4 RECREATIONAL Global Regional Hub & 7)) LTEA [Brandh | CENTRALI-Azure
Spoke = | D LTEB Ry -
= Match Traffic Regions b e tEEIL £ _,\- " Break out E mgg
L |-
RECREATIONAL 3;2 1};{ High Quality et o (1 INETC
Waterfall: Owarall Quality z ‘j ~ Backhaul
Waterfall: Auto
5 BUSIMESS Global Regional Hub & 2 LTEA [ Branch | cE e
Spoks 203 LTEB ===
_ Match Traffic Regions b 27 SATL 1 &5 Break out 1 INETA
BUSINESS If Pri & Sec Down 9 LI INETE
2 5 Backhaul 1 INETC

High Quality
Waterfall: Owerall Quality

-
3 @ Zscaler Cloud

Waterfall: Auto
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Security policy matrix

Security Policies §

| Matrix View I Table View | () Merge (® Replace

To Zones =
To Default To POS To WAN To Guest_Wifi To InternetBreakout To Business_Overlay

@ From Zones

From Default Deny: Everything Deny: Everything Deny: Everything
Deny All Allow All Allow: Everything Allow: ACL Printer Deny All Allow: Everything
From POS Deny: Everything

Deny All | Allow All Allow: Everything Deny All Deny All

From WAN Allow: Everything

Deny All Deny All Allow: Everything Allow All Deny: Social Network Deny All
From Guest_Wifi

1 mm’e\m!e
Deny All Deny All Deny All Deny All Ailmn\NI Deny All
From InternetBreakout \

Deny All Allow: ACL BusinessCritical Deny All Deny All Deny AI\ Allow All
From Business_QOverlay \

Allow All Allow: Everything Allow: Everything Allow: Everything Allow: Everything Allow: Everything

1
Edit Rules: Guest_Wifi to InternetBreakout X
4 Rows Search | |
Priority ‘ Match Criteria Action Enabled Tag Comment
1001 Application group Social_Network deny 4 X
1002 Application group Games deny £ x
1004 ACL Internet_Traffic allow x
65535 | Match Everything deny XX
« |

CONFIDENTIAL | AUTHORIZED

9



EdgeConnect SD-WAN IDS Highlights

Built-in signature-based intrusion detection [ wtonsswtyotoes | g spmematn (.| rtng s 3

Intrusion Detection System @

 Utilizes common Aruba UTM framework (15 rprion]) (e 0 n s |
» Automated threat feeds (from Aruba Central) o] s N, e
° H H & blutty3-scva Enabled user_config.yaml https://rules. | pen/suricata-4.0, ing.rules.zip Every day at 8:59 starting 14-Dac-20 8:57 PST
Threat Iogglng to Centrallzed COlIeCtor/ SIEM # bkutty3-ecvc Enabled user_config.yaml https://rules gingthreats.nat/open/suricata-4.0/emerging.rules.zip Every day at 8:59 starting 14-Dec-20 8:57 PST

e Threat |Ogg|ng to Central (futu re) Segment (VRF) Firewall Zones Policies «
Log 'Deny All' Events atLevel [Alet v | Applies to all Zones/Segments

Integrated with zone-based firewall enabling — ERG—-

To Zones =

application-level selection for inspection g et e e e
Inspect: Evenyting

From Default
* Allow, Deny, Allow & Inspect
) b £L]
Inspect ACL Finance Inspect fmp
From TRUSTED Inspect: Everything

* e.g., “inspect all flows on Internet link” |

Add-on “Advanced Security” license

From UNTRUSTED

Inspect: Everything Inspect: Everything  Inspect: Everything
From MGMT

Cancel
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Summary: Benefits of SD-WAN

— Complete control and visibility of WAN infrastructure

— Route application traffic, not packets, based on:
— Business importance
— Security requirements

— Built in Firewall, end-to-end segmentation and IPS/IDS security

— Automated integration with Cloud infrastructures and Secure Service Edge providers

Confidential | Authorized
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Best-of-breed SASE architecture

Secure SD-WAN Security Service Edge (SSE)

SaaS Acceleration

WAN Optimization

Tunnel Bonding

Zero-Touch Provisioning

Data Encryption
Next-generation Firewall
Granular Segmentation
IDS/IPS and DDoS Protection

Zero Trust Network Access
Cloud Access Security Broker
Secure Web Gateway
Firewall as a Service

Remote Browser Isolation
Data Loss Prevention
Sandboxing
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Thank you.
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