EVPN VXLAN Multi-Fabric

New features:

EVPN multi-hop (data-plane)
EVPN next-hop-self and route-map
(control-plane)

AOS-CX 10.09
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Objective of this presentation

* Provide a technical deep dive on EVPN based VXLAN
multi-fabric solution for datacenter

= Schedule for 3 hours

» Detailed analysis of architecture

= Reference document to support new deployment

» Comprehensive list and analysis of show commands
» Provide configuration files for reference

» Provide packet capture files to serve as reference
when debugging

Technology highlights:

Dual-homing: logical VTEP = VSX VTEP
Symmetric IRB and Distributed anycast GW
ARP suppression

DHCP-relay in overlay

MP-BGP (iBGP and eBGP)

Next-hop-self

Route-map

Split Horizon and VXLAN tunnels bridging



Agenda

O

Overview

Use Cases

Details and Caveats
Configuration

Best Practices
Troubleshooting
Demo

Additional Resources
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Acronyms

= VXLAN

= VTEP

= VNI

= | 2VNI

= L3VNI

= EVPN

» MP-BGP

" AF

= MB-BGP EVPN

= RT

= VRF

* IRB

= VSX

= |SL

= AG

= VSXVTEP

Virtual eXtensible LAN = NHS

VXLAN Tunnel End Point = NHU
VXLAN Network ldentifier = Border VTEP

Layer2 VXLAN Network Identifier (to extend L2 traffic) = BorderLeader

Layer3 VXLAN Network Identifier (to send routed traffic) = Local Fabric

Ethernet Virtual Private Network = Remote Fabric

Multi-Protocol Border Gateway Protocol = iBGP
Address Family (Ex: IPv4, IPv6 or EVPN address families used in MP-BGP) = eBGP
Refers to the EVPN AF in MP-BGP = ASN
Refers to EVPN Route-Type or Type of Route: (AOS-CX supports RT2, RT3, RT5) = DCI
Virtual Routing and Forwarding = POD

Integrated Routing and Bridging (symmetric or asymmetric IRB used in VXLAN overlay)
Virtual Switching eXtension

Inter Switch Link (link between VSX peers)

Active Gateway (anycast IP address used for default-gateway)

VTEP function hosted on a VSX cluster for dual-homing capability.

Next-Hop-Self

Next-Hop-Unchanged

VTEP acting as boundary for the Fabric

Border VTEP hosting BGP sessions with other Fabrics
internal Fabric (iBGP)

external Fabric (eBGP)

internal BGP

external BGP

Autonomous System Number (used in BGP)
Data-Center-Interconnect

Point Of Delivery



AOS-CX 10.09 EVPN VXLAN Multi-Fabric Solution Overview

= 10.09 adds EVPN VXLAN Multi-Fabric to scale beyond single VXLAN fabric limits:
—  Supports tunnel to tunnel forwarding (intermediate VTEP hopping) for both IPv4 L2/L3 traffic between fabrics
— Unidimensional scale limit of 256 BGP EVPN VTEP peers is now per fabric
—  Applicable to both campus and Data Center (DC) VXLAN deployments, refer to caveats section

= Supported platforms: 8325

Single-hop single VXLAN fabric Multi-hop VXLAN with multiple fabrics
Single VXLAN Fabric AS#65001 internal tunnels AS#65002 Internal tunnels
AS#65001 interhal tunnels AS#65001 external
? tunnel
VTEPs Border Border VTEPs
VTEP VTEP
VTEPs | CampusZonel/DCL/Sitel/Fabricl CampusZone2/DC2/Site2/Fabric2

; CampusZone2/DC2/Site2 | |
ol : = Full mesh VXLAN tunnels between VTEPs within a VXLAN fabric
=  Full mesh VXLAN tunnels between VTEPs within a VXLAN fabric = VTEPs between different fabrics avoid full mesh tunnels and BGP
= Asingle VXLAN fabric with limited VTEP scale peering between fabrics

=  Border VTEPSs establish VXLAN tunnels between fabrics

= Border VTEPSs provide tunnel to tunnel forwarding and prevents loops

between fabrics
=  Multiple VXLAN fabrics provides improved VTEP scale



EVPN Route-Map Overview

AOS-CX 10.09 MP-BGP EVPN enhancement

EVPN route-map support for VXLAN deployments

Allows a VTEP to apply an inbound or/and outbound route-map to a BGP peer under EVPN address-family context

— Match conditions: IPv4/IPv6 address prefix-list, aspath-list, VNI (L2/L3)

— Set clauses: local-preference, as-path prepend/exclude, IP next-hop

AS#65100

AS#65001

VTEPs

DC1/Sitel/Fabricl

Border
VTEP1

Objective: Border VTEP2 should be preferred as outbound VTEP
over Border VTEPL1 for routes towards AS#65100

Example:
+ On VTEPZ2, set higher local-preference for EVPN routes learnt

from AS#65100 and, lower LP on VTEP1 for AS#65100 routes.
+ Set AS-path prepending on VTEP1 for incoming traffic to reach
VTEP2 instead of VTEP1.

Border VTEPs

DC2/Site2/Fabric2

Required by multi-fabric VXLAN when multiple pods/fabrics/AS#s within each DC/site are used, hence including

border-leaders.
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One Fabric (1 ASN) per Campus Zone or DC or Site
Recommended for majority of deployments

= Toincrease VTEPs scale beyond one single fabric

=  Supports tunnel-to-tunnel forwarding for both L2/L3 traffic

between fabrics

» Unidimensional scale of 256 BGP EVPN VTEP peers per site

= EVPN route-map not required

AS#65003

internal tunnels

VTEPSs Border

VTEP
CampusZonel/DC1/

Sitel/Fabricl

External \
VXLAN

tunnels

Y

internal tunnels AS#65002

Border VTEPs
VTEP
CampusZone2/DC2/

Site2/Fabric2




Multiple pods/fabrics/AS#s within each Campus Zone/DC/site

Recommended for deployments that require multiple AS or
pods within each Campus zone/DC/site to increase VTEP

scale even further

Full mesh eBGP peering between Campus Zone/DC/site
border VTEPSs is avoided thanks to a border leader used at

each CampusZone/DC/Site

EVPN route-maps are required on border leaders to set

correct border VTEP next-hop IP

AS#65001

VTEPs

: Fabric1l/Pod1
{CampusZonel/

_____________________________________________________________________________________________________________________________________

AS#65013

<—: $—>: CampusZone3/
L DC3/
Border VTEPs Site3
VTEP
Fabric13/Pod13
AS#65002

eBGP control plane peering

‘DC1/

'Sitel AS#65011

VTEPs

Q Fabric11/Pod11

Border

VTEP

Border VTEPs
: Ledder
| VTIEP Fabric2/Pod2
AS#65012

4 3z
Border VTEPSs
VTEP

Fabric12/Pod12

CampusZoneZ/E
DC2/ '
Site2

__________________________



EVPN route-map use-case
Multi-path Routing Design

AOS-CX 10.08

» Limited to import of IPv4/IPv6 routes into EVPN BGP
LP attribute retention.

» Routing preference set on IPv4/IPv6 AF routes.
» Limited to iBGP Fabric.

AS#65100

\
\ [G prepend
AR

\Y
\
‘\
\
\

Border VTEP2 Border
VTEP1 VTEP3
Fabricl

AOS-CX 10.09

Introduction of route-map to set routes preference on
any VTEP.

Routing preference set on EVPN AF routes.

Enable multi-AS EVPN use-cases.

AS#65100

Border VTEPZfiEEBorder
VTEP1 VTEP3
Fabricl

11
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AS#65001

.4 AT S 1
VTEP4 ./ Border VTEP3
LoO—1.1.1.4/32 LoO —1.1.1.3/32

| ) |4 J N J

Host2 in VRF1
192.168.10.47/24

CampusZonel/DC1/
Sitel/Fabricl

f
Border VTEP2

LoO

AS#65002

1

-1.1.1.2/32
\ ) N

CampusZone2/DC2/
Site2/Fabric2

A f
U VTEP1
Lo0-1.1.1.1/32
\ Jl
Hostl in VRF1
192.168.11.64/24

VSX logical VTEPs for High Availability
(HA) are supported and recommended

= Assuming EVPN control plane and VXLAN tunnels are established between all VTEPS, host routes are advertised and learnt.
= When Hostl connected to VTEP1 sends traffic to Host2 connected to VTEP4:

1. VTEP1 sees destination IP in VRF1 route table with next-hop IP of Border-VTEPZ2 via L3VNI of VRFL1.

VTEP1 encapsulates and forwards traffic into VXLAN tunnel with next-hop IP of Border-VTEP2.

2. Border-VTEPZ2 sees destination IP in VRF route table with next-hop IP of Border-VTEP3 via L3VNI of VRF1.

Border-VTEP2 performs tunnel to tunnel forwarding with next-hop IP of Border-VTEP3.

3. Border-VTEP3 sees destination IP in VRF route table with next-hop IP of VTEP4 via L3VNI of VRF1.
Border-VTEPS3 performs tunnel to tunnel forwarding with next-hop IP of VTEP4.

4. VTEP4 sees destination IP in VRF route table with interface/port of directly connected host.

VTEP4 performs VXLAN decapsulation and forwards traffic to Host2.

= L3 EVPN-VXLAN multi-fabric is only required on Border-VTEPs.
= VTEP1 and VTEP4 could be VTEPSs that do not support EVPN-VXLAN multi-fabric.



L2 Multi-Fabric: 1 fabric/1 AS# per Campus Zone/DC/site

eBGP
broadcast

group

AS#65001 AS#65002

VSX logical VTEPs for High Availability

T 1. A (HA) are supported and recommended
VTEP4 @C_) Border VTEP3 Border VTEP2 x VTEP1
LoO—-1.1.1.4/32 Lo0—-1.1.1.3/32 Lo0-1.1.1.2/32 3 LoO 1.1. 1 1/32
Host2 in L2VNI HOStl in L2VN|
MAC 0:48 MAC 0:47
‘ CampusZonel/DC1/ CampusZone2/DC2/
Sitel/Fabricl Site2/Fabric2

=  VXLAN split horizon enabled by default for BUM traffic.
L2 tunnel to tunnel forwarding requires disabling VXLAN split-horizon between iBGP and eBGP broadcast groups on Border-VTEPSs.

=  Assuming EVPN control plane and VXLAN tunnels are established between all VTEPs, MAC addresses are advertised and learnt.
=  When Hostl connected to VTEP1 sends traffic to Host2 connected to VTEPA4:
1. VTEP1 sees destination MAC in MAC table with next-hop IP of Border VTEP2 via L2VNI.
VTEP1 encapsulates and forwards traffic into VXLAN tunnel with next-hop IP of Border-VTEP2.

2. Border-VTEP2 sees destination MAC with next-hop IP of Border-VTEP3 via L2VNI.
Border-VTEP2 performs tunnel to tunnel forwarding with next-hop IP of Border-VTEPS3.

3. Border-VTEP3 sees destination MAC with next-hop IP of VTEP4 via L2 VNI.
Border-VTEPS3 performs tunnel to tunnel forwarding with next-hop IP of VTEP4.

4. VTEP4 sees destination MAC with interface/port of directly connected host.
VTEP4 performs VXLAN decapsulation and forwards traffic to Host2.

= L2 EVPN-VXLAN multi-fabric is only required on Border-VTEPs.
()= VTEP1 and VTEP4 could be VTEPs that do not support EVPN-VXLAN multi-fabric . 1



L2/L3 Multi-Fabric:
Multiple pods/fabrics/AS#s within each Campus Zone/DC/site

» Full mesh eBGP control-plane is not required

Border-VTEP in a fabric does not peer with another Border-VTEP in a different fabric.
Border-Leader-VTEP will peer with Border-VTEPs in the same Site and Border-Leader-VTEPSs in other CampusZone/DC/Sites.

» Full mesh VXLAN data-plane is required between all Border-Leader-VTEPs and Border-VTEPs

ECampusZonel/
:DC1/
:Sitel

AS#65001

i control-plane

eBGP

peering

VTEPs : orper VTEPs
Leader| ! i | Leadpr
Fabricl/Pod1 VTEP | | | VTER Fabric2/Pod2
AS#65011 AS#65012
N N_o
5 @5] 2 (S
I SR s | |2
V P Fulmesn |\ V v
VTEPs Border data-plane | Border VTEPs
VIEP VXLAN || VTEP
Fabric11l/Pod11 tunnels Fabric12/Pod12

_______________________________________________

| VSX logical VTEPs for High Availability
i (HA) are supported and recommended

CampusZoneZ/i
DC2/ '
Site2

15

__________________________________________________________________________



Solution Example



Solution Objective: Multi-Site VXLAN

Site2 Site3

*\,PN overlay T,, e

S/

Sitel




Solution Objective: Multi-Site + Multi-Fabric VXLAN

R T T T T ——

As1 E

_________________________________________________________________________________________ 4




Multi-Hop Example: Multi-Site + Multi-Fabric VXLAN

: As4 E

............................................................................................................... e | -

l AS3

--------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------

T~~~ (vers]

@ B2 L2 AE’[; -_;"_ex:; il_z B

1l
i
—

As1 E

................................................................................................................................... e

L

4 As2 L)



Physical Topology

As4 E

l AS3

Sitel
6 6 1 1
J J J J
: : =y = Pt EE L —w
L3 T | La B2 i : BLL-A || T 'BL1-B L2-A} T |28
S I R |Sofeie] |l
J B 5 ' b ] a }
g As2 5 5 5 |5 rs1 F

................................................................................................................................... e



Intra-Fabric VXLAN Overlay Tunnel

VXLAN Dataplane
Intra-Fabric VTEP full-mesh, inter-Fabric border full-mesh

Inter-Fabric VXLAN Overlay Tunnel

I1Site2 |
| e eI ] | e e S |
|os

1

|

|

I

1

|

|

I

I :
I AS3 As4 E
|

I

4 As2 : : As1 E

4

e




Intra-Fabric VXLAN Overlay Tunnel

VXLAN Dataplane
no meshing between inter-Fabric non-border Leaves

)

Inter-Fabric VXLAN Overlay Tunnel

Site2

:

——=— ) L8
< <7D
<>
Unnecessary Tunnel
: (required before 10.9)
dl As3

4 As2 : : As1 E




Intra-Fabric VXLAN Overlay Tunnel

Inter-Fabric Traffic
Max 3 VXLAN tunnels - One Inter-Fabric tunnel in the overlay path

Inter-Fabric VXLAN Overlay Tunnel

Site2 Site3
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Intra-Fabric VXLAN Overlay Tunnel

)

Overlay path over underlay network

Inter-Fabric VXLAN Overlay Tunnel
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MP-BGP EVPN IBGP / eBGP sessions

Intra-Fabric Leaves/Spines, Border-Leader: Intra-Site B-to-BL, Inter-Site BL-to-BL

Site2 Site3
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MP-BGP EVPN IBGP / eBGP sessions
No intra-VSX BGP EVPN session

Border-Leader Border-Leader
VTEPS8
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eBGP IPv4 Underlay Control-Plane

For VTEP IP address reachability (VSX VTEP L1, VSF/Standalone VTEP LO)

Site3

BL3 e BL4-B

\ H
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BGP IPv4 Underlay Control-Plane
What about internal BGP sessions ? Decision depends on underlay topology and routing design
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VTEP Next-Hop
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VTEP Next-Hop advertised from Borders and Border-Leaders

VRF | VLAN | SVI | Subnet L2VNI | L3VNI
VRF1 10 10  10.1.10.0/24 10010 @ 100001
11 11  10.1.11.0/24 10011
12 12 10.1.12.0/24 10012
VRF2 20 20 | 10.2.20.0/24 10020 @ 100002
21 21  10.2.21.0/24 10021
22 22 10.2.22.0/24 10022
VRF3 30 30 10.3.30.0/24 10030 100003

| Goriozg
| [Fabriez |

i (@oz10024]
10221020

AS2

T5(L3VNI 100002) :
T5(L3VNI 100004) :

e> RD_VTEP3 10.2.21.0/24
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Control-Plane objective:
Next-Hop-Self (INHS/eNHS) and Next-Hop-Unchanged (NHU)
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AQOS-CX 10.09 Caveats — Data-Center-Interconnect Use-case validation

1. No support for:
— L2/L3 multicast in the VXLAN overlay between fabrics
— IPv6 in the VXLAN overlay between fabrics
— VXLAN GBP between fabrics

Only iBGP is supported within each fabric (one ASN per fabric). eBGP inside a fabric is not yet supported.
External-BGP (eBGP) must be used between fabrics. No support for iBGP between Fabrics.

Super-Spine, as underlay hub for EVPN control-plane interconnection of fabrics, is not validated for 10.09.
Combined functions of Border VTEP and Spine on the same switch is not validated/supported in 10.09.

ok~ wWN

Only distributed L3 gateways (symmetric IRB) that support both L2/L3 connectivity or pure L2 VXLAN is supported between
fabrics. Centralized L3 gateways are not supported.

One border-VTEP must be deployed per Fabric, and can not be shared between Fabrics.

Bglﬁ/)a single border-VTEP (standalone or VSX logical VTEP) can be deployed per fabric. (No support of RT-1/4 for L2VNI-
9. Overlay paths with two consecutive inter-fabric VXLAN tunnels are not supported:

it does not work for L2VNI, and is not a validated scenario for L3VNI, although it might work.
10. Same L2VNI, L3VNI, VRF across fabrics must be used if in the scope of the Fabric.
11. As ARP suppression is supported only for L3 VTEP, ARP suppression can not happen for pure L2VNI DCI.

12. Border VTEPs should not have ar(wjy static VXLAN tunnels configured as disabling VXLAN split-horizon between iBGP and
eBGP broadcast groups will also disable split-horizon on static VXLAN tunnels.



AOS-CX 10.09 - Additional Caveats

Inter-Fabric L3VNI through Firewall (overlay aware) is not supported. (requiring bi-directional PBR).
Inter-Fabric L2VNI through active-active Firewall is not supported. (considered as a MAC move)

MTU on the underlay network should be at least 1550 bytes. (No MTU path discovery in the solution).
Caution on loopbacks routing to avoid uncontrolled cross-redistribution or routing loop.

eBGP multi-hop command for EVPN AF

Route-target (global versus local scope)

N o o b~ w0 N PE

Outbound route-map not supported on specific peer of a peer-group (annoying for eBGP peer in multiple AFs)

8325-1 (config-bgp-12vpn-evpn) # neighbor 192.168.3.1 route-map test out
Neighbor is part of a peer-group, This configuration will not take effect

8. Existing solution for maintaining EVPN Next-Hop is subject for future improvement.



Next-hop-self and route-map support for EVPN address-family

Platform 6200 6300 6400 8320 8325 8360 8400 10000
SV No No Yes Yes No Yes Yes Yes Yes No
route-map
EVPN AF
next-hop- No No Yes Yes No Yes Yes Yes Yes Yes

self



Disabling VXLAN Split-Horizon with VXLAN Tunnels Bridging configuration

4100
Platform 10/0]0) 6200 6300 6400 8320 8325 8360 8400 10000
6100

inter-vxlan-
bridging-
mode
[static-dyn]

No No Yes Yes No No Yes No No No

dyn-vxlan-

tunnel- No No No No
bridging- (POCY (POC
mode

No Yes Yes No Yes No

POC": Ask PLM for Proof-Of-Concept for future requests as the command is not available in CLI in 10.09 release.

» Multi-hop EVPN requires Dynamic VXLAN Tunnels. Static VXLAN is not in the scope of the border-VTEPs.

» |nter-vxlan-bridging-mode is not available for 8325/10000 to support different broadcast groups, as there is no static VXLAN for multi-
hop VXLAN. This command is not required for EVPN VXLAN multi-fabric.

» |fdyn-vxlan-tunnel is enabled then the traffic is bridged between EVPN and STATIC VXLAN tunnels (if static tunnels are configured).

8325-1(config-evpn)# dyn-vxlan-tunnel-bridging-mode ibgp-ebgp
WARNING!! Enabling this command would bridge the traffic between EVPN and STATIC VXLAN tunnels.




Platform

Simulator

EVPN AF
route-map

EVPN AF
next-hop-self

dyn-vxlan-
tunnel-
bridging-mode

border-VTEP

border-leader-
VTEP

No

No

No

No

No

No

No

No

No

No

Yes

Yes

No

No

No

Yes

Yes

No

No

No

No

No

No

No

No

Yes

Yes

Yes

Yes

Yes

Yes Yes Yes No

Yes Yes Yes Yes

Yes No Yes No

Yes No No No

No* No No No
* POC onl

limited scgle (3 Fabrics, 18 VTEPs per Fabric)



Validated Multi-Dimensional Scale

Border Leader VTEP Border VTEP

8325 P g g?nly) 8325 8360
HW profile Leaf Agg-Leaf Leaf Agg-Leaf
VTEPs per Fabric (standalone or VSX logical VTEP pair) 64 16 64 64
Sites (Number of VSX border-leader VTEPS) 32 3
Fabrics across sites (Number of VSX border-VTEPs, VXLAN full-mesh) 32 3
L3 routes across all VRFs and all sites (including host routes) 22K L=
(POC only)

_ Within 32K UD limit,
Overlay hosts (MAC / ARP) across sites tested MD use-case:
. MAC (local site): 6,000 TBD

- ND out of scope .
_ . ARP (local site): 6,000 (POC only)
- R te VTEPs share the same 32K UD limit for overlay neighbors :
omoe S S e ek MAC (remote site): 18,000

- MD test-case: some VNIs are L2 only (MAC only) :
ARP (remote site): 10,000

VLANS local to the Fabric 512 512
Stretched VLANs among all Fabrics 386 386
VRFs shared among all Fabrics 16 16

UD: Uni-Dimensional
MD: Multi-Dimensional
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Configuration
New Features Configuration Summary

VXLAN Tunnels Bridging | Data-plane EVPN next-hop-self + route-map | Control-plane
= For L2 connectivity across fabrics » Next-Hop-Self is required on all borders for peering to
iIBGP RRs.

= Must be used/applied on:
— border-VTEPs
— border-leader-VTEPs

» route-map is required on border-leader-VTEPSs of sites
featuring multiple fabrics

ip aspath-list fabric2 seq 10 permit 650028
ip aspath-list fabric3 seq 10 permit 65003$%
ip aspath-list fabricid seq 10 permit <ASN>S$
|

evpn
arp-suppression
nd-suppression
dyn-vxlan-tunnel-bridging-mode ibgp-ebgp
vlian 10
rd auto
route-target export 1:10
route-target import 1:10

route-map to-borders permit seq 10

match aspath-list fabric?2

set ip next-hop <remote-vtep-ip-fabric2>
route-map to-borders permit seqg 20

match aspath-list fabric3

set ip next-hop <remote-vtep-ip-fabric3>
route-map to-borders permit seqg <n>

match aspath-list fabricid

set ip next-hop <remote-vtep-ip-fabricid>
route-map to-borders permit seq 1000
|

router bgp 65001

address-family l1l2vpn evpn

New commands neighbor borders route-map to-borders out

. neighbor borders send-community both 39
In EVPN AF ‘ neighbor spine-RR next-hop-self




Route-MAC consideration for L3VNI

» Rewriting VTEP next-hop IP induces rewriting router-MAC for EVPN NLRI attribute for L3VNI routing.

= |f not performed, the VXLAN source IP and associated virtual-MAC might not be consistent in the BGP
RIB cache used to build the adjacency-RIB to reach the remote VTEP:

8360-1# show evpn vtep-neighbor all-vrfs

VTEP-IP L3VNI MAC VRF State
192.168.2.7 100001 02:00:00:00:04:00 VRF1 Up
192.168.10.3 100002 02:00:00:00:01:00 VRF2 Up
192.168.2.5 100002 02:00:00:00:03:00 VRF2 Up
192.168.40.1 100002 02:00:00:00:08:00 VRF2 Up
192.168.40.1 100001 02:00:00:00:07:00 VRF1 Up
192.168.2.5 100001 02:00:00:00:03:00 VRF1 Up
192.168.3.1 100001 02:00:00:00:06:00 VRF1 Up
192.168.10.3 100001 02:00:00:00:01:00 VRF1 Up

» This table is constructed based on the last received NLRI L3VNI update, indicating, per VRF, the router-
MAC used per remote VTEP IP. (any type-2 or type-5 route update coming from the remote border VTEP)

» For L3VNI, this would lead to packet drops as the remote VTEP IP would receive an inner packet with an
invalid destination MAC address.

= The next-hop-self feature (eBGP and iBGP), in addition to replacing the next-hop IP of EVPN
routes with self-1P, replaces the router-mac extended community of EVPN routes with self-MAC.



EVPN Type-3 routes

Optimization: avoiding unnecessary VXLAN tunnels

= There is no need for re-advertising EVPN Type-3 routes that are received from intra-fabric VTEPSs to other

fabrics.

= Similarly, there is no need for re-advertising EVPN Type-3 routes that are received from external-fabric
border-VTEPSs into the intra-fabric VTEPS.

= Such optimization process is triggered through eBGP next-hop-self, and not through route-map (in 10.09).

8400-2# sh bgp 12 e ne

ighbors 192.168.2.8 advertised-routes

route-type 3

..........................................................................................

Network Nexthop Lo Weight Path
Route Distinguisher: 192.168.2.5:10 (L2VNI 10010
*>e [3]:[0]:[192.168.2.5] 192.168.2.5 100 0
Route Distinguisher: 192.168.2.7:12 (L2VNI 10012)
*>e [3]:[0]:[192.168.2.7] 192.168.2.7 100 0
Route Distinguisher: 192.168.2.5:21 (L2VNI 10021)
*>e [3]:[0]:[192.168.2.5] 192.168.2.5 100 0
Total number of entries 3
8360-1# sh bgp 12 e neighbors 192.168.1.3 advertised-routes route-type 3
Network Nexthop Lo Weight Path
Route Distinguisher: 192.168.2.8:10 (L2VNI 10010
*>e [3]:[0]:[192.168.2.8] 192.168.2.8 0 0 65002
?
Route Distinguisher: 192.168.3.1:11 (L2VNI 10011
*>e [3]:[0]:[192.168.3.1] 192.168.2.8 0 0 65002
65001 65003 2
Total number of entries 2




Undesired Type-3 routes
Without next-hop-self

8360-1# show bgp l2vpn evpn route-type 3

Status codes: s suppressed, d damped, h history, * valid, > best, = multipath,
i internal, e external S Stale, R Removed, a additional-paths

Origin codes: i - IGP, e - EGP, ? - incomplete

EVPN Route-Type 2 prefix: [2]:[ESI]:[EthTag]:[MAC]:[0OrigIP]

EVPN Route-Type 3 prefix: [3]:[EthTag]:[OrigIP]

EVPN Route-Type 5 prefix: [5]:[ESI]:[EthTag]:[IPAddrLen] :[IPAddr]
VRF : default

Local Router-ID 192.168.2.8

Metric

LocPrf

100
100

100
100

100
100

100

100
100

100
100

100
100

100
100

100
100

Route Distinguisher:
*>i [3]:[0]:[192.168.
* i [3]:[0]:[192.168.

Route Distinguisher:
* e [3]:[0]:[192.168.
*>e [3]:[0]:[192.168.

Route Distinguisher:
* e [3]:[0]:[192.168.
*>e [3]:[0]:[192.168.

Route Distinguisher:
*>i [3]:[0]:[192.168.
* i [3]:[0]:[192.168.

Route Distinguisher:
* e [3]:[0]:[192.168.
*>e [3]:[0]:[192.168.

192.168
2.71]
2.71]

192.168
10.3]
10.3]

192.168
10.5]
10.5]

192.168
205]
205]

192.168
4.3]
4.3]

Total number of entries 27

Weight Path

r

0 65001 2

0 65001 2

0 65001 2

0 65001 2

0 el

0 el

0 ed

0 65001 65004 ?
0 65001 65004 ?
0 65001 65004

0 65001 65004

0 65001 2

0 65001 2

0 65001 65003 2
0 65001 65003 ?
0 65001 2

0 65001 2

Network Nexthop
Route Distinguisher: 192.168.10.3:10 (L2VNI 10010)
* e [3]:[0]:[192.168.10.3] 192.168.10.3 0
*>e [3]:[0]:[192.168.10.3] 192.168.10.3 0
Route Distinguisher: 192.168.10.5:10 (L2VNI 10010)
* e [3]1:[0]:[192.168.10.5] 192.168.10.3 0
*>e [3]:[0]:[192.168.10.5] 192.168.10.3 0
Route Distinguisher: 192.168.2.5:10 (L2VNI 10010)
*>1i [3]1:[0]:[192.168.2.5] 192.168.2.5 0
* 1 [3]:[0]:[192.168.2.5] 192.168.2.5 0
Route Distinguisher: 192.168.2.8:10 (L2VNI 10010)
*> [3]:[0]:[192.168.2.8] 192.168.2.8 0
Route Distinguisher: 192.168.4.3:10 (L2VNI 10010)
* e [3]:[0]:[192.168.4.3] 192.168.40.1 0
*>e [3]:[0]:[192.168.4.3] 192.168.40.1 0
Route Distinguisher: 192.168.40.1:10 (L2VNI 10010)
* e [3]:[0]:[192.168.40.1] 192.168.40.1 0
*>e [3]:[0]:[192.168.40.1] 192.168.40.1 0
Route Distinguisher: 192.168.10.3:11 (L2VNI 10011)
* e [3]:[0]:[192.168.10.3] 192.168.10.3 0
*>e [3]:[0]:[192.168.10.3] 192.168.10.3 0
Route Distinguisher: 192.168.3.1:11 (L2VNI 10011)
* e [3]:[0]1:[192.168.3.1] 192.168.3.1 0
*>e [3]:[0]:[192.168.3.1] 192.168.3.1 0
Route Distinguisher: 192.168.10.5:12 (L2VNI 10012)
* e [3]:[0]:[192.168.10.5] 192.168.10.3 0
*>e [3]:[0]:[192.168.10.5] 192.168.10.3 0

0207812

0dl0 3320

.10.5:20

0209821

.4.3:22

(L2VNI

(L2VNI

(L2VNI

(L2VNI

(L2VNI

10012)

10020)

10020)

10021)

10022)

192.
192.

192.
192.

192.
192.

192.
192.

192.
192.

168.
168.

168.
168.

168.
168.

168.
168.

168.
168.

100
100

100
100

100
100

100
100

100
100

o

65001
65001

65001 ?
65001 ?

65001
65001
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Optimized Type-3 routes
Through eBGP next-hop-self

8360-1# sh bgp 12 e route-type 3

Status codes: s suppressed, d damped, h history, * valid, > best, = multipath,
i internal, e external S Stale, R Removed, a additional-paths

Origin codes: i - IGP, e - EGP, ? - incomplete

EVPN Route-Type 2 prefix: [2]:[ESI]:[EthTag]:[MAC]:[0OrigIP]

EVPN Route-Type 3 prefix: [3]:[EthTag]:[OrigIP]

EVPN Route-Type 5 prefix: [5]:[ESI]:[EthTag]:[IPAddrLen] :[IPAddr]
VRF : default

Local Router-ID 192.168.2.8

Network Nexthop Metric LocPrf Weight Path
Route Distinguisher: 192.168.10.3:10 (L2VNI 10010)
*>e [3]:[0]:[192.168.10.3] 192.168.10.3 0 100 0 65001 2
* e [3]:[0]:[192.168.10.3] 192.168.10.3 0 100 0 65001 2
Route Distinguisher: 192.168.2.5:10 (L2VNI 10010)
*>1 [3]:[0]:[192.168.2.5] 192.168.2.5 0 100 0 ?
* 1 [3]:[0]:[192.168.2.5] 192.168.2.5 0 100 0 ?
Route Distinguisher: 192.168.2.8:10 (L2VNI 10010)
*>  [3]:[0]:[192.168.2.8] 192.168.2.8 0 100 0 ?
Route Distinguisher: 192.168.40.1:10 (L2VNI 10010)
*>e [3]:[0]:[192.168.40.1] 192.168.40.1 0 100 0 65001 65004
* e [3]:[0]:[192.168.40.1] 192.168.40.1 0 100 0 65001 65004
Route Distinguisher: 192.168.10.3:11 (L2VNI 10011)
*>e [3]:[0]:[192.168.10.3] 192.168.10.3 0 100 0 65001 2
* e [3]:[0]:[192.168.10.3] 192.168.10.3 0 100 0 65001 2
Route Distinguisher: 192.168.3.1:11 (L2VNI 10011)
* e [3]:[0]:[192.168.3.1] 192.168.3.1 0 100 0 65001 65003
*>e [3]1:[0]:[192.168.3.1] 192.168.3.1 0 100 0 65001 65003
Route Distinguisher: 192.168.2.7:12 (L2VNI 10012)
*>1 [3]1:[0]:[192.168.2.7] 192.168.2.7 0 100 0 ?
* 1 [3]:[0]:[192.168.2.7] 192.168.2.7 0 100 0 ?
Route Distinguisher: 192.168.10.3:20 (L2VNI 10020)
*>e [3]1:[0]:[192.168.10.3] 192.168.10.3 0 100 0 65001 2
* e [3]:[0]:[192.168.10.3] 192.168.10.3 0 100 0 65001 2
Route Distinguisher: 192.168.2.5:21 (L2VNI 10021)
*>i [3]:[0]:[192.168.2.5] 192.168.2.5 0 100 0 ?
* 1 [3]:[0]:[192.168.2.5] 192.168.2.5 0 100 0 ?

Total number of entries 17
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8360-1# sh interface vxlan vteps

Source Destination Origin Status VNI Routing VLAN VRF
192.168.2.8 192.168.2.5 evpn operational 10010 disabled 10 ==
192.168.2.8 192.168.2.5 evpn operational 100001 enabled == VRF1
192.168.2.8 192.168.2.5 evpn operational 100002 enabled == VRF2
192.168.2.8 192.168.2.7 evpn operational 100001 enabled == VRF1
192.168.2.8 192.168.3.1 evpn operational 100001 enabled == VRF1
. 192.168.2.8 192.168.4.3 evpn operational 10010 disabled 10 ==
Type-3 routes create dynamic Tunnels @322 2@, o T ——
192.168.2.8 192.168.10.3 evpn operational 100001 enabled == VRF1
192.168.2.8 192.168.10.3 evpn operational 100002 enabled == VRF2
192.168.2.8 192.168.40.1 evpn operational 10010 disabled 10 ==
192.168.2.8 192.168.40.1 evpn operational 100001 enabled == VRF1
192.168.2.8 192.168.40.1 evpn operational 100002 enabled == VRF2

@ I&ﬂ:ﬂ
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sh interface vxlan vteps

Destination

o
©

68.
68.

Thanks to Type-3 optimization

o o O
® © ©

odl
1
ol
.168
odl
odl
odl
odl

o
©

aruvbQ NetEdit Network

18 Devices Enter Search Query or

L ] Application ~

application_health_monitor

. Segmentation ~
[ Switch to Controller

Switch to Switch
10010 ®

. Services

. Routing ~
[ ospr

O Area

[ Router

[ Redistribute

@ Bridging ~
O VIAN

) 6300
LE',. 16.1.

® Device ~
system_resource_monitor v

software device health_m v

. Other ~

B W W Ww

Status

operational
operational
operational
operational
operational
operational
operational
operational
operational
operational
operational

@ 5700-1
16.1.38.196

Routing VLAN VRF

disabled 10
enabled
enabled
100001 enabled
100001 enabled
10010 disabled
100001 enabled
100002 enabled
10010 disabled
100001 enabled
100002 enabled

100001
100002

vincent e .g. 0

= ACTION ~
Total Devices: 18 -~
Managed: 17 (0 Unreachable)
Unmanaged: 1 (0 Unreachable)
Health Summary: All Managed ~
Application v
@ Segmentation v
Services v
Routing v
Bridging v
Device v
@ Other v
Properties: Link ~
1 16.1.38.249 + 16.1.38.242
Segmentation: Switch to Switch ~
1 16.1.368.249 ~ 16.1.38.242 =
VALAN - an lani
Name “¥an vxlan
VNI 10010 10010
Interface
State up
Admin
State up up
VTEP
source  192.168.40.1 192.168.2.8
address
VTEP
peer 192.168.10.3 192.168.10.3
address
EQEE"EY default default
VLAN 10 10
Type  evpn evpn
Tunnel 2 .
State operational operational



Applied on border-leader-VTEP in multi-fabric site

Method#1 (10.09)
Sourcing ASN & Remote VTEP IP

ip aspath-list fabric2 seqg 10 permit 65002$
ip aspath-list fabric3 seq 10 permit 65003$
ip aspath-list fabric4 seqg 10 permit 65004$
p aspath-list fabricid seq 10 permit <ASN>$
!
route-map to-borders permit seqg 10

match aspath-1list fabric2

set ip next-hop <remote-vtep-ip-fabric2>
route-map to-borders permit seqg 20

match aspath-list fabric3

set ip next-hop <remote-vtep-ip-fabric3>
route-map to-borders permit seqg 30

match aspath-list fabric4

set ip next-hop <remote-vtep-ip-fabric4>
route-map to-borders permit seq <n>

th-1list fabricid

set ip next-hop <remote-vtep-ip-fabricid>
route-map to-borders permit seqg 1000
!

router bgp <ASN>
address-family 12vpn evpn

neighbor borders route-map to-borders out
neighbor borders send-community both

= Configuration intensive when
number of sites increases.

Method#2 (not supported)
Local ASN & local VTEP IP

ip aspath-list local-AS seq 10 permit "$
|

route-map to-borders permit seq 10
match aspath-list local-AS
set ip next-hop <local-vtep-ip>
route-map to-borders permit seqg 100
|

router bgp <ASN>
address-family 12vpn evpn

neighbor borders next-hop-unchanged
neighbor borders route-map to-borders out

» Router-MAC replacement is
achieved through:

— regular eBGP peering
— next-hop-self iIBGP command

= This processing is not yet
supported through route-map.

Method#3 (not supported)

Based on local community

ip community-list standard local-fabrics seq 10 permit 1:0

route-map from-local-fabrics permit seqg 10
set community 1:0 additive
!
route-map to-borders permit seq 10
match community-list local-fabrics
set ip next-hop-unchanged
set community 1:0 delete
!
router bgp <ASN>
address-family 12vpn evpn

neighbor borders send-community both
neighbor borders route-map to-borders out

neighbor <local-fabric-vtep> route-map from-local-fabrics in

rewrite process.

= High flexibility

Need support of set clause for next-
hop-unchanged (not yet supported)

No change on existing route-MAC



EVPN route-map for border-leader in 10.09
Applied on border-leader-VTEP in multi-fabric site

Method#1 (10.09)
Sourcing ASN & Remote VTEP IP

ip aspath-list fabric2 seqg 10 permit 65002$
ip aspath-list fabric3 seq 10 permit 65003$
ip aspath-list fabric4 seqg 10 permit 65004$
ip aspath-list fabricid seq 10 permit <ASN>$
|
route-map to-borders permit seqg 10

match aspath-list fabric2

set ip next-hop <remote-vtep-ip-fabric2>
route-map to-borders permit seqg 20

match aspath-list fabric3

set ip next-hop <remote-vtep-ip-fabric3>
route-map to-borders permit seq 30

match aspath-list fabric4

set ip next-hop <remote-vtep-ip-fabric4>
route-map to-borders permit seq <n>

match aspath-list fabricid

set ip next-hop <remote-vtep-ip-fabricid>
route-map to-borders permit seq 1000
|
router bgp <ASN>
address-family 12vpn evpn

neighbor borders route-map to-borders out
neighbor borders send-community both

» Configuration intensive when
number of sites increases.




AS path Filtering

Reminder on Regular Expressions for AS-path filter

Match any single character including space

Match O or more sequences of the pattern

Match 1 or more sequences of the pattern

Match O or 1 occurrence of the pattern

N Match the beginning of the input string

$ Match the End of the input string

\c Match the specific character ‘c’

[ Designate a range for a single character
§) Designate a pattern of multiple characters

"]

Matches every character except the ones inside brackets.

Dash sign separates value within a range expression [1-9]

Underscore match the following characters: comma, left or right brace or parenthesis

Q https://en.wikipedia.org/wiki/Regular_expression
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AS path Filtering

Used for 10.09

EVPN VXLAN

J

Examples

ip aspath-list <name> seq 10 permit _65001_ Match any AS-path containing AS 65001

ip aspath-list <name> seq 10 permit 650018 ‘ Match any AS_path ending with AS 65001 _ _
(routes sourced from AS 65001) Multi-Fabric

P BERetaslast Siems> see LU pemEiiE Tt o= Match any AS-path advertised by directly attached peer AS 65001
and AS's directly attached to it.

ip aspath-list <name> seq 10 permit "65001( [0-9]+)2% | Match any AS-path advertised by directly attached peer AS 65001
and AS's directly attached to it or one AS away.

ip aspath-list <name> seq 10 permit ( 65001 | 65001%) ‘

Match containing AS 65001 either in the middle or at the end.

50



~

® o 0o o 0

S & 0 0 0 0 0 0\

,_b
U
Q)
D
Q

.

® & 0 0 & 0 0 0 0 0

2 & 0 & 5 0 0 % 0 00 e

® S 0 0 0 0 0 0 0 0 0 0 00

2 0 0 5 8 0 0 " 0 0 0 e 00

S 2 & 5 0 0 0 0 0 0000

2 0 0 & % & 0 5 0 0 0 00 0 0 00

@ 0 © 0 0 0 0 0 5 0 0 0 0 0 0 0 0

2 0 0 & & 0 4 2 4 0 0 0 0 0 0 s 0 00

® & & & & 0 0 0 & 5 5 5 0 O 0 0 6 0 0 0

S 0 & & & 0 0 0 5 0 0 0 0 O 0 0 0 0 0 0

2 0 & 0 0 0 5 0 % 0 0 8 0 0 0 00 0

0 0.'9,:90,0:0 © 0.0 .0.90.0. 0 900 0.6 0.0 0

$ 0 0 0 0 0 0 2 0 0 0 0 00 0000

2 0 0 0 0 0 0 0 9 0 0 0 0 0 0 0 0 0 0 0 0 0o

0 0 & 5 0 5 2 2 0 00 Y

® 0 0 0 6 0 0 0 9 0 0 0 0 0 0 0 00 P00 e 0 0\
2 0 9 0 5 0 0 5 0 9 0 0 0 0P e e e 0
® 0 0 0 & 0 0 0 % 0 0 0 0 0 O 8 00N e 00
2 0 0 0 % 0 0 2 5 0 0 0 0 O 88000 e 0 00
® 0 0 9 0 0 5 0 & 0 0 " O O 0 0 " OO 0 0 0 0 00
5 & 0 0 & 0 5 5 4 0 8 O O P S OO0

® 0 & 0 9 0 & 0 5 0 0 0 0 0 8 0 O 0 8 0 0 0 0 0 s 00

o
(D

5 0 0 & 5 & 0 5 5 0 0 0 0 0 0 0 O 8 0 OO 00 0o

® 0 0 & & 0 0 5 0 0 0 OO
2 0 0 8 4 0 5 2 0 0 0 0 0N
® % 0 0 5 0 0 5 5 0 0 0 00 8 e e e e
0 0 0 5 0 0 2 0 0 0 0 0O
® 0 0 2 0 5 0 S 0 0 s NEE e e e
@ 0 0 0 0 0 0 0 9 0 0 0 0 0 0 OO 000N e e 0 e
® 0 0 9 9 0 9 9 9 0 0 0 0 O 0 0 O O O 0 e 0 0 e 00
® & 0 & % & 0 0 5 0 5 0 0 00 0L OO N 00 0

® 0 & 0 0 0 0 0 0 0 0 0 0 0 0 0 0 00

2 0 0 9 0 0 0 5 0 0 0 0 0 0 0 6 0 0 0 OO " S 00000

-

$ 0 & 5 0 5 4 5 5 0 8 0 S 00N

2 S 0 5 0 0 0 5 9 O 5 8 0 0 8 O 8 0000

® 0 0 0 0 0 % 0 5 0 0 0 O 0 O 0 O 0 0 0 0O " 0 0 0 0 0 0 o0

$ 0 0 0 8 0 0 2 5 0 0B

L L R L R L R R D D L R R T D D R R D L R D I D R DR DR T L R L L D N R R R R DL DL R R R D L D DR DR L R D D L L R D L RN I

L L L L R R R L D L R R D D D R DR D DR D D I D R DR D R D N DL R D R R I B R DL R L D IR L R R R R D R D D DL D I D L D RN I

2 0 0 0 9 0 0 ° 5 0 0 9 O 0 % 0 0 O O O O S O O O O O S O 0 O S O O OO O O S OO O O O S O 000 O S OO OO O O B O O 0o

® 0 0 0 9 0 0 5 5 0 0 % 5 S 0 0 O O S O O 9 O O 0 O 0 O S O O S O O S O O 0O O S O OO O O 000 L O O SO O OSSO0 0 e 0 0o

@ 0 0 9 9 9 0 0 0 0 0 0 0 0 9 8 0 0PSSO0 YYD

® 0 0 0 0 0 0 9 0 0 0 0 0 O 0 0 O 0 OO E OO OO0 eSS o

@ 0 0 9 8 0 0 0 2 0 0 8 0 0 00 OSSN

$ 9 0 0 0 0 0 0 5 0 0 0 0 0 0 0 O P PO B SO PN SOOI OSSOSO eSS0 eSS eSS N

L L R R R R R R I R L R R R I R R R N D L R R D R B R R R RN L L R R R R R L R L R R R R L R R D L R D D R L R R R R I I

@ 0 0 0 & 0 0 % 0 0 0 0 0 0 O 0 0 0 0 0 0 0 O 0 0 0 0 O O 0 OO O O 0 O O 0O O S O OO O O 0 O O 00 0 O 0 0 00 0 0 0 0 0 00

2 0 0 & 0 0 0 5 0 0 0 8 0 0 0 0 O OO O LSOO OSSOSO eSS N N

2 0 0 0 0 0 0 9 9 0 0 0 0 0 9 0 S O OO OO 00D LSOO eSS e

® 0 0 0 0 0 0 9 0 0 0 0 0 0 O O O 0 0 O O N O OB OO PO OO O e OO LN OO SNNEeNee

2 0 0 0 0 0 0 5 0 0 0 0 0 00O EOONOOESeS eSS S e

2 0 0 0 9 0 0 9 9 9 0 9 O 0 O O O 0 O OO S O OO OO P OO OO e 00 00 0 0 0 0

2 0 0 9 9 0 0 9 & 0 0 0 O 9 O 0 O O O 9 O O O O O O O O PO O OO O N e 0 0 000

® 0 0 & 0 0 0 0 0 0 5 5 0 O 0 6 0 S 0 O O OB O OO L LN e 0o

$ 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 O SO N OO 0L e

2 0 8 0 4 0 0 0 5 0 0 80NN EESNE

2 0 0 9 5 0 0 8 % 0 8 0SSN

v

® 0 0 0 2 0 S 9 9 0 0 0 0 OO O OO OSSN e

2 0 0 9 9 0 0 0 4 0 5 0 0 0 8 00 0 NS0 e

2 0 0 5 0 0 9 % 0 0 0 O O O 6 O O 0 O O 0 0 0 0 0 0 0 0 0 0

® 0 0 0 & 0 0 0 S 0 8 0 0 O 0 O O O 0 0 0 O O O 0 0 0 0 0 0

2 0 0 0 0 0 0 5 5 5 0 0 0 0 0 0 OSSN e e

2 0 0 5 & 0 0 5 0 0 8 0 0 0SSN e

2 0 0 4 5 0 0 0 0 0 0 8 0 0O e

2 0 0 0 9 0 0 5 5 0 0 0 O 0 0 00O 00 0

® 0 0 & 5 0 0 5 5 0 8 8 O O N S OO0 e e

® 0 0 & 9 0 0 0 0 0 0 5 0 0 0 0 0 0 0 0N O 0 0 0 0t



Reminder on Existing Best Practices

» Ensure sufficient MTU (9K MTU recommended) for VXLAN overhead, especially across WAN.

» |f VSX logical VTEP is used for HA, both switches should use the same “virtual-mac” (router MAC).
The same value than VSX system-MAC can be use for ease of provisioning:

VSX
system-mac 02:00:00:00:01:00

virtual-mac 02:00:00:00:01:00

» For distributed L3 gateway deployments, a unique “virtual-mac” should be used on every VTEP, “Border
VTEP?”, “Border leader VTEP”.

= Manual EVPN route targets must be used as eBGP EVPN is used between fabrics.
Auto EVPN route targets can only be used for IBGP EVPN deployments.
(RT auto option would require to know the calculated auto RT value on remote VTEPs which is very
cumbersome in operations.)

= VSX-sync usage: vsx-sync route-map is useful, as it synchronizes from the VSX primary the aspath-list,
the prefix list, the community list and the route-map configuration (except ip next-hop).
Warning: “set ip next-hop” is not synced from the VSX primary to the VSX secondary (by feature) and
must be manually configured on the VSX secondary with same IP address than on the VSX primary.



Best Practices Summary

» Routes optimization: aggregation, routes filtering.
L2VNI routes removal implication on host entries in VRF routing table.

= Prefer Common RD against Distinct RD
= Existing solution for maintaining EVPN Next-Hop is subject to improvement.
= BGP communities: use both (extended + standard)

= DHCP-relay VRF option:
— Prefer DHCP-sourcing in the DHCP-server VRF
— Rather than route-leaking between tenant VRF and DHCP-server VRF

» |PAM: tenant VRF loopbacks, tenant VRF IP interconnectivity



Global / Local

Global scope

Defined per VRF.

Not all VRFs might require a global scope. Some
network may not have a global scope.

Most of the time, a global scope route-target is defined
on all local-fabric and remote-fabric VTEPS in the scope
of the VRF. Some identified VTEPs may be out of the
global scope, with local scope only.

Define a unique global scope for simplicity.
Multiple global values might be possible to create
groups of fabrics (more complex design).

vrf VRF1

rd 192.168.1.3:1

route-target export 65001:1 evpn
route-target import 65001:1 evpn
route-target export 1l:1 evpn
route-target import 1:1 evpn

| local filter (route-target) per fabric |

| global filter (route-target) common to all fabrics |

vrf VRF2

rd 192.168.1.3:2

route-target export 65001:2 evpn
route-target import 65001:2 evpn
route-target export 1:2 evpn
route-target import 1:2 evpn

| local filter (route-target) per fabric |

| global filter (route-target) common to all fabrics |

Local scope

Defined per VRF

A local scope route-target is defined on every VTEPS of
the local fabric.

Must be set on all local-fabric VTEPSs in the scope of
the VRF

Recommendation: use local scope and global scope for greater filtering flexibility
Example: a route can be populated on all local-fabric VTEPSs but not to other external fabrics




Include all VTEP loopbacks versus VTEP-border loopbacks only

All VTEPs

Easier troubleshooting to be able to:
— ping any VTEP Loopback from any VTEP Loopback
— Traceroute any VTEP Loopback from any VTEP Loopback

IP must be unique across all fabrics: IPAM extra work

Border-VTEPS only

Ping and traceroute can still be performed between
borders but no longer to/from a non-border leaf VTEP.
Less practical for underlay troubleshooting.

Loopback IP addresses for non-border VTEP can
overlap between fabrics: less work for IPAM.



Full routes / Optimized routes

All routes

Granular routes come with associated complexity due
to the volume of routes.

For 10.09.0001: redistribute local-SVI

For 10.09 CPE (supporting SVI_IP = AG_IP): avoid
redistribute local-SVI if possible

VSX Common Route-Distinguisher

Optimized routes (10.09)

Routes aggregation helps optimizing routing tables
(minimize CPU load).

Routes filtering:
— Remove site-transit functionality for EVPN routes

— host routes filter with IP prefix-list (deny of /32)
— host routes filter with L2VNI matching
— No support yet for route-type filtering

VSX Common Route-Distinguisher



Across multiple EVPN fabrics

= For L3 VXLAN multi-fabric:
— Configure the same L3 VNI, VRF and EVPN Route-Targets (global scope) on all VTEPs in the data-plane path

= For L2 VXLAN multi-fabric:
— Configure the same L2 VNI, EVPN Route-Targets (global scope) on all VTEPs in the data-plane path.
— Same VLAN per L2VNI is also recommended for simplicity.



Extended or both (extended + standard)

» Extended is required for EVPN AF.
» Standard might be used in future release for route-engineering.

» Consequently, it is recommended to use “both” as enabler for later support of community based route-
engineering.



Support for multi-fabrics

= AFC can manage multiple isolated fabrics.
» AFC 6.2 can not yet manage Fabrics EVPN interconnectivity.

= Some changes must be processed in addition of AFC workflow per Fabric:
— On all VTEPs: loopback routing (OSPF route-map and cross-redistribution between OSPF and BGP)
— On fabric-borders:
+ eBGP IPv4 AF peering
+ eBGP EVPN AF multi-hop peering
+ split-horizon
* route-map for site-transit removal and support of multi-PODs
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Windows DHCP server :
Option 82 - Sub-option 5 (SVI IP)

Windows Server 2016 or later

Superscope

subnet range

Windows DHCP server does not support VRF (sub-option 151)
= Source IP of DHCP request is the VTEP loopback instead of SVI IP.
= DHCP server will respond with NAK if source is not in the same range as the requested

» Adding the dummy scope with all loopbacks from all VTEPs to the DHCP pool is a way to
inform the DHCP server to treat the request as authorized. (Exclude the loopback range).

https://datatracker.ietf.org/doc/html/rfc3527

https://docs.microsoft.com/en-us/windows-server/networking/technologies/dhcp/dhcp-subnet-options

Time Source Destination Protocol length  Info

1 8.060000 192.168.10.3 16.18.129.38 DHCP 425 DHCP Discover - Transaction ID @&x97e) File Action View Help
2 9.036489 10.10.129.30 192.168.10.3 DHCP 427 DHCP Offer - Transaction ID @x97e

3 8.861311 192.168.18.3 16.18.129.38 DHCP 457 DHCP Request - Transaction ID @x97e; 4@ $| L4

4 0.085564 10.10.129.30 192.168.10.3 DHCP 432 DHCP ACK - Transaction ID @x37e

% DHCP
A i sgll.hpn.local

Start IP Address
192,168,101

Cvwwvyvywvyvwvv[a

Frame 2: 427 bytes on wire (3416 bits), 427 bytes captured (3416 bits) on interface \Device\NPF_{316C8B5F-A3CB-49A1-ABEA-F7287DE469A6}, id @
Ethernet II, Src: HewlettP 82:8b:96 (44:31:92:82:8b:86), Dst: HewlettP 2f:6e:83 (d4:85:64:2f:6e:88)

Internet Protocol Version 4, Src: 192.168.29.50, Dst: 16.1.38.98
Generic Routing Encapsulation (ERSPAN)
Encapsulated Remote Switch Packet ANalysis Type II

Ethernet II, Src: HewlettP_1d:8f:88 (94:f1:28:1d:67:88), Dst: ArubaaHe_da:9a:88 (b8:d4:e7:da:9a:80)
Internet Protocol Version 4, Src: 10.10.129.3@, Dst: 192.168.10.3

User Datagram Protocol, Src Port: 67, Dst Port: 67

Message type: Boot Reply (2)
Hardware type: Ethernet (@x81)
Hardware address length: 6
Hops: @
Transaction ID: @x97e7eefd
Seconds elapsed: @
> Bootp flags: 8x@@00 (Unicast)
Client IP address: 8.8.9.9
Your (client) IP address: 18.1.18.58
Next server IP address: 19.19.129.30
Relay agent IP address: 192.1685.1@.3
Client MAC address: VMware_8e:cf:69 (88:50:56:8e:cf:69)
Client hardware address padding: ©0022000000000002000
Server host name not given
Boot file name not given
Magic cookie: DHCP
» Optien: (53) DHCP Message Type (Offer)
> Optien: (1) Subnet Mask (255.255.255.8)
> Option: (58) Renewal Time Value
> Option: (59) Rebinding Time Value
> Option: (51) IP Address Lease Time
» Option: (54) DHCP Server Identifier (10.1.10.1)
> Option: (3) Router
» Optieon: (6) Domain Name Server
> Option: (15) Domain Name
~
Length: 35
> Option 82 Suboption: (1) Agent Circuit ID

H4on 32 \Winﬂ' 23 W‘fs n
~ Option 82 Suboption: (5) Link selection (14.1.16.1) | |
Length: 4

Link selection: 10.1.18.1
> Option 82 Suboption: (11) Server ID Override (10.1.18.1)
> Option 82 Suboption: (151) VRF name/VPN ID
>

> Option: (255) End

4 Ty IPva
4 [ Superscope vlan10-superscope
[ Scope [10.1.10.0] vlan10
[ﬁ Address Pool
E Address Leases
I [#| Reservations
[, Scope Options
[ Policies
‘A @ Scope [192.168.10.0] loopbac
[ﬁ Address Pool
E Address Leases
I [#| Reservations
[, Scope Options
[ Policies
(23 Server Options
[ Policies
I [#| Filters
b Gh IPvE

[#4192.168.10.1

<l

End IP Address
192.168.10.20
192.168.10.20

Description
Address range for distribution
IP Addresses excluded from distribution

More Actions

Link selection (10.1.10.1) represents the IP of SVI 10 on the DHCP relay VTEP
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https://datatracker.ietf.org/doc/html/rfc3527
https://docs.microsoft.com/en-us/windows-server/networking/technologies/dhcp/dhcp-subnet-options

Windows DHCP server

Option 82 - Sub-option 1 (SVI ID)

= Windows Server 2012 (or later)

» Superscope + Windows DHCP server policy

= Windows DHCP server does not support VRF (sub-option 151)
= Source IP of DHCP request is the VTEP loopback instead of SVI IP.
= DHCP server will respond with NAK if source is not in the same range as the requested
subnet range
=  Adding the dummy scope with all loopbacks from all VTEPs to the DHCP pool is a way to
inform the DHCP server to treat the request as authorized. (Exclude the loopback range).
= Use Agent Circuit ID (= SVI ID). It requires having homogenous SVI ID among DCs...

Z

File Action View Help

DHCP

s nE XE 2 BE

Ma. Time Source Destination Protocol
1 6.000008 192.168.18.3 16.16.129.38 DHCP
2 8.836489 10.16.129.30 192.168.19.3 DHCP
3 8.861311 192.168.160.3 16.16.129.30 DHCP
4 8.885564 19.10.129.30 192.168.18.3 DHCP
<

Length

Info

425 DHCP Discover - T|

427 DHCP Offer

-

457 DHCP Request - T

432 DHCP ACK

-

Hardware type: Ethernet (@x8l)
Hardware address length: &
Hops: @
Transaction ID: @x97e7eefs
Seconds elapsed: @
Bootp flags: @x@@0@ (Unicast)
Client IP address: 8.8.8.@
Your (client) IP address: 18.1.18.58
Next server IP address: 108.18.129.38
Relay agent IP address: 192.168.1@.3
Client MAC address: VMware Be:cf:69 (8@:58:56:8e:ct:69)
Client hardware address padding: @0000000000008000000
Server host name not given
Boot file name not given
Magic cookie: DHCP
Option: (53) DHCP Message Type (Offer)
oOption: (1) Subnet Mask (255.255.255.8)
Option: (58) Renewal Time Value
Option: (59) Rebinding Time Value
Option: (51) IP Address Lease Time
Option: (54) DHCP Server Identifier (1@.1.18.1)
Length: 4
DHCP Server Identifier: 18.1.18.1
v Option: (3) Router
Length: 4
Router: 18.1.18.1
Option: (6) Domain Name Server
Option: (15) Domain Name

v

Evvvwvw

v v

Length: 35
“ Option 82 Suboption: (1) Agent Circuit ID

% DHCP
Fl ﬂ sgllhpn.local
a4 G IPvd
4 | Superscope vlan10-superscope
4[] Scope[10.1.10.0] vlan10
[} Address Pool
|3 Address Leases
I Reservations
[} Scope Options
4] Policies
A :3 Scope [192.168.10.0] leopback
[} Address Pool
[ Address Leases
I Reservations
[} Scope Options
4] Policies
(.3 Server Options
] Policies
I #| Filters

b & IPv6

Policy Name
:Ejvlanwfoptiona?_

Description Processin.,  Level

Address Range
Scope 10.1.10.50 - 10.1.10.59

General | Conditions | IP Address Range | Options | DNS |

An incoming client request must match the following conditions. A client that matches
the conditions will be provided with the settings configured in the policy

Relay Agent Information - A..

Equals 000D000A

State
Enabled

Actions

Palicies
More Actions

vlan1 ion82
More Actions

-

T

Length: 4

—
Agent Circuit ID: @@000080s
# Option 82 Suboption: (2) Agent Remote ID

Agent Circuit ID: 000000A represents the SVI 10 on the DHCP relay VTEP

> Option 82 Suboption: (5) Link selection (10.1.18.1)
> Option 82 Suboption: (11) Server ID Override (18.1.18.1)
> Option 82 Suboption: (151) VRF name/VPN ID
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EVPN VXLAN Multi-Fabric Troubleshooting

— Have a topology diagram with interface, IP and AS# details ready

— Check physical cabling and generate “show tech” when opening a TAC case

— Check underlay network: show LLDP neighbor, ping and traceroute between loopbacks, fix any issues found
— The Overlay network is dependent on a working underlay network

Recommended L3 multi-fabric
troubleshooting flow

Recommended L2 multi-fabric
troubleshooting flow

Same initial steps for
both L3 and L2 multi-
fabric troubleshooting

D e
D T R
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1. Check multi-fabric and EVPN route-maps are correctly
configured

— Refer to config and demo section for L3 and L2 multi-fabric and EVPN route-map sample configs
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— Check that your expected EVPN peers are established
— Within the same AS and to other AS (if expected)

8325-1# show bgp 12vpn evpn sum

VRF

Local AS

default
BGP Summary

Peers

Cfg. Hold Time
Confederation Id

Neighbor
192.
192.
192.
192.
192.
192.

168.
168.
168.
168.
168.
168.

oo W R PR

NPRrEFPLODNRR

Remote-AS MsgRcvd MsgSent

65001
65001
65002
65003
65004
65004

65001

1075
1040
779
949
973
957

BGP Router Identifier 192.168.1.3

Log Neighbor Changes : Yes

Cfg. Keep Alive 60

Up/Down Time State AdminStatus

896 04h:14m:38s Established Up
906 04h:14m:38s Established Up
948 04h:14m:37s Established Up
981 04h:14m:24s Established Up
979 04h:14m:38s Established Up
972 04h:14m:38s Established Up



2. Verify EVPN peers are up between expected VTEPs

— You can also verify VNI/VLAN/VRF mappings between EVPN peers

EVI

832

= EVPN instance

5-2# show evpn evi summary

L2VNI VLAN Status
10010 10 Up
10011 11 Up
10020 20 Up
L3VNI VRE Status
100001 VRF1 Up
100002 VRE?2 Up
EVPN instances : 5

EVPN instances Up : 5

832
VTE

5-2# show evpn vtep-neighbor all-vrfs
P=12 L3VNI MAC

.168.3.1 100001 02:00:00:00:06:
.168.10.5 100001 02:00:00:00:02:
.168.40.1 100002 02:00:00:00:07:
.168.40.1 100001 02:00:00:00:07:
.168.2.8 100002 02:00:00:00:05:
.168.2.8 100001 02:00:00:00:05:
.168.10.5 100002 02:00:00:00:02:

Check on the border-VTEP that non-directly attached VLANs

have L2VNI-VLAN entry in the EVPN configuration,
If these said VLANS must be extended between Fabrics.

Check on all VTEPs that Route-Target values are set as expected,

especially the L2VNI and L3VNI requiring a Global Scope

Up Important verification for L3VNI:
up Check binding between VTEP-IP and router-MAC
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2. Verify EVPN peers are up between expected VTEPS

— Another way to verify EVPN peers with RD/RT/MAC info

8325-2# sh evpn evi detail L3VNI : 100001
L2VNI : 10010 Route Distinguisher : 192.168.1.4:1
Route Distinguisher : 192.168.10.3:10 VRF : VRF1
VLAN : 10 Status : up
Status : up RT Import 1:1, 65001:1
RT Import : 1:10, 65001:10 RT Export : 1:1, 65001:1
RT Export : 1:10, 65001:10 Local Type-5 Routes )
Local MACs : 10 Remote Type-5 Routes 47
Remote MACs : 23 Peer VTEPs 4
Peer VTEPs 3
Peer-VTEP-Address Remote-Routes
Peer-VTEP-Address Remote-MACs | = =  —————-— oo
—————————————————————————————————————————————————————— 192.168.10.5 22
192.168.10.5 8 192.168.2.8 13
192.168.2.8 7 192.168.40.1 9
192.168.40.1 8 192.168.3.1 3
L2VNI : 10011 L3VNI : 100002
Route Distinguisher :192.168.10.3:11 Route Distinguisher : 192.168.1.4:2
VLAN 0 11 VRF : VRF2
Status :up Status : up
RT Import . 1:11, 65001:11 RT Import 1:2, 65001:2
RT Export . 1:11, 65001:11 RT Export : 1:2, 65001:2
Local MACs H) Local Type-5 Routes : 1
Remote MACs 4 Remote Type-5 Routes 14
Peer VTEPs 1 Peer VTEPs 4
Peer-VTEP-Address Remote-MACs Peer-VTEP-Address Remote-Routes
192.168.3.1 4 192.168.10.5 5
192.168.2.8 5
L2VNI : 10020 192.168.40.1 4
Route Distinguisher : 192.168.10.3:20 192.168.3.1 0
VLAN : 20
Status T up
RT Import : 65001:20
RT Export : 65001:20
Local MACs 4
Remote MACs 3 5
Peer VTEPs : 1
Peer-VTEP-Address Remote-MACs

Q 192.168.10.5 5 68



3. Verify VXLAN tunnels are up with expected next hop seen

— VXLAN tunnels should be up for the desired VNIs with expected next hop seen

8325-1# show interface vxlan
Interface vxlanl is up

Admin state is up
Description:

Underlay VRF: default
Destination UDP port: 4789

VTEP source IPv4 address: 192.168.10.3

VNI Routing VLAN
10010 disabled 10
10010 disabled 10
10010 disabled 10
10011 disabled 11
10020 disabled 20
100001 enabled ==
100001 enabled ==
100001 enabled ==
100001 enabled ==
100002 enabled ==
100002 enabled ==
100002 enabled ==

VTEP Peers

.10.5
.40.1
020

.10.5
.40.1

Aggregate Statistics

Decap
8 input packets
4053 broadcast packets
0 drop packets
Encap:

47449 output packets
3839 BUM packets
0 drop packets

1168 bytes
666916 bytes

3929299 bytes
356512 bytes

Check on the border-VTEP that non-directly attached VLANs have L2VNI-VLAN entry
In the VXLAN interface, if these said VLANS must be extended between Fabrics.
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3. Verify VXLAN tunnels are up with expected next hop seen

— With more details

8325-1# show interface vxlan vni vteps 8325-1# sh int vxlan vteps detail
VNI 10010 VLAN 10 Destination : 192.168.2.8
Routing disabled VRF -= Source 192.168.10.3
VNI-Status operational Origin evpn
VTEPS VRF default
===== Status operational
Origin Source Destination VRF VTEP-STATUS Nexthops
evpn 192.168.10.3 192.168.2.8 default operational IP-ADDRESS INTERFACE NEXTHOP-MAC
evpn 192.168.10.3 192.168.10.5 default operational | mmmmm e s
evpn 192.168.10.3 192.168.40.1 default operational 192.168.29. 1/1/51 94:£1:28:1d:0£:00
Destination 192.168.3.1
VNI 10011 VLAN 11 Source 192.168.10.3
Routing disabled VRF -= Origin evpn
VNI-Status operational VRF default
VTEPS Status operational
===== Nexthops
Origin Source Destination VRF VTEP-STATUS ========
—————————————————————————————————————————————————————————————————————— IP-ADDRESS INTERFACE NEXTHOP-MAC
evpn 192.168.10.3 192.168.3.1 default operational @ | = —-—m—m—————m—m—m oo o
192.168.29. 1/1/51 94:£1:28:1d:0£:00
VNI 10020 VLAN 20 Destination 192.168.10.5
Routing disabled VRF -= Source 192.168.10.3
VNI-Status operational Origin evpn
VTEPS VRF default
===== Status operational
Origin Source Destination VRF VTEP-STATUS Nexthops
evpn 192.168.10.3 192.168.10.5 default operational IP-ADDRESS INTERFACE NEXTHOP-MAC
VNI 100001 VLAN == 192.168.19. 1/1/24 88:3a:30:93:bc:00
Routing enabled VREF : VRF1 192.168.19. 1/1/23 88:3a:30:93:ca:40
VNI-Status operational Destination 192.168.40.1
VTEPS Source 192.168.10.3
===== Origin evpn
Origin Source Destination VRF VTEP-STATUS VRF default
—————————————————————————————————————————————————————————————————————— Status operational
evpn 192.168.10.3 192.168.2.8 default operational Nexthops
evpn 192.168.10.3 192.168.3.1 default operational ========
evpn 192.168.10.3 192.168.10.5 default operational IP-ADDRESS INTERFACE NEXTHOP-MAC
evpn 192.168.10.3 192.168.40.1 default operational = | = —mmm—mm— o e
192.168.29. 1/1/51 94:£1:28:1d:0£:00
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4. Verify destination host routes are in VRF routing table

— Applicable to L3 multi-fabric
— /32 host route should be seen with expected next-hop

8325-1# sh ip route vrf VRF1

!snip
VRF: VRF1
Prefix Nexthop Interface VRF (egress) Origin/ Distance/ Age

Type Metric
10.1.10.0/24 = vlanlO = C [0/0] =
10.1.10.1/32 = v1lanl0 = L [0/0] =
10.1.10.6/32 192.168.2.8 = = B/EV [200/0] 05h:00m:35s
10.1.10.13/32 192.168.10.5 = = B/EV [200/0] 00h:05m:22s
10.1.10.15/32 192.168.2.8 = = B/EV [200/0] 05h:00m:35s
10.1.10.18/32 192.168.40.1 = = B/EV [200/0] 00h:02m:30s
10.1.11.0/24 = vlanll = C [0/0] =
10.1.11.1/32 = vlanll = L [0/0] =
10.1.11.17/32 192.168.3.1 = = B/EV [200/0] 00h:00m:34s
10.1.12.0/24 192.168.10.5 = = B/EV [200/0] 05h:00m:36s
10.1.12.1/32 192.168.10.5 = = B/EV [200/0] 05h:00m:36s
10.1.12.14/32 192.168.10.5 = = B/EV [200/0] 00h:05m:19s
10.1.12.16/32 192.168.2.8 = = B/EV [200/0] 05h:00m:35s
192.168.11.3/32 = loopbackl?2 = L [0/0] =
192.168.11.5/32 192.168.10.5 = = B/EV [200/0] 05h:00m:36s
192.168.11.6/32 192.168.10.5 = = B/EV [200/0] 05h:00m:36s
192.168.11.103/32 = loopbackll = L [0/0] =




4. Verify destination host routes are in VRF routing table

— ARP table should also be populated with remote host info if the same VLANSs exist

8325-1# sh arp vrf VRF1

IPv4 Address MAC Port Physical Port State VRF
10.1.10.15 00:50:56:8e:d7:96 vlanlO vxlanl (192.168.2.8) permanent VRF1
10.1.10.6 88:3a:30:9%9a:7a:00 wvlanlO vxlanl (192.168.2.8) permanent VRF1
10.1.11.11 00:50:56:8e:4d:9¢c vlanll lagl reachable VRF1
10.1.10.50 00:50:56:8e:cf:69 wvlanlO lagz reachable VRF1
10.1.10.10 00:50:56:8e:61:91 wvlanlO lagl reachable VRF1
10.1.10.13 00:50:56:86:2d:79 wvlanlO vxlanl (192.168.10.5) permanent VRF1
10.1.11.17 00:50:56:8e:92:44 vlanll vxlanl (192.168.3.1) permanent VRF1
10.1.10.18 00:50:56:8e:4e:88 vlanlO vxlanl (192.168.40.1) permanent VRF1

72



4. Verify destination MAC addresses are learnt

— Applicable to L2 multi-fabric
— Destination MAC address should be seen with expected next-hop

8325-1# sh mac-add
MAC age-time : 300 seconds
Number of MAC addresses : 20

MAC Address VLAN Type Port
b8:d4:e7:da:28:00 10 evpn vxlanl (192.168.10.5)
88:3a:30:%9a:7a:00 10 evpn vxlanl (192.168.2.8)
54:80:28:fc:5c:00 10 dynamic lag256
00:50:56:8e:cf:69 10 dynamic lag?
00:50:56:8e:61:91 10 dynamic lagl
00:50:56:86:2d:79 10 evpn vxlanl (192.168.10.5)
00:50:56:8e:4e:88 10 evpn vxlanl (192.168.40.1)
00:50:56:8e:d7:96 10 evpn vxlanl (192.168.2.8)
54:80:28:£d:£3:00 10 evpn vxlanl (192.168.10.5)
88:3a:30:98:8a:00 10 evpn vxlanl (192.168.40.1)



4. Verify destination EVPN MAC/IP are learnt

8325-2# sh evpn mac-ip

— Another method to verify MACs Flags: Local(L), Remote(R), Sticky bit(s)
are learnt across L2 VNIs EVI  MAC 1P Next-hop Seq-Num  Flags

10010 00:50:56:8e:61:91 10.1.10.10

10010 00:50:56:8e:cf:69 10.1.10.50
10010 00:50:56:8e:cf:69 fe80::f4af:£785:51cb:403c

10010 00:50:56:8e:d7:96 vxlanl (192.168.2.8)

10010 00:50:56:8e:d7:96 10.1.10.15 vxlanl (192.168.2.8)

10010 12:00:00:00:01:00 10.1.10.1 vxlanl (192.168.2.8) 7S
10010 12:00:00:00:01:00 fe80:10:1:10::1 vxlanl(192.168.2.8) ;S
10010 54:80:28:fc:5c:00 10.1.10.1 ;S
10010 54:80:28:fc:5c:00 £d00:10:1:10::1 ;S
10010 54:80:28:fc:5c:00 fe80:10:1:10::1 ;S
10010 54:80:28:fd:£3:00 10.1.10.1 vxlanl (192.168.10.5) 7S
10010 88:3a:30:98:8a:00 10.1.10.1 vxlanl (192.168.40.1) ,S
10010 88:3a:30:98:8a:00 £d00:10:1:10::1 vxlanl (192.168.40.1) 1S
10010 88:3a:30:98:8a:00 fe80:10:1:10::1 vxlanl (192.168.40.1) , S
10010 88:3a:30:9%9a:7a:00 10.1.10.6 vxlanl (192.168.2.8) S
10010 88:3a:30:9%9a:7a:00 £d00:10:1:10::1 vxlanl (192.168.2.8) S
10010 88:3a:30:9%9a:7a:00 fe80:10:1:10::1 vxlanl (192.168.2.8) S
10010 b8:d4:e7:da:28:00 10.1.10.1 vxlanl (192.168.10.5) , S
10010 b8:d4:e7:da:28:00 £d00:10:1:10::1 vxlanl (192.168.10.5) , S
10010 b8:d4:e7:da:28:00 fe80:10:1:10::1 vxlanl (192.168.10.5) S

10011 00:50:56:8e:4d:9c
10011 00:50:56:8e:4d:9c 10.1.11.11

10011 00:50:56:8e:92:44 vxlanl (192.168.3.1)

10011 00:50:56:8e:92:44 10.1.11.17 vxlanl (192.168.3.1)

10011 12:00:00:00:01:00 10.1.11.1 vxlanl (192.168.3.1) ;S

10011 12:00:00:00:01:00 fe80:10:1:11::1 vxlanl (192.168.3.1) ;S

10011 54:80:28:fc:5c:00 10.1.11.1 ;S

10011 54:80:28:fc:5c:00 £fd00:10:1:11::1 ;S

10011 54:80:28:fc:5c:00 fe80:10:1:11::1 S
1 S

10011 Db4:99:ba:54:8b:60 10.1.11.
10020 00:50:56:8e:32:e8

10020 00:50:56:8e:32:e8 10.2.20.20
10020 00:50:56:8e:6b:d8 vxlanl (192.168.10.5)

vxlanl (192.168.3.1)

[l eNeNeNolNeNeNeNec NN NeNo NN lclcNeNeNoNo ool e NoNo oo o ol ol o)
el e e e e B e e e A A I e B B e e e e e s el i e e e

10020 00:50:56:8e:6b:d8 10.2.20.21 vxlanl (192.168.10.5)

10020 12:00:00:00:01:00 10.2.20.1 oS
10020 54:80:28:fc:5c:00 10.2.20.3 ;S
10020 54:80:28:fd:£3:00 10.2.20.5 vxlanl (192.168.10.5) ;S
10020 b8:d4:e7:da:28:00 10.2.20.4 vxlanl (192.168.10.5) ;S

‘::. MACs : 20
Remote MACs : 12




— Ping/traceroute between hosts and verify L2/L3 connectivity across fabrics

roota@y linuxEB:“hﬂmp# iftgnfiﬁ etho
L 1Nk — HWaddr Hﬁ-,m
inet adc J.1.1U. 10 Bcast:10.

root@vlinuxeg8:/home# ping 10.1.10.15
PING 10.1.10.15 (10.1.10.15) 56(84) bytes of data.
64 hytes from 10.1.10.15: 1icmp_req=1 ttl=64 time=2.30

64 hytes from 10.1.10.15: icmp_reqg=2 ttl=64 time=0.601

root@vlinuxeg:/home# ping 10.1.11.11

PING 10.1.11.11 (10.1.11.11) 56(84) bytes of data.
64 hytes from 10.1.11.11: icmp_reg=1 ttl=61 time=2.98 ms
H4 h'tE: from 10.1.11.11: icmp_reg=2 ttl=61 time=0.597 ms

— Mirror traffic and packet capture if required

mirror session 1
enable
destination interface 1/1/40
source interface 1/1/51 both






Agenda

= Qverall set-up

= Brief review of the set-up of a local fabric:
— underlay routing
— overlay set-up
— Reminder on best practices for intra-fabric

= Additional configuration for inter-Fabric communication: without route-map requirements
= Additional configuration for inter-Fabric communication with route-map requirements

= Benefits of route-map usage:
— EVPN Next-hop rewrite
— Site-transit function removal
— Routes aggregation
— Routes filtering
— Path optimization

» Troubleshooting

8360s are used in this demonstration environment,
although not yet supported as border-leader in 10.09
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Demo set-up
Topology + hosts-servers-VMs
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Demo set-up
Control-plane summary
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Demo set-up
Data-plane
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Demo set-up
Tenant VRFs, VLANS, stretched VLANS
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with ROP IP
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Switch configuration
Double-click on .cfg light-blue box
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| DHCP server
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/31

«J

8400-1.fg

Some configuration parts do not reflect entirely operational configuration
for demo/education purpose addressed during troubleshooting section
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For Lab, POC, Documentation

» Must provide Global IP scope: IP unigueness among all sites and all Fabrics:
—For default VRF

—For SERVICES VREF that is used for interconnectivity between switches (VRFF-lite).
This could be required by customer for the “in-bound Management” VRF.

—For each endpoint subnet as they can span across all DC sites.
—No overlapping between VRFs as many customers used VRF for security and not for solving IP space overlapping.

—Associated Transit VLAN-ID should be as much as possible unique as they might be used to interconnect PODs.
(reminder for multiple VRFs, as some platforms do not have sub-interfaces, transit VLANs are a must).

—For all loopbacks, including VRF loopback used for DHCP request source and troubleshooting from VRF.
—Up to 5 DCs, 8 VRFs + default

= Must provide Local IP scope: IP is unique on a given DC, but can be reused in an other DC:

—For underlay interconnection (unlikely but might be used during migration) for VRF1, VRF2, VRF3. Niche but has to
be planned.

—It can be used for local Endpoint, but not so useful in our lab or documentation.

—Associated Transit VLAN-ID can be re-used among DCs as there are no interconnect for those VRFs between sites.
(reminder for multiple VRFs, as some platforms do not have sub-interfaces, transit VLANs are a must).



IPAM Example

IPAM Usage

STefe] o}

IPv4 Range

IPv4 size

Example (1rst)

IPv6 Range

IPVv6 size

Example (1rst)

VSX keepalive Local 192.168.0.0 — 192.168.0.255 /31 192.168.0.2/31 FDO00:192:168:0::0/64 1127 FD00:192:168:0::0/127 2

DC1 - vrf default Loopback0 Global 192.168.1.1 — 192.168.1.255 132 192.168.1.1/32 FD00:192:168:1::0/64 /128 FD00:192:168:1::1/128

DC1 - vrf default Loopbackl Global 192.168.10.1 — 192.168.10.255 132 192.168.10.5/32 FD00:192:168:10::0/64 /128 FD00:192:168:10::1/128

DC1 - vrf VRF1 Loopback11 (VSX anycast DHCP) — Loopback 12 (unicast troublesh.) Global 192.168.11.1 — 192.168.11.255 132 192.168.11.5/32 FD00:192:168:11::0/64 /128 FD00:192:168:11::1/128

DC1 - vrf VRF2 Loopback21 (VSX anycast DHCP) — Loopback 22 (unicast troublesh.) Global 192.168.12.1 — 192.168.12.255 132 192.168.12.5/32 FD00:192:168:12::0/64 /128 FD00:192:168:12::1/128

DC1 - vrf VRF3 Loopback31 (VSX anycast DHCP) — Loopback 32 (unicast troublesh.) Global 192.168.13.1 — 192.168.13.255 132 192.168.13.5/32 FD00:192:168:13::0/64 /128 FD00:192:168:13::1/128

DC1 - vrf default — Interco/transit SVI Global 192.168.19.0 — 192.168.19.255 ROP: /31 or SVI: /29 192.168.19.0/31 FD00:192:168:19::/64 ROP: /127 or SVI: /125 FD00:192:168:19::0/127 1011-1019
DC1 - vrf VRF1 — Interco/transit SVI Locall 192.168.110.0 — 192.168.114.254 ROP: /31 or SVI: /29 192.168.110.0/31 FD00:192:168:110::/64 ROP: /127 or SVI: /125 FD00:192:168:110::0/127 1110-1114
DC1 - vrf VRF2 — Interco/transit SVI Locall 192.168.120.0 — 192.168.124.254 ROP: /31 or SVI: /29 192.168.120.0/31 FD00:192:168:120::/64 ROP: /127 or SVI: /125 FD00:192:168:120::0/127 1120-1124
DC1 - vrf VRF3 — Interco/transit SVI Locall 192.168.130.0 — 192.168.134.254 ROP: /31 or SVI: /29 192.168.130.0/31 FD00:192:168:130::/64 ROP: /127 or SVI: /125 FD00:192:168:130::0/127 1130-1134
DC1 - vrf SERVICES (VRF5) - Interco/transit SVI Global 192.168.210.0 — 192.168.219.254 ROP: /31 or SVI: /29 192.168.210.0/31 FD00:192:168:210::/64 ROP: /127 or SVI: /125 FD00:192:168:210::0/127 1210-1219
DC2 - vrf default Loopback0 Global 192.168.2.1 — 192.168.2.255 132 192.168.2.1/32 FD00:192:168:2::0/64 /128 FD00:192:168:2::1/128

DC2 - vrf default Loopbackl Global 192.168.20.1 — 192.168.20.255 132 192.168.20.5/32 FD00:192:168:20::0/64 /128 FD00:192:168:20::1/128

DC2 - vrf VRF1 Loopback11 (VSX anycast DHCP) — Loopback 12 (unicast troublesh.) Global 192.168.21.1 — 192.168.21.255 132 192.168.21.5/32 FD00:192:168:21::0/64 /128 FD00:192:168:21::1/128

DC2 - vrf VRF2 Loopback21 (VSX anycast DHCP) — Loopback 22 (unicast troublesh.) Global 192.168.22.1 — 192.168.22.255 132 192.168.22.5/32 FD00:192:168:22::0/64 /128 FD00:192:168:22::1/128

DC2 — vrf default — Interco/transit SVI Global 192.168.29.0 — 192.168.29.255 ROP: /31 or SVI: /29 192.168.29.0/31 FD00:192:168:29::/64 ROP: /127 or SVI: /125 FD00:192:168:29::0/127 1021-1029
DC2 — vrf VRF1 — Interco/transit SVI Local2 192.168.110.0 — 192.168.114.254 ROP: /31 or SVI: /29 192.168.110.0/31 FD00:192:168:110::/64 ROP: /127 or SVI: /125 FD00:192:168:110::0/127 1110-1114
DC2 — vrf VRF2 — Interco/transit SVI Local2 192.168.120.0 — 192.168.124.254 ROP: /31 or SVI: /29 192.168.120.0/31 FD00:192:168:120::/64 ROP: /127 or SVI: /125 FD00:192:168:120::0/127 1120-1124
DC2 — vrf SERVICES (VRF5) - Interco/transit SVI Global 192.168.220.0 — 192.168.229.254 ROP: /31 or SVI: /29 192.168.220.0/31 FD00:192:168:220::/64 ROP: /127 or SVI: /125 FDO00:192:168:220::0/127 1220-1229
DC3 - vrf default LoopbackO Global 192.168.3.1 — 192.168.3.255 132 192.168.3.1/32 FDO00:192:168:3::0/64 /128 FDO00:192:168:3::1/128

DC3 - vrf default Loopbackl Global 192.168.30.1 — 192.168.30.255 132 192.168.30.5/32 FDO00:192:168:30::0/64 /128 FDO00:192:168:30::1/128

DC3 - vrf VRF1 Loopback11 (VSX anycast DHCP) — Loopback 12 (unicast troublesh.) Global 192.168.31.1 — 192.168.31.255 132 192.168. S}LEDDMSSH VLAN |D 1000+ 3rd dlglt group |.141.28_

DC3 — vrf default — Interco/transit SVI Global 192.168.39.0 — 192.168.39.255 ROP: /31 or SVI: /29 192.168.31.0/31 FD00:192:168:39:: 1031-1139
DC3 — vrf VRF1 — Interco/transit SVI Local3 192.168.110.0 — 192.168.114.254 ROP: /31 or SVI: /29 192.16/31 FD00:192:168:110::/64 ROP: /127 or SVI: /125 FD00:192:168:110::0/127 11041114
DC3 — vrf VRF2 — Interco/transit SVI Local3 192.168.120.0 — 192.168.124.254 ROP: /31 or SVI: /29 192.168.120.0/31 FD00:192:168:120::/64 ROP: /127 or SVI: /125 FD00:192:168:120::0/127 1120-1124
DC3 — vrf SERVICES (VRF5) - Interco/transit SVI Global 192.168.230.0 — 192.168.239.254 ROP: /31 or SVI: /29 192.168.230.0/31 FDO00:192:168:230::/64 ROP: /127 or SVI: /125 FDO00:192:168:230::0/127 1230-1239
DC - vrf default — endpoint/client/VMs subnet Global 10.0.0.0/16 124 10.0.5.0/24 FD00:10:0:0::/48 /64 FD00:10:0:5::/64 5-9

DC - vrf VRF1 — endpoint/client/VMs subnet Global 10.1.0.0/16 124 10.1.10.0/24 FD00:10:1:0::/48 /64 FD00:10:1:10::/64 10-19

DC - vrf VRF2 — endpoint/client/VMs subnet Global 10.2.0.0/16 124 10.2.20.0/24 FD00:10:2:0::/48 /64 FD00:10:2:20::/64 20-29

DC - vrf VRF3 — endpoint/client/VMs subnet Global 10.3.0.0/16 124 10.3.30.0/24 FD00:10:3:0::/48 /64 FD00:10:3:30::/64 30-39

DC - vrf VRF4 — endpoint/client/VMs subnet Global 10.4.0.0/16 124 10.4.40.0/24 FDO00:10:4:0::/48 /64 FD00:10:4:40::/64 40-49

DC - vrf SERVICES (VRF5) — endpoint/client/\VMs subnet Global 10.5.0.0/16 124 10.5.50.0/24 FD00:10:5:0::/48 /64 FD00:10:5:50::/64 50-59




REMINOER.

Fabricl Spines Configuration

= Underlay ROPs, loopbacks
= OSPF underlay routing
= |BGP Route-Reflectors for EVPN AF



S1 (Spine-1) Configuration
ROPs to Leafs / Loopback

interface 1/1/25

no shutdoun [ L3 Link to BL1-A (8325-1)

mtu 9198

routing

ip mtu 9198

ip address 192.168.19.0/31

ip ospf 1 area 0.0.0.0

no ip ospf passive

ip ospf network point-to-point

ip ospf authentication message-digest

ip ospf message-digest-key 1 md5 ciphertext AQBapUbZyuMyDkoDNOzeQbI8qYOp5vpa77xnpPQEngEKpWjWBQAAAIouj70C
interface 1/1/26

no shutdown .

ntu 9198 L3 Link to BL1-B (8325-2)

routing

ip mtu 9198

ip address 192.168.19.2/31

ip ospf 1 area 0.0.0.0

no ip ospf passive

ip ospf network point-to-point

ip ospf authentication message-digest

ip ospf message-digest-key 1 md5 ciphertext AQBapUbZyuMyDkoDNOzeQbI8qYOp5vpa77xnpPOQEngEKpWjWBQAAAIouj70C
interface 1/1/27

no shutdown L3 Link to L2-A (8325-3)

mtu 9198

routing

ip mtu 9198

ip address 192.168.19.4/31

ip ospf 1 area 0.0.0.0

no ip ospf passive

ip ospf network point-to-point

ip ospf authentication message-digest

ip ospf message-digest-key 1 md5 ciphertext AQBapUbZyuMyDkoDNOzeQbI8qYOp5vpa77xnpPOQEngEkKkpWjWBQAAAIouj70C
interface 1/1/28

S1
6300-5

L0:192.168.1.1

6300-6

L0:192.168.1.2

192.168.19.8/31,

M 192.168.19.4/831 _————— 192.168.19.14/31

P® chuteenm - 192.168.19.0131%/; 0> {65 10 31 <192.168.19.6/31°7
ntu 9198 L3 Link to L2-B (8325-4) o< 7 <"192.168.19.12/31 WS A
routing N

ip mtu 9198 ‘19/2.168.19.10
ip address 192.168.19.6/31 == =, P o
‘ f

ip ospf 1 area 0.0.0.0

[
1 1 1 1
no ip ospf passive -:——’ BL1-A | 11:192.168.10.3 \ BL1-B L2_AI L1:192.168.10.5 \ L2-B
ip ospf network point-to-point H 5 1 1 _ 21 1 _
ip ospf authentication message-digest E Lo: 222312651]3-‘ 1 L803129251628 14 8325 3| 1 L8035
ip ospf message-digest-key 1 md5 ciphertext AQBapUbZyuMyDkoDN0zeQbI8qYOp5vpa77xnpPQEngEkpWjWBQAAATIouj70C : i T '\ /' ’ ' L619216815|\ /' “720.1.12.0/24
: 0 Tk : TTON T o AN ~ T (z0.1.11.0/22)
interface loopback Loopback0 J
ip address 192.168.1.1/32 P : = & B=_p 10.1.10.0/24
H — =|E = = =|E =|E = 10.2.20.0/24
: — E\ — = — | 2| = 10.3.30.0/24
: | | | | | 65001
A




S1 (Spine-1) Configuration
Routing

route-map connected-ospf permit seq 10 T
set tag 1000 tag value defined for

\ local Fabric loopback

router ospf 1
router-id 192.168.1.1
! optional
max-metric router-lsa include-stub on-startup 300 I ()pﬁona|bestpracﬁces I
passive-interface default
I
redistribute local loopback route-map connected-ospf I loopback redist. in OSPF I
area 0.0.0.0

router bgp 65001
bgp router-id 192.168.1.1
! optional
trap-enable - -
bop Log-neighbor-changes | Optional best practices |

bgp fast-external-fallover I Enabled by default l
!

bgp deterministic-med - -
bgp always-compare-med | If used, must be the same in the BGP domain |

!

neighbor leaf peer-group

neighbor leaf remote-as 65001

neighbor leaf description Leaf RR clients I Spines are iBGP RR l

! optional

neighbor leaf password ciphertext
AQBapUbZyuMyDkoDN0zeQbI8qY0Op5vpa77xnpPOEngEKpWjWBQAAAIou] 70C

wealgiiber Leat fall-over Fall-over notification from FIB to BGP |

!

neighbor leaf update-source loopback 0
neighbor 192.168.1.3 peer—-group leaf
neighbor 192.168.1.4 peer—-group leaf
neighbor 192.168.1.5 peer—-group leaf
neighbor 192.168.1.6 peer—-group leaf
address-family 12vpn evpn
neighbor leaf route-reflector-client
neighbor leaf send-community both
neighbor 192.168.1.3 activate
neighbor 192.168.1.4 activate
neighbor 192.168.1.5 activate
neighbor 192.168.1.6 activate
exit-address-family

| IBGP peering between loopbacks |

Extended community is required for
EVPN NLRI (both includes extended)

= Reminder: tag value is carried in OSPF LSA.

Spine-1

S2
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L0:192.168.1.1
D >~
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el Ul
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o< 192.168.19.12/31 JlEELASEN

192.168.19.14/31

192.168.19.10/31

4
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8325-1 ' |[SMPPH G| 183252 8325-31 [P PH <7 1 8325-4
L0:192.168.1.3 | \l/ \l/

j L0:192.168.1.4 | j LO: 18 ”

S 7 L0:192.168.1.5 = -, “_10.1.12.0124
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—_10.1.10.0/24

= = = = = = 10.2.20.0/24
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S2 (Spine-2) Configuration
ROPs to Leafs / Loopback

interface 1/1/25

no shutdoun [ L3 Link to BL1-A (8325-1)

mtu 9198

routing

ip mtu 9198

ip address 192.168.19.8/31

ip ospf 1 area 0.0.0.0

no ip ospf passive

ip ospf network point-to-point

ip ospf authentication message-digest

ip ospf message-digest-key 1 md5 ciphertext AQBapUbZyuMyDkoDNOzeQbI8qYOp5vpa77xnpPQEngEKpWjWBQAAAIouj70C

interface 1/1/26

no shutdown .

ntu 9198 L3 Link to BL1-B (8325-2)

routing

ip mtu 9198

ip address 192.168.19.10/31

ip ospf 1 area 0.0.0.0

no ip ospf passive

ip ospf network point-to-point

ip ospf authentication message-digest

ip ospf message-digest-key 1 md5 ciphertext AQBapUbZyuMyDkoDNOzeQbI8qYOp5vpa77xnpPOQEngEKpWjWBQAAAIouj70C

interface 1/1/27

no shutdown L3 Link to L2-A (8325-3)

mtu 9198

routing

ip mtu 9198

ip address 192.168.19.12/31

ip ospf 1 area 0.0.0.0

no ip ospf passive

ip ospf network point-to-point

ip ospf authentication message-digest

ip ospf message-digest-key 1 md5 ciphertext AQBapUbZyuMyDkoDNOzeQbI8qYOp5vpa77xnpPOQEngEkKkpWjWBQAAAIouj70C
interface 1/1/28

no shutdown

ntu 9198 L3 Link to L2-B (8325-4)

routing

ip mtu 9198

ip address 192.168.19.14/31

ip ospf 1 area 0.0.0.0

no ip ospf passive

ip ospf network point-to-point

ip ospf authentication message-digest

ip ospf message-digest-key 1 md5 ciphertext AQBapUbZyuMyDkoDNOzeQbI8qYOp5vpa77xnpPOEngEkpWjWBQAAATIouj70C

interface loopback 0

ip

Loopback0

address 192.168.1.2/32

U

BL1-A
8325-1

L0:192.168.1.3

s1 [ <100

6300-5 6300-6

L0:192.168.1.1 L0:192.168.1.2
192.168.19.8/.

192.168.19. 431
192.168.19.2/31 192168.19.6/31°

o< 192.168.19.12/31 JlEELASEN

192.168.19.10/31 ~

192.168.19.14/31
192.168.19.0/31

1 BL1-B L2-A, 2B
18325-2  8325-3! 18325-4
— ) - — % LO: 192.168.ié 10216815 — * . ) LO:
SS< |
= B (20110024)
= Z|E = = Z1E =|E = 10.2.20.0/24
E I — S| Z|I[C 2 10.3.30.0124
= = | 65001




S2 (Spine-2) Configuration
Routing

route-map connected-ospf permit seq 10 tag value defined for
set tag 1000

\ local Fabric loopback

router ospf 1
router-id 192.168.1.2
! optional
max-metric router-lsa include-stub on-startup 300 I ()pﬁona|bestpracﬁces I
passive-interface default
I
redistribute local loopback route-map connected-ospf I loopback redist. in OSPF I
area 0.0.0.0

router bgp 65001
bgp router-id 192.168.1.2
! optional
trap-enable . "
bop Log-neighbor-changes | Optional best practices |

bgp fast-external-fallover I Enabled by default l
!

bgp deterministic-med - -
bgp always-compare-med | If used, must be the same in the BGP domain

!

neighbor leaf peer-group

neighbor leaf remote-as 65001

neighbor leaf description Leaf RR clients I Spines are iBGP RR

! optional

neighbor leaf password ciphertext
AQBapUbZyuMyDkoDN0zeQbI8qY0Op5vpa77xnpPOEngEKpWjWBQAAAIou] 70C

neighbor leaf fall-over Fall-over notification from FIB to BGP

!

neighbor leaf update-source loopback 0
neighbor 192.168.1.3 peer—-group leaf
neighbor 192.168.1.4 peer—-group leaf
neighbor 192.168.1.5 peer—-group leaf
neighbor 192.168.1.6 peer—-group leaf
address-family 12vpn evpn
neighbor leaf route-reflector-client
neighbor leaf send-community both
neighbor 192.168.1.3 activate
neighbor 192.168.1.4 activate
neighbor 192.168.1.5 activate
neighbor 192.168.1.6 activate
exit-address-family

| IBGP peering between loopbacks

Extended community is required for
EVPN NLRI (both includes extended)
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REMINOER.

Fabricl Leaves Configuration

VSX [ Servers VSX LAGS

Underlay ROPs, Loopbacks, transit VLAN

VRFs and EVPN

Servers SVis, DHCP

VXLAN Tunnel, VLAN-to-VNI mapping, L3VNI per VRF
OSPF underlay routing

IBGP EVPN AF

IBGP IPv4 AF for Route-Type 5



BL1-A (Leaf-1 VSX primary) Configuration

VSX Configuration / VLANS

vrf KA
!

interface lag 256
vsx-sync vlans
no shutdown
description ISL
no routing
vlan trunk native 1 tag
vlan trunk allowed all
lacp mode active
interface 1/1/41
no shutdown
vrf attach KA
description 8325-2 1/1/41 for keepalive
ip address 192.168.0.0/31
interface 1/1/49
no shutdown
mtu 9198
description VSX ISL link
lag 256
interface 1/1/50
no shutdown
mtu 9198
description VSX ISL link
lag 256

| ISL LAG for VSXISLP |

| Keepalive circuit (optional, alternative: routed KA)

| ISL physical links

VSX
system-mac 02:00:00:00:01:00
inter-switch-link lag 256
role primary
keepalive peer 192.168.0.1 source 192.168.0.0 vrf KA
vsx-sync aaa bgp copp-policy dhcp-relay dns evpn l2-vlan-mac-cfg-mode mclag-interfaces
gos—-global route-map sflow-global snmp ssh stp-global time vsx-global
i
vlan 1019
vsx-sync
vlan 10
vsx-sync
vlan 11 Servers VLANs
vsx-sync
vlan 20
vsx-sync

Follow best practices for system-mac value

| Transit VLAN between VSX nodes for IGP continuity |
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BL1-A (Leaf-1 VSX primary) Configuration
VSX LAGs to Servers

interface lag 1 multi-chassis
no shutdown [ VSX LAG to server
description 2930-3
no routing
vlan trunk native 1
vlan trunk allowed 10-11

lacp mode active - -
hash 1l4-src-dst | Optional L4 hashing

interface lag 2 multi-chassis
no shutdown | VSX LAG to server
description 2930-4
no routing
vlan trunk native 1
vlan trunk allowed 20
lacp mode active

interface 1/1/1 Links to servers
no Shutdown LR R RN
mtu 9000
description Link to 2930-3 (49) - LAG 1 member
lag 1 S1 S2
! 6300-5 6300-6

interface 1/1/2
no shutdown

L0:192.168.1.1 L0:192.168.1.2
192.168.19.8/31,

192.168.19. 431

e 192.168.19.0/31 - el
description Link to 2930-3 (49) - LAG 2 member B 192.168.19.2/31 192.168.19.6/31
lag 2 Leafl'A

1/1/23
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BL1-A (Leaf-1 VSX primary) Configuration

ROPs to Spines / Loopbacks / Transit VLAN

interface 1/1/23

no shutdown

mtu 9198

ip mtu 9198

ip address 192.168.19.1/31

ip ospf 1 area 0.0.0.0

no ip ospf passive

ip ospf network point-to-point

ip ospf authentication message-digest

ip ospf message-digest-key 1 md5 ciphertext
AQBapUbZyuMyDkoDN0zeQbI8qY0Op5vpa77xnpPOEngEKkpWjWBQAAAIouj 70C
!
interface 1/1/24

no shutdown

mtu 9198

ip mtu 9198

ip address 192.168.19.9/31

ip ospf 1 area 0.0.0.0

no ip ospf passive

ip ospf network point-to-point

ip ospf authentication message-digest

ip ospf message-digest-key 1 md5 ciphertext
AQBapUbZyuMyDkoDN0OzeQbI8qY0Op5vpa77xnpPOEngEkpWjWBQAAAIouj 70C
!

L3 Link to S1 (6300-5) |

L3 Link to S2 (6300-6) |

interface loopback 0 | Unique LoopbackO on each node |

description unicast default loopback for control-plane
ip address 192.168.1.3/32

interface loopback 1 | Shared anycast Loopback1 of the VSX logical VTEP pair |

description VSX anycast loopback for VXLAN sourcing in default VRF
ip address 192.168.10.3/32

interface vlan 1019
ip mtu 9198
ip address 192.168.19.200/31
ip ospf 1 area 0.0.0.0
no ip ospf passive | Higher OSPF cost than uplinks |
ip ospf cost 50
ip ospf network point-to-point
ip ospf authentication message-digest
ip ospf message-digest-key 1 md5 ciphertext
AQBapUbZyuMyDkoDN0OzeQbI8qYOp5vpa77xnpPQEngEkpWjWBQAAATouj 70C

| Transit VLAN SVI between VSX nodes for IGP continuity |
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BL1-A (Leaf-1 VSX primary) Configuration

VRFs / EVPN / Distinct VRF RD option

vrf VRFL . RD is unique per VRF for each VTEP
rd 192.168.1.3:1 Recommendation value: [L1:VRF_ID]

route-target export 65001:1 evpn . . . n
route-target import 65001:1 evpn [N thiS demo [LO:VRF_ID] (educative purpose)

vrf VRF2
rd 192.168.1.3:2
route-target export 65001:2 evpn
route-target import 65001:2 evpn

| RT proposal: [AS_number:VRF_ID] I

!

evpn
arp-suppression
nd-suppression

| ARP / ND caching to limit broadcast traffic |

redistribute local-svi

| local-svi is useful for troubleshooting when SVI IP 1= AG IP |

vlan 10 -
7d aute | RD auto is: [VTEP_L1:VLAN_ID] I
route-target export 65001:10 K
route-target import 65001:10 | RT can be set to [AS_number:VLAN_ID]
redistribute host-route |I4osbrouteirﬂecﬂon I

vlan 11
rd auto
route-target export 65001:11
route-target import 65001:11
redistribute host-route

vlan 20
rd auto
route-target export 65001:20 | Warning: RT should not be set to auto
route-target import 65001:20 | - RT auto works only with 2-byte ASN
SERUSERINIIES. MOSE=aebie - RT auto is not suitable for eBGP model

redistribute host-route is used to advertise /32 host routes to remote VTEPs

Example: 10.1.10.10/32 is connected to Leafl-A/Leafl-B
10.1.12.14/32 is connected to Leaf2-A/Leaf2-B

This command is required as the same subnet is spread across multiple VTEPs.
Without host routes, a remote VTEP would not be aware of the correct destination VTEP to send
traffic to.

= Distinct RD per CX switch in VSX cluster

or common RD in the VSX cluster.
Both options were validated.

» Distinct RD offers more granular troubleshooting.

= Common RD is preferred as it optimizes the RIB table

size.
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BL1-A (Leaf-1 VSX primary) Configuration
Endpoint SVIs / DHCP relay

interface vlan 10
vsx-sync active-gateways
vrf attach VRF1
ip mtu 9000
ip address 10.1.10.1/24
active-gateway ip mac 12:00:00:00:01:00
active-gateway ip 10.1.10.1
ipv6 address £d00:10:1:10::1/64
active-gateway ipvé mac 12:00:00:00:01:00
active-gateway ipvé6 £fe80:10:1:10::1
no ipvé nd suppress-ra
ipv6 nd router-preference high
ip helper-address 10.10.129.30 vrf default
|
interface vlan 11
vsx-sync active-gateways
vrf attach VRF1
ip mtu 9000
ip address 10.1.11.1/24
active-gateway ip mac 12:00:00:00:01:00
active-gateway ip 10.1.11.1
ipv6 address £d00:10:1:11::1/64
active-gateway ipvé mac 12:00:00:00:01:00
active-gateway ipvé £fe80:10:1:11::1
no ipvé nd suppress-ra
ipvée nd router-preference high
i
interface vlan 20
vsx-sync active-gateways
vrf attach VRF2
ip mtu 9000
ip addess 10.2.20.2/24
active-gateway ip mac 12:00:00:00:01:00
active-gateway ip 10.2.20.1
i
ip source-interface dhcp relay interface loopbackl
dhcp-relay option 82 source-interface
dhcp-relay option 82 replace

[ SVIIP=AG IP best practice |
|_Follow best practices for AG MAC value |

IPv6 AG must be a link-local address as
this is the default gateway used by
roaming clients.

Overlay DHCP relay with DHCP
server in underlay VRF

SVI IP = AG IP for demo purpose
in VRF2

DHCP relay sourcing from anycast
loopback in default VRF

» Configuration simplification with same IPv4 address for

both SVI and Active Gateway is intended for 10.09
maintenance release. (under validation)

= For IPv6 (under validation):

— same Link-Local-Address for AG IPv6 on all VTEPs

— same Global-Unicast-Address SVI IPv6 on all VTEPs
(and common between VSX primary and secondary)
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BL1-A (Leaf-1 VSX primary) Configuration
Tenant VRF Loopbacks / Tenant VRF Transit VLAN

interface loopback 11| Optional: VSX Anycast IP for DHCP sourcing in the DHCP server tenant VRF | ®  On VSX VTEPS, one additional anycast loopback is recommended

vrf attach VRF1 i
description for sourcing DHCP-relay to DHCP-server located in VRF1l
ip address 192.168.11.103/32

interface loopback 12
vrf attach VRF1
description for troubleshooting in VRF1
ip address 192.168.11.3/32

interface loopback 21
vrf attach VRE2
description for sourcing DHCP-relay to DHCP-server located in VRF2
ip address 192.168.12.103/32

interface loopback 22
vrf attach VRE2
description for troubleshooting in VRF2
ip address 192.168.12.3/32

| Per VRF, unicast IP for troubleshooting |

| Optional: for inter-VRF DHCP-

ip source-interface dhcp relay interface loopbackll vrf VRF1 relay use-case with DHCP server
vlan 1110 in tenant VRF

VSxX-sync T
interface vlan 1110
vrf attach VRF1
description VRF1l transit for loopbacks in VSX
ip mtu 9198
ip address 192.168.110.0/31
ip route 192.168.11.4/32 192.168.110.1 vrf VRF1

Similar config on Leaf-2 VSX secondary

interface loopback 11
vrf attach VRF1
description for sourcing DHCP-relay to DHCP-server located in VRF1
ip address 192.168.11.103/32

interface loopback 12
vrf attach VRF1
description for troubleshooting in VRF1
ip address 192.168.11.4/32

ip source-interface dhcp relay interface loopbackll vrf VRF1
vlan 1110
vsx-sync
interface vlan 1110
vrf attach VRF1
description VRF1 transit for loopbacks in VSX
ip mtu 9198
ip address 192.168.110.1/31
ip route 192.168.11.3/32 192.168.110.0 vrf VRF1

in case of inter-VRF DHCP relay use-case. This anycast source IP
address should be configured in the same VRF than the DHCP
server located in the tenant VRF.

= On all VTEPs, one additional unicast loopback is recommended
per VRF for troubleshooting (ping & traceroute from unicast IP) in
the tenant VRF, as the SVI IP is common on all VTEPs.

= OnVSX VTEPs, one additional transit SVI per VRF is needed for
the reachability of the VSX-peer VRF unicast loopback so that the
troubleshooting return packet can hit the proper VSX node, thanks
to the associated transit VLAN carried over the ISL.
In addition, an associated static route is set-up per VRF for the
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BL1-A (Leaf-1 VSX primary) Configuration

VXLAN interface / Virtual-MAC

interface vxlan 1
source ip 192.168.10.3 | VXLAN tunnel source IP = anycast shared Loopbackl |

vxlan-counters aggregate [ Qptional counters for VXLAN statistics |
no shutdown

vni 10010
vlan 10
vni 10011
vlian 11
vni 10020
vlan 20
vni 100001
vrf VRF1
routing
vni 100002
vrf VRF2
routing

| 1-to-1 VLAN-VNI mapping |

| L3 VNI associated to vrf VRF1 |

| L3 VNI associated to vrf VRF2 I

virtual-mac 02:00:00:00:01:00 | VTEP virtual-MAC for L3VNI functionality |

virtual-mac is required for symmetric IRB Distributed L3 Gateways deployments.

This is used as the Destination Router MAC for L3VNI routing to reach the egress VTEP router.

On VSX logical VTEPs, the same virtual-mac should be used on both nodes of the same
VSX logical VTEP pair.
Different virtual-macs should be used on every VTEP or VSX logical VTEP.

L3VNI is optional. Deployment might not necessary required routing. For instance, L3 overlay
Routing might be done in some cases by a pair of Firewalls (pure L2 EVPN Fabric).

» For single fabric: configure local VLANSs per VTEP

= For multi-fabric: add remote VLANS, non-local to the

border-VTEP, for VLAN extension over multiple fabrics

(Ex: vni 10012 / vlan 12 binding to be added here)
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BL1-A (Leaf-1 VSX primary) Configuration

Routing

ip prefix-list endpoint-VRF1l seq 10 permit 10.1.0.0/16 le 32

ip prefix-list endpoint-VRF2 seq 10 permit 10.2.0.0/16 le 32

ipv6 prefix-list v6-endpoint-VRF1l seq 10 permit £d00:10:1:10::/64 le 128
|l

route-map connected-bgp-VRF1 permit seq 10
match ip address prefix-list endpoint-VRF1

route-map connected-bgp-VRF1 permit seqg 20
match ipv6 address prefix-list vé6-endpoint-VRF1 I Control for route injection I

route-map connected-bgp-VRF2 permit seqg 10
match ip address prefix-list endpoint-VRF2

route-map connected-ospf permit seq 10

set tag 1000 tag value defined for local

! Fabric loopback
router bgp 65001
bgp router-id 192.168.1.3
trap-enable
bgp fast-external-fallover
bgp log-neighbor-changes
bgp deterministic-med [ 1f used, must be the same in the BGP domain |
bgp always-compare-med
neighbor spine-RR peer-group
neighbor spine-RR remote-as 65001
neighbor spine-RR description Spine and RR peer-group
neighbor spine-RR password ciphertext
AQBapUbZyuMyDkoDN0OzeQbI8qYOp5vpa7l7xnpPQEngEkpWjWBQAAATIouj70C

neighbor spine-RR fall-over et

- J Y O PO | Fall-over notification from FIB to BGP |
neighbor 192.168.1.1 peer-group spine-RR . .

neighbor 192.168.1.2 peer-group spine-RR | iBGP peering between loopbacks I
address-family 12vpn evpn

neighbor spine-RR send-community both I P : |
neighbor 192.168.1.1 activate EXtendEd Communlty IS reqUIred
neighbor 192.168.1.2 activate

exit-address-family

vrf VRF1

bgp router-id 192.168.1.3

address-family ipv4 unicast "
redistribute local loopback | Used to populate EVPN Type-5 IP prefix routes |
redistribute connected route-map connected-bgp-VRF1

exit-address-family

address-family ipvé6 unicast
redistribute local loopback
redistribute connected route-map connected-bgp-VRF1

exit-address-family

vrf VRF2
bgp router-id 192.168.1.3
address-family ipv4 unicast
redistribute local loopback
redistribute connected route-map connected-bgp-VRF2
exit-address-family

router ospf 1
router-id 192.168.1.3

max-metric router-lsa include-stub on-startup 300 I best practice for HA during reboot I
passive-interface default

redistribute local loopback route-map connected-ospf I Ioopback redistribution in OSPF |
trap-enable

area 0.0.0.0
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=B

Fabricl Border Configuration

Additional Configuration for intra-site communication (2 Fabrics)

= ROPs, underlay eBGP IPv4 AF and loopbacks routing
= eBGP EVPN AF

= VXLAN Tunnels Bridging




BL1-A (Border-Leader-1 VSX Primary) Configuration
ROPs, underlay eBGP IPv4 AF and loopbacks routing

interface 1/1/51
no shutdown
mtu 9198
description 8400-1 1/3/3
ip mtu 9198
ip address 192.168.29.7/31

[ L3 Link to S3 (8400-1) |

route-map BGP-OSPF deny seq 10
match tag 1000

route-map BGP-OSPF permit seq 20

|l

Control of BGP routes injected to OSPF:
to avoid cross-injection on the border-VTEP

route-map OSPF-BGP permit seq 10 Control of OSPF routes injected to BGP:
match tag 1000

, only local-Fabric loopbacks

router ospf 1
router-id 192.168.1.3
max-metric router-lsa include-stub on-startup 240
passive-interface default
redistribute bgp route-map BGP-OSPF I BGP underlay routes to OSPF underlay I
redistribute local loopback route-map connected-ospf
area 0.0.0.0

1
router bgp 65001
bgp router-id 192.168.1.3

= Only local-AS loopbacks are redistributed from OSPF into
BGP IPv4 AF (in underlay default VRF).

» Local-border-VTEP loopback must be redistributed
directly into BGP IPV4 AF (in underlay default VRF) due to
“route-redistribute active-routes-only”.

= BGP IPv4 underlay routes are injected into OSPF except
the local loopbacks.

= Similar configuration is done on remote Fabrics.
(here Fabric2 as underlay interconnectivity path)

Sit
= neighborilo2fyle B2 SHoRremnotenasSi65002 H feee B | s RN RN N NN RN R N RN N R RN NN E N ENE AN ENE AN NNEAEAENEANNENEAENENEAENEEEAEEEEEEEEEEEEE
neighbor 192.168.29.6 description Fabric2 53 | eBGP for underlay routing between Fabrics |
neighbor 192.168.29.6 password ciphertext
AQBapUbZyuMyDkoDN0OzeQbI8qYOp5vpa7l7xnpPQEngEkpWjWBQAAAIoU]70C 1 m m S2
acklress-tanily ipvi umieasi | Local loopback redistribution as the 6300-5 6300-6
neighbor 192.168.29.6 activate _ s b A _ : - E 2 2 2 -
redistribute local loopback route-redistribute active-routes-only is default L0:192.168.1.1 L0:192.168.1.2
redistribute ospf 1 route-map OSPF-BGP I OSPF Ioopback routes to BGP l S
exit-address-family \ /
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BL1-A (Border-Leader-1 VSX Primary) Configuration
eBGP EVPN AF: next-hop-self, peering with other border-VTEPS

router bgp 65001
bgp router-id 192.168.1.3

neighbor borders peer-group
neighbor borders description eBGP EVPN peering with Fabrics
neighbor borders password ciphertext AQBapUbZyuMyDkoDNO0zeQbI8qYOp5vpa77xnpPQEngEkpWjWBQAAATIouj70C

neighbor borders fall-over —— -
neighbor borders update-source loopback 0 Iocal border VTEP eBGP peermg over
neighbor 192.168.2.8 remote-as 65002 loopbacks (knowns from eBGP IPv4 AF)

neighbor 192.168. peer-group borders

2.8
neighbor 192.168.2.8 description Fabric2 Border2
neighbor 192.168.2.8 ebgp-multihop 10 ebgp-multinop has to be set per neighbor as the

remote-as is not defined in the peer-grou

= Number of intermediate/transit hops shall be adjusted

address-family 12vpn evpn

neighbor spine-RR next-hop-self Next-Hop for eBGP routes is reset to
neighbor spine-RR send-community both Border2 towards Fabric2 RRs

neighbor borders send-community both
neighbor 192.168.2.8 activate
exit-address-family
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BL1-A (Border-Leader-1 VSX Py
NHS outcome: eBGP routes to IBGP soutes

router bgp 65001
bgp router-id 192.168.1.3

neighbor

borders peer-group
neighbor borders description eBGP EVPN peering with Fabrics
neighbor borders password ciphertext AQBapUbZyuMyDkoDNOzeQbI8qYOp5vpa77x EngEkajWBQAAAIouj7OC
neighbor borders fall-over -
neighbor borders update-source loopback 0 Iocal border VTEP£BGP pee”ng over
neighbor 192.168.2.8 remote-as 65002 loopbacks (knowfis from eBGP IPv4 AF) |
neighbor 192.168.2.8 peer-group borders
neighbor 192.168.2.8 description Fabric2 Border2
neighbor 192.168.2.8 ebgp-multihop 10 ebgp-multingg'has to be set per neighbor as the

! remote-as 6 not defined in the peer-group
address-family 12vpn evpn
neighbor spine-RR next-hop-self
neighbor spine-RR send-community both
neighbor borders send-community both
neighbor 192.168.2.8 activate
exit-address-family

Sitel

2
= ©
48 = |8
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a
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6300-1-VSF# sh bgp 12 evpn neighbors 192.168.2.1 routes route-type 5
Status codes: s suppressed, d damped, h history, * valid, > best, = multipath,
i internal, e external S Stale, R Removed, a additional-paths
Origin codes: i - IGP, e - EGP, ? - incomplete
EVPN Route-Type 5 prefix: [5]:[ESI]:[EthTag]: [IPAddrLen]: [IPAddr]
VRF : default
Local Router-ID 192.168.2.5
Network Nexthop Metric LocPrf Weight Path
Route Distinguisher: 192.168.1.5:1 (L3VNI 100001
*>i [5]:[0]:[0]1:[24]:[10.1.10.0] 0 100 0 65001 2
*>i [5]:[0]1:[0]:[24]1:[10.1.12.0] 0 100 0 65001 2
*>i [5]1:[0]:[0]:[32]:[192.168.11.105] 0 100 0 65001 2
*>i [5]1:[0]:[0]:[32]:[192.168.11.5] 0 100 0 65001 2
*>i [5]:[0]:[0]1:[64]:[fd00:10:1:12::] 0 100 0 65001 2
8360-1# sh bgp 12 evpn neighbors 192.168.1.3 routes route-type 5
Status codes: s suppressed, d damped, h history, * valid, > best, = multipath,
| i internal, e external S Stale, R Removed, a additional-paths
Origin codes: i - IGP, e - EGP, ? - incomplete
EVPN Route-Type 5 prefix: [5]:[ESI]:[EthTag]: [IPAddrLen]: [IPAddr]
VRF : default
Local Router-ID 192.168.2.8
‘ Network ‘ Nexthop \ Metric LocPrf Weight Path
Route Distinguisher: 192.168.1.5:1 (L3VNI 100001
*>e [5]:[0]:[0]:[24]1:([10.1.10.0] 0 100 0 65001 2
*>e [5]:[0]1:[0]:[24]:[10.1.12.0] 0 100 0 65001 2
*>e [5]:[0]:[0]:[32]1:[192.168.11.105] 0 100 0 65001 2
*>e [5]:[0]:[0]:[32]1:[192.168.11.5] 0 100 0 65001 2
*>e [5]:[0]:[0]:[64]:[£d00:10:1:12::] 0 100 0 65001 2
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vrf

BL1-A (Border-Leader-1 VSX Primary) Configuration

Global scope for Route-Target for L3VNI

VRF1

rd 192.168.1.3:1

route-target export 65001:1 evpn
route-target import 65001:1 evpn
route-target export 1:1 evpn
route-target import 1:1 evpn

» Recommendation: use local scope and global scope for greater

| local filter (route-target) per fabric | L]

|_gllobal filter (route-target) common to all fabrics |
—

vrf VRF2 u
rd 192.168.1.3:2
route-target export 65001:2 evpn - -
route-target import 65001:2 evpn | local filter (route-target) per fabric | .
route-target export 1:2 evpn - -
route—target igort 1:2 egn | global filter (route-target) common to all fabrics |
|
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flexibility
If only one should be used (for simplicity): use global route-target
Per VRF: not every VRFs might require a global scope

Recommendation to have a unique global scope for simplicity.
Multiple global values could be defined to create groups of sites
with associated higher complexity.

Must be set on all VTEPs in the scope of the VRF
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BL1-A (Border-Leader-1 VSX Primary) Configuration
Global scope for Route-Target for L2VNI (stretched VLAN over multiple fabrics)

evpn
vlan 10
rd auto

route-target export 65001:
route-target import 65001:

route-target export 1:10

route-target import 1:10

redistribute host-route
vlan 11

rd auto

route-target export 65001:
route-target import 65001:

redistribute host-route
vlan 12
rd auto

route-target export 65001:
route-target import 65001:

redistribute host-route
vlan 20
rd auto

route-target export 65001:

route-target import 65001
redistribute host-route

10
10

11
11

12
12

20
20

| local filter (route-target) per fabric |

|_g|obal filter (route-target) common to all fabrics |

S3

8400-1

L0:192.168.2.1

RR

5 =
L0:192.168.2.2 S4

8400-2
V. ®

L0: 192.168.2.2

Only for stretched VLANSs over multiple fabrics

Must be set on the border-VTEP to enable this VLAN to
participate to bridging between the iBGP VTEPs and the
eBGP VTEPs. L2VNI-VLAN mapping must be set in
VXLAN interface as well !

Global scope route-target value must also be set on all
leaves that require to sent/receive L2 traffic on stretched
VLANSs over multiple fabrics
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BL1-A (Border-Leader-1 VSX Primary) Configuration
EVPN VXLAN Tunnels Bridging (adjusting Split-Horizon rule)

evpn
arp-suppression
nd-suppression
redistribute local-svi

" dyn-vxlan-tunnel-bridging-mode ibgp-ebgp Allows VXLAN traffic bridging between
! iBGP VTEPs and eBGP VTEPs

vlan 10

8325-1(config-evpn)# dyn-vxlan-tunnel-bridging-mode ibgp-ebgp
WARNING!! Enabling this command would bridge the traffic between EVPN and STATIC VXLAN tunnels.
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Breaking VXLAN Split-Horizon
Any L2 loop ?

VTEP8
10:192.168.4.3 )} L8
- —| J| 6300-7
<« 10: 192.168.4.3
1/1/50 —

’ it ————————— 4
______ -1/ i ——2/1/3

[VLAN 10| E
vlinux28 65004 E
10.1.10.18 -
............................................................................ e O E R I = o] § (o7}
| &

Answer is: no !
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VXLAN Split-Horizon for L2 traffic
Intra-Fabric, inter-Fabric

» Split-Horizon rule is maintained inside each
VXLAN bridging domain (iBGP / eBGP):

— Split-horizon rule is maintained among intra-fabric
iIBGP tunnels.
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] H| 6300-7
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-
_n

— Split-horizon rule is maintained among inter-fabric ’ e
eBGP tunnels e

3 :
. - - vlinux28 ;
* Split-Horizon rule is bypassed at border-VTEP_—— & 2= 1| oM TSERES e

between intra-fabric IBGP tunnels and inte
eBGP tunnels
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Fabricl Border Configuration

Additional Configuration for inter-site inter-fabric communication
= eBGP EVPN AF




Border-Leader-1A Configuration
EVPN Route-map

ip aspath-list fabric2 seq 10 permit _65002$

ip aspath-list fabric3 seq 10 permit _65003% I Remote Fabrics ASN Site3
ip aspath-list fabric4 seq 10 permit _65004$
!

Border-L r
route-map to-borders permit seq 10 order-Leadel

match aspath-list fabric2 BL4-A VIEP7 _ BL4-B VTEPS8

set ip next-hop 192.168.2.8

route-map to-borders permit seq 20 I route-map method recommended in 10.09 8360-3 ] 1 8360-4 5195168 145 L8
match aspath-list fabric3 1L0:-192:168:4:1 1 | LO: 492-k68wded—pp : .168.14. 6300-7
set ip next-hop 192.168.3.1 1 —> L0: 192 ;68 43
route-map to-borders permit seq 30 | - T

match aspath-list fabric4
set ip next-hop 192.168.40.1

route-map to-borders permit seq 1000 é 10.1.10.0/24
! H [~ = 10.2.22.0/24
. VLAN 10) &= =
router bgp 65001 - = =
bgp router-id 192.168.1.3 3 = 65004

neighbor borders peer-group

neighbor borders description eBGP EVPN peering with Fabrics

neighbor borders password ciphertext AQBapUbZyuMyDkoDNO0zeQbI8qYOp5vpa77xnpPQEngEkpWjWBQAAAIou]70C
neighbor borders fall-over

neighbor borders update-source loopback 0

neighbor 192.168.4.1 remote-as 65004

ebgp-multihop

4
St neighbor 192.168.4.1 peer-group borders

I neighbor 192.168.4.1 description Fabric4 BL-A
I neighbor 192.168.4.1 ebgp-multihop 10 ] EY L T B e e e e e e e e E P LT e EPCT PP ETETTEPEPET PR
: neighbor 192.168.4.2 remote-as 65004 : E
E neighbor 192.168.4.2 peer-group borders H H
E neighbor 192.168.4.2 description Fabric4 BL-B : 1 N S2 i
E neighbor 192.168.4.2 ebgp-multihop 10 3 6300-5 (o 22'?‘8'1'1] 6300-6 E
E address-family 12vpn evpn E Lo:192heb11 \l/ L0: 192.168.1.2 E
] neighbor borders route-map to-borders out | outbound route-map applied to all borders | : ' - 192 168.10.8/31 S :
g neighbor borders send-community both : 192.168.19E31\.// :
3 s00 : 192.168.19.6/31°7 :
E redistribute local loopback r .
E redistribute ospf 1 route-map OSPF-BGP I H E
: exit-address-family - E
: : B VTEP1 o VTEP2 :
: : —~——=— 2 N :
: = - . : : . :
: L3 L0: 192.168.2.5 L0: 192.168.2.7 L4 L0:192.168.2.8 B2 Ml cEGP EVPN TS ,L2-B :
: 6300-1 6300-4 8360-1 t [ebgp-muttinop | & 8325-1 '8325-2 8325-3! '8325-4 :
= I I
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REMINOER.

Fabric2 Spines Configuration

Underlay ROPs, loopbacks

OSPF underlay routing

IBGP Route-Reflectors for EVPN AF

ROPs, underlay eBGP IPv4 AF and loopbacks routing



S3 (Spine-3) Configuration
ROPs to Leafs / Loopback

Sitel
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interface 1/1/13

no shutdown

mtu 9198

routing

ip mtu 9198

ip address 192.168.29.0/31

ip ospf 1 area 0.0.0.0

no ip ospf passive

ip ospf network point-to-point

ip ospf authentication message-digest
ip ospf message-digest-key 1 md5 ciphertext AQBapUbZyuMyDkoDNOzeQbI8qY17dl1U3LitKLwE+4EU4v8nuBQAAABtS5InkM

L3 Link to L3 (6300-1)

interface 1/1/9

no shutdown

mtu 9198

routing

ip mtu 9198

ip address 192.168.29.2/31

ip ospf 1 area 0.0.0.0

no ip ospf passive

ip ospf network point-to-point
ip ospf authentication message-digest

ip ospf message-digest-key 1 md5 ciphertext AQBapUbZyuMyDkoDNOzeQbI8qY17dl1U3LitKLwE+4EU4v8nuBQAAABtS5InkM

L3 Link to L4 (6300-4)

interface 1/10/13

no shutdown

mtu 9198

routing

ip mtu 9198

ip address 192.168.29.4/31

ip ospf 1 area 0.0.0.0

no ip ospf passive

ip ospf network point-to-point

ip ospf authentication message-digest
ip ospf message-digest-key 1 md5 ciphertext AQBapUbZyuMyDkoDNOzeQbI8qY17dl1U3LitKLwE+4EU4v8nuBQAAABt5InkM

L3 Link to B2 (8360-1)

interface 1/3/3

!

interface loopback 0

no shutdown

mtu 9198

routing

ip mtu 9198

ip address 192.168.29.6/31

[ L3 Link to BL1-A (8325-1)

| LoopbackO

ip address 192.168.1.1/32




S3 (Spine-3) Configuration
Routing

Sitel
: [ AR
S3 S4
: 8400-1 8400-2
H L0: 192.168.2.1 L0: 192.168.2.2
: NS—
: X
: L3 B2 —
6300-1 6300-4 8360-1
E L0: 192.168.2.5 T T T L0: 192.168.2.7 L0: 192.168.2.8
. /11 =2/1/1 —_3/1/1
i(10.0100024)
:(10.2.21.0/24 — o E o) E =
i aaoon) = F{Fi
- =| =|

I

route-map connected-ospf permit seq 10
set tag 1000

tag value defined for
local Fabric loopback

1
router ospf 1
router-id 192.168.2.1
! optional
max-metric router-lsa include-stub on-startup 300
passive-interface default
!
redistribute local loopback route-map connected-ospf
area 0.0.0.0

| Optional best practices |

| loopback redist. in OSPF |

i

router bgp 65002
bgp router-id 192.168.2.1
! optional
trap-enable
bgp log-neighbor-changes
!

| Optional best practices |

bgp fast-external-fallover I Enabled by default l

!

bgp deterministic-med

bgp always-compare-med
/

| If used, must be the same in the BGP domain

neighbor leaf peer-group
neighbor leaf remote-as 65002
neighbor leaf description Leaf RR clients I Spines are iBGP RR I
! optional
neighbor leaf password ciphertext

AQBapUbZyuMyDkoDN0OzeQbI8qY17d1U3L1 tKLwE+4EU4vEnuBROAAARET LN
neighbor leaf fall-over Fall-over notification from FIB to BGP

!

neighbor leaf update-source loopback 0
neighbor 192.168.2.5 peer-group leaf
neighbor 192.168.2.7 peer-group leaf
neighbor 192.168.2.8 peer-group leaf
address-family 12vpn evpn
neighbor leaf route-reflector-client
neighbor leaf send-community both
neighbor 192.168.2.5 activate
neighbor 192.168.2.7 activate
neighbor 192.168.2.8 activate
exit-address-family

| IBGP peering between loopbacks

Extended community is required for
EVPN NLRI




interface 1/10/14

route-map OSPF-BGP permit seq 10

router bgp 65002

S3 (Spine-3) Additional Configuration

Underlay ROPs and eBGP IPv4 AF routing

no shutdown l S|te3
mtu 9198 N
(jzs;i:;p;i(;g 8360-3 1/1/31 I H Border-Leader

ip address 192.168.29.30/31
match tag 1000

bgp router-id 192.168.2.1

neighbor 192.168.29.31 remote-as 65004
neighbor 192.168.29.31 description Fabric4 BL4-A
neighbor 192.168.29.31 password ciphertext AQBapUbZyuMyDkoDNOzeQbI8qY17dlU3LitKLwE+4EU4v8nuBQAAABtS51nkM
address-family ipv4 unicast
neighbor 192.168.29.31 activate

redistribute local loopback
redistribute ospf 1 route-map OSPF-BGP
exit-address-family
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S4 (Spine-4) Configuration
ROPs to Leafs / Loopback

Sitel

S3
8400-1 7 8400-2
L0:192.168.2.1 L0: 192.168.2.2

A

———va—
L3
6300-1 6300-4 8360-1

L0:192.168.2.5 L0:192.168.2.7

Ul 2/T1—_3/U1

10.1.12.0/24
10.1.10.0/24

10.2.21.0/24 — = — = — = — =
= ] = ] - ] B
65002 Sl Nl |

interface 1/1/13

no shutdown

mtu 9198

routing

ip mtu 9198

ip address 192.168.29.8/31

ip ospf 1 area 0.0.0.0

no ip ospf passive

ip ospf network point-to-point

ip ospf authentication message-digest
ip ospf message-digest-key 1 md5 ciphertext AQBapUbZyuMyDkoDNOzeQbI8qYOp5vpa77xnpPOEngEkpWjWBQAAAIouj70C

L3 Link to L3 (6300-1)

interface 1/1/9

no shutdown

mtu 9198

routing

ip mtu 9198

ip address 192.168.29.10/31

ip ospf 1 area 0.0.0.0

no ip ospf passive

ip ospf network point-to-point
ip ospf authentication message-digest

ip ospf message-digest-key 1 md5 ciphertext AQBapUbZyuMyDkoDNOzeQbI8qYOp5vpa77xnpPOEngEkpWjWBQAAAIouj70C

L3 Link to L4 (6300-4)

interface 1/10/12

no shutdown

mtu 9198

routing

ip mtu 9198

ip address 192.168.29.12/31

ip ospf 1 area 0.0.0.0

no ip ospf passive

ip ospf network point-to-point

ip ospf authentication message-digest
ip ospf message-digest-key 1 md5 ciphertext AQBapUbZyuMyDkoDNOzeQbI8qYOp5vpa77xnpPOEngEkpWjWBQAAAIouj70C

L3 Link to B2 (8360-1)

interface 1/3/3

!

interface loopback 0

no shutdown

mtu 9198

routing

ip mtu 9198

ip address 192.168.29.14/31

[ L3 Link to BL1-A (8325-1)

| LoopbackO

ip address 192.168.1.1/32




S4 (Spine-4) Configuration
Routing

I

Sitel

s o [

:

: 8400-1 = 8400-2

E L0:192.168.2.1 L0: 192.168.2.2

x

VTEP3

L3 1 B2

6300-1 6300-4 8360-1 :

9 LO: 192.168.2.5 T T T LO: 192.168.2.7 LO: 192.168.2.8 H

. 1/1/1 2 2/1/1 —_3/1/1 E

:(10.2.21.0/24 — o E o) E = :

] = F{Fi :
H o o :

route-map connected-ospf permit seq 10
set tag 1000

tag value defined for
local Fabric loopback

1
router ospf 1
router-id 192.168.2.2
! optional
max-metric router-lsa include-stub on-startup 300

passive-interface default
!

| Optional best practices |

| loopback redist. in OSPF |

redistribute local loopback route-map connected-ospf
area 0.0.0.0

1
router bgp 65002
bgp router-id 192.168.2.2
! optional
trap-enable
bgp log-neighbor-changes
!

| Optional best practices |

bgp fast-external-fallover I Enabled by default l

!

bgp deterministic-med
bgp always-compare-med
!

| If used, must be the same in the BGP domain

neighbor leaf peer-group
neighbor leaf remote-as 65002
neighbor leaf description Leaf RR clients I Spines are iBGP RR I
! optional
neighbor leaf password ciphertext
AQBapUbZyuMyDkoDNOzeQbI8qYOpSvpa77xnpPOEngEkpl JMRQAAAL QLI IOl
neighbor leaf fall-over Fall-over notification from FIB to BGP
!
neighbor leaf update-source loopback 0 IiB(;P peeﬂng benNeenloopbacks
neighbor 192.168.2.5 peer-group leaf
neighbor 192.168.2.7 peer-group leaf
neighbor 192.168.2.8 peer-group leaf
address-family 12vpn evpn
neighbor leaf route-reflector-client
neighbor leaf send-community both
neighbor 192.168.2.5 activate
neighbor 192.168.2.7 activate
neighbor 192.168.2.8 activate
exit-address-family

Extended community is required for
EVPN NLRI




Fabric2 Leaves Configuration

= Summary



L3 (Leaf-3 VSF) Configuration

Servers Connectivity

Sitel
S3
8400-1
3 L0: 192.168.2.1
: p./
: L=
3 27)(28
: 6300-1 e
: LO: 192.168.2. : : .
: 0:192.168.25 \ “UTi___ami—_ann
i(10..10.024)
1(10.2.21.0/24 VM15 VM22

{(104.200724]
65002

i
<
<

mn S

[VLAN 10 VLAN 21 [VLAN 40|

vlinux27 vwin4 vwinl

- 10.1.10.15 10.2.21.22 10.4.40.40
Fabric2 |...........20:5056:86:24:79 00:50:56:8e:60:08 00:00:56:8053:54 1010w aQ28050B0535A L L i iissnusennrensrnnsransrasssnssnnssennsnnns

00:50:56:80:53:54

)
;

Lo 107.16822) o4

8400-2

L0:192.168.2.2

B2
8360-1

L0:192.168.2.8

6300-4

L0:192.168.2.7

vlan 10,21,40

1

interface 1/1/1
no shutdown
description
no routing
vlan access

1

interface 2/1/1
no shutdown
description
no routing
vlan access

1

interface 3/1/1
no shutdown
description
no routing
vlan access

VM15

10

VM22

21

VM40

40

Servers VLANS

Servers
Connectivity

(VMs)




L3 (Leaf-3 VSF) Configuration
ROPs to Spines / Loopback

Sitel
s =)
; S3 S4
: 8400-1 8400-2
H L0: 192.168.2.1 L0: 192.168.2.2
: A
3 =3 n B2
: [27](28]
: 6300-4 8360-1
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. 0:192.168.2.5 1/1/1 —_2/1/1 ——_3/1/1 0:19
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interface 1/1/49

no shutdown

mtu 9198

ip mtu 9198

ip address 192.168.29.1/31

ip ospf 1 area 0.0.0.0

no ip ospf passive

ip ospf network point-to-point

ip ospf authentication message-digest

ip ospf message-digest-key 1 md5 ciphertext
AQBapUbZyuMyDkoDNOzeQbI8qY0pbvpa77xnpPOQEngEkpWjWBQAAAIouj 70C
!
interface 2/1/25

no shutdown

mtu 9198

ip mtu 9198

ip address 192.168.29.9/31

ip ospf 1 area 0.0.0.0

no ip ospf passive

ip ospf network point-to-point

ip ospf authentication message-digest

ip ospf message-digest-key 1 md5 ciphertext
AQBapUbZyuMyDkoDN0OzeQbI8qY0Op5vpa77xnpPQEngEKkpWjWBQAAATIouj 70C
!

L3 Link to S3 (8400-1)

L3 Link to S4 (8400-2)

| Unique LoopbackO for VSF or standalone

interface loopback 0

ip address 192.168.2.5/32
!




L3 (Leaf-3 VSF) Configuration
VRFs / EVPN

Sitel

L0: 192.168.2.1

)
.

S4
8400-2

L0: 192.168.2.2

8400-1

L0:192.168.2.1

192.168.29.14/31

— B2 ¢—i
27z 6300-4 836071

L0:192.168.2.5 L0:192.168.2.7 L0:192.168.2.8

10.1.12.0/24
2(10.1.10.0/24

:(10.2.21.0/24 VM15

E 10.4.40.0/24 ; g
- [VLAN 10 VLAN 21 VLAN 40
65002 vlinux27 vwin4 vubu5

- 10.1.1015  10.2.21.22  10.4.40.40 10.1.12.16
Fabric2 |........... 005056862079 00:50:56:82:6008 00.80.56:60:03:54 | ., 00000 u205056805354, 1 teeemesssssssnnnnnsnnnnssssssnnnnnsnnnnsssnsanest

VM16

[VLAN 12

vrf

vrf

vrf

evpn

VRF1

rd 192.168.2.

route-target
route-target
route-target
route-target
VRF2

rd 192.168.2
route-target
route-target
route-target
route-target
VRF4

rd 192.168.2
route-target
route-target

5gd

export
export
import
import

.5:2

export
export
import
import

.5:4

export
import

arp-suppression
nd-suppression
redistribute local-svi
vlan 10

rd auto

route-target
route-target
route-target
route-target
redistribute

vlan 21
rd auto

route-target
route-target
redistribute

vlan 40
rd auto

route-target
route-target
redistribute

1:1 evpn
65002:1 evpn
1:1 evpn
65002:1 evpn

1:2 evpn
65002:2 evpn
1:2 evpn
65002:2 evpn

65002:4 evpn
65002:4 evpn

export 1:10
export
import 1:10
import
host-route

65002:10

65002:10

export 65002:21
import 65002:21
host-route

export auto
import auto
host-route

Recommendation value: [L1:VRF_ID]
in this demo [I__O:VRF__ID] (educative purpose)

Local RT: 65002:1

+ l

Global RT: 1:1 !VRFl is exported to other Fabrics|

Local RT: 65002:2
+

Global RT: 1:2 |VRF2 is exported to other Fabrics)

Local RT only: 65002:4

VRF4 is not exported out of Fabric2

RD auto is: [VTEP_L1:VLAN_ID]
Local RT: 65002:10

+
Global RT: 1:10 | VLAN10 is extended to other Fabrics |

Local RT only: 65002:21

VLAN21 is not exported out of Fabric2

It is possible to use RT auto for local-only iBGP routes




L3 (Leaf-3 VSF) Configuration

Endpoint SVIs / VRF Loopbacks / DHCP relay

Sitel

: = 18 L7

: S3 (T 10216821 Lo 107.16822) o4

: 8400-1 8400-2

3 L0: 192.168.2.1 L0: 192.168.2.2

: b/

3 =3 n B2

] 27)(28 -

: 2 6300-4 8360-1  :

: L0: 192.168.2.5 L0:192.168.2.7 10:192.168.2.8  *

{(10.1.12.0%24 :

:(10.1.10.0/24 :

i(10.2.21.0124 VM15 VM22 VM40 VM16 :

{oamon) : :

: VLAN 10 VLAN 12) :

: 65002 vlinux27 vwind vwinl vubu5 :

- 1011015  10221.22  10.4.40.40 10.1.12.16 :

Fabric2 |...........20:3056:86:24:79 00:50:56:80:60:08 00:00:56:8053:54 ., 1u1wanaQ2805680535A L L i iissmusnnsrnnsrnnsrnssrnssnnssennsnnnsnnnst

interface vlan 10

vrf attach VRF1

ip mtu 9000

ip address 10.1.10.1/24
active-gateway ip mac 12:00
active-gateway ip 10.1.10.1
ip helper-address 10.10.129

interface vlan 21

vrf attach VREF2

ip mtu 9000

ip address 10.2.21.5/24
active-gateway ip mac 12:00
active-gateway ip 10.2.21.1

interface vlan 40

vrf attach VRF4

ip mtu 9000

ip address 10.4.40.1/24
active-gateway ip mac 12:00
active-gateway ip 10.4.40.1

interface loopback 12

vrf attach VRF1

:00:00:01:00

.30 vrf default

:00:00:01:00

:00:00:01:00

description for troubleshooting in VRF1

ip address 192.168.21.5/32

| IPv4 only (no IPv6 multi-hop support in 10.09) I

| SVIIP = AG IP best practice |

| Follow best practices for AG MAC value |

Overlay DHCP relay with DHCP server
in underlay default VRF

SVI IP 1= AG IP for demo purpose
in VRF2

[ Per VRF, unicast IP for troubleshooting |

ip source-interface dhcp relay interface loopbacko | DHCP relay sourcinﬂ I
dhcp-relay option 82 source-interface
dhcp-relay option 82 replace




L3 (Leaf-3 VSF) Configuration

VXLAN interface / Virtual-MAC

Sitel

6300-1

L0:192.168.2.5

10.1.12.0/24
=(10.1.10.0/24

1(10.2.21.0/24 VM15

E 10.4.40.0/24

- [VLAN 10
65002 vlinux27

Virtual-MAC

02:00:00:00:03:00

10.2.21.22 10.4.40.40

- 10.1.10.15
Fabric2 |............20:3056:86:2d:79 00:50:56:8¢:60:d8 00:50:5

[ )
L0:192.168.2.7

VM16

[VLAN 12

vubus
10.1.12.16
00:50:5.6:80:53:54

6300-4

L0:192.168.2.7

)
.

LO: 19

2.168.2.2

L0: 192.168.2.2

B2 «—

8360-1

L0:192.168.2.8

interface vxlan 1
source ip 192.168.2.5
vxlan-counters aggregate
no shutdown
vni 10010
vlan 10
vni 10021
vlan 21
vni 100001
vrf VRF1
routing
vni 100002
vrf VRF2
routing
vni 100004
vrf VRF4
routing
!

virtual-mac 02:00:00:00:03:00

| VXLAN tunnel source IP = VSF unicast Loopback0 '
| Optional counters for VXLAN statistics i

| 1-to-1 VLAN-VNI mapping |

| L3 VNI associated to VRFs

| VTEP virtual-MAC for L3VNI functionality |




L3 (Leaf-3 VSF) Configuration

Routing

router ospf 1
router-id 192.168.2.5
max-metric router-lsa include-stub on-startup 300
passive-interface default
graceful-restart ignore-lost-interface
trap-enable
redistribute local loopback route-map connected-ospf
area 0.0.0.0

| best practice for HA during reboot |

| loopback redistribution in OSPF |

Sitel

Virtual-MAC
02:00:00:00:03:00

6300-1

L0:192.168.2.5

10.1.12.0/24
10.1.10.0/24

1110.2.21.0/24 VM15 VM22 VM40 VM16
={10.4.40.0/24 = =
H [VLAN 10 VLAN 21 VLAN 40 [VLAN 12
vlinux27 vwin4 vwinl vubu5
10.1.12.16

10.1.10.15 10.2.21.22
R 56:

)

5 =
L0:192.168.2.2

8400-2

L0: 192.168.2.2

B2
8360-1

L0:192.168.2.8

|

—

6300-4

L0:192.168.2.7

ip prefix-list endpoint-VRF1l seq 10 permit 10.1.0.0/16 le 32
ip prefix-list endpoint-VRF2 seq 10 permit 10.2.0.0/16 le 32
ip prefix-list endpoint-VRF4 seq 10 permit 10.4.0.0/16 le 32
!

route-map connected-bgp-VRF1l permit seq 10
match ip address prefix-list endpoint-VRF1
route-map connected-bgp-VRF2 permit seq 10
match ip address prefix-list endpoint-VRF2
route-map connected-bgp-VRF4 permit seqg 10
match ip address prefix-list endpoint-VRF4
!
route-map connected-ospf permit seq 10
set tag 1000
!
router bgp 65002
bgp router-id 192.168.2.5
trap-enable
bgp fast-external-fallover
bgp log-neighbor-changes

| Control for route injection |

tag value defined for local
Fabric loopback

bgp deterministic-med
bgp always-compare-med

| If used, must be the same in the BGP domain

neighbor spine-RR peer-group
neighbor spine-RR remote-as 65002

neighbor spine-RR description Spine and RR peer-group

neighbor spine-RR password ciphertext
AQBapUbZyuMyDkoDN0zeQbI8qgYOp5vpa77xnpPQEnNgEkpWjWBQAAATIOU]

neighbor spine-RR fall-over
neighbor spine-RR update-source loopback 0
neighbor 192.168.2.1 peer-group spine-RR
neighbor 192.168.2.2 peer-group spine-RR
address-family 12vpn evpn

neighbor spine-RR send-community both

neighbor 192.168.2.1 activate

neighbor 192.168.2.2 activate
exit-address-family

vrf VRF1
bgp router-id 192.168.2.5

Fall-over notification from FIB to BGP I

| iBGP peering between loopbacks

| Extended community is required I

address-family ipv4 unicast

| Used to

advertise EVPN Type-5 IP prefix routes |

redistribute local loopback

redistribute connected route-map connected-bgp-VRF1

exit-address-family

vrf VRF2
bgp router-id 192.168.2.5
address-family ipv4 unicast
redistribute local loopback

redistribute connected route-map connected-bgp-VRF2

exit-address-family

vrf VRF4
bgp router-id 192.168.2.5
address-family ipv4 unicast
redistribute local loopback

redistribute connected route-map connected-bgp-VRF4

exit-address-family




Fabric2 Border Configuration

= Summary



B2 (Border-2) Configuration
ROPs to Spines / Loopbacks

» Standalone unit (versus VSX in operation)

= No server/host connection (for demo purpose)

interface 1/1/10
no shutdown L3 Link to S4 (8400-2)

» No SVI configured per VRF (for demo purpose) mtu 9198

description 8400-2 1/10/12

ip mtu 9198

ip address 192.168.29.13/31

ip ospf 1 area 0.0.0.0

no ip ospf passive

ip ospf network point-to-point

ip ospf authentication message-digest

ip ospf message-digest-key 1 md5 ciphertext
AQBapUbZyuMyDkoDNOzeQbI8gY0p5vpa77xnpPQENgEkpWjWBQOAAATIou]70C
|

interface 1/1/13 L3 Link to S3 (8400-1)
no shutdown
- mtu 9198
Sitel description 8400-1 1/10/13
E...""...........""...""...........""."""""""""" . ip mtu 9198
: : ip address 192.168.29.5/31
: s3 : ip ospf 1 area 0.0.0.0
3 : no ip ospf passive
Lo 2?968;% E)489;f§322 ip ospf network point-to-point
: T S 3 ip ospf authentication message-digest
: N : ip ospf message-digest-key 1 md5 ciphertext
: 192.168.29.0/317 192.168.29.2/31, < AQBapUbZyuMyDkoDNOzeQbI8qY0p5vpa77xnpPQENgEkpWjWBQAAATIoU] 70C
: B P VFN : !
§ . interface loopback 0 -
: VTEP3 : ip address 192.168.2.8/32 | Unique LoopbackO for VSF or standalone I
: : !
L3 = : interface loopback 12 | Per VRF, unicast IP for troubleshooting I
. 27)28)H vrf attach VRF1
: .6300_1 ) : description for troubleshooting in VRF1
: L0: 192.168.2.5 L0: 192.168.2.8 3 ip address 192.168.21.8/32
‘(10.112.0/24) : ! " "
ooy : e eapiaet: 22 [ Per VRF, unicast IP for troubleshooting |
:(10.2.21.0/24 VM15 VM22 VM40 VM16 WSS EHEIEEICI WD
E = E B description for troubleshooting in VRF2
g- VLAN 10 VLAN 12 E lp address 192.168.22.8/32
: 65002 viinux27 vwind vubu5 :

- 10.1.1015  10.2.21.22  10.4.40.40 10.1.12.16
Fabric2 |........... 05056862079 00:50:56:82:6008 00.8056:80:03:54 | ...\ 000ewa22E05680535, L1 1teniassssssnnnnnsnnnnssssssssnnnsnnnnnssnssnnnns



B

2 (Border-2) Configuration

VRFs /VLANs / EVPN

= VLAN 10 and VLAN 12 are extended between Fabrics
= Extended VLANs MUST be configured on border-VTEP
even if there is no local ports transporting these extended
VLANS
8360-1# show vlan 10
van wame status Resson Type  Intecfaces
1o wveanto  wp ok 7 static wslam
Sitel
. Shoa
LO: 192.168.-2.1 LO: 192.;68.2.2 g
esooLj G
VM15 VM2§2 VM4§O VM16
65002 e A .
10.1.10.15 10.2.21.22 10.4.40.40 10.1.12.16 ;

00:50:56:86:2d:79 00:50:56:8e:6b:d8 00:50:56:80:53:54

00:50:56:80:53:54

vrf

vrf

vrf

!
vlan
1

evpn

VRF1

rd 192.168.2.

route-target
route-target
route-target
route-target
VRE2

rd 192.168.2.

route-target
route-target
route-target
route-target
VRF4

rd 192.168.2.

route-target
route-target

10,12

5:1

export
export
import
import

5:2

export
export
import
import

5:4
export
import

arp-suppression
nd-suppression

dyn-vxlan-tunnel-bridging-mode ibgp-ebgp | VXLAN tunnels bridging on Fabric border |

vlan 10
rd auto

route-target
route-target
redistribute

vlan 12
rd auto

route-target
route-target

1:1 evpn
65002:1 evpn
1:1 evpn
65002:1 evpn

1:2 evpn
65002:2 evpn
1:2 evpn
65002:2 evpn

65002:4 evpn
65002:4 evpn

export 1:10
import 1:10
host-route

export 1:12
import 1:12

Recommendation value: [L1:VRF_ID]
in this demo [LO:VRF_ID] (educative purpose)

Local RT: 65002:1

+
Global RT: 1:1 |VRFL1is exported to other Fabrics]

Local RT: 65002:2

+

Global RT: 1:2 |VRF2is exported to other Fabrics|
r

Local RT only: 65002:4
VRF4 is not exported out of Fabric2

| Add extended VLANSs in border |

Global RT only: 1:10 (for demo/education purpose)

| VLAN10 is extended to other Fabrics |

Global RT only: 1:12 (for demo/education purpose)

| No host-route redistribution for demo purpose |




B2 (Border-2) Configuration
VXLAN interface / Virtual-MAC

= VLAN 10 and VLAN 12 are extended between Fabrics

= Extended VLANs MUST be configured on border-VTEP

even if there is no local ports transporting these extended
VLANSs

8360-1# show vlan 10

VLAN Name Status Reason Type Interfaces

10 VLAN10 up ok static vxlanl

interface vxlan 1

cemres w197 1GE.2,8 | VXLAN tunnel source IP = standalone unicast Loopback0 |
vxlan-counters aggregate | Optional counters for VXLAN statistics I

no shutdown

. vni 10010
Sitel vlan 10 For VLANs extended between Fabrics
T T E vni 10012 1-to-1 VLAN-VNI mappmg must be added on border-VTEP
d . vlan 12
: m : vni 100001
84OOSi (10 192.168.2.2 ) 251100 5 : vrf VRF1 I NI —od O VRE |
- | - i associlated to S
L0: 192.168.2.1 L0: 192.168.2.2 : vni igggégq
: 192.168.29.14/31 vrf VRFZ
L routing

92.168.20.10/31 \
»
ZBorde

virtual-mac 02:00:00:00:05:00 | VTEP virtual-MAC for L3VNI functionality |

S~
E
L0:192.168.2.8

Virtual-MAC  |60-1
02:00:00:00:05:00}, 95 1682 8

——?

L3
6300-1

L0:192.168.2.5

i(10.L.12.022

i10221.024 VM15 VM2 VM40 VM16
VLAN 10 VLAN 40 VLAN 12
5 65002 vlinux27 vubu5

- 10.1.1015  10.2.21.22  10.4.40.40 10.1.12.16 :
Fabric2 |o.......... R 0 PR o e :



Si

B2 (Border-2) Configuration
Routing

router ospf 1
router-id 192.168.2.8

max-metric router-lsa include-stub on-startup 300 I best praCtice for HA dul’ing reboot I

passive-interface default
graceful-restart ignore-lost-interface

trap-enable

redistribute local loopback route-map connected-ospf I Ioopback redistribution in OSPF I

area 0.0.0.0

tel

)

S3 S4
8400-1 8400-2
L0:192.168.2.1 L0: 192.168.2.2

x

— ~O
P 1/1/49 211125 r
.
6300-1 2z Virtual MAC

02:00:00:00:05:00

L0:192.168.2.5

L0: 192.168.2.

60-1

92.168.2.8

10.1.12.0/24
10.1.10.0/24

10.2.21.0/24 VM15 VM22 VM40 VM16

:(10.4.40.0/24 E E

[VLAN 10 VLAN 21 \VLAN 40) [VLAN 12

65002 vlinux27 vwin4 vwinl vubu5
10.1.10.15 10.2.21.22 10.1.12.16
: 56:

ip prefix-list endpoint-VRF1l seq 10 permit 10.1.0.0/16 le 32
ip prefix-list endpoint-VRF2 seq 10 permit 10.2.0.0/16 le 32
ip prefix-list endpoint-VRF4 seq 10 permit 10.4.0.0/16 le 32
|

route-map connected-bgp-VRF1 permit seqg 10
match ip address prefix-list endpoint-VRF1

route-map connected-bgp-VRF2 permit seq 10 I Control for route injeCtion I
match ip address prefix-list endpoint-VRF2

route-map connected-bgp-VRF4 permit seq 10
match ip address prefix-list endpoint-VRF4

route-map connected-ospf permit seq 10

. set tag 1000 tag value defined for local

1.:outer bgp 65002 Fabric loopback

bgp router-id 192.168.2.8
trap-enable

bgp fast-external-fallover
bgp log-neighbor-changes
bgp deterministic-med [ If used, must be the same in the BGP domain |
bgp always-compare-med

neighbor border-leader peer-group
neighbor border-leader remote-as 65001
neighbor border-leader description Fabricl BorderLeaderl

neighbor border-leader password ciphertext AQBapUbZyuMyDkoDN0zeQbI8gY0pSvpa7Z7/xnpPOEngEkpWiWBOQAAATouj70C

8 Sy
neighbor border-leader fall-over Fall-over notification from FIB to BGP

neighbor border-leader ebgp-multihop 10 ﬂmmm
neighbor border-leader update-source loopback 0 Slele USt#O intermediate 05
IBGP peering between loopbacks

neighbor spine-RR peer-group
neighbor spine-RR remote-as 65002
neighbor spine-RR description Spine and RR peer-group
neighbor spine-RR password ciphertext AQBapUbZyuMyDkoDN0zeQbI8qgYOp5vpa7l7xnpPQEngEkpWjWBQAAATIouj70C
neighbor spine-RR fall-over
neighbor spine-RR update-source loopback 0 I IBGP Eeenng between IOOEbaCkS l
neighbor 192.168.1.3 peer-group border-leader
neighbor 192.168.1.4 peer-group border-leader
neighbor 192.168.2.1 peer-group spine-RR
neighbor 192.168.2.2 peer-group spine-RR
address-family 1l2vpn evpn

neighbor border-leader send-community both I__E_Xtended COmmUﬂIW 1S reQU|red I

neighbor spine-RR next-hop-self

neighbor spine-RR send-community both

neighbor 192.168.1.3 activate

neighbor 192.168.1.4 activate

neighbor 192.168.2.1 activate

neighbor 192.168.2.2 activate
exit-address-family

vrf VRF1
bgp router-id 192.168.2.8
address-family ipv4 unicast n
redlistribnte losal lospback | Used to populate EVPN Type-5 IP prefix routes |
redistribute connected route-map connected-bgp-VRF1
exit-address-family

vrf VRF2
bgp router-id 192.168.2.8
address-family ipv4 unicast
redistribute local loopback
redistribute connected route-map connected-bgp-VRF2
exit-address-family

vrf VRF4
bgp router-id 192.168.2.8
address-family ipv4 unicast




Route-map outcome

= Next-hop rewrite (and associated router MAC)



Next-Hop setting between sites with single-fabric
Example: Fabric4 to Fabricl No need for EVPN route-map

Originated EVPN route from VTEP8 connecting VM18
Received iBGP routes:

8360-3# show bgp 12vpn evpn neighbors 192.168.4.3 routes route-type 2 | inc 10.1.10.18 C~rder-Leader

*>i [2]:[0]:[0]:[00:50:56:8e:4e:88]:[10.1.10.18] 192.168.4.3 0 100 0 H VTEPS
*>i [2]:[0]:[0]:[00:50:56:8e:4e:88]:[10.1.10.18] 192.168.4.3 0 100 0 H BL4-A S BL4-B

8360-3

L0:192.168.4.1

iNHsk >4 L8

. 10:192.168.4.3 ))
: 4= =H Bl 6300-7
D pe—— <« 10: 192.168.4.3

iBGP EVPN

Default iBGP to eBGP routes advertisement (eNHS):
From eBGP peers, border-leader-VTEP7 is seen as the next-hop for routes coming from AS 65004

Advertised eBGP routes: oMy NITTT oo d L T3
8360-3# show bgp 12vpn evpn neighbors 192.168.1.3 advertised-route route-type 2 | include 10.1.10.18 E VM18 VM23 10.1.10.0/24
*>e [2]:[0]:[0]:[00:50:56:8e:4e:88]:([10.1.10.18] 192.168.40.1 0 0 0 65004 2 E = 10.2.22.0/24
*>e [2]:[0]:[0]:[00:50:56:8e:4e:88]:[10.1.10.18] 192.168.40.1 0 0 0 65004 2 = VLAN 10) VLAN 22

E vlinux28 vwins 65004

10.1.10.18 10.2.22.23
B T O I o e ot R - o] f [0}

ebgp-multihop

address-family 12vpn evpn

neighbor spine-RR next-hop-self

RF

Configurable eBGP to iBGP routes advertisement (iNHS): S2
From iBGP peers, border-leader-VTEP1 is seen as the next-hop for all external routes 6300-6

L0:192.168.1.2

Received eBGP routes:

8325-1# sh bgp 12 e nei 192.168.4.1 routes route-type 2 | include 10.1.10.18
* e [2]:[0]:[0]:[00:50:56:8e:4e:88]:[10.1.10.18] 192.168.40.1 0 100 0 65004 2
* e [2]:[0]:[0]:[00:50:56:8e:4e:88]:[10.1.10.18] 192.168.40.1 0 100 0 65004 2

Borde -Leader

8325-1# sh bgp 12 e nei 192.168.4.2 routes route-type 2 | include 10.1.10.18 iINHS ‘
*>e [2]:[0]1:[0]:[00:50:56:8e:4e:88]:[10.1.10.18] 192.168.40.1 0 100 0 65004 2 m ; 7 VTEP2
*>e [2]:[0]:[0]:[00:50:56:8e:4e:88]:[10.1.10.18] 192.168.40.1 0 100 0 65004 2 yr N \ Samene

1L2-B
| 8325-4
LO: 18 8

BL1-A |
8325-1 !
1

L0:192.168.1.3

]
|BL1-B L2-A,
18325-2 8325-3!

j L0:192.168.1.4

Advertised eBGP route to iBGP peers:

8325-1# sh bgp 12 e nei 192.168.1.1 advertised-routes route-type 2 | incl 10.1.10.18

: ! ' 1 0/24
*>i [2]:001:[0]:[00:50:56:8e:4e:881:[10.1.10.18] 192.168.10.3 0 100 0 65004 2 | e~ - o ap— L0:192.168.1.5 « T~ _ =2 p——r

*>1 [2]:[0]:[0]:[00:50:56:8e:4e:88]:[10.1.10.18] 192.168.10.3 0 100 0 65004 2 10.1.11.0/24
10.1.10.0/24
VM10 VM11 VM12 VM20 VM13 VM14 vM21 VM30 [10.2.20.0/24
E E E §| 10.3.30.0/24

VLAN 10] VLAN 11] VLAN 10 VLAN 20 VLAN 10| VLAN 12| \VLAN 20 6500

— — —_—
vubu2 vubu4 vwwin2 vubu3 vlinux27 vlinux5 vubu6
10.1.10.10  10.1.11.11  10.1.10.12  10.2.20.20 1011013 10.1.12.14  10.2.20.21 -

=
o
[N

8e: 50 : . ab




with Router MAC rewrite (for L3VNI routing)
Example: Fabric4 to Fabricl No CLI command needed

Originated EVPN route from VTEP8 connecting VM18
Received iBGP routes:

" ~rder-Leader

BL4-A

8360-3# sh bgp 12 e 192.168.4.3:10-[2]:[0]:[0]:[00:50:56:8e:4e:88]:[10.1.10.18] | inc Ext-Communities
Ext-Communities : RT: 1:1 RT: 1:10 RT: 65004:1 RT: 65004:10 Router MAC: 02:00:00:00:08:00
Ext-Communities : RT: 1:1 RT: 1:10 RT: 65004:1 RT: 65004:10 Router MAC: 02:00:00:00:08:00

BL4-B

\

: 8360-3 | NHS .| L8
: 10:192.168.41 1 0246842 > el 6300-7 :
: 1 — Virtual-MAC L0 195 168.4.3 :
H 1 .00-00-00-N_- :192.168.4. H
H i 02:00:00:00:08:00 :
: | iBGP EVPN :
E -1 i —— 2/1/3 g
Default iBGP to eBGP routes advertisement (eNHS): : vMm18 VM23 10.1.10.0724)¢
From eBGP peers, border-leader-VTEP7 is seen as the next-hop for routes coming from AS 65004 : = 10.2:22.0/24];
: [VLAN 10] [VLAN 27] :
8325-1# sh bgp 12 e 192.168.4.3:10-[2]:[0]:[0]:[00:50:56:8e:4e:88]:[10.1.10.18] e = 65004 R
vlinux28 vwin5 :
10.1.10.18 10.2.22.23

VRF : default

BGP Local AS 65001 BGP Router-id 192.168.1.3 bl bbb

Network : 192.168.4.3:10-[2]:[0]:(0]:[00:50:56:8e:4e:88]:[10.1.10.18] Configurable eBGP to iBGP routes advertisement (iNHS):

plesahee : 192.168.40.1 ‘ From iBGP peers, border-leader-VTEP1 is seen as the next-hop for all external routes

vni : 10010 vni_type : L2VNI q q

Peer : 192.168.4.1 Origin : incomplete Received iBGP route:

Metri : 0 L 1 Pref : 100

W;;;i i cZii L;ial - . 100 # sh bgp 12 e 192.168.4.3:10-[2]:[0]:[0]:[00:50:56:8e:4e:88]:[10.1.10.18] | inc Ext-Communities

S 5 Siem Falid i unities  : RT: 1:1 RT: 1:10 RT: 65004:1 RT: 65004:10 Router MAC: 02:00:00:00:01:00

Type ; SdeEmaill Stale ; No LELLEELELEEEEEEY) Mnities 8 g ig : 1:10 RT: 65004:1 RT: 65004:10 Router MAC: 02:00:00:00:01:00

Originator ID . 0.0.0.0 i 1:10 RT: 65004:1 RT: 65004:10 Router MAC: 02:00:00:00:01:00
o 1:10 RT: 65004:1 RT: 65004:10 Router MAC: 02:00:00:00:01:00

Aggregator ID
Aggregator AS
Atomic Aggregate

S2
6300-6

L0:192.168.1.2

%
v

AS-Path 1 65004

Cluster List

Communities 8

Ext-Communities : RT: 1:1 RT: 1:10 RT: 65004:1 RT: 65004:10 Router MAC: 02:00:00:00:07:00 iBGP EVPN

Network : 192.168.4.3:10-[2]:[0]:[0]:[00:50:56:8e:4e:88]:[10.1.10.18] VTEP2
Nexthop : 192.168.40.1 _- -

vni : 100001 vni_type : L3VNI II 1 N ‘I

e | peeteea = e [ el |iBL1B  L2-A, |L2-8
Weight : 0 calc. Local Pref : 100 8325-1 : Virtual-MAC :8325-2 8325-3: :8325-4
Best : Yes Valid : Yes L0:192.168.1.3 | 02:00:00:00:01:00 , L0:192.168.1.4 | Lo:

Type : external Stale : No

Originator ID ¢ 0.0.0.0 . EEE DT >/

TN | (10.1.11.0/24]
10.1.10.0/24

VM10 VM11 VM12 VM20 VM13 VM14 vM21 VM30 [10.2.20.0/24
E = E 10.3.30.0/24

Aggregator ID
Aggregator AS
Atomic Aggregate

!
~ 7 LO: 192.168.1.5 « P 1 12.0/24

AS-Path ;65004 =
VLAN 10 VLAN 11 VLAN 10 VLAN 20 VLAN 10 VLAN 12 VLAN 20 65001
. | —
CluSteF PlSt vubu2 vubu4 vwwin2 vubu3 vlinux27 vlinuxs vubué
Communities : 10.1.10.10  10.1.11.11  10.1.10.12  10.2.20.20 10.1.10.13 10.1.12.14  10.2.20.21
Ext-Communities  : RT: 1:1 RT: 1:10 RT: 65004:1 RT: 65004:10 Router MAC: 02:00:00:00:07:00 50 2d 50 abricl




Next-Hop setting between Fabrics of same site
Example: Fabricl to Fabric2 No need for EVPN route-map |

8325-1# show bgp 1l2vpn evpn nei 192.168.1.1 routes route-type 2 | incl 10.1.12.14
*>i [2]:[0]:[0]1:[00:50:56:80:53:54]:[10.1.12.14] 192.168.10.5 0 100 0 ?
*>i [2]:[0]:[0]:[00:50:56:80:53:54]:[10.1.12.14] 192.168.10.5 0 100 0 ?

Default iBGP to eBGP routes advertisement (eNHS):
From eBGP peers, border-leader-VTEP7 is seen as the next-hop for routes coming from AS 65004
8325-1# show bgp 12vpn evpn neighbors 192.168.2.8 advertised-routes route-type 2 | inc 10.1.12.14

*>e [2]:[0]:[0]:[00:50:56:80:53:54]:[10.1.12.14] 192.168.10.3 0 0 0 65001 2
*>e [2]:[0]:[0]:[00:50:56:80:53:54]:[10.1.12.14] 192.168.10.3 0 0 0 65001 2

Received eBGP route:

/4
8360-1# show bgp 12vpn evpn neighbors 192.168.1.3 routes route-type 2 | include 10.1.12.14 “t‘
*>e [2]:[0]:[0]:[00:50:56:80:53:54]:[10.1.12.14] 192.168.10.3 0 100 0 65001 2 /‘
*>e [2]:[0]:[0]:[00:50:56:80:53:54]:[10.1.12.14] 192.168.10.3 0 100 0 65001 2 ‘x“
/
/
y

Sitel

S3 S4 S1 S2
8400-1 <_¢_> 8400-2 6300-5 <_¢ 6300-6

L0:192.168.2.1 L0:192.168.2.2 L0:192.1§8.1.1 L0:192.168.1.2

iBGP EVPN =~ .
<~ ‘q BGP EVPN
B¢ rder-Leader \\ l

v

]
1
<
/’—|
=
)
N

L3 | 0 19216825 4 L0: 19268.2.5 B2 SBGP EVPN 'L2-B
6300-1| ||| e 6300-4 \I/ 83 18325-2  8325-3] 18325-4

L0:192.168.2.5 L0:192.168.2.7 j L0:192.168.1.4

[}
L0:192.168.1.5 «

j LO: 18 -
p 10.1.12.0/24
e e o100
10.1.10.0/24

1/1/1 —_2/1/1 —_3/1/1
— S —
— E— —

10.1.12.0/24
10.1.10.0/24

10.2.21.0/24 VM22 VM40 VM16 : VM10 VM11 VM12 VM20 VM13 VM14 VM30 [10.2.20.0/24
E F E E : - E E E g g E Z| 10330024
VAN 40 VAN ([EALD
65002 wind_ vinoe Vubi ] iz b Vinwa?  in it ©°001
10.1.10. 10.2.21.22  10.4.40.40 10.1.12.16 10.1.10.10  10.1.1111  10.1.10.12  10.2.20.20 10.1.10.13  10.1.12.14  10.2.20.21
8 B 580535 gbricd




with Router MAC rewrite (for L3VNI routing)
Example: Fabricl to Fabric2 No CLI command |

8325-1# show bgp 12vpn evpn 192.168.10.5:12-[2]:[0]:[0]:[00:50:56:80:53:54]:[10.1.12.14] | inc Ext-Communities

Ext-Communities : RT: 1:1 RT: 65001:1 RT: 65001:12 Router MAC: 02:00:00:00:02:00
Ext-Communities : RT: 1:1 RT: 65001:1 RT: 65001:12 Router MAC: 02:00:00:00:02:00
Ext-Communities : RT: 1:1 RT: 65001:1 RT: 65001:12 Router MAC: 02:00:00:00:02:00
Ext-Communities : RT: 1:1 RT: 65001:1 RT: 65001:12 Router MAC: 02:00:00:00:02:00

Received eBGP routes:

8360-1# show bgp l1l2vpn evpn 192.168.10.5:12-[2]:[0]:[0]:[00:50:56:80:53:54]1:[10.1.12.14] | inc Ext-Communities y
Ext-Communities : RT: 1:1 RT: 65001:1 RT: 65001:12 Router MAC: 02:00:00:00:01:00 /i
Ext-Communities : RT: 1:1 RT: 65001:1 RT: 65001:12 Router MAC: 02:00:00:00:01:00 /]
Ext-Communities : RT: 1:1 RT: 65001:1 RT: 65001:12 Router MAC: 02:00:00:00:01:00 /]
Ext-Communities : RT: 1:1 RT: 65001:1 RT: 65001:12 Router MAC: 02:00:00:00:01:00 A

Sitel

Si1
6300-5

L0:192.168.1.1

S4
8400-2

L0:192.168.2.2

S2
6300-6

L0:192.168.1.2

S3
8400-1 <_¢_>

L0:192.168.2.1

=Xl @A iBGP EVPN

Border-Leade

m

\

C - : !
3 1
L3 | fo 216825 =1 4 01921632 ¢BGP EVPN I W0 |1BLL-B L2-A | = 2 |iL2-B
6300-1 Virtual-MAC 6300-4 Virtual-MAC  |0-1 ebgp-multinop) & Virtual-MAC :8325-2 8325-3: Virtual-MAC :8325-4

L0:192.168.2.5 02:00:00:00:03:00 \l., L0: 192.168.2.7 (02:00:00:00:05:00 ¥ : 02:00:00:00:01:00 | L0:192.168.1.4 i 02:00:00:00:02:00 | Lo:
_l——l— : : fennsl aul S —__ T —_/ L0:192.168.15 « ) _ o (10.1.12.0/24]
— — E— E— : E
: :
10.2.21.0/24 VM22 VM40 : : VM10 VM1l VM12 VM20 VM13 VM14 VM21 VM30 [10.2.20.0/24
{(10.4.40.024) £ £ : 3 E - z E z E £ E Z| 10330024

- : 3 VLAN 11| VLAN 12 65001

— - e — | — — e | | — — | —1|
65002 vwin4 vlinux? vubu5 : . vubu2 vubu4 vwwin2 vubu3 vlinux27 vlinuxs vubué
10.2.21.22  10.4.40.40 10.1.12.16 : 10.1.10.10  10.1.1111  10.1.10.12  10.2.20.20 1011013  10.1.12.14  10.2.20.21 -

Fabric2 56 50 20799050 seerabricl




Next-Hop setting between sites with multiple fa

Example: Fabric2 to Fabric4

Originated EVPN route from VTEP8 connecting VM18
Received iBGP routes:

8360-3# show bgp 12vpn evpn neighbors 192.168.4.3 routes route-type 2 | inc 10.1.10.18

*>i [2]:[0]:[0]:[00:50:56:8e:4e:88]:[10.1.10.18] 192.168.4.3 0 100 0 ?

*>i [2]:[0]:[0]:[00:50:56:8e:4e:88]:[10.1.10.18] 192.168.4.3 0 100 0 ?
8360-3# show bgp 12vpn evpn neighbors 192.168.1.3 advertised-route route-type 2 | include 10.1.10.18

*>e [2]:[0]:[0]:[00:50:56:8e:4e:88]:[10.1.10.18] 192.168.40.1 0 0 0 65004 2
*>e [2]:[0]:[0]:[00:50:56:8e:4e:88]:[10.1.10.18] 192.168.40.1 0 0 0 65004 2
8325-1# show bgp 12vpn evpn nei 192.168.4.2 routes route-type 2 | include 10.1.10.18

*>e [2]:[0]:[0]:[00:50:56:8e:4e:88]:[10.1.10.18] 192.168.40.1 0 100 0 65004 7
*>e [2]:[0]:[0]:[00:50:56:8e:4e:88]:[10.1.10.18] 192.168.40.1 0 100 0 65004 7
8325-1# show bgp 12vpn evpn nei 192.168.1.1 advertised-routes route-type 2 | incl 10.1.10.18

*>1 [2]:[0]:[0]:[00:50:56:8e:4€:88]:[10.1.10.18] 192.168.10.3 0 100 0 65004 7
*>1 [2]:[0]:[0]:[00:50:56:8e:4e:88]:[10.1.10.18] 192.168.10.3 0 100 0 65004 7

EVPN route-map with as-path match condition and set ip next-hop action
For EVPN routes originated from AS65004, reset next-hop IP to IP of border-leader-VTEP7

S|tel 8325-1# show bgp 1l2vpn evpn neighbors 192.168.2.8 advertised-routes route-type 2 | inc 10.1.10.18
*>e [2]:[0]:[0]:[00:50:56:8e:4e:88]:[10.1.10.18] 192.168.40.1 0 0 0
SERERRERT 4>e [2]:[0]:[0]:[00:50:56:8e:4e:88]:[10.1.10.18] 192.168.40.1 0 0 0

65001
65001

65004 2
65004 2

S3
8400-1

L0:192.168.2.1

S4
8400-2

L0:192.168.2.2

>

<—D§—a> 0
iBGP EVPN ‘\'
,/\&”\\ NS

Border

%
{ 1

Z

L3
6300-1

- )
(L0:192.16827 )| 4
6300-4

L0:192.168.2.5 L0:192.168.2.7

L0: 192.168.2.5
(<1 7T
e_
1/1/1 2/1/1 —_3/1/1

| S E— —
I — E— —
Configurable eBGP to iBGP routes advertisement (iNHS):
From iBGP peers, border-VTEPS is seen as the next-hop for all external routes
Received eBGP routes:

include 10.1.10.18

8360-1# show bgp 12vpn evpn neighbors 192.168.2.1 advertised-routes route-type 2 |
[ *>1 [2]:[0]:[0]:[00:50:56:8e:4e:88]:[10.1.10.18] 192.168.2.8 0 100 0
*>1 [2]:[0]:[0]:[00:50:56:8e:4e:88]:[10.1.10.18] 192.168.2.8 0 100 0

s P2\ BL1-A

65001 65003 65004 2
65001 65003 65004 2

ebgp-multihop

DriCS

EVPN route-map is needed

Ite

C~rder-Leader

BL4-A ——--. BL4-B
8360-3 | ¥ 4 L8
l0 19216841 | - 'NH'S g = g 6300-7
— l « g L0: 192.168.4.3

‘& ] iBGP EVPN
-=7 171/ —— 2/ 1/3

10.1.10.0/24

VM18 VM23
: 10.2.22.0/24
[VCAN 10 VLAN 22)
viinux28
10.1.10.18

00:50:56:8e:4e:88
EesnsmsssnnRn

S2
6300-6

L0:192.168.1.2

Border-Leader A

P

r
1 1 1
,BL1-B L2-A, L2-B
'8325-2 8325-3; 18325-4
) L0:192.168.1.4 \ | Lo:
__________ = L0:192.168.15 « ==t = N————rt, 10.1.12.0/24
10.1.11.0/24
10.1.10.0/24
VM10 VM1l VM12 VM20 VM13 VM14 VM30 [10.2.20.0/24
E E §| 10.3.30.0/24
VLAN 11 [VCAN 10 6500
— | —]
vubu2 vubu4 vwwin2 vubu3 vlinux27 vlinux5 vubu6
10.1.10.10 1011111 1011012  10.2.20.20 10.1.10.13 10.1.12.14  10.2.20.21 -
g 2 Lieeabricl




with Router MAC rewrite (for L3VNI routing)
Example: Fabric2 to Fabric4

Originated EVPN route from VTEP8 connecting VM18

Received iBGP routes:

Site

corder-Leader

No CLI command

.
8360-3# show bgp 12pvn evpn 192.168.4.3:10-[2]:[0]:[0]:[00:50:56:8e:4:88]:[10.1.10.18] | inc Ext-Communities :
Ext-Communities : RT: 1:1 RT: 1:10 RT: 65004:1 RT: 65004:10 Router MAC: 02:00:00:00:08:00 E w
Ext-Communities : RT: 1:1 RT: 1:10 RT: 65004:1 RT: 65004:10 Router MAC: 02:00:00:00:08:00 e - -
E BL4-A m,__ ______\BL4B
: 8360-3 | — iNHsk >4
8325-1# show bgp l2vpn evpn 192.168.4.3:10-[2]:[0]:[0]:[00:50:56:8e:4e:88]:[10.1.10.18] | inc Ext-Communities 10:192.168.4.1 | | ey j LO:
Ext-Communities  : RT: 1:1 RT: 1:10 RT: 65004:1 RT: 65004:10 Router MAC: 02:00:00:00:07:00 Virtual-MAC |8 G IR —
Ext-Communities  : RT: 1:1 RT: 1:10 RT: 65004:1 RT: 65004:10 Router MAC: 02:00:00:00:07:00 02:00:00:00:07:00 . iBGP EVPN
Ext-Communities : RT: 1:1 RT: 1:10 RT: 65004:1 RT: 65004:10 Router MAC: 02:00:00:00:07:00 —
Ext-Communities : RT: 1:1 RT: 1:10 RT: 65004:1 RT: 65004:10 Router MAC: 02:00:00:00:07:00 TTTAT T T T

EVPN route-map with as-path match condition and set ip next-hop action
For EVPN routes originated from AS65004, reset next-hop IP to IP of border-leader-VTEP7

show bgp 12vpn evpn 192.168.4.3:10-[2]:[0]:[0]:[00:50:56:8e:4e:88]:[10.1.10.18]

| inc Ext-Communities

Sitel

Ext-Communities : RT: 1:1 RT: 1:10 RT: 65004:1 RT: 65004:10 Router MAC: 02:00:00:00:07:00
Ext-Communities RT: 1:1 RT: 1:10 RT: 65004:1 RT: 65004:10 Router MAC: 02:00:00:00:07:00
mol
BB N AR RN AR NN AR RN R R NN R AR R AR R NN AR A R A AR AN AN EAEEAEEEEEAENEAEAEEAENEEEAENAEEEESEESEEESEEEEEEEEEEEEEEE I 7S/ AS:
S3 S4
8400-1 8400-2

L0:192.168.2.1

iBGP EVPN

L0:192.168.2.2

e

Z

L3

L0:192.168.2.5

0: 192.168.2.7 JL4 168.2.

eBGP EVPN

6300-1

Virtual-MAC

L0:192.168.2.5

0:00:03:00

ebgp-multihop

6300-4 Virtual-MAC 0-1
02:00:00:00:05:00 ¥ |:>

10.1.12.0/24
10.1.10.0/24

10.1.10.

02:00:0
171

10.2.21.0/24 VM15 VM22
VLAN 10
vubu8 vwin4

15 10.2.21.22

Virtual-MAC
02:00:00:00:01:00

Q. 192.168.2.7

Configurable eBGP to iBGP routes advertisement (iNHS):

VM40 VM16 . A
E Received iBGP routes:
VLAN 40 WVLAN 12 6300-1-VSF# sh bgp 12 e 192.168.4.3:10-[2]:[0]:[0]:[00:50:56:8e:4e:88]:[10.1.
vlinux? vubu5 Ext-Communities : RT: 1:1 RT: 1:10 RT: 65004:1 RT: 65004:10 Router MAC:
10.4.40.40 10.1.12.16 Ext-Communities : RT: 1:1 RT: 1:10 RT: 65004:1 RT: 65004:10 Router MAC:
Ext-Communities : RT: 1:1 RT: 1:10 RT: 65004:1 RT: 65004:10 Router MAC:
Ext-Communities : RT: 1:1 RT: 1:10 RT: 65004:1 RT: 65004:10 Router MAC:

10.
02:
02:
02:
02:

|BL1-B L2-A
18325-2 8325-3
1 L0: 192.168.1.4

L0:192.168.1.5

From iBGP peers, border-leader-VTEPL1 is seen as the next-hop for all external routes

inc Ext-Communities
:00:05:00
:00:05:00
:00:05:00
:00:05:00

00:50:56:8e:4e:88
EesnsmsssnnRn

L0:192.168.4.3 JI_ L8 :
vituarvac | 6300-7 :
02:00:00:00:08:00 CIeE :
a7
E 10.2.22.0/24)*
kTl (65004
vlinux28 vwin5 65004 :
10.1.10.18
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N
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E Z| 10330024
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Traffic between Fabric2 and Fabric4

BLaa LVIEPT ) P BLaB

VRF1

‘ 6300-1-VSF# traceroute 192.168.41.103 source 192.168.21.105 vrf VRF1

traceroute to 192.168.41.103 (192.168.41.103), 1 hops min, 30 hops max,
1 192.168.21.8 0.176ms 0.102ms 0.119ms
2 192.168.41.101 0.24Ims 0.176ms 0.183ms

. .
3 192.168.41.103 0.206ms 0.113ms 0.11llms ; 8360'3 I NHS 4 L8 E
- : L0:102.06841 | 192, ww.g_ > |d LO: 192. m'. :
VRF2 tracerouteVRF1-withroutemap. peapng E L22:192.168.42.1 Virtual-MAC > T2 2971082 —— % —| 6300-7 E
&8 Command Prompt : poasotiod € » «— L0: 192.168.4.3 :
: 02:00:00:00:07:00 1 iBGP EVPN L11:192.168.41.103 :
E - d -1/ . — 1/3 ;
i vM18 M23 0/24);
vm22-to-vm23-withroutemap.pcapng = 10.2.22.0/24 |1
VLAN 10 VLAN 22 :
vlinux28 vwin5 :

10.1.10.18 10.2.22.23

00:50:56:8€:4€:88  00:50:56

Sitel

w -r
‘
L0: 192.168.2.1 / . 1. 7 ‘l’

400-1
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iBGF EVPN 9 .
& < > iBGP EVPN
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L0:192.168.1.2

Z
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6300-1 90.03:00 | 6300-4 oz\égtgglo'\g%goo ebgp-multihop oz\égtgglol\g%(ljoo l_) : 8325-2 8325-3: : 8325-4
L0: 192.168.2.5 :03: L0: 192.168.2.7 :00:00:00:05:00) 168.2.8 - -00:00:00:01: L0: 192.168.1.4 LO: 1pa-ea
111:192.168.21.105 1 I E18Y 122: 192.168.22.8 ,I L0: 192.168.1.5 « ,I 10.1.12.0/24
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Traffic between Fabric2 and Fabric4 only possible for LAVNI
Non-Optimized path: route-map removal Split-Horizon rule prevents L2VNI traffic

-

Site3 %

Border-Leader

VRF1

6300-1-VSF# traceroute 192.168.41.103 source 192.168.21.105 vrf VRF1
traceroute to 192.168.41.103 (192.168.41.103), 1 hops min, 30 hops max, 3 sec. timeout, 3 pa

vlinux28
10.1.10.18

1 192.168.21.8 0.198ms 0.810ms 0.493ms : :
e Ié .

(2 102.168.11.103) 0.136ms 0.132ms 0.098ms E 8360-3 [ L8
3 192.168.41.101 0.698ms 0.156ms 0.365ms E L0:192.168.4.1 I et vmam: N E N 63007 H
4 192.168.41.103 0.179ms 0.117ms 0.218ms 3 L22:192.168.42.1 ‘ Virt LAC T 22U 1057 . h H
: L 02:00:00.0807:00) |' g ” ‘ L0:192.168.4.3 3

3 ° 1 — ) - 1 iIBGP EVPN L11:192.168.41.103 :

E ‘ N2 7’ H

: ® AS3 VM18 :

[ NHU F i

ym22-to-vmZ-withoutroutemap.pcapng ‘ VLAN 10 :

AS4
__ 03036854508

eBGP EVPN

ebgp-multihop

route-map to-borders permit seq 2

8325-2# show ip int brief vrf VRF2

S. 1 Interface IP Address Interface Status
ite 1 link/admin
vlan20 10.2.20.3/24 up/up

AS2 / AS3 0 (CEEEEL.

cae O/ ereenenne e an e nn e nn s sy 110/ T ceeeeessnenennensnnnaluanens

f )

""A-R W-RR . ;
s3 | N} U : : S| s2
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Route-map outcome

= Sjte Transit Removal



Reliability of the EVPN control-plane relies on the
underlay IPv4 loopback routing as eBGP EVPN
TCP sessions are “multi-hop” between loopbacks

Site-transit functionality for EVPN
Nominal but unnecessary

Border-Leader
VTEPG6

RO —
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I e—— ||
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I* e [2]:[0]:[0]:[00:50:56:8e:c£:69]:[10.1.10.50] 192.168.40.1 0 100 0 65004 65001 ? I eBGP EVPN
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Site-transit functionality removal for EVPN control-plane
Benefit: much less routes on switches and easier troubleshooting

Border-Leader
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EVPN route-map: combining VTEP next-hop and site-transit removal

Different outbound route-map to borders and to border-leaders

border-leader to borders
Sourcing ASN & Remote VTEP IP

ip aspath-list fabric2 seqg 10 permit 65002$
ip aspath-list fabric3 seq 10 permit 65003$
ip aspath-list fabric4 seqg 10 permit 65004$
ip aspath-list fabricid seq 10 permit <ASN>$
|
route-map to-borders permit seqg 10

match aspath-list fabric2

set ip next-hop <remote-vtep-ip-fabric2>
route-map to-borders permit seqg 20

match aspath-list fabric3

set ip next-hop <remote-vtep-ip-fabric3>
route-map to-borders permit seqg 30

match aspath-list fabric4

set ip next-hop <remote-vtep-ip-fabric4>
route-map to-borders permit seq <n>

match aspath-list fabricid

set ip next-hop <remote-vtep-ip-fabricid>
route-map to-borders permit seqg 1000
!
router bgp <ASN>

address-family 12vpn evpn
neighbor borders route-map to-borders out
neighbor borders send-community both

border-leader to border-leaders
= Single-fabric site:

ip aspath-list local-AS seq 10 permit *$

!

route-map to-border-leaders permit seqg 10
match aspath-list local-AS

!

router bgp <ASN>

address-family 12vpn evpn
neighbor border-leaders route-map to-border-leaders out
neighbor border-leaders send-community both

=  Multi-fabric site:

ip aspath-list local-fabric seq 10 permit *$
!
ip aspath-list fabric2 seq 10 permit 65002%
ip aspath-list fabricid seq 10 permit <ASN>$
!
route-map to-border-leaders permit seqg 10
match aspath-list local-fabric
route-map to-border-leaders permit seqg 20
match aspath-list fabric2
set ip next-hop 192.168.2.8
route-map to-border-leaders permit seqg <n>
match aspath-list fabricid
set ip next-hop <remote-vtep-ip-fabricid>
!

router bgp <ASN>

address-family 12vpn evpn
neighbor border-leaders route-map to-border-leaders out
neighbor border-leaders send-community both

150



Outbound route-map

to-b

Site2

orders / to-border-leaders

ip aspath-list local-AS seq 10 permit *$

i

route-map to-border-leaders permit seq 10
match aspath-list local-AS

i

router bgp 65004

address-family 12vpn evpn
neighbor border-leaders route-map to-border-leaders out
neighbor border-leaders send-community both

ip aspath-list local-AS seq 10 permit "$ Border-Leader [ E Borde de :
' : 3 - [
route-map to-border-leaders permit seqg 10 VTEPG6 3 : é Bld- TEP7 BL4-B VTEPS8 :
match aspath-list local-AS E} E . ’z -—= _-—— - E
1 - : . - :
. = 10:192.168.3.1 —LE—————— 1T 192.168.40.1 [INHS)— L8 :
router bgp 65003 E A :> 4 1 T —p | | F
= 0 4 0! 9 wrd i — E
address-family 12vpn evpn - < gp €BGP EVPN \L ! . (_% (_% H
- : 1 | iBGP EVPN :
neighbor border-leaders route-map to-border-leaders out : N T —, :
neighbor border-leaders send-community both H — H
{§} A E E 10.1.10.0/24 =
: = — 10.2.22.0/24)}
: ; o z 65004 F
= L0 2 . W N S .""""""""""""""""{}....".".""". A —— | o o] [o7)
ip aspath-list local-fabric seq 10 permit *$ eBGP EVP
ip aspath-list fabric2 seq 10 permit _65002$% . ip aspath-list fabric2 seq 10 permit 650028
! ebgp-multihop ip aspath-list fabric3 seq 10 permit 65003$
route-map to-border-leaders permit seq 10 eBGP EVP ip aspath-list fabric4 seq 10 permit _65004$%
St l match aspath-list local-fabric ebgp-multihop !
Ite route-map to-border-leaders permit seq 20 route-map to-borders permit seq 10
| match aspath-list fabric2 oo b oo NN rorranananas I L] match aspath-list fabric2
set ip next-hop 192.168.2.8 H set ip next-hop 192.168.2.8
! R route-map to-borders permit seq 20

10.1.12.0/24
10.1.10.0/24

10.2.21.0/24

10.4.40.0/24

65002

router bgp 65001

address-family 1l2vpn evpn
neighbor border-leaders route-map to-border-leaders out
neighbor border-leaders send-community both

iBGP EVPN
Bord
VTEP3 \/TEP4 VTEPS

er

L3 a = L4 10:192.168.2.8 JB2
P PR P N
v V) @
10.2.21.0/24 10.4.40.0/24

e
—_—

| |

I
L

ebgp-multihop

match aspath-list fabric3

% ﬁ \L set ip next-hop 192.168.3.1

A route-map to-borders permit seq 30
A match aspath-list fabric4
set ip next-hop 192.168.40.1
{§} route-map to-borders permit seqg 1000
1

Borde eade router bgp 65001

VTEP1 address-family 1l2vpn evpn
- — — N neighbor borders route-map to-borders out
BL1-B neighbor borders send-community both

L1:192.168.10.3

M OSPH R
oV v

BL1-A

-
-_——-———

10.1.12.0/24
10.1.11.0/24
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10.2.20.0/24
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L




Site-transit functionality removal for EVPN control-plane
Example after filtering

I1Site2 I
PP PP PP PP PPPEPTPPRRO = | (TR S TTTTTIT TIPS (SRR PR I
It Border-Leader | |t Bord d |
1 VTEPG6 i 1 VTEP7 VTEPS8 |
' ey i g .
' = VV 7N | S = L8 |
= : : ! >
I = i :> J I :<::I it —> — — <__> <__> I
I = < > 4 \l/ 1 'BGPEVPN < < I
H J i

I E H l\___ _____ __/' : 1
| | | )
L ‘e ] (oimom): |
S v : =5 ozzz0ms); |
o £S3 P l i
| - T — — |
1 | Fabric3 L ... e DNON e )0 Y I U S S O T Fabric4 |,
*>e [2]:[0]:[0]:[00:50:56:8e:cf£:69]:[10.1.10.50] 192.168.10.3 0 100 0 65001 2

* e [2]:[0]:[0]:[00:50:56:8e:cf£:69]:[10.1.10.50] 192.168.10.3 0 100 0 65001 ?

T T U e, e, S g, sy .,y .y o, e, ., o, S e, e, e, e, e, S e, e, e ., e, s ., s, s, . -
1Sitel ebgp-multihop |
o I e T N e T o L |

: s3 sS4
<—¢—> <—¢—> x| 52
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\
5 s L4 : : B2 il cBGP EVPN I

E ebgp-multihop : ] : .
. J’ ‘I/ :> ! \L } 10.1.12.0/24
: 10.4.40.0/24 : S SN —/, 112.024):
(101120024 : 10.1.11.0/24) *
:(10.1.10.0/24 : 10.1.10.0/24]):
;02210724 E Z| E 2] E = IE E Z|E = E Z|E Z|E = 10.2.20.0124)}
:(10.4.40.0/24 — =l s T = — = — | = — =l I = 10.3.30.0/24) %
— | | =| | | — | | AS1




Route-map outcome

= Routes aggregation
= Qutbound route-map filtering



Before Route Aggregation

6300-1-VSF# show ip route vrf VRF2
Displaying ipv4 routes selected for forwarding

Origin Codes: C - connected, S - static, L - local

Site2 R - RIP, B - BGP, O - OSPF
mesnnns Type Codes: E - External BGP, I - Internal BGP, V - VPN, EV - EVPN
E IA - OSPF internal area, E1 - OSPF external type 1
E E2 - OSPF external type 2
VRF: VRF2
E Prefix Nexthop Interface VRF (egress) Origin/ Distance/ Age
E Type Metric
E 10.2.20.0/24 192.168.2.8 = = B/EV [200/0] 19h
H 10.2.20.1/32 192.168.2.8 = = B/EV [200/0] 17h
E 10.2.20.2/32 192.168.2.8 = = B/EV [200/0] 10h
E 10.2.20.3/32 192.168.2.8 = = B/EV [200/0] 19h
.2.20.4/32 192.168.2.8 = = B/EV [200/0] 17h
0.2.20.5/32 192.168.2.8 = = B/EV [200/0] 17h
.2.20.20/32 192.168.2.8 = = B/EV [200/0] 00h
.2.20.21/32 192.168.2.8 = = B/EV [200/0] 17h
.2.21.0/24 = vlan2l = C [0/01] =
.2.21.5/32 = vlan2l = L [0/0] =
.2.22.0/24 192.168.2.8 = = B/EV [200/0] 00h
.2.22.1/32 192.168.2.8 = = B/EV [200/0] 00h
.2.22.2/32 192.168.2.8 = = B/EV [200/0] 00h
.2.22.23/32 192.168.2.8 = = B/EV [200/0] 00h
192.168.12.3/32 192.168.2.8 = = B/EV [200/0] 10h
192.168.22.8/32 192.168.2.8 = = B/EV [200/0] 19h
S|te1 Total Route Count : 16

L0:192.168.2.1

\/TEP4

——

=
A‘»\ \

e

L0: 192.168.2.5 ——=]

O |27!|28|12728 H

L3
6300-1

L0:192.168.2.5

10.1.12.0/24
10.1.10.0/24

- R
4
6300-4

L0:192.168.2.7

¥

:33m:
:33m:
:33m:
:02m:
:58m:
:02m:

10.2.21.0/24 VM22 VM40
VLAN 40
65002 vwin4 ?
10.2.21.22 10.4.40.40 10.1.12.16
:

:00m:10s

:58s
:24s
:10s
:01s
:06s
:40s
:01s

57s
57s
57s
15s
39s
10s

— <
VTEPS
I4

10: 192.168.2.8 B2

Host routes in 10.2.20.0/24 are not needed as 10.2.20.0/24

is located only in Fabricl

Border-Leader

BL4-A

8360-3 |

L0:192.168.4.1

RO —

BL4-B
\ 8360-4

1 L0:192.168.4.2

L8

L0:192.168.4.3 J|

0T NV'IA

O e | J| 6300-7 :
A L0: 192.168.4.3 :
-1 i —— /13 E
VM18 VM23 10.1.10.0/24 )+
z B 10.2.22.0/24)}
[VLAN 10) [VLAN 27) -
viinux28 vwins 65004 :
10.1.10.18 10.2.22.23

Fabric4

S2
6300-6

L0:192.168.1.2

iBGP EVPN

: (vTEP2 )
E 3 I 1 I
: : : 'BL1-B L2-A, L2-B
8360-1 : : 8325-1 | 18325-2  8325-3] 18325-4
L0:192.168.2.8 = : 10:192.168.1.3 | ) L0:192.168.1.4 | | LO:
: : Sl = L0:192.168.15  ——————rt  N————t / 10.1.12.0/24
: 3 10.1.11.0/24
: : 10.1.10.0/24
: : VM10 VM1l VM12 VM20 VM13 VM14 VM21 VM30 [10.2.20.0/24
: : E E Z E E E E E 10.3.30.0/24
L VLAN 10 ) VLAN 11/ [VCAN 10 65001
i | e | | — ] p— | | — | — e
L VLAN 12 vubu2 vubu4 vwwin2 vubu3 vlinux27 vlinux5 vubu6
: 10.1.1020  10.1.11.11  10.1.10.12  10.2.20.20 10.1.10.13  10.1.12.14  10.2.20.21 -
20 sabricl




EVPN route-map: outbound filtering of unnecessary Host routes in 10.2.20.0/24

ip prefix-list vrf2-vlan20-summary seq 10 permit 10.2.20.0/24 ge 25 le 32
I

route-map to-borders deny seq 5

match ip address prefix-list vrf2-vlan20-summary
]
route-map to-border-leaders deny seq 5

match ip address prefix-list vrf2-vlan20-summary
|

router bgp 65001

vrf VRF2

bgp router-id 192.168.1.3

bgp log-neighbor-changes

address-family ipv4 unicast
redistribute local loopback
redistribute connected route-map connected-bgp-VRF2
aggregate-address 10.2.20.0/24 summary-only

exit-address-family

Obijective: in VRF2, other Fabrics do not need to
receive host routes or more specific routes than
10.2.20.0/24 as 10.2.20.0/24 is local to Fabricl

Summary or summary-only command:
Difference does not matter as the summary-only
command will filter routes only inside IPv4 AF. Host
routes injected in EVPN AF are not filtered by this
summary-only command.



After Route Aggregation

6300-1-VSF# sh ip rou vrf VRF2
Displaying ipv4 routes selected for forwarding
| - Origin Codes: C - connected, S - static, L - local
Sltez R - RIP, B - BGP, O - OSPF - I
| srerers Type Codes: E - External BGP, I - Internal BGP, V - VPN, EV - EVPN TICE | v EEsEEsEsEsEEEEEEEEEEEEEEEEEEEEEEEEEEE . |
| E IA - OSPF internal area, El - OSPF external type 1 E | | E Border-Leader E |
I . E2 - OSPF external type 2 E I I H L I
E : E VTEP7 VTEPS :
| = VRF: VRF2 | | BL4-A ~ = Semececeny. BL4-B )
: . H . 1 - :

1 4 Prefix Nexthop Interface VRF (egress) Origin/ Distance/ Age E 1 | £ . 8360 3 ! ! 8360 4 L0: 192.168.4.3 |l L8 E 1
1 Type Metric H ' L0:192.168.4.1 1 o | ! LO:192.168.4.2 = - N 6300-7 A
: - : ] &« . :

I H 10.2.20.0/24 192.168.2.8 = = B/EV [200/0] 19h:31m:01s L I | : L0:192.168.4.3 H |
| 10.2.21.0/24 - vlan21l - c [0/0] - | | R : 1
|k 10.2.21.5/32 = vlan2l = L [0/01] = : I I 1/ e — 21113 H
: 10.2.22.0/24 192.168.2.8 = = B/EV [200/0] 01h:04m:48s : : A v 10.1.10024):
I 10.2.22.1/32 192.168.2.8 - - B/EV [200/0] 01h:04m:48s | | = |
I (2011 10.2.22.2/32 192.168.2.8 - - B/EV [200/0] 01h:04m:48s I z 10.2.22.024): |
E 10.2.22.23/32 192.168.2.8 - - B/EV [200/0] 00h:03m:36s VLAN 10 VLAN 22| H
I : 192.168.12.3/32 192.168.2.8 = = B/EV [200/0] 11h:29m:30s Vinos 65004 Hal
| 192.168.22.8/32 192.168.2.8 - - B/EV [200/0] 19h:33m:01s 10.1.10.18 |

00:5f 8 8 00:
| Teall Bt Come § @ |
6300M-7-VSF# sh ip rou vrf VRF2
P e e e e e e T = R e R q q q q
o Displaying ipv4 routes selected for forwarding
1Sitel
| sesssssssssssssssssssWusssssssnssnsasannnnnnnnnnnnnnnnnnnnnnnnnnnsn T cerrsssssssssasnsnnas OFigin Codes: C - connected, S - static, L - local
H H £ R - RIP, B - BGP, O - OSPF
| 3 E E Type Codes: E - External BGP, I - Internal BGP, V - VPN, EV - EVPN
| E E E IA - OSPF internal area, E1 - OSPF external type 1
I : S3 L : E2 - OSPF external type 2
| 8400-1 VRF: VRF2
H L0: 192.168.2.1 . 3
[ E : E Prefix Nexthop Interface VRF (egress) Origin/ Distance/ Age
| = 5 Type Metric
| H : 10.2.20.0/24 192.168.40.1 = = B/EV [200/0] 01h:05m:10s
. - (10.2.21.0/24 192.168.40.1 = = B/EV [200/0] 01h:05m:10s
3 . : B / / /
E v - 5 10.2.21.1/32 192.168.40.1 = - B/EV [200/0] 01h:05m:10s
I m ' : 10.2.21.5/32 192.168.40.1 - - B/EV [200/0] 01h:05m:10s
3 - = 10.2.22.0/24 = vlan22 = © [0/0] =
| : _ / /
| H , fl \ 9 £ 10.2.22.2/32 = vlan22 = L [0/0] =
i L3 L0; 192.168.25 == 10:192.168.2.7 )4 L0:192.168.2.8 |B2 : : f 192.168.12.3/32 192.168.40.1 - - B/EY [200/0] 01h:05m:10s
3 51|52 27128 27)[28 1 ™ | B . 192.168.22.8/32 192.168.40.1 = = B/EV [200/0] 01h:05m:10s
L 6300-1 | (2 &| 6300-4 8360-1 i :
H L0:192.168.2.5 ~ < L0:192.168.2.7 J/ L0:192.168.2.8 H e L0: 19 Total Route Count : 8
[ 1/1/1 ——2/1/1 —_3/1/1 3 H
. | — — H :
[ :l20.1.12.0/24 4 3 [(I0TIT 0247 %
| :(10.1.10.0/24 : : 10.1.10.024): |
I 10 24 VM15 VM22 VM40 : : VM10 VM11 VM12 VM20 VM13 VM14 vM21 VM30 (10.2.20.0224)% |
[ 10.4.40.0/24 = = : 3 B B z B z z E E Z[ [10.3.30.0124):
I 65002 VLAN 10 VLAN 21 VLAN 40 [VLAN 10| VLAN 11 VLAN 10 VLAN 20 VLAN 10 VLAN 12 [VLAN 20 65001 |
H — P— —— H
I vubu8 vwind vlinux? vubu5 : vubu2 vubu4 vwwin2 vubu3 vlinux27 vlinuxs vubu6 : I
10.1.10.15 10.2.21.22 10.4.40.4 10.1.12.16 10.1.10.10 10.1.11.11 10.1.10.12 10.2.20.20 10.1.10.13 10.1.12.14 10.2.20.21 - I
|




Route-map outcome

= |[nbound route-map VNI filtering



VNI based Route filtering
Inbound L2VNI filter: In Fabric 3, L2ZVNI routes for VRF1 & VLAN12 are not needed

8360 2ishbgpIZieRrontegtype ol n cIIOFEE A2k 8360-2# sh bgp 12 evpn route-type 2 | inc 10.1.12. | count
*>e [2]:[0]:[0]:[00:50:56:80:53:54]:[10.1.12.14] 192.168.10.3 0 100 0 65001 2 28

* e [2]:[0]:[0]:[00:50:56:80:53:54]:[10.1.12.14] 192.168.10.3 0 100 0 65001 2

*>e [2]:[0]:[0]:[12:00:00:00:01:00]:[10.1.12.1] 192.168.10.3 0 100 0 65001 ? 8360-2# sh bgp 12 evpn route-type 5 | inc 10.1.12. | count
* e [2]:[0]:[0]:[12:00:00:00:01:00]:[10.1.12.1] 192.168.10.3 0 100 0 65001 2 6

*>e [2]:[0]:[0]:[54:80:28:£d:£3:00]:(10.1.12.1] 192.168.10.3 0 100 0 65001 2

* e [2]:[0]:[0]:[54:80:28:£d:£3:00]:(10.1.12.1] 192.168.10.3 0 100 0 65001 2

*>e [2]:[0]:[0]:[b8:d4:e7:da:28:00]:[10.1.12.1] 192.168.10.3 0 100 0 65001 2

* e [2]:[0]:[0]:[b8:d4:e7:da:28:00]:[10.1.12.1] 192.168.10.3 0 100 0 65001 2

*>e [2]:[0]:[0]:[00:50:56:8e:fc:39]:[10.1.12.16] 192.168.2.8 0 100 0 65001 65002 2

* e [2]:[0]:[0]:[00:50:56:8e:fc:39]:[10.1.12.16] 192.168.2.8 0 100 0 65001 65002 2

*>e [2]:[0]:[0]:[12:00:00:00:01:00]:[10.1.12.1] 192.168.2.8 0 100 0 65001 65002 2

* e [2]:[0]:[0]:[12:00:00:00:01:00]:[10.1.12.1] 192.168.2.8 0 100 0 65001 65002 2

*>e [2]:[0]:[0]:[88:3a:30:ae:73:c0]1:[10.1.12.1] 192.168.2.8 0 100 0 65001 65002 ?

* e [2]:[0]:[0]:[88:3a:30:ae:73:c0]:[10.1.12.1] 192.168.2.8 0 100 0 65001 65002 ? g

*>e [2]:[0]:[0]:[00:50:56:80:53:54]:[10.1.12.14] 192.168.10.3 0 100 0 65001 ? 8360-2 (config) #

* e [2]:[0]:[0]:[00:50:56:80:53:54]:[10.1.12.14] 192.168.10.3 0 100 0 65001 2 route-map BL-BL deny seq 10

*>e [2]:[0]:[0]:[12:00:00:00:01:00]:(10.1.12.1] 192.168.10.3 0 100 0 65001 2 match vni 10012

* e [2]:[0]:[0]:[12:00:00:00:01:00]:(10.1.12.1] 192.168.10.3 0 100 0 65001 2 .

*>e [2]:[0]:[0]:[54:80:28:£d:£3:00]:(10.1.12.1] 192.168.10.3 0 100 0 65001 2 route-map BL-BL permit seq 100

* e [2]:[0]:[0]:[54:80:28:£d:£3:00]:(10.1.12.1] 192.168.10.3 0 100 0 65001 2 !

*>e [2]:[0]:[0]:[b8:d4:e7:da:28:00]:[10.1.12.1] 192.168.10.3 0 100 0 65001 2 router bgp 65003

* e [2]:[0]:[0]:[b8:d4:e7:da:28:00]:[10.1.12.1] 192.168.10.3 0 100 0 65001 ?

*>e [2]:[0]:[0]:[00:50:56:8e:fc:39]:[10.1.12.16] 192.168.2.8 0 100 0 65001 65002 2

* e [2]:[0]:[0]:[00:50:56:8e:fc:39]:[10.1.12.16] 192.168.2.8 0 100 0 65001 65002 2 address-family 12vpn evpn

*>e [2]:[0]:[0]:[12:00:00:00:01:00]:(10.1.12.1] 192.168.2.8 0 100 0 65001 65002 2 neighbor border-leaders route-map BL-BL in

* e [2]:[0]:[0]:[12:00:00:00:01:00]:(10.1.12.1] 192.168.2.8 0 100 0 65001 65002 2

*>e [2]:[0]:[0]:[88:3a:30:ae:73:c0]:[10.1.12.1] 192.168.2.8 0 100 0 65001 65002 2

* e [2]:[0]:[0]:[88:3a:30:ae:73:c0]1:[10.1.12.1] 192.168.2.8 0 100 0 65001 65002 2

8360-2# sh bgp 12 e route-type 5 | inc 10.1.12.

*>e [5]:[0]:[0]:[24]:[10.1.12.0] 192.168.10.3 0 100 0 65001 2 .

* e [5]:[0]:[0]:[24]:[10.1.12.0] 192.168.10.3 0 100 0 65001 2 8360-2# sh bgp 12 evpn route-type 2 | inc 10.1.12. | count
*>e [5]:[0]:[0]:[24]:[10.1.12.0] 192.168.10.3 0 100 0 65001 2 0

* @ 318018 [0 [22418 [10:1,12,0] 192,165, 10,3 @ low o ©3001 3 8360-2# sh bgp 12 evpn route-type 5 | inc 10.1.12. | count
*>e [5]:[0]:[0]:[24]:[10.1.12.0] 192.168.2.8 0 200 0 65001 65002 2

* e [5]:[0]:[0]:[24]:[10.1.12.0] 192.168.2.8 0 200 0 65001 65002 2 6

Type-5 routes are enough for 10.1.12.0/24 subnet in Fabric3 =  Notes:

— Host routes are EVPN route-type 2
— IP routing table is populated with RT-5 and RT-2



Route-map outcome

= [nfluencing path slection with inbound route-map
and local-preference



On VTEPG: Influencing outgoing traffic to 10.1.10.0/24

With Local-Preference
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Best route selection

Multiple sources/candidates

8360-2# sh bgp 12 evpn
*>e [5]:[0]:[0]:
* e [5]:[0]:[0]:
* e [5]:[0]:[0]:
* e [5]:[0]:[0]:
*>e [5]:[0]:[0]:
* e [5]:[0]:[0]:
* e [5]:[0]:[0]:
* e [5]:[0]:[0]:
*>e [5]:[0]:[0]:
* e [5]:[0]:[0]:
* e [5]:[0]:[0]:
* e [5]:[0]:[0]:

inc 10.1.12.0

[24] .1.12.0] 192.168.10.3 0
[24 .1.12.0] 192.168.10.3 0
[24 .1.12.0] 192.168.40.1 0
[24 .1.12.0] 192.168.40.1 0
[24 .1.12.0] 192.168.10.3 0
[24 .1.12.0] 192.168.10.3 0
[24 .1.12.0] 192.168.40.1 0
[24 .1.12.0] 192.168.40.1 0
[24 .1.12.0] 192.168.2.8 0
[24 .1.12.0] 192.168.2.8 0
[24 .1.12.0] 192.168.40.1 0
[24]:[10.1.12.0] 192.168.40.1 0

8360-2# sh ip rou 10.1.12.0/24 vrf VRF1

VRF: VRF1

Prefix
Nexthop
Origin
Distance
Age

Encap Type

10.1.12.0/24

192.168.10.3 Interface
: bgp Type
200 Metric
00h:00m:19s Tag

vxlan

VRF (egress)

Encap Details

100
100
100
100
100
100
100
100
100
100
100
100

cocoooocoooocoooo

: bgp_evpn
0
0
13vni 100001

65001
65001
65004
65004
65001
65001
65004
65004
65001
65001
65004
65004

2
2
65001
65001
2
2
65001
65001
65002
65002
65001
65001

Multiple candidate-routes are compared
from different NLRIs:

same local-preference

BN

2
2
2
2
65002 ?
65002 2

Fabric 1 (192.168.10.3) is preferred as

being shortest AS-path

8360-2# sh bgp 12 e 192.168.2.7:1-[5]:[0]:[0]:[24]:[10.1.12.0]

VRF : default
BGP Local AS 65003

Network
Nexthop

vni

Peer

Metric
Weight

Best

Type
Originator ID
Aggregator ID
Aggregator AS
Atomic Aggregate

BGP Router-id 192.168.3.1

192.168.2.7:1-[5]:[0]:[0]:[24]:[10.1.12.0]

192.168.2.8

100001 vni_type : L3VNI
192.168.1.3 Origin incomplete
0 Local Pref : 100

0 Calc. Local Pref : 100

Yes alid T Yes
external Stale : No

0.0.0.0

AS-Path

65001 65002]

Cluster List
Communities
Ext-Communities

Network
Nexthop

vni

Peer

Metric

Weight

Best

Type
Originator ID
Aggregator ID
Aggregator AS
Atomic Aggregate

AS-Path

Cluster List
Communities
Ext-Communities

Network
Nexthop

vni

Peer

Metric

Weight

Best

Type
Originator ID
Aggregator ID
Aggregator AS
Atomic Aggregate

AS-Path

Cluster List
Communities
Ext-Communities

Network
Nexthop

vni

Peer

Metric

Weight

Best

Type
Originator ID
Aggregator ID
Aggregator AS
Atomic Aggregate

AS-Path
Cluster List

Communities
Ext-Communities

RT: 1:1 RT: 65002:1 Router MAC: 02:00:00:00:05:00

192.168.2.7:1-[5]:[0]:[0]:[24]:[10.1.12.0]

192.168.2.8

100001 vni_type L3VNI
192.168.1.4 Origin incomplete
0 Local Pref : 100

0 Calc. Local Pref : 100

No valid : Yes
external Stale : No

0.0.0.0

65001 65002

RT: 1:1 RT: 65002:1 Router MAC: 02:00:00:00:05:00

192.168.2.7:1-[5]:[0]:[0]:[24]:[10.1.12.0]
192.168.40.1

100001 vni_type L3VNI
192.168.4.1 Origin incomplete
0 Local Pref : 100

0 Calc. Local Pref : 100

No valid 1 Yes
external Stale : No

0.0.0.0

65004 65001 65002

RT: 1:1 RT: 65002:1 Router MAC:

02:00:00:00:07:00

192.168.2.7:1-[5]:[0]:[0]:[24]:[10.1.12.0]
192.168.40.1

100001 vni_type L3VNI
192.168.4.2 origin incomplete
0 Local Pref : 100

0 Calc. Local Pref : 100

No Valid : Yes
external Stale : No
0.0.0.0

65004 65001 65002

RT: 1:1 RT: 65002:1 Router MAC: 02:00:00:00:07:00

8360-2# sh bgp 12 e 192.168.1.5:1-(5]:[0]:[0]:[24]:[10.

VRF : default

BGP Local AS 65003 BGP Router-id 192.168.3.1

Network : 192.168.1.5:1-[5]:[0]:[0]:[24]:[
Nexthop : 192.168.10.3

vni : 100001 vni_ty]
Peer : 192.168.1.3 Origin
Metric : 0 Local
Weight : 0 Calc.
Best : No Valid
Type : external Stale
Originator ID : 0.0.0.0

Aggregator ID H

Aggregator AS H

Atomic Aggregate :

AS-Path @ 65001

Cluster List
Communities
Ext-Communities

RT: 1:1 RT: 65001:1 Router MAC:

1.12.0]
10.1.12.0]
pe : L3VNI
: incomplete
Pref : 100
Local Pref : 100
: Yes
: No

02:00:00:00:01:00

Network : 192.168.1.5:1-[5]:[0]:[0]:[24]:([10.1.12.0]
Nexthop ‘: 192.168.10.3
vni : 100001 vni_type : L3VNI
Peer : 192.168.1.4 Qrigin ilCQURlete
Metric : 0 [ Local Pref : 100
Weight : 0 Calc. Local Pref : 100
Best : Yes Valid : Yes
Type : external Stale : No
Originator ID : 0.0.0.0
Aggregator ID 8
Aggregator AS H
Atomic Aggregate :

[AS—Path @ 65001 ]

Cluster List
Communities
Ext-Communities

RT: 1:1 RT: 65001:1 Router MAC:

Aggregator ID
Aggregator AS

02:00:00:00:01:00

Network : 192.168.1.5:1-[5]:[0]:[0]:[24]:[10.1.12.0]

Nexthop : 192.168.40.1

vni : 100001 vni_type : L3VNI

Peer : 192.168.4.1 Origin : incomplete
Metric : 0 Local Pref : 100
Weight : 0 Calc. Local Pref : 100

Best : No Valid : Yes

Type : external Stale : No
Originator ID : 0.0.0.0

Atomic Aggregate

AS-Path 65004 65001

Cluster List
Communities
Ext-Communities

RT: 1:1 RT: 65001:1 Router MAC:

Aggregator ID
Aggregator AS

02:00:00:00:07:00

Network : 192.168.1.5:1-[5]:[0]:[0]:[24]:[10.1.12.0]
Nexthop : 192.168.40.1

vni : 100001 vni_type : L3VNI
Peer : 192.168.4.2 origin : incomplete
Metric 20 Local Pref : 100
Weight 20 Calc. Local Pref : 100

Best : No Vvalid : Yes

Type : external Stale : No
Originator ID 2 0.0.0.0

Atomic Aggregate

AS-Path : 65004 65001
Cluster List H
Communities 8

Ext-Communities RT: 1:1 RT: 65001:1 Router MAC:

02:00:00:00:07:00



Local-Preference Usage

Fabric2 is now preferre

ip aspath-list fabric2 seq 10 permit _65002$

i

route-map BL-BL deny seq 10
match vni 10012

route-map BL-BL permit seq 20

match ip address prefix-list subnetl2

match aspath-list fabric2

set local-preference 200
route-map BL-BL permit seq 100
i

router bgp 65003

address-family 12vpn evpn

neighbor border-leaders

route-map BL-BL in

8360-2# sh bgp 12 evpn | inc 10.1.12.0

*>e [5]:[0]:[0]:[24]:[10.1.12.0] 192.
* e [5]:[0]):[0]:[24]:[10.1.12.0] 192.
* e [5]:[01:[0]:[24]:[10.1.12.0] 192.
* e [5]:[01:[0]:[24]:[10.1.12.0] 192.
*>e [5]:[0]:[0 24]:[10.1.12.0] 192.
* e [5]:[0]:[0 24]1:[10.1.12.0] 192.
* e [5]:[01:[0]:[24]:[10.1.12.0] 192.
* e [5]:[0]):[0]:[24]:[10.1.12.0] 192.
*>e [5]:[0]:[0]:[24]:[10.1.12.0] 192.
* e [5]:[0]:[0 24]1:[10.1.12.0] 192.
* e [5]:[0]:[0 24]:[10.1.12.0] 192.
* e [5]:[01:[0]:[24]:[10.1.12.0] 192.

8360-2# sh ip rou 10.1.12.0/24 vrf VRF1

VRF: VRF1
Prefix 10.1.12.0/24
Nexthop 192.168.2.8
Origin : bgp
Distance : 200
Age : 00h:00m:11s
Encap Type : vxlan

168.10.3 0 100
168.10.3 0 100
168.40.1 0 100
168.40.1 0 100
168.10.3 0 100
168.10.3 0 100
168.40.1 0 100
168.40.1 0 100
168.2.8 0 200
168.2.8 0 200
168.40.1 0 200
168.40.1 0 200
VRF (egress) g =
Interface § =
Type : bgp_evpn
Metric Y
Tag

Encap Details

coocoocooocooocoocoo

0
13vni 100001

65001 2
65001 2
65004 65001
65004 65001
65001 2
65001 2
65004 65001
65004 65001
65001 65002
65001 65002
65004 65001
65004 65001

d (highest LP)

w9 69

2
2
2
2

65002 2
65002 2

8360-2# sh bgp 12 e 192.168.2.7:1-[51:[01:[01:[24]:[10.1.12.0]

VRF : default
BGP Local AS 65003

Network 8
Nexthop »
vni 8
Peer

Metric

Weight

Best

Type

Originator ID
Aggregator ID
Aggregator AS
Atomic Aggregate

AS-Path

Cluster List
Communities
Ext-Communities

Network
Nexthop

vni

Peer

Metric

Weight

Best

Type
Originator ID
Aggregator ID
Aggregator AS
Atomic Aggregate

AS-Path

Cluster List
Communities
Ext-Communities

Network
Nexthop

vni

Peer

Metric

Weight

Best

Type
Originator ID
Aggregator ID
Aggregator AS
Atomic Aggregate

AS-Path

Cluster List
Communities
Ext-Communities

Network
Nexthop

vni

Peer

Metric

Weight

Best

Type
Originator ID
Aggregator ID
Aggregator AS
Atomic Aggregate

AS-Path
Cluster List

Communities
Ext-Communities

BGP Router-id 192.168.3.1

192.168.2.7:1-[5]:[0]:[0]:[24]:[10.1.12.0]
192.168.2.8

100001 vni_type L3VNI
192.168.1.3 Origin incomplete
0 Local Pref 200
0 Calc. Local Pref 200

: Yes alid T Yes

: external Stale : No
0.0.0.0
65001 65002

: RT: 1:1 RT: 65002:1 Router MAC: 02:00:00:00:05:00
192.168.2.7:1-[5]:[0]:[0]:[24]:[10.1.12.0]
192.168.2.8
100001 vni_type L3VNI
192.168.1.4 Origin incomplete
0 Local Pref 200
0 Calc. Local Pref 200

: No valid : Yes

: external Stale : No
0.0.0.0
65001 65002

: RT: 1:1 RT: 65002:1 Router MAC: 02:00:00:00:05:00
192.168.2.7:1-[5]:[0]:[0]:[24]:[10.1.12.0
192.168.40.1
100001 vni_type L3VNI
192.168.4.1 Origin incomplete
0 Local Pref 200
0 Calc. Local Pref 200

: No Valid 1 Yes

: external Stale : No
0.0.0.0
65004 65001 65002

: RT: 1:1 RT: 65002:1 Router MAC: 02:00:00:00:07:00
192.168.2.7:1-[5]:[0]:[0]:[24]:[10.1.12.0
192.168.40.1
100001 vni_type L3VNI
192.168.4.2 Origin incomplete
0 Local Pref 200
0 Calc. Local Pref 200

: No Valid : Yes

: external Stale : No
0.0.0.0
65004 65001 65002

: RT: 1:1 RT: 65002:1 Router MAC: 02:00:00:00:07:00

8360-2# sh bgp 12 e 192.168.1.5:1-[5]1:[0]:[0]:[24]:([10.1.12.0]

VRF : default
BGP Local AS 65003

Network
Nexthop

vni

Peer

Metric
Weight

Best

Type
Originator ID
Aggregator ID
Aggregator AS
Atomic Aggregate

AS-Path

Cluster List
Communities
Ext-Communities

Network
Nexthop

vni

Peer

Metric

Weight

Best

Type
Originator ID
Aggregator ID
Aggregator AS
Atomic Aggregate

AS-Path

Cluster List
Communities
Ext-Communities

Network
Nexthop

vni

Peer

Metric

Weight

Best

Type
Originator ID
Aggregator ID
Aggregator AS
Atomic Aggregate

AS-Path

Cluster List
Communities
Ext-Communities

Network
Nexthop

vni

Peer

Metric

Weight

Best

Type
Originator ID
Aggregator ID
Aggregator AS
Atomic Aggregate

AS-Path
Cluster List

Communities
Ext-Communities

BGP Router-id 192.168.3.1

192.168.1.5:1-[5]:[0]:[0]:[24]:([10.1.12.0]
192.168.10.3

100001 vni_type : L3VNI
192.168.1.3 Origin incomplete
0 Local Pref 100
0 Calc. Local Pref 100
Yes alid T Yes

: external Stale : No
0.0.0.0
65001

: RT: 1:1 RT: 65001:1 Router MAC: 02:00:00:00:01:00
192.168.1.5:1-[5]:[0]:[0]:[24]:([10.1.12.0]
192.168.10.3
100001 vni_type : L3VNI
192.168.1.4 Origin incomplete
0 Local Pref 100
0 Calc. Local Pref 100

: No Valid : Yes

: external Stale : No
0.0.0.0
65001

: RT: 1:1 RT: 65001:1 Router MAC: 02:00:00:00:01:00
192.168.1.5:1-[5]:[0]:[0]:[24]:[10.1.12.0
192.168.40.1
100001 vni_type : L3VNI
192.168.4.1 Origin incomplete
0 Local Pref 100
0 Calc. Local Pref 100

: No Valid : Yes

: external Stale : No
0.0.0.0
65004 65001

: RT: 1:1 RT: 65001:1 Router MAC: 02:00:00:00:07:00
192.168.1.5:1-[5]:[0]:[0]:[24]:[10.1.12.0
192.168.40.1
100001 vni_type : L3VNI
192.168.4.2 Origin incomplete
0 Local Pref 100
0 Calc. Local Pref 100

: No Valid : Yes
external Stale : No
0.0.0.0
65004 65001

: RT: 1:1 RT: 65001:1 Router MAC: 02:00:00:00:07:00




Switch Configuration

For reference
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vrf VRF1
rd 192.168.1.3:1
route-target export 1l:1 evpn
route-target export 65001:1 evpn
route-target import 1:1 evpn
route-target import 65001:1 evpn
vrf VRF2
rd 192.168.1.3:2
route-target export 1:2 evpn
route-target export 65001:2 evpn
route-target import 1:2 evpn
route-target import 65001:2 evpn
!
vlan 10
Vsx-sync
vlan 11
vsx-sync
vlan 20
vsx-sync
vlan 1019
vsx-sync
vlan 1110
vsx-sync
!
virtual-mac 02:00:00:00:01:00
!
evpn
arp-suppression
nd-suppression
redistribute local-svi
dyn-vxlan-tunnel-bridging-mode ibgp-ebgp
vlan 10
rd auto
route-target export 1:10
route-target export 65001:10
route-target import 1:10
route-target import 65001:10
redistribute host-route
vlan 11
rd auto
route-target export 1:11
route-target export 65001:11
route-target import 1:11
route-target import 65001:11
redistribute host-route
vlan 12
rd auto
route-target export 1:12
route-target export 65001:12
route-target import 1:12
route-target import 65001:12
vlan 20
rd auto
route-target export 65001:20
route-target import 65001:20
redistribute host-route

interface 1/1/23
no shutdown
mtu 9198
ip mtu 9198
ip address 192.168.19.1/31
ip ospf 1 area 0.0.0.0
no ip ospf passive
ip ospf network point-to-point
ip ospf authentication message-digest
ip ospf message-digest-key 1 md5 ciphertext

AQBapUbZyuMyDkoDN0zeQbI8qYOp5vpa7l7xnpPOEngEkpWjWBQAAATIouj70C
|

interface 1/1/24
no shutdown
mtu 9198
ip mtu 9198
ip address 192.168.19.9/31
ip ospf 1 area 0.0.0.0
no ip ospf passive
ip ospf network point-to-point
ip ospf authentication message-digest
ip ospf message-digest-key 1 md5 ciphertext

AQBapUbZyuMyDkoDN0zeQbI8qY0p5vpa77xnpPQEngEkpWiWBQAAATIou]70C
1

interface loopback 0
ip address 192.168.1.3/32
interface loopback 1
ip address 192.168.10.3/32
1
interface loopback 11
vrf attach VRF1
ip address 192.168.11.103/32
interface loopback 12
vrf attach VRF1
ip address 192.168.11.3/32
1
interface loopback 22
vrf attach VRF2
ip address 192.168.12.3/32
1
interface vlan 10
vsx-sync active-gateways
vrf attach VRF1
ip mtu 9000
ip address 10.1.10.1/24
active-gateway ip mac 12:00:00:00:01:00
active-gateway ip 10.1.10.1
ipv6é address link-local fe80:10:1:10::1/64
ipv6 address £d00:10:1:10::1/64
active-gateway ipvé mac 12:00:00:00:01:00
active-gateway ipvé fe80:10:1:10::1
no ipvé6 nd suppress-ra
ipv6 nd router-preference high
ip helper-address 10.10.129.30 vrf default

interface vlan 11
vsx-sync active-gateways
vrf attach VRF1
ip mtu 9000
ip address 10.1.11.1/24
active-gateway ip mac 12:00:00:00:01:00
active-gateway ip 10.1.11.1
ipv6 address link-local fe80:10:1:11::1/64
ipv6 address £d00:10:1:11::1/64
active-gateway ipvé mac 12:00:00:00:01:00
active-gateway ipvé fe80:10:1:11::1
no ipv6 nd suppress-ra
ipv6 nd router-preference high
i
interface vlan 20
vsx-sync active-gateways
vrf attach VRF2
ip mtu 9000
ip address 10.2.20.2/24
active-gateway ip mac 12:00:00:00:01:00
active-gateway ip 10.2.20.1
i
interface vlan 1019
ip mtu 9198
ip address 192.168.19.200/31
ip ospf 1 area 0.0.0.0
no ip ospf passive
ip ospf cost 50
ip ospf network point-to-point
ip ospf authentication message-digest
ip ospf message-digest-key 1 md5 ciphertext

AQBapUbZyuMyDkoDN0zeQbI8qYO0p5vpa77xnpPQEngEkpWiWBQAAAIou]70C
i

interface vlan 1110
vrf attach VRF1

description VRF1 transit for loopbacks in VSX

ip mtu 9198
ip address 192.168.110.0/31
i
interface vxlan 1
source ip 192.168.10.3
vxlan-counters aggregate
no shutdown
vni 10010
vlan 10
vni 10011
vlan 11
vni 10020
vlan 20
vni 100001
vrf VRF1
routing
vni 100002
vrf VRF2
routing



8325-1

ip prefix-list endpoint-VRF1l seq 10 permit 10.1.0.0/16 le 32
ip prefix-list endpoint-VRF2 seq 10 permit 10.2.0.0/16 le 32
ipv6 prefix-list vé-endpoint-VRF1l seq 10 permit £d00:10:1:10::/64 le 128
ip prefix-list vrf2-vlan20-summary seq 10 permit 10.2.20.0/24 ge 25 le 32
1
ip aspath-list fabric2 seq 10 permit 650028
ip aspath-list fabric3 seq 10 permit 65003$
ip aspath-list fabric4 seq 10 permit _65004$
ip aspath-list local-fabric seq 10 permit *$
1
route-map BGP-OSPF deny seq 10
match tag 1000
route-map BGP-OSPF permit seq 20
1
route-map OSPF-BGP permit seq 10
match tag 1000
1
route-map connected-bgp-VRF1 permit seq 10
match ip address prefix-list endpoint-VRF1
route-map connected-bgp-VRF1l permit seq 20
match ipvé address prefix-list vé6-endpoint-VRF1
1
route-map connected-bgp-VRF2 permit seq 10
match ip address prefix-list endpoint-VRF2
1
route-map connected-ospf permit seq 10
set tag 1000
1
route-map to-border-leaders deny seq 5
match ip address prefix-list vrf2-vlan20-summary
route-map to-border-leaders permit seq 10
match aspath-list local-fabric
route-map to-border-leaders permit seq 20
match aspath-list fabric2
set ip next-hop 192.168.2.8
1
route-map to-borders deny seqg 5
match ip address prefix-list vrf2-vlan20-summary
route-map to-borders permit seq 10
match aspath-list fabric2
set ip next-hop 192.168.2.8
route-map to-borders permit seq 20
match aspath-list fabric3
set ip next-hop 192.168.3.1
route-map to-borders permit seq 30
match aspath-list fabric4
set ip next-hop 192.168.40.1
route-map to-borders permit seqg 1000

system-mac 02:00:00:00:01:00
inter-switch-1link lag 256
role primary
keepalive peer 192.168.0.1 source 192.168.0.0 vrf KA
vsx-sync aaa copp-policy dhcp-relay dns evpn 1l2-vlan-mac-cfg-mode mclag-interfaces gos-global route-
map sflow-global snmp ssh stp-global time vsx-global
I
ip route 192.168.11.4/32 192.168.110.1 vrf VRF1
I

ip source-interface dhcp_relay interface loopbackl
I
router ospf 1
router-id 192.168.1.3
max-metric router-lsa include-stub on-startup 240
passive-interface default
timers throttle spf start-time 100 hold-time 500 max-wait-time 1000
redistribute bgp route-map BGP-OSPF
redistribute local loopback route-map connected-ospf
area 0.0.0.0
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router bgp 65001
bgp router-id 192.168.1.3
trap-enable
bgp log-neighbor-changes

bgp deterministic-med address-family ipv4 unicast
bgp always-compare-med neighbor 192.168.29.6 activate
! redistribute local loopback
neighbor border-leaders peer-group redistribute ospf 1 route-map OSPF-BGP
neighbor border-leaders description eBGP EVPN peering with remote Fabrics exit-address-family
neighbor border-leaders password ciphertext AQBapUbZyuMyDkoDNOzeQbI8qYOp5vpa77xnpPQEngEkpWjWBQAAATIouj70C address-family 12vpn evpn
neighbor border-leaders fall-over neighbor border-leaders route-map to-border-leaders out
neighbor border-leaders update-source loopback 0 neighbor border-leaders send-community both
1 ]
neighbor borders peer-group neighbor borders route-map to-borders out
neighbor borders description eBGP EVPN peering with local-site Fabrics neighbor borders send-community both
neighbor borders password ciphertext AQBapUbZyuMyDkoDNOzeQbI8qYOp5vpa77xnpPQEngEkpWjWBQAAATIouj70C !
neighbor borders fall-over neighbor spine-RR next-hop-self
neighbor borders update-source loopback 0 neighbor spine-RR send-community both
1 1
neighbor spine-RR peer-group neighbor 192.168.1.1 activate
neighbor spine-RR remote-as 65001 neighbor 192.168.1.2 activate
neighbor spine-RR description Spine and RR peer-group neighbor 192.168.2.8 activate
neighbor spine-RR password ciphertext AQBapUbZyuMyDkoDN0zeQbI8qYOpSvpa77xnpPQEngEkpWjWBQAAATIouj70C neighbor 192.168.3.1 activate
neighbor spine-RR fall-over neighbor 192.168.4.1 activate
neighbor spine-RR update-source loopback 0 neighbor 192.168.4.2 activate

exit-address-family
neighbor 192.168.1.1 peer-group spine-RR !

neighbor 192.168.1.2 peer-group spine-RR vrf VRF1
g bgp router-id 192.168.1.3
neighbor 192.168.2.8 remote-as 65002 bgp log-neighbor-changes
neighbor 192.168.2.8 peer-group borders address-family ipv4 unicast
neighbor 192.168.2.8 description Fabric2 Border2 redistribute local loopback
neighbor 192.168.2.8 ebgp-multihop 10 redistribute connected route-map connected-bgp-VRF1
g exit-address-family
neighbor 192.168.3.1 remote-as 65003 address-family ipvé6 unicast
neighbor 192.168.3.1 peer-group border-leaders redistribute local loopback
neighbor 192.168.3.1 description Fabric3 BL redistribute connected route-map connected-bgp-VRF1
neighbor 192.168.3.1 ebgp-multihop 10 exit-address-family
1 !
neighbor 192.168.4.1 remote-as 65004 vrf VRF2
neighbor 192.168.4.1 peer-group border-leaders bgp router-id 192.168.1.3
neighbor 192.168.4.1 description Fabric4 BL-A bgp log-neighbor-changes
neighbor 192.168.4.1 ebgp-multihop 10 address-family ipv4 unicast
§ redistribute local loopback
neighbor 192.168.4.2 remote-as 65004 redistribute connected route-map connected-bgp-VRF2
neighbor 192.168.4.2 peer-group border-leaders aggregate-address 10.2.20.0/24 summary-only
neighbor 192.168.4.2 description Fabric4 BL-B exit-address-family
neighbor 192.168.4.2 ebgp-multihop 10

neighbor 192.168.29.6 remote-as 65002
neighbor 192.168.29.6 description Fabric2 S3
neighbor 192.168.29.6 password ciphertext AQBapUbZyuMyDkoDNOzeQbI8gYOp5Svpa77xnpPQEngEkpWjWBQAAAIouj70C
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vrf VRF1
rd 192.168.2.8:1
route-target export 1:1 evpn
route-target export 65002:1 evpn
route-target import 1:1 evpn
route-target import 65002:1 evpn
vrf VRF2
rd 192.168.2.8:2
route-target export 1:2 evpn
route-target export 65002:2 evpn
route-target import 1:2 evpn
route-target import 65002:2 evpn
vrf VRF3
rd 192.168.2.8:3
route-target export 65002:3 evpn
route-target import 65002:3 evpn
vrf VRF4
rd 192.168.2.8:4
route-target export 65002:4 evpn
route-target import 65002:4 evpn
1
vlan 1,10,12
1
virtual-mac 02:00:00:00:05:00
1
evpn
arp-suppression
nd-suppression
dyn-vxlan-tunnel-bridging-mode ibgp-ebgp
vlan 10
rd auto
route-target export 1:10
route-target import 1:10
redistribute host-route
vlan 12
rd auto
route-target export 1:12
route-target import 1:12

interface 1/1/10

no shutdown

mtu 9198

description 8400-2 1/10/12

ip mtu 9198

ip address 192.168.29.13/31

ip ospf 1 area 0.0.0.0

no ip ospf passive

ip ospf network point-to-point

ip ospf authentication message-digest

ip ospf message-digest-key 1 md5 ciphertext
AQBapUbZyuMyDkoDN0zeQbI8qYO0p5vpa77xnpPQEngEkpWiWBQAAATIou]70C
1

interface 1/1/13

no shutdown

mtu 9198

description 8400-1 1/10/13

ip mtu 9198

ip address 192.168.29.5/31

ip ospf 1 area 0.0.0.0

no ip ospf passive

ip ospf network point-to-point

ip ospf authentication message-digest

ip ospf message-digest-key 1 md5 ciphertext
AQBapUbZyuMyDkoDNOzeQbI8qYOp5vpa77xnpPQEngEkpWjWBQAAATIouj70C
1

interface loopback 0
ip address 192.168.2.8/32
1
interface loopback 12
vrf attach VRF1
description for troubleshooting in VRF1
ip address 192.168.21.8/32
1
interface loopback 22
vrf attach VRF2
description for troubleshooting in VRF2
ip address 192.168.22.8/32

interface vxlan 1
source ip 192.168.2.8
vxlan-counters aggregate
no shutdown
vni 10010
vlan 10
vni 10012
vlan 12
vni 100001
vrf VRF1
routing
vni 100002
vrf VRF2
routing
1

ip prefix-list endpoint-VRF1l seq 10 permit 10.1.0.0/16 le 32
1

route-map connected-bgp-VRF1l permit seq 10
match ip address prefix-list endpoint-VRF1
1
route-map connected-ospf permit seq 10
set tag 1000
i
router ospf 1
router-id 192.168.2.8
max-metric router-lsa include-stub on-startup
passive-interface default
graceful-restart ignore-lost-interface
redistribute local loopback route-map connected-ospf
area 0.0.0.0
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8360-1

router bgp 65002

bgp router-id 192.

trap-enable

168.2.8

bgp log-neighbor-changes

bgp deterministic-

med

bgp always-compare-med

neighbor border-leader peer-group

neighbor border-leader remote-as 65001

neighbor border-leader description Fabricl BorderLeaderl

neighbor border-leader password ciphertext AQBapUbZyuMyDkoDNOzeQbI8gYOp5vpa77xnpPQEngEkpWjWBQAAAIouj70C
neighbor border-leader fall-over

neighbor border-leader ebgp-multihop 10

neighbor border-leader update-source loopback 0

neighbor spine-RR
neighbor spine-RR
neighbor spine-RR
neighbor spine-RR
neighbor spine-RR
neighbor spine-RR

peer-group

remote-as 65002

description Spine and RR peer-group

password ciphertext AQBapUbZyuMyDkoDN0zeQbI8qgY0p5vpa77xnpPQEngEkpWjWBQAAATIou]70C
fall-over

update-source loopback 0

neighbor 192.168.1.3 peer-group border-leader
neighbor 192.168.1.4 peer-group border-leader
neighbor 192.168.2.1 peer-group spine-RR
neighbor 192.168.2.2 peer-group spine-RR
address-family 12vpn evpn

neighbor border-leader send-community both

neighbor spine-RR next-hop-self

neighbor spine-RR send-community both

neighbor 192.168.1.3 activate

neighbor 192.168.1.4 activate

neighbor 192.168.2.1 activate

neighbor 192.168.2.2 activate
exit-address-family

vrf VRF1
bgp router-id

192.168.2.8

address-family ipv4 unicast

redistribute local loopback

redistribute connected route-map connected-bgp-VRF1
exit-address-family

vrf VRF2
bgp router-id

192.168.2.8

address-family ipv4 unicast
redistribute local loopback
exit-address-family

vrf VRF3
bgp router-id

192.168.2.8

address-family ipv4 unicast
redistribute local loopback
exit-address-family

vrf VRF4
bgp router-id

192.168.2.8

address-family ipv4 unicast

redistribute local loopback
exit-address-family
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Switch configuration
Double-click on .cfg light-blue box

:(10.1.11.0/24

=D

| DHCP server
£ 10.10.129.30

192.168.29.50,

/31

«J

8400-1.fg

Some configuration parts do not reflect entirely operational configuration
for demo/education purpose addressed during troubleshooting section

L0: 192.168.2.1

L0:192.168.2.1

¥

Border-Leader
VTEPG6 BL3

6300-1

L0:192.168.2.5

i(10.L.12.022
:(10.1.10.0/24

1(10.2.21.0/24

g 65002

VM40

VM15 VM22

[VLAN 10 VLAN 21 [VLAN 40|

vlinux?
10.4.40.40

vwin4
10.2.21.22

vubu8
10.1.10.15

H

H

H

H

Fab r| C 2 00:50:56:8e:d7:96 00:50:56:8e:43:7f 00:50:56:80:53:54 00:50:56:8e:fc:39 .
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_____________ BL4-B
\
EL (L0:192.168.3.1 ) 8360-2 8360-3 | (fiozieea01 ] 1 8360-4
e L0: 192.168.3.1 10:192.168.4.1 1 e 1 L0: 192.168.4.2
iy N
VLAN 11 S 102.168.49.20/31 — < -
— @ 1 @ @ ] L0:192.168.4.3
10.1.11.17 ! ' :
00:50:56:8€:92:44 8360-2cfg d =1/1/1 6300-7clg 3
VM18 VM23 10.1.10.0/24 ]
E 10.2.22.0/24)*
[VCAN 10 VLAN 22 -
vlinux28 vwin5 65004 E
10.1.10.18 10.2.22.23 -
..................................................................................................................................... 9950.36:8¢519L ,.,. 005080800:d8 ... | FADTICA
8400-2cfg s4 6300-5.fg 6300-6.cfg s
L0: 192.168.2.2 L0:192.168.1.1 LO: 192.168.1.2
\L 8400-2 6300-5 6300-6
L0: 192.168.2.2 L0: 192.168.1.1 L0: 192.168.1.2
Border Border-Leade
\/TEP4 VTEP5 VTEPT VTEP2
[ — . = S\ | —— — -.‘I
10:192.168.2.7 )4 10:192.168.2.8 JB2 BL1-A | 11.192.168.103 |BL1-B L2-A, [1.192.168.105 1L2-B
Say == pan~ZAN aay =:= pan =z |
@ 6300-4 @ 8360-1 8325-1 | v 18325-2  8325-3] v @ ,8325-4 :
L0: 192.168.2.7 L0: 192.168.2.8 L0:192.168.1.3 L0:192.168.1.4 LO: 12200 :
] 1clg ~| 8325-1cfg - - 8325-2cfg |7 L0:192.168.1.5 « @25 3cfg - — | 83 q |’ 10.1.12.0/24
10.1.11.0/24])
| (z0.1.10.0/22) :
VM16 VM10 VM11 VM12 VM20 VM13 VM14 vM21 V30 (10.2.20.0/24}:
E B E | (103300024}
_ = - ==l 65001 H
vubu5 vubu2 vubu4 vwwin2 vubu3 vlinux27 vlinux5 vubu6 H
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Troubleshooting

Example



Output of show commands
Double-click on .txt light-blue box

Site2

=D

| ]

[

DHCP server
10.10.129.30

192.168.29.50/31

6300-1_evpn-routes-extoom.txt

]

6300-1_evpnmactxt

] ]

E

6300-1 vxbn.txt 6300-1_ewi.ixt 6300-1_mac.txt
6300-1_viep.ixt 6300-1_rmoutes.ixt 6300-1_ap.ixt

(10.1.12.0/24
10.1.10.0/24

10.2.21.0/24

65002

Fabric2

6300-1

L0:192.168.2.5

S3

8400-1

L0:192.168.2.1

L0:192.168.2.1

\/TEP4
N/

L3

1/1/1 2 2/1/1 —3/1/1
I E— S R
I S S E—

VM15 VM22
[VLAN 10 VLAN 21
vubu8 vwin4
10.1.10.15 10.2.21.22

: 56:

1/1/1
VM4_O VM16
VLAN 40 [VLAN 12
vlinux? vubu5
10.4.40.40 10.1.12.16
0 5, 00: 39

Border-Leader

BL3

I L0:192.168.3.1 I

8360-2

L0:192.168.3.1

8360-2_evpri-routes. ixt M17
D D VLAN 11
8360-2 evpri-routes-extcom. ixt 8360-2 evpnmacixt vlinux12
10.1.11.17
D D D 00:50:56:8¢:92:44
360-2 vxbn.txt 8360-2 ev.txt 83602 mac txt
83602 virp.txt 836)-2 moutes txt 8360-2_ap.txt

1)
—

10: 192.168.2.7 JL4

P

| ]

83603 evpri-routes.ixt

]

8360-3_ evpn-moutes-extoom.xt

E

36)-3 evpnmacixt

E

8360-3 vxbn.txt

B

8363 editxt

]

3603 mac txt

]

83603 viep.ixt

]

836)-3 moutes ixt

]

8360-3 ap.ixt

Border-Leader

8360-3

L0:192.168.4.1

192.168.49.20/31

E

6300-7_evpn-utes. txt

xt

| ]

6300-7 evpn-routes-extcom.|

ixt &300-7_ evpnmacixt

#3252 evpn-mutes. ixt

1:91

00: 8e:61:9.
NN NN NS EEE NSRS SEEEREEEEERAAENERRAEEEEEE

]

83252 evpn-routes-extcom.ixt

8360-4 vxbn. txt 8364 ea.xt 8364 macixt 300-7 vxhan.ixt 6300-7 e xt 6300-7_mac.txt
83604 virp.txt 3604 moutes txt 83604 ap.txt &H0-7_viep.ixt 3007 routes.txt 63007 ap.ixt E
VTEP8 :
BL4-B :
\ i
1 8360-4 1.0: 192.168.4.3 L8 :
1 L0: 192.168.4.2 e :
. 6300-7 :
1 L0: 192.168.4.3 :
! E
7 -1 —— 2 1/3 g
VM18 VM23 10.1.10.0/24 ]
E 10.2.22.0/24)*
65004 :
vlinux28 vwins E

10.1.10.18 10.2.22.23

Fabric4

[j I

E 83251 evpn-mutes. ixt D D D D D D
m sS4 D D 83052 virp.ixt || 83052 muesixt | 8325-2 apuixt | R,]\7| BP5 3webntxt (| 83253 eitxt || 8353 macixt
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8400-2 | EStepmimmnn || @Sismmen | 6300-5 RS qur B ] B
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8325-1 vxbn.ixt 835-1_eatxt 83251 mac ixt E
_ B B :
Border 251 viep.ixt || 83251 mouesixt || 8325 1 aptxt | oo l0lc) :
VTEP5 : : VTEP2 :
: : - Py A == :
) : : ) ‘ \ :
= : : | 1 : | E
L0:192.168.:2.8 JB2 : E ,BL1-B L2-A, 11: 192.168.10.5 L2-B :
6300-4 —— 360-1 : 3 8325-1 :8325-2 8325-3: < > :8325-4 :
L0: 192.168.2. D 10:192.168.2.8  * : L0: 192.168.1.3 ) L0:102.168.1.4 i \]/ | Lo: 5
D e : 3 L0:192.168.15  ————  S———t P 10.1.12.0/24]) 2
H : 10.1.11.0/24) *
D E —_10.1.10.0/24 F
e : VM10 VM1l VM12 VM20 VM13 VM14 VM21 V30 (10.2.20.0/24}:
D D 3 E = E 10.3.30.0/24)
: VLAN 10 VLAN 10 VLAN 12 VLAN 20 :
#3601 vxbn.xt || 361 edxt . e At — =N 65001 E
: vubu2 vubud vwwin2 vubu3 vlinux27 vlinux5 vubu6 H
D D : 10.1.10.10 1011111  10.1.10.50  10.2.20.20 10.1.1013  10.1.12.14  10.2.20.21 -
S R o 91 0 % % S v abricl I
8360-1 virp.ixt || 83601 routes.txt
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VNI 10010

arvbQ NetEdit  Network
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Cheat Sheet

1. Type-3 routes always show L2VNI routes only as this are IMET routes for BUM traffic (no L3).

2. Type-2 routes are used for L2VNI, and L3VNI in case of host-route redistribution.
Expect 2 entries per NLRI per EVPN BGP peer: one for L2 traffic (L2VNI), one for routed-traffic (L3VNI).
It can lead to lot of NLRIs to troubleshoot. Please identify the “Best” route for each VNI type.

3. For L3VNI, next-hop destination MAC (router-MAC) of the remote border-VTEP is found with:

8325-2# show evpn vtep-neighbor all-vrfs

VTEP-IP L3VNI MAC VRF State
192.168.3.1 100001 02:00:00:00:06:00 VRF1 Up
192.168.10.5 100001 02:00:00:00:02:00 VRF1 Up
192.168.40.1 100002 02:00:00:00:07:00 VRF2 Up
192.168.40.1 100001 02:00:00:00:07:00 VRF1 Up
192.168.2.8 100002 02:00:00:00:05:00 VRF2 Up
192.168.2.8 100001 02:00:00:00:05:00 VRF1 Up
192.168.10.5 100002 02:00:00:00:02:00 VRF2 Up

4. Pay attention to silent hosts, especially after clearing MAC/ARP or rebooting switch.

5. Ping to tenant host from VSX VTEP switch may fail if not sourced from loopback in the tenant VRF !
Ping from host to AG IP is, however, always successful.



How many EVPN NLRI are expected to be received on borders?

Type-3 routes: L2VNI only

= One per remote border-VTEP (logical)

= One per eBGP EVPN peer

8360-2# sh bgp 12 e route-type 3

Status codes: s suppressed, d damped, h history, * valid, > best, = multipath,
i internal, e external S Stale, R Removed, a additional-paths

Origin codes: i - IGP, e - EGP, ? - incomplete

EVPN Route-Type 2 prefix: [2]:[ESI]:[EthTag]:[MAC]:[OrigIP]

EVPN Route-Type 3 prefix: [3]:[EthTag]:[OrigIP]

EVPN Route-Type 5 prefix: [5]:[ESI]:[EthTag]:[IPAddrLen]: [IPAddr]
VRF : default

Local Router-ID 192.168.3.1

Network Nexthop Metric LocPrf Weight Path
Route Distinguisher: 192.168.10.3:10 (L2VNI 10010)
*>e [3]:[0]:[192.168.10.3] 192.168.10.3 0 100 0 65001
* e [3]:[0]:[192.168.10.3] 192.168.10.3 0 100 0 65001
Route Distinguisher: 192.168.2.8:10 (L2VNI 10010)
*>e [3]:[0]:[192.168.2.8] 192.168.2.8 0 100 0 65001
* e [3]:[0]:[192.168.2.8] 192.168.2.8 0 100 0 65001
Route Distinguisher: 192.168.40.1:10 (L2VNI 10010)
*>e [3]:[0]:[192.168.40.1] 192.168.40.1 0 100 0 65004
* e [3]1:[0]:[192.168.40.1] 192.168.40.1 0 100 0 65004
Route Distinguisher: 192.168.10.3:11 (L2VNI 10011
*>e [3]:[0]:[192.168.10.3] 192.168.10.3 0 100 0 65001
* e [3]1:[0]:[192.168.10.3] 192.168.10.3 0 100 0 65001
Route Distinguisher: 192.168.3.1:11 (L2VNI 10011
*>  [3]:[0]:[192.168.3.1] 192.168.3.1 0 100 0 ?
Route Distinguisher: 192.168.10.3:20 (L2VNI 10020)
*>e [3]:[0]:[192.168.10.3] 192.168.10.3 0 100 0 65001
* e [3]1:[0]:[192.168.10.3] 192.168.10.3 0 100 0 65001

Total number of entries 11

65002 2
65002 2

8360-2# sh bgp 12 e 192.168.2.8:10-[3]:([0]:[192.168.2.8]

VRF : default

BGP Local AS 65003 BGP Router-id 192.168.3.1
Network : 192.168.2.8:10-[3]:[0]:[192.168.2.8]
Nexthop : 192.168.2.8
vni : 10010 vni_type
Peer g 192,168.1.3 Origin
Metric : 0 Local Pref
Weight g @ Calc. Local Pref
Best : Yes Valid
Type : external Stale

Originator ID g 0.0,0.0
Aggregator ID 8
Aggregator AS

Atomic Aggregate

As-Path : 65001 65002

Cluster List

Communities

Ext-Communities : RT: 1:10

Network : 192.168.2.8:10-[3]:[0]:[192.168.2.8]
Nexthop : 192.168.2.8

vni : 10010 vni_type

Peer : 192.168.1.4 Origin

Metric : 0 Local Pref
Weight : 0 Calc. Local Pref
Best : No Valid

Type : external Stale

Originator ID : 0.0.0.0
Aggregator ID 8
Aggregator AS

Atomic Aggregate

AS-Path : 65001 65002
Cluster List

Communities 8
Ext-Communities : RT: 1:10

L2VNI
incomplete
100

100

Yes

No

L2VNI
incomplete
100

100

Yes

No

» 2 candidates and 1 route selected (oldest or lowest peer IP)
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8360-2# sh bgp 12 e vni 100001 route-type 5
Local Router-ID 192.168.3.1
Network Nexthop Metric LocPrf Weight Path

Route Distinguisher: 192.168.1.3:1 (L3VNI 100001)

W0

W

Total number of

entries 61

*>e [5]:[0]:[0]:[24]:[10.1.10.0] 192.168.10.3 0 100 0 65001 2
*>e [5]:[0]:[0]:[24]:[10.1.11.0] 192.168.10.3 0 100 0 65001 2
*>e [5]:[0]:[0]:[31]:[192.168.110.0] 192.168.10.3 0 100 0 65001 2
*>e [5]:[0]:[0]:[32]:[192.168.11.103] 192.168.10.3 0 100 0 65001 2
*>e [5]:[0]:[0]:[32]:[192.168.11.3] 192.168.10.3 0 100 0 65001 2
*>e [5]:[0]:[0]:[64]:[fd00:10:1:10::] 192.168.10.3 0 100 0 65001 ?
*>e [5]:[0]:[0]:[64]:[£fd00:10:1:11::] 192.168.10.3 0 100 0 65001 2
Route Distinguisher: 192.168.1.4:1 (L3VNI 100001)
I ype_5 routeS " L3VN I On |y *>e [5]:[0]:[0]:[24]:[10.1.10.0] 192.168.10.3 0 100 0 65001 ?
. *>e [5]:[0]:[0]:[24]:[10.1.11.0] 192.168.10.3 0 100 0 65001 2
*>e [5]:[0]:[0]:[31]:[192.168.110.0] 192.168.10.3 0 100 0 65001 2
*>e [5]:[0]:[0]:[32]:[192.168.11.103] 192.168.10.3 0 100 0 65001 2
*>e [5]:[0]:[0]:[32]:[192.168.11.4] 192.168.10.3 0 100 0 65001 2
*>e [5]:[0]:[0]:[64]:[£fd00:10:1:10::] 192.168.10.3 0 100 0 65001 2
*>e [5]:[0]:[0]:[64]:[£fd00:10:1:11::] 192.168.10.3 0 100 0 65001 2
rrl Route Distinguisher: 192.168.1.5:1 (L3VNI 100001)
. One per Subnet (In de O typlCaIly /24) *>e [5]:[0]:[0]:[24]:[10.1.10.0] 192.168.10.3 0 100 0 65001 2
* e [5]:[0]:[0]:[24]:[10.1.10.0] 192.168.10.3 0 100 0 65001 ?
*>e [5]:[0]:[0]:[24]:[10.1.12.0] 192.168.10.3 0 100 0 65001 2
. . . . . . * e [5]:[0]:[0]:[24]:[10.1.12.0] 192.168.10.3 0 100 0 65001 ?
*>e [5]:[0]:[0]:[32]:[192.168.11.105] 192.168.10.3 0 100 0 65001 2
= One per route-distinguisher (common versus distinct choice) o e Fec A
*>e [5]:[0]:[0]:[32]:[192.168.11.5] 192.168.10.3 0 100 0 65001 2
* e [5]:[0]:[0]:[32]:[192.168.11.5] 192.168.10.3 0 100 0 65001 ?
*>e [5]:[0]:[0]:[64]:[£d00:10:1:10::] 192.168.10.3 0 100 0 65001 2
* e [5]:[0]:[0]:[64]:[£d00 ] 192.168.10.3 0 100 0 65001 ?
| One per eBGP EVPN peer *>e [5]:[0]:[0]:[64]:[£d00:10: ] 192.168.10.3 0 100 0 65001 2
* e [5]:[0]:[0]:[64]:[£d00:10: 1] 192.168.10.3 0 100 0 65001 ?
Route Distinguisher: 192.168.1.6:1 (L3VNI 100001)
- E I . 10 1 10 0/24 b d f *>e [5]:[0]:[0]:[24]:[10.1.10.0] 192.168.10.3 0 100 0 65001 ?
I'l Ill * e [5]:[0]:[0]:[24]:[10.1.10.0] 192.168.10.3 0 100 0 65001 ?
Xa e' ] . . Su net Source ro *>e [5]:[0]:[0]:[24]:[10.1.12.0] 192.168.10.3 0 100 0 65001 2
. . * e [5]:[0]:[0]:[24]:[10.1.12.0] 192.168.10.3 0 100 0 65001 ?
2 standalone VTEPs + 2 VSX VTEPs (distinct RD): = B R
. * e [5]:[0]:[0]:[32]:[192.168.11.105] 192.168.10.3 0 100 0 65001 ?
*>e [5]:[0]:[0]:[32]:[192.168. 192.168.10.3 0 100 0 65001 2
* e [5]:[0]:[0]:[32]:[192.168. 192.168.10.3 0 100 0 65001 ?
. *>e [5]:[0]:[0]:[64]:[£d00:10: 192.168.10.3 0 100 0 65001 2
— 2 standalone VTEPs: 2 NLRIs per VTEP due to VSX border-VTEP ==& miwied om0 s
11 H —_ Route Distinguisher: 192.168.2.5:1 (L3VNI 100001)
advertISIng (prlmary+Secondary peer) => 4 NLRIS *>e [5]:[0]:[0]:[24]:[10.1.10.0] 192.168.2.8 0 100 0 65001 65002
* e [5]:[0]:[0]:[24]:[10.1.10.0] 192.168.2.8 0 100 0 65001 65002
*>e [5]:[0]:[0]:[32]:[192.168.21.105] 192.168.2.8 0 100 0 65001 65002
- H . * e [5]:[0]:[0]:[32]:[192.168.21.105] 192.168.2.8 0 100 0 65001 65002
— 2 VSX VTEPs (distinct RD): 2 RDs per VSX, 2 NLRIs per RD e (513101510): (32): (1521 168.21.5) 192160208 o 100 o esoor esoo:
! * e [5]:[01:[0]:[32]:[192.168.21.5] 192.168.2.8 0 100 0 65001 65002
(due to VSX border-VTEP primary + secondary peer) => 8 NLRIs
*>e [5]:[0]:[0]:[24]:[10.1.12.0] 192.168.2.8 0 200 0 65001 65002
Id h b 4 NLRI 1 h RD h H f VSX VTEP * e [5]:[0]:[0]:[24]:[10.1.12.0] 192.168.2.8 0 200 0 65001 65002
|t Wou ave een S Wlt Common C OICG Or . *>e [5]:[0]:[0]:[32]:[192.168.21.7] 192.168.2.8 0 100 0 65001 65002
* e [5]:[01:[0]:[32]:[192.168.21.7] 192.168.2.8 0 100 0 65001 65002
H H . Route Distinguisher: 192.168.2.8:1 (L3VNI 100001)
_ Total per SUbnet |n thlS example 12 NLRIS *>e [5]:[0]:[0]:[32]:[192.168.21.8] 192.168.2.8 0 100 0 65001 65002
* e [5]:[01:[0]1:[32]:[192.168.21.8] 192.168.2.8 0 100 0 65001 65002
Route Distinguisher: 192.168.3.1:1 (L3VNI 100001)
H H *>  [5]:[01:[0]:[24]:[10.1.11.0] 192.168.3.1 0 100 0 2
Only one is selected as best route for VRF routing table 5 B s s 5oy mhet 0w o
*> [5]:[01:[0]:[32]:[192.168.31.11] 192.168.3.1 0 100 0 2
Route Distinguisher: 192.168.4.1:1 (L3VNI 100001)
8360-2# sh ip rou 10.1.10.0/24 vrf VRF1 *>e [5]:[01:[0]:[32]:[192.168.41.101] 192.168.40.1 0 100 0 65004 2
*>e [5]:[0]:[0]1:[32]:[192.168.41.1] 192.168.40.1 0 100 0 65004 2
VIRIE VIR Route Distinguisher: 192.168.4.2:1 (L3VNT 100001)
*>e [5]:[01:[0]:[32]:[192.168.41.101] 192.168.40.1 0 100 0 65004 2
Prefix 10.1.10.0/24 VRF (egress) - *>e [5]:[01:[0]:[32]:[192.168.41.2] 192.168.40.1 0 100 0 65004 2
Nexthop 192.168.10.3 Interface =
i Route Distinguisher: 192.168.4.3:1 (L3VNT 100001)
gi;i;:ce Sgg ;Zfilc ggpfevpn *>e [5]:[0]:[0]:[24]:[10.1.10.0] 192.168.40.1 0 100 0 65004 2
* e [5]:[0]:[0]:[24]:[10.1.10.0] 192.168.40.1 0 100 0 65004 2
Age 01h:06m:02s Tag 0 *>e [5]:[0]1:[0]:[32]:[192.168.41.103] 192.168.40.1 0 100 0 65004 2
Encap Type vxlan Encap Details 13vni 100001 * e [5]:[01:[0]:[32]:[192.168.41.103] 192.168.40.1 0 100 0 65004 ?
*>e [5]:[0]:[0]:[64]:[£d00:10:1:10::] 192.168.40.1 0 100 0 65004 2
* e [5]:[01:[0]:[64]:[£d00:10:1:10::] 192.168.40.1 0 100 0 65004 2

W



Type-2 routes: L2VNI + optionally L3VNI

= One per MAC
= One per MAC+IP (ARP)
= One for L2VNI, one for L3VNI (if redistribute host-route)

8360-2# sh bgp 12 evpn
Status codes: s suppressed, d damped, h history, * valid, > best, = multipath,
internal, e external S Stale, R Removed, a additional-paths

= One per eBGP EVPN peer i e = e e B e et

EVPN Route-Type 2 prefix: ]1:[ESI]: [EthTag]: [MAC]: [OrigIP]

[2
= Note: RD is Common for type-2 (RD auto) e EE T R —
1

VRF : default
Local Router-ID 192.168.3.

Network Nexthop Metric

1: 0] : (10 0
>e [2]:[0]:[0]:[00:50:56:8e:61:91]:[10.1.10.10] 192.168.10.3 0
One VSX VTEP (RD auto - Common)- *>e [2]:[0]:[0]:[00:50:56:8e:61:91]:[] 192.168.10.3 0
. * e [2]:[0]:[0]:[00:50:56:8e:61:91]:[] 192.168.10.3 0

. Route Distinguisher: 192.168.10.3:10 (L3VNT 100001)
—_ * e [2]:[0]:[0]:[00:50:56:8e:61:91]:[10.1.10.10] 192.168.10.3 0
2 entrles for MAC Only (L2VNI + LBVNI) *>e [2]:[0]:[0]:[00:50:56:8e:61:91]:[10.1.10.10] 192.168.10.3 0
*>e [2]:[0]:[0]:[00:50:56:8e:61:91]:[] 192.168.10.3 0
* e [2]:[0]:[0]:[00:50:56:8e:61:91]:[] 192.168.10.3 0

2 entries for MAC+IP (L2VNI + L3VNI)
X2 as routes are received from VSX border-VTEP (primary+secondary peer)

Total per MAC (with IP) in this example: 8 NLRIs
It would have been 4 NLRIs with no host-route redistribution on the VTEP for this VLAN (L2VNI only)

LocPrf

100
100
100
100

100
100
100
100

Weight

» Example: 00:50:56:8e:61:91 MAC sourced from e e e o T T e e



Check IMET type-3 routes

Border-Leader-VTEP1 does not advertise intra-Fabricl VTEP to other Fabrics
and does not advertise external-fabric VTEPS to internal Route-Reflectors

8325-1# sh bgp 1l2vpn evpn nei 192.168.2.8 advertised-routes route-type 3

Local Router-ID 192.168.1.3

8325-1# show bgp 12vpn evpn nei 192.168.1.1 advertised-routes route-type 3

Local Router-ID 192.

Network Nexthop Metric LocPrf Weight Path
Route Distinguisher: 192.168.10.3:10 (L2VNI 10010)
*>e [3]1:[0]:[192.168.10.3] 192.168.10.3 0 0 0 65001 2
Route Distinguisher: 192.168.40.1:10 (L2VNI 10010)
*>e [3]1:[0]:[192.168.40.1] 192.168.40.1 0 0 0 65001 65004 2
Route Distinguisher: 192.168.10.3:11 (L2VNI 10011)
*>e [3]1:[0]:[192.168.10.3] 192.168.10.3 0 0 0 65001 2
Route Distinguisher: 192.168.3.1:11 (L2VNI 10011)
*>e [3]:[0]:[192.168.3.1] 192.168.3.1 0 0 0 65001 65003 2
Route Distinguisher: 192.168.10.3:20 (L2VNI 10020)
*>e [3]1:[0]:[192.168.10.3] 192.168.10.3 0 0 0 65001 2
Total number of entries 5
8325-1# sh bgp 12 e neighbors 192.168.2.8 routes route-type 3
Local Router-ID 192.168.1.3
Network Nexthop Metric LocPrf Weight Path
Route Distinguisher: 192.168.2.8:10 (L2VNI 10010)
*>e [3]1:[0]:[192.168.2.8] 192.168.2.8 0 100 0 65002 2
Route Distinguisher: 192.168.2.8:12 (L2VNI 10012)
*>e [3]:[0]:[192.168.2.8] 192.168.2.8 0 100 0 65002 2
Total number of entries 2
Border
VTEPS
L0: 192.168.2.8 JB2

¥

L0:192.168.2.8

168.1.3
Network Nexthop Metric LocPrf Weight Path
Route Distinguisher: 192.168.10.3:10 (L2VNI 10010)
*>i [3]1:[0]:[192.168.10.3] 192.168.10.3 0 100 0 ?
Route Distinguisher: 192.168.10.3:11 (L2VNI 10011)
*>i [3]:[0]:[192.168.10.3] 192.168.10.3 0 100 0 ?
Route Distinguisher: 192.168.10.3:20 (L2VNI 10020)
*>i [3]:[0]:[192.168.10.3] 192.168.10.3 0 100 0 ?
Total number of entries 3
8325-1# sh bgp 12vpn evpn nei 192.168.1.1 routes route-type 3
Local Router-ID 192.168.1.3
Network Nexthop Metric LocPrf Weight Path
Route Distinguisher: 192.168.10.5:10 (L2VNI 10010)
*>1 [3]1:[0]:[192.168.10.5] 192.168.10.5 0 100 0 ?
Route Distinguisher: 192.168.10.5:12 (L2VNI 10012)
*>1 [3]1:[0]:[192.168.10.5] 192.168.10.5 0 100 0 ?
Route Distinguisher: 192.168.10.5:20 (L2VNI 10020)
*>1 [3]1:[0]:[192.168.10.5] 192.168.10.5 0 100 0 ?
Total number of entries 3
(I
S1 NP S2
6300 5 L0:192.168.1.1 L0:192.168.1.2 63006

8325-1

L0:192.168.1.3

1
BL1-A |
1
1
1

L0:192.168.1.1

L1:192.168.10.3

- P~ -

\ I
|BL1-B L2-A|
8325-3!

) L0:102.168.1.4

L1:192.168.10.5

L0:192.168.1.2

AN

L2-B

2| 8325-4

L0:192.168.1.6

18325-2
7 L0:192.168.1.5 I\




Troubleshooting case: traffic between VM16 and VM14 is broken

Missing L2 configuration

» Check Border EVPN
= Check border VXLAN L2VNI-VLAN mapping
» Check Route-Targets

S3 - S4 : 3
: : :192.168.1. | L0: 192.168.1.2 |
8400-1 8400-2 ; 6300-5 T 2[5 T TS 6300-6
L0:192.168.2.1 L0: 192.168.2.2 E e L0:192.168.1.1 L0: 192.168.1.2

=l
Vw

iBGP EVPN
Border-Leader

—
Border [

VTEP3 VTEPt VTEP2
‘E&, ~ = - == H
( / : £ ] - \I F \ :
: :192.168.2. 3 : - : - - - :
L3 d5 52Lo. 1227.1;52.2.5 L06828 e RN BL1-A L1 192.16¢ ,BL1-B L2-A, L1: 102.468.10.5 ,L2-B :
E = 174 -
6300-1 | 2 vf \ £ [eoap-mitinop) 8325-1 ! 18325-2 83253 y % e
E 10:192.168.25 |~ g /8 B\ : 3 10:192.168.1.3 | ) L0:192.168.1.4 | ,Lo:i
] 1/1/1——2/1/1 ——3/1/1 \ ' : E — = —, 10:102168.15 '\ === 7 —, 10.1.12.0/24) ¢
:(10.1.12.0124 : 3 7 10.1.11.0/24]) 3
:(20.1.10.0/24 : : 10.1.10.0/24]):
1110.2.21.0/24 VM15 VM22 VM16 g : VM10 VM1l VM12 VM20 VM13 VM14 vM21 V30 (10.2.20.0/24}:

2 E §| 10.3.30.0/24 | =

:(10.4.40.0/24 3 s

- VLAN 10 a VLAN 12 L YLAN 10 ) Ay EEED am a0 (v (e e 65001 E
: e = :

: 65002 vubug vwin4 vubus L VLAN 12 ) vubu2 vubu4 vwwin2 vubu3 vlinux27 vlinuxs vubu6
10 1. .4.40.4 1.12.16 E 10.1.10.10 10.1.11.11 10.1.10.50 10. 1.12.14 .
00:50:56:8€:61:91 00:50:56:8e:4d:9c 00:5




Check Split-Horizon

ovs-appctl tunnel/vxlanPD/show _split_horizon_asic

8325-1:/home/admin# ovs-appctl tunnel/vxlanPD/show_split horizon_asic

Intra Fabric_ Network to Intra Fabric Network:
src_network group id = 3, dest network group id

Access to Intra Fabric Network:
src_network group_id = 2, dest_network group_ id

Access to Access:
src_network group_id = 2, dest_network group id

ISL to Intra Fabric_Network:
src_network group_id = 4, dest network group id

Inter Fabric Network to Inter Fabric Network:
src_network group id = 5, dest network group id

Access to Inter Fabric Network:
src_network group_id = 2, dest_network group id

ISL to Inter Fabric_Network:
src_network group_id = 4, dest network group id

Intra Fabric Network to Inter Fabric Network:
src_network group_id = 3, dest network group id

Intra Fabric Network to Inter Fabric Network:
src_network group_id = 5, dest network group id

3,

config flags

config flags

config flags

config flags

config flags

config flags

config flags

config flags

config flags

4 (split-horizon

0 (split-horizon

0 (split-horizon

5(split-horizon

4 (split-horizon

0 (split-horizon

5(split-horizon

0 (split-horizon

0 (split-horizon

enabled)

disabled)

disabled)

enabled)

enabled)

disabled)

enabled)

disabled)

disabled)

Border
VTEPS

L0: 192.168.2.8 JB2

8360-1
v

L0:192.168.2.8

7
hLP.a

S1

6300-5

L0:192.168.1.1

VTEP1 - =\
1 [
BL1-A | L1:102.168.103 \BL1-B L2-A,
83251 ! <—>g,—>=9=<—,)§—> 18325-2  8325-3!
L0: 19216813 \l/ \l/ ) L0:192.168.1.4

I
L0:192.168.1.5 «

L0:192.168.1.2

S2
6300-6

L0:192.168.1.2

L1:192.168.10.5

R SEH<
3

p———

AN

L2-B
8325-4

L0:192.168.1.6
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BGP attribute / criteria
next hop reachability
highest weight

highest local-preference

router originated

shortest AS-PATH length

lowest origin type

lowest Multi-Exit-Discriminator

eBGP preferred over iBGP or
confederation

lowest IGP cost to the BGP next-hop
Oldest eBGP route

lowest router 1D
OR
lowest originator ID (in case of RR)

lowest cluster list length

lowest BGP peer IP address

Attribute type

proprietary

discretionary

Mandatory

Mandatory

Optional non-transitive

N/A
Mandatory

Optional non-transitive

Comment

Next-hop in routing table (ex: in OSPF)

local to router

Globally defined within the AS. Default LP=100

route locally originated by itself
(like redistribution or route leaking)

« Can be skipped with bgp bestpath as-path ignore.
+ Selection can be stopped with bgp bestpath as-path multipath-relax

IGP < EGP < incomplete

MEDs are compared if routes came from the same remote AS or if bgp
always-compare-med is enabled

confederation paths are treated as iBGP

closest IGP neighbor

most stable path

IPV6 is preferred over IPv4



Feature/Solution References

» User Guides update:
— VXLAN (10.08: https://www.arubanetworks.com/techdocs/AOS-CX/10.08/PDF/vxlan.pdf)
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