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-Test

Configuration » Services » Edit - Guest-Logi
Services - Guest-Login-Test

Summary Authentication I Roles Enforcement
Name: Guest-Login-Test
Description: Authentication Service for Applications
Z
Type: Aruba Application Authentication
Status: Enabled
Monitor Mode: () Enable to monitor network access without enforcement:
More Options: ) Authorization
Matches @ ANY or © ALL of the following conditions:
Type Name Operator Value il
1.|Application Name EQUALS Guest L]
2.|Click to add...

€ Back to Services

Sep 13, 2017 21:03:25 BST ClearPass Policy Manager
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Configuration » Services » Edit - Guest-Login-Test
Services - Guest-Login-Test

Summary | Ses

Authentication Sources:

Strip Username Rules:

« Back to Services

e Auth

ati

Roles Enforcement

[Lo

User Repository] [Local SQL DB] >

Move Up

Move Down

Remove

View Details

Modify

—Select to Add—-

v

) Enable to specify a comma-separated list of rules to strip username prefixes or suffixes

Sep 13, 2017 21:03:43 BST

ClearPass Policy Manager

Add new Authentication Source

n Cl

00 platform
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Configuration » Services » Edit - Guest-Login-Test

Services - Guest-Login-Test

Summary | Service  Authentication Enforcement

Role Mapping Policy: CBC-ROLE-GUEST v

Add new Role Mapping Policy

Role Mapping Policy Details

Description:
Default Role: [Other]
Rules Evaluation Algorithm:  first-applicable

Conditions Role

1. (Authorization:[Local User Repository]:Enabled EQUALS true) ROLE-CBC-GUEST

« Back to Services

ClearPass Policy Manager 6.6.7.96909 on CP-VA-500 platform

Sep 13, 2017 21:04:04 BST
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Configuration » Services » Edit - Guest-Login-Test

Services - Guest-Login-Test

Summary | Service | Authentication | Roles

forcement
Use Cached Results: Use cached Roles and Posture attributes from previous sessions

Enforcement Policy: CBC-Guest v

Add new Enforcement Policy

Enforcement Policy Details

Description:
Default Profile:

CBC Test will be removed at a later date.
[Deny Application Access Profile]
Rules Evaluation Algorithm:  first-applicable

Conditions Enforcement Profiles

1. (Tips:Role EQUALS ROLE-CBC-GUEST) Guest-Operator

« Back to Services

ClearPass Policy Manager 6.6.7.96909 on CP-VA-500 platform

Development LP Sep 13, 2017 21:04:26 BST
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Source Username Service Login Status Request Timestamp ¥
Application CBC-receptionist Guest-Login-Test REJECT 2017/09/13 21:05:01
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Input Output Alerts.

Login Status: REJECT

Session Identifier: W0000002d-01-59b98f6d
Date and Time: Sep 13, 2017 21:05:01 BST
End-Host Identifier: -

Username: CBC-receptionist

Access Device IP/Port: -
System Posture Status:  UNKNOWN (100)

Service: Guest-Login-Test
Authentication Method: ~ Not applicable
Authentication Source: -

Authorization Source: -

Roles: [Other]
Enforcement Profiles: [Deny Application Access Profile]
Service Monitor Mode: Enabled

Online Status: Not Available

{ « Showing 1 of 1-100 records B> B Show Configuration
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Summary Output

Alerts.

Username: CBC-receptionist

End-Host Identifier: -
Access Device IP/Port: -

Computed Attributes

Application:Name
Authentication:ErrorCode
Authentication:Full-Username

Guest
203
CBC-receptionist

Authentication:Full-Username-Normalized CBC-receptionist

Authentication:

Authentication:Username

tatus

Connection:Protocol
rc-IP-Address
Date:Date-of-Year

Connection:

Date:Date-Time
Date:Day-of-Week
Date:Time-of-Day

i < showing 1 of 1-100 records B> B

Failed
CBC-receptionist
Application

127.0.0.1
2017-09-13
2017-09-13 21:05:01
Wednesday

21:05:01
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Request Det;

Summary Input Alerts.

Enforcement Profiles:  [Deny Application Access Profile]
System Posture Status: UNKNOWN (100)
Audit Posture Status:  UNKNOWN (100) [

{ « Showing 1 of 1-100 records B> B Show Configuration {
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Request Det;

Summary Input Output

Error Code: 203

Error Category:  Authentication failure

Error Message:  Failed to contact AuthSource
Alerts for this Request

WebAuthService [Local User Repository]: Failed to execute sql, reason=ERROR: syntax error at or near test"
Position: 1"

{ « Showing 1 of 1-100 records B> B Show Configuration
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Inzamam Testing for Central Bedfordshire College. This profile will
be removed at a later date.

o Show Details 3’ Edit € Delete _‘J Duplicate .1. Show Usage

n receptionist-test
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n receptionist-test
o Hide Details ’j’ Edit € Delete _:‘ Duplicate -}. Show Usage
Operator Profile
Name: receptionist-test
Description:

Operator logins: | Enabled

&) Guest Manager Custom
2 Create Multiple Guest Accounts o Full Access
Privileges:
@ Create New Guest Account Full Access
2 Edit Multiple Guest Accounts ' Full Access
Skin:

Start Page:  (Default)

Language: (Default)

Time Zone: (GMT+00:00) Europe/London
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Configuration » Enforcement » Profiles » Edit Enforcement Profile - Guest-Operator

Enforcement Profiles - Guest-Operator

m Profile Attributes

Prof
Name: Guest-Operator

Description:
Type: Application
Action: Accept
Device Group List: -
Attributes:
Attribute Name Attribute Value

1.|admin_privileges = receptionist-test
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Configuration » Enforcement » Policies » Edit - CBC-Guest

Enforcement Policies - CBC-Guest

Enforcement | Rules
Enforcement:
Name: CBC-Guest
Description: CBC Test will be removed at a later date.
Enforcement Type: Application
Default Profile: [Deny Application Access Profile]
Rules:

Rules Evaluation Algorithm: First applicable
Conditions Actions
1. (Tips:Role EQUALS ROLE-CBC-GUEST) Guest-Operator
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Rules Editor
|

Matches ® ANY or © ALL of the following conditions:
Type Name Operator Value

\
1.|Authorization:[Local User Repository] Role_Name EQUALS ROLE-CBC-GUEST L]

E lick to add.

Role Name: ROLE-CBC-GUEST v

Save || Cancel





image6.png
Edit Local User

User ID: CBC

Name: CBC-receptionist
 Password:

Verify Password:

Enable User: @ (Check to enable user)
Change Password: ) (Check to force change password on next TACACS+ login)
Role: ROLE-CBC-GUEST v
Attribute Value b}

1./lick to add..]

| save | cancel





