	Device Provisioning Settings

	Name: 
	[bookmark: A_name]{Wifi-Onboard-BYOT-Prov}

	Description: 
	[bookmark: A_description]Provision Settings for BYOT Onboarding

	Organization: 
	[bookmark: A_organization_name]The Knox School

	[bookmark: A_grp_identity]Identity 

	Certificate Authority: 
	[bookmark: A_profile_ca]Clearpass.knox.vic.edu.au

	Signer: 
	[bookmark: A_tls_signing]Onboard Certificate Authority

	TLS Certificate Authority: 
	[bookmark: A_tls_ca]Clearpass.knox.vic.edu.au

	Key Type: 
	[bookmark: A_tls_key_type]2048-bit RSA - created by device

	Unique Device Credentials: 
	[bookmark: A_credentials_include_username_static]Enabled

	[bookmark: A_grp_authorization]Authorization 

	Authorization Method: 
	[bookmark: A_authorization_type]App Authentication — check using Aruba Application Authentication

	Use SSO: 
	[bookmark: A_use_sso_static]Disabled

	Configuration Profile: 
	[bookmark: A_profile_config]{Wifi-Onboard-BYOT-Config}

	Maximum Devices: 
	[bookmark: A_maximum_devices]0

	[bookmark: A_grp_actions]Actions 

	Certificate Expiry: 
	[bookmark: A_action_notify_expire_enabled_static]Enabled

	Send Email Notification: 
	[bookmark: A_action_notify_expire_when]4 weeks prior to expiration

	If Email is Unknown: 
	[bookmark: A_action_notify_expire_email_unknown]Send a message to username@domain

	Unknown Domain: 
	[bookmark: A_action_notify_expire_email_unknown_dom]knox.vic.edu.au

	Subject Line: 
	[bookmark: A_action_notify_expire_subject]Your network credentials are about to expire

	Email Message: 
	[bookmark: A_action_notify_expire_message]Certificate Expiry

	Email Skin: 
	[bookmark: A_action_notify_expire_skin]No skin – HTML only

	Send Copies: 
	[bookmark: A_action_notify_expire_copies]Do not send copies

	Revoke Inactive: 
	[bookmark: A_action_revoke_inactive_enabled_static]Enabled

	
		[bookmark: A_action_revoke_inactive_message][image: Warning]
	This feature relies on data from ClearPass Insight.
You must have an Insight master node enabled and with an appropriate data retention period configured for inactivity calculations to work correctly.




	Inactivity Period: 
	[bookmark: A_action_revoke_inactive_when]90

	Delete Duplicates: 
	[bookmark: A_action_delete_duplicates_enabled_stati]Enabled

	Deletion Delay: 
	[bookmark: A_action_delete_duplicates_when]100

	[bookmark: A_grp_android_device][image: https://clearpass.knox.vic.edu.au/guest/images/icon-android-logo22.png]Android Provisioning 

	Android Devices: 
	[bookmark: A_enable_android_provisioning_static]Enabled

	Android Rootkit Detection: 
	[bookmark: A_android_disallow_rooted]Do not provision rooted devices

	Android Browser Check: 
	[bookmark: A_android_force_default_browser_static]Disabled

	[bookmark: A_grp_chromebook_device][image: https://clearpass.knox.vic.edu.au/guest/images/icon-chromebook-logo22.png]Chromebook Provisioning 

	Chromebook Devices: 
	[bookmark: A_enable_chromebook_provisioning_static]Disabled

	[bookmark: A_grp_ios_device][image: https://clearpass.knox.vic.edu.au/guest/images/icon-ios-logo22.png]iOS Provisioning 

	iOS Devices: 
	[bookmark: A_enable_ios_provisioning_static]Enabled

	iOS Browser Check: 
	[bookmark: A_ios_force_default_browser_static]Disabled

	[bookmark: A_grp_osx_device][image: https://clearpass.knox.vic.edu.au/guest/images/icon-osx-logo22.png]OS X Provisioning 

	OS X Devices: 
	[bookmark: A_enable_osx_provisioning_static]Enabled

	Profile Type: 
	[bookmark: A_profile_osx_type]User

	[bookmark: A_grp_legacy_maxosx_device][image: https://clearpass.knox.vic.edu.au/guest/images/icon-osx-logo22.png]Legacy OS X Provisioning 

	OS X 10.5/6 Devices: 
	[bookmark: A_enable_legacy_macosx_provisioning_stat]Disabled

	[bookmark: A_grp_ubuntu_device][image: https://clearpass.knox.vic.edu.au/guest/images/icon-ubuntu-logo22.png]Ubuntu Provisioning 

	Ubuntu Devices: 
	[bookmark: A_enable_ubuntu_provisioning_static]Enabled

	[bookmark: A_grp_windows_device][image: https://clearpass.knox.vic.edu.au/guest/images/icon-windows-logo22.png]Windows Provisioning 

	Windows Devices: 
	[bookmark: A_enable_windows_provisioning_static]Enabled

	[bookmark: A_grp_web_device][image: https://clearpass.knox.vic.edu.au/guest/images/icon-web-logo22.png]Web-Based Provisioning 

	Web-Based Devices: 
	[bookmark: A_enable_web_provisioning_static]Disabled

	[bookmark: A_grp_override]Override Device Type Detection 

	Detection Override: 
	[bookmark: A_device_detection_override]Never

	[bookmark: A_grp_weblogin]Web Login Page 

	Page Name: 
	[bookmark: A_page_name]BYOT

	Security Hash: 
	[bookmark: A_hash_url]Do not check – login will always be permitted

	Authentication: 
	[bookmark: A_username_auth]Credentials – Require a username and password

	Prevent CNA: 
	[bookmark: A_bypass_cna_static]Enabled

	Custom Labels: 
	[bookmark: A_login_custom_labels_static]Disabled

	Custom Form: 
	[bookmark: A_login_custom_form_static]Disabled

	Terms: 
	[bookmark: A_login_terms_require_static]Disabled

	Custom Fields: 
	[bookmark: A_login_custom_fields_static]None

	Skin: 
	[bookmark: A_login_skin]Galleria Skin

	Title: 
	[bookmark: A_login_title]Register Your Device

	Social Login: 
	[bookmark: A_oauth_enabled_static]Disabled

	Provider: 
	[bookmark: A_mfa_enabled]No multi-factor authentication

	Allowed Access: 
	[bookmark: A_access_whitelist]

	Denied Access: 
	[bookmark: A_access_blacklist]

	Deny Behavior: 
	[bookmark: A_access_if_denied]Send HTTP 404 Not Found status

	[bookmark: A_grp_provisioning_messages]Provisioning Instructions 

	Provisioning Device: 
	[bookmark: A_messages_provisioning_setting]Use default message

	Complete, Reconnected: 
	[bookmark: A_messages_complete_setting]Use default message

	Complete, Reconnect Required: 
	[bookmark: A_messages_reconnect_setting]Use default message

	[bookmark: A_grp_device_status]Device Status 

	Denied Device: 
	[bookmark: A_messages_denied_setting]Use default message

	Expired Device: 
	[bookmark: A_messages_expired_setting]Use default message

	Override Device Detection: 
	[bookmark: A_messages_override_setting]Use default message

	Reprovision Device: 
	[bookmark: A_messages_reprovision_setting]Use default message

	Unsupported Browser: 
	[bookmark: A_messages_browser_setting]Use default message

	Unsupported Device: 
	[bookmark: A_messages_unsupported_setting]Use default message

	[bookmark: A_grp_android_instructions][image: https://clearpass.knox.vic.edu.au/guest/images/icon-android-logo22.png]Android Instructions 

	Pre-Login: 
	[bookmark: A_messages_android_prelogin_setting]Use default message

	App Download: 
	[bookmark: A_messages_android_step1_setting]Use default message

	Profile Download: 
	[bookmark: A_messages_android_step2_setting]Use default message

	Installing Profile: 
	[bookmark: A_messages_android_step3_setting]Use default message

	Complete: 
	[bookmark: A_messages_android_complete_setting]Use default message

	Link Text: 
	[bookmark: A_messages_android_vars_setting]Use default labels

	[bookmark: A_grp_ios_instructions][image: https://clearpass.knox.vic.edu.au/guest/images/icon-ios-logo22.png]iOS Instructions 

	Pre-Login: 
	[bookmark: A_messages_ios_prelogin_setting]Use default message

	Root Certificate Download: 
	[bookmark: A_messages_ios_step1_setting]Use default message

	Profile Download: 
	[bookmark: A_messages_ios_step2_setting]Use default message

	Installing Profile: 
	[bookmark: A_messages_ios_step3_setting]Use default message

	Complete: 
	[bookmark: A_messages_ios_complete_setting]Use default message

	Link Text: 
	[bookmark: A_messages_ios_vars_setting]Use default labels

	[bookmark: A_grp_osx_instructions][image: https://clearpass.knox.vic.edu.au/guest/images/icon-osx-logo22.png]OS X Instructions 

	Pre-Login: 
	[bookmark: A_messages_osx_prelogin_setting]Use default message

	Root Certificate Download: 
	[bookmark: A_messages_osx_step1_setting]Use default message

	Profile Download: 
	[bookmark: A_messages_osx_step2_setting]Use default message

	Installing Profile: 
	[bookmark: A_messages_osx_step3_setting]Use default message

	Complete: 
	[bookmark: A_messages_osx_complete_setting]Use default message

	Link Text: 
	[bookmark: A_messages_osx_vars_setting]Use default labels

	[bookmark: A_grp_ubuntu_instructions][image: https://clearpass.knox.vic.edu.au/guest/images/icon-ubuntu-logo22.png]Ubuntu Instructions 

	Pre-Login: 
	[bookmark: A_messages_ubuntu_prelogin_setting]Use default message

	App Download: 
	[bookmark: A_messages_ubuntu_step1_setting]Use default message

	Installing Profile: 
	[bookmark: A_messages_ubuntu_step2_setting]Use default message

	Complete: 
	[bookmark: A_messages_ubuntu_complete_setting]Use default message

	Link Text: 
	[bookmark: A_messages_ubuntu_vars_setting]Use default labels

	[bookmark: A_grp_windows_instructions][image: https://clearpass.knox.vic.edu.au/guest/images/icon-windows-logo22.png]Windows Instructions 

	Pre-Login: 
	[bookmark: A_messages_windows_prelogin_setting]Use default message

	App Download: 
	[bookmark: A_messages_windows_step1_setting]Use default message

	Installing Profile: 
	[bookmark: A_messages_windows_step2_setting]Use default message

	Complete: 
	[bookmark: A_messages_windows_complete_setting]Use default message

	Link Text: 
	[bookmark: A_messages_windows_vars_setting]Use default labels

	[bookmark: A_grp_profile_general]iOS & OS X Provisioning 

	Display Name: 
	[bookmark: A_display_name]Device Enrollment

	Profile Description: 
	[bookmark: A_profile_description]This configuration profile has network and security settings for your device to allow you to connect to the intranet and access local applications.

	Profile Security: 
	[bookmark: A_profile_security]Always allow removal

	[bookmark: A_grp_profile_signing]Profile Signing 

	Certificate Source: 
	[bookmark: A_profile_signing_type]Generate using the Onboard CA

	Common Name: 
	[bookmark: A_profile_signing_name]Device Enrollment (Profile Signing)

	[bookmark: A_grp_enrollment]Device Provisioning 

	Code-Signing Certificate: 
	[bookmark: A_windows_code_signing]None — Do not sign the application

	Provisioning Address: 
	[bookmark: A_client_enrollment_address]Other IP address or hostname…

	Address: 
	[bookmark: A_client_enrollment_other_address]clearpass.knox.vic.edu.au

	Validate Certificate: 
	[bookmark: A_client_enrollment_validate_https_certi]Yes, validate this web server’s certificate (recommended)

	Bypass Proxy: 
	[bookmark: A_client_enrollment_bypass_proxy_static]Disabled

	Wizard Title: 
	[bookmark: A_client_enrollment_wizard_title]Onboard Wizard

	Password Recovery URL: 
	[bookmark: A_client_enrollment_forgot_password]

	Helpdesk URL: 
	[bookmark: A_client_enrollment_helpdesk]

	[bookmark: A_confirm_group][image: https://clearpass.knox.vic.edu.au/guest/images/icon-user-sponsored22.png]Sponsorship Confirmation 

	Enabled: 
	[bookmark: A_confirm_enabled_static]Disabled


[bookmark: _GoBack]
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