arubo

a Hewlett Packard
Enterprise company

ArubaOSs Switch EARIEELA Fvil.1

—1

Hewlett Packard
Enterprise

BAE1—-Lyb-\vh— k&4t

©2017 Hewlett-Packard Enterprise Development Company, LP The information contained herein is subject to change without notice



ArubaOSs Switch EXRIZEH (KR

a Hewletr Packard
Enferp

H 2
=3 T — o - 4 o] et 6
D 5 ¢ & X ke T N OO 6
B - 5 == OO 6
B O B S T o . TR 6
B2 E R EDEER BN/ BIL /BRI ...t ne 6
2.1 PC BB DO Y — IR oo e e b e b b e b nees 6
2.2 3 ) 100 5 A L) 1 3= 6
2.3 BBEf it b e b e R s b e b e AR e b e R e e R e b e s e R e R e s e e e R e b et e R e R e b et eneeaenes 6
28 BBBRIDIBLE ..t a e s a et e e b e R e R e R e e R e e R s e e e s e b e beaesaeeneenes 7
2.5 BB BB D R E ..ot a e s s e e a e b a e e e R e b e e R e R e s e e R e b e s e R e e R e ae e eneeaanes 7
B 3 I B R B E - R bbb e et b b e an et 8
3 ol [/ L -5 - OO 8
Y o N/ F % - 8
YR s by G0 m by iy I OO 8
32 2 BE B IDTEE ...ttt ettt ettt 9
R I I - . N 13m0 RN 10
EY I B I N Ny 2 52 - - TSR 10
B ABE O AU BIR .ottt s s bbb bbb bR b e bR e s et e R e b e s eneanenees 11
7 R = B e B 5 /) - OO TRTRR 11
L ) - . 2SO 12
43 BEEBBEUTRU—FIRRTT R DERTE ..o creeereeireiireesesssessssessssssesessesessesessssssssssssssessssssssssesssens 13
8.4 BIEBEE DT ADEETE oottt ss et sse b s s b sbs s bs e b sbe s bass b ebe b ebssssbesesessasssassaseneas 14
A5 1P TR R ERTE ..oeveeerreeeeeniesteestessesssesssesssessesssessssssesssesssessesssesssessesssesssessssssessssssssssesssesssessesssesssessns 15
8.6 T JLDIERTE cueeeeerereeeereeeeestessteseessessseessessesssessssssesssesstessesssessssssesssesssessesssessssssesssessesssessesssesssesnes 15
B.6.1 )T IUJUSB T2 D BRI oottt ettt ettt ettt ettt ettt ettt e sttt teteeetenns 15
T N = ey e A D L 3O 16
B.B.3 AT AU A TI Rttt ettt ettt ettt ettt ettt ettt ettt ae e 16
B.8.4 SSH T/ XD ERTE oottt ettt ettt ettt ettt ettt ettt ettt ettt ettt ettt ettt ettt terne 17
B.6.5WED BIEA BT IR oottt ettt ettt ettt ettt ettt tetns 18
B S EEERTE " TTAILEIE ... s e s e s s s s e s b e s s s e s e b e b e s b e s a e e R e e aneanne 19
Bul B E B I ..o a e bR AR e R e e R e e s e R e b e R e e R e e R e e R s e b e b e bese s eeaeennen 19
B L L B T BRIttt ee ettt ettt e et e et et e ee e et et e et e e et e et e e et et e et ettt e et e et et een e e et st eneeeennees 19
TR A2 L 2PN 20
BB ERTE T T AILDEEER ..ottt ettt ettt ettt ettt ettt aeee 20
S.LABRTEDFEALE oottt ettt ettt ettt ettt ettt ettt enaeee 20
LT I b 2 () 1 OO 21
5.2 L BRTE T T AILDIRAE oottt 21
Y Ry e 01001 DY 3¢ = SN 22
R /oL = 23
R & ol N 1 (/) ) = TR 23

©2018 Hewlett-Packard Enterprise Development Company, LP. The information contained herein is subject to change without notice



ArubaOSs Switch EXRIZEH (KR

a Hewlett Packard
Enferprise company

B.1.1 S R T LN R O ZR TR ettt ettt ettt sttt en e en e en e een s 23

[ B = Ky 0 E .- TR 26
LIy e ) V1D X1 TR 26
6.1.4 FEHTIEEROIDULEE ..ottt ettt s et en s e et en ettt ennees 27
6.2 U RTLBIEDERTE .ooveevererrerrereeerseseereesessestesessessessesessesssssssessessessesessessesessessessssessessessssessessesessessesensen 28
B.2.1 TR R BB DB TE oottt ettt ettt ettt ettt n ettt n ettt ennaees 28
.2, 2 B I B R D B T e ev oottt ettt et et et ettt et et et et et et et e e et a et e e et et et et eat et et et et et ettt ene et et et e et eae e eaeneane 28
B.2.3 SNIVIP DD ERTE ..veeveveveeieeeeetetetee et te et e et ee et ettt ae s et et eteae e et et et eae et et et esess et et et eaess et et eseseas et et et ess s et et esensaseresess 29
5.2.4 SYSIOZ DDERTE v.evveveveeeeeeeeeetete et e et et et ae et et et et ss s et et eseae s et et et sae et e s et e e e se et e e et eae s et et et eae et et et et eae et et et etene s e etens 31
i -V ] Ny k) VA T = Yy o 31
A VACER = Wy S bl X2 e O | VO 31
y 2 - =X 1 -1 - OO OO O 32
7.3 ARAYTFBUED IS DT T UT bbb s 32
B B EE TR MERTE .ovevveeerererereeresestetsestestssesesessessesesse st s e ssesasssesesaesassessesessessssensensssensessesesensesesenens 34
Bl TR T D e bbb bRt b e bRt eRe e b R s R e s eneneeneneas 34
8LIMR—FBEBRIEDBUITRYZ AR A YT ELAR) oottt 34
812 IN—FE B RIEDBIS A= RAYTELR) oot 34
8.1.3 AR I R B B D 7R N B B BR E oottt ettt ettt ettt 34
8.2 IR R D B T vttt b e bbb e AR b e R b e s e R e R e b e R e R e b e R s e R e Re b eneeReenenne 35
I S N = . N OO 35
32 e N = L0 -3 NPT 36
IR L OV Bk ey 1) D 0 =L~ RO 39
3 T - SO 40
8.3.1 POE ERTERHTETI T I R oottt ettt ettt ettt ettt 40
8.3.2 POE MIAKFETR T oottt ettt ettt ettt et ettt et et et et e e et et et e et et et et eas s et et et e as ettt anneetne 42
N SN2 by 27 AV L At W1 ot N S 02 | T 43
841U T T NF =3 (IR RTU ) D TEKF oottt 43
842 ) DT T T — A (IR R T ) DI ERTE oottt 43
843 DT T —La (IR — IR T ) EER D ZR TR oot 45
TR |V & - | [OOSR 46
B.5. 1 LT RN ERTE ..ottt ettt ettt ettt ettt ettt tetne 46
8.5.2 JL—TRRENBEBE DI ERTEMT ...ttt ettt ettt sttt n st et en s 47
8.5.3 I R A B D B R IR TR ettt ettt ettt ettt ettt ettt 48
8.6 LS Wttt et et b et b b bebe st enne 48
8.7 TO—FEXXRRRAR=LERE ..ottt ese e ssse e s essessessesseesessssssessessessessessessassssssennan 49
Iy m B N q N e - 31 4= 49
Ny Rl n B NSy SN R <5 1 [ L 1=k -2 OO 49
3R R o it L 50
eI 7 N Y === /D 3OO U OO 50
R el N == T L i -3 NSO 51
- T (e X ) L TR 51
8.0, L TR N L T A D ERTE oottt ettt ettt ettt ettt tenene 51
8.9. 2 TR A ) T A B T B R R D BRI oottt ettt 52

©2018 Hewlett-Packard Enterprise Development Company, LP. The information contained herein is subject to change without notice



ArubaOSs Switch EXRIZEH (KR

a Hewlett Packard
Enferprise company

3 [ R e & (o N g 1 SRR 53
B.10.1 = RIR N T LB D B TE oottt ettt ettt ettt ettt ettt ettt tenns 53
8.10.2 Y —ARIR=RTAILFDERTEM ...ttt sa et s s s s senenaes 54

G EE VLAN DIERTE cvocveeereiieecesenet e ses s s e e ese s e sss s e sss s sssese b esesse st sbessesssnsasensessasessessasensessasenees 54

9.1 VLAN D EEZRBUZRERTE ..ooeevereeiiieerceereeeteseesessessssssse s essesessessessesessessesessessessessssessessssessensessasensensassane 54
.11 VLAN DAER " BIBER «.ooeoeeeeeeeeeeeeeeee ettt sttt sttt ettt s et et es s nan et ten e naneas 54
9.1.2 VLAN B T B BRI BRI oottt ettt sttt en sttt en ettt en e en s 56
RV N N N N D & =TT 57

9.2 ManagemeNnt VLAN D) BRTE ...ccvveeerrerrerrrerreeeeesseesseseessesssesssessesssessssssssssesssessesssessssssesssesssesssessesssssssesses 58

BB 10 B R A D ERTE oo eeveeeereiseeetese st s e s s e ss e b e se st s b e b ess b et e R e b et eRebesa e R e be st enebennenensenees 59

10.1  Aruba0S RA YT MDRBYTHEEE ... ss s s s s s s s s s sas s sasasasasasane 59

10.2 VSF (Virtual SWitching FrameWork) ........cceueiiiieiiiiiiiccrcieccrcreecsrenencessenesessenasessenasesseenssssssenssassennns 59
1021 VSF DBEE ..ottt ettt ettt ettt ettt ettt ettt ettt ettt ettt ettt ettt n et et e 59
O A V=T 4 Y o 1T o | PRSP 59
10.2.3 VSF DOMAIN 1D 1.eovievieceeceeee ettt sae et e s sa st s e st s s s s s e essne s e s s st essne et ns et ensesessnessensseasanens 59
10.2.4 VSF LINK. vttt sttt e et s et s e e st s s e st s st es e et ne s s e st es s e et s s et s s e et s tane et asaneas 60
10.2.5 VSF A7 XD TEEN .ottt ettt n e n e en e en e ee et en e en e 60
O A SR Y =T g oY o Tl o g T o Y S 60
10.2.7 B S ED TSR TROI S — BRI oot 60
10.2.8 VSF DB R IR TE T B ettt ettt ettt ettt et ettt et t et et e st e teae st et e esetensetenseteneaeas 61
10.2.9 VSF D BEERTIT I R oottt ettt ettt ettt ettt nans 62
10.2.10 VSF ERTE D EIIBR . ..oeeeeeeeeeeeeeeeeeee ettt ettt ettt ettt ettt ettt ettt ettt e sttt es s asasnaeas 64
10.2.11 MAD (Multiple ACtIVE DETECTION).......eiiiiiee ettt ettt e e e e etre e e e e e et tee e e e e e eeaabeeeeeeeenantaeeeeeeenanrenes 64
10.2.12 MAD D BREE T oottt ettt ettt ettt ettt 64
10.2.13 MAD D ERTETIT IR oottt sttt ettt en st s et s saneetasenasanaetesans 65
10.2.14 MAD D FEERTI TR <ottt ettt en et n s en s 65
10.2.15 VSF M EZTE (Discover CONfIGUration TEm—I) .....ocviuiuieiieeeeeeeeeeeee ettt es e 66
10.2.16 VSF D ERTEM (Manual Provision TEm—R) ......ccciieeeeeeeeieeeee ettt seses e ses st sn e senans 67

10.3 BPS (Backplane StacKing)......ceueeceiiiiiiieieneieeiiiieerennnsnseieseeeeennnssssessseeeesnnnsssssssseeesssnnsssssssssesessnnnsssnsssns 68
10.3.1BPS DIAEZE ...ttt ettt ettt ettt ettt 68
F0.3.2 MEIMDET ID ...ttt e e e e e e e e et et e ee bt eeeeeeeeeaees e e st e ba s aaeseeeeesesesssbasaanseeesessessssssssananaeeeeesesrsens 68
10.3.3 SEACK 1D ..ottt e e e e e et e e et et s e es et e s e e et en e e et s et et eeen e ee s ee e e e ee e et s e en s eeeeens 68
10.3.4 BPS AN DIFEEN .ottt 68
0 T o 4 o T 1 4V PP PPPPPPPPPRPIN 69
10.3.6 B R ED R IR —  BBILEEIE <.ttt 69
10.3.7 BPS DD EEARERTE ST I oottt ettt ettt et ettt et et st s et s e et e et et et et easetene e 70
10.3.8 BPS (DI ERTI T R ettt ettt n et n e 71
10.3.9BPS M AT IR TE R ..ottt ettt sttt ettt ettt ettt ettt ettt ettt ettt 72
10.3.10 BPS M ERTEDT ...ttt ettt sttt ettt en e et et n et sen et tenans 73

R 1V o Ly 1) 1 5= 75

111 =T AVT DAL I —F AT T=TILDHERR .o ssssesessees 75
O 1 e Oy A D F = L OO 75
1102 JomT AT T T IUDZRTR oottt n s en s 75

©2018 Hewlett-Packard Enterprise Development Company, LP. The information contained herein is subject to change without notice



ArubaOSs Switch EXRIZEH (KR

a Hewlett Packard
Enferprise company

IR L ) O 1 e Ly N T &= OO 76
11.2  RBET AU I D R TE oo eeeeeereeeeeetersteetestesstessee s e s ssessesssessse s e essessesssessessaessssnsesssesssensasssessesssesnsenns 76
I i ) I O e N/ 1 3= OO 76
11.2.2 RBT AU IL DI ERTE oottt ettt ettt ettt sttt 76
B 12 EE BB ERTE oottt be bbb s b e b s b b e bt e be b et sRe b e b e bebe b ene b e s enerenees 77
12,1  RADIUS H /XD ERTE oeoveeeerereereertestestesseseessessessessessessessessesssesssssessessessessessessesssesssssessessessessessessenns 77
Y N 0L (8 s e AN 1 3= OO 77
122 802 AX BB ...eevevieieeecececte ettt ese s et s be st e b s sae b et e R b e b e s s e be b e s e R e eRe s eateRebeasensesensenrerearens 77
12.2.1 802.1X FREEM ERTE TN R oottt ettt sttt ettt s s e tenans 77
12.2.2 802.1X FREEMDFEERTIT IR oottt ettt ettt 79
12.2.3 802. 1K FREEDIERTEM ...ttt ettt ettt ettt 81

©2018 Hewlett-Packard Enterprise Development Company, LP. The information contained herein is subject to change without notice



ArubaOSs Switch EXRIZEH (KR

a Hewletr Packard
Enferprise company

F1E (FLHIC

11 KEHICTOWNT
AEHRIE Aruba0Ss RAYFDEKRIREIE, REIZODVTHENLTNET,

1.2 FEEIE
AEHZRBONEL. BEVOER N—S30cE>TIZBEABEANTENET, £-av U ROSBEA S
BAEL CRELTHYET O T, BRHOEROEMOTELTIET=aT7ILESSES,

13 NRELDIRAYFHE
2018 £ 1 AR, RERMNHHELTLVS Aruba0s RAYFEGIXTEENDEY TY,

Aruba 5400R Switch 1) —X
Aruba 3810M Switch ') —X
Aruba 2930M Switch 21)—X
Aruba 2930F Switch 21)—X
Aruba 2920 Switch &1)—X
Aruba 2540 Switch 1)—X
Aruba 2530 Switch &1)—X

5 2E EDER - EB/FL/FED

21 PC LBV Y—ILES
VY —ILir—T L% PC @ RS-232C YT ILAR—MIHERL . RI-45 ARV 2D HEHERD Y —)LR—M KL
F9, ¥4 o0 USB A —ILiIR—rEFIFHRIBE T A, Bl PC [SRSA /AR ELLZYET D T, HPE My
Networking DA bMSA DU O—RE{T>TTFALY,

2.2 —SFILY T FOERE
BEIFR—SF IV ILEFSTITVET A—SFILYIFTOVYTZILR—FDBEIETTRENDBEYTT,

® 1,200~115,200bps DEEDIEZDHR—L— k (R4 v FILEREZBEEH)
¢ 38T—AEvYhr, 1RMYTEYr, RYF oL, 7—4IHDEETE (Xon/Xoff)

AR—brL— k&, PUTFLR—FEGELEZERTHRAICEDEONET, OJT7Y FETICEERLE
B\EIE. AT 70 MRICEE SN -AR—FL— FTLAELLKRRERFLEADTEREL TS,

23 2By
EET—D L EBICEET AEEENAY . BENEHLET, BRENA RO IO ETREOEYT
ER
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1) Boot ROM WS#E2EIL E T,
Boot ROM XZEf{Z. Boot Profiles DR REFIZEE FIETET S Z & T. Monitor ROM Console ®#2 &) Software
AA—DHERETHENTEET,

Boot Profiles:
©. Monitor ROM Console
1. Primary Software Image

2. Secondary Software Image

Select profile (primary):

2) YIhDITFAA—CHEO—FLET,
3) VATLEVHELET,
4) BEITF7ANESEAHAH. BREZRAAVFICKMEEET,

24 HWHROFEL
BRT—ILEHRE. AT OBEMNELLET,

25 HBIOBEE
CLIZTTEaAvYURERERITLET, (CL DEVAIIREEZZSELIZEN, ) BEFIZIL boot, reboot, reload A< K
BAHYETH, FRROKIIEHENERLYET,

B1E boot reboot reload
L2TOERENBDRE Yes(4A T3 V) No Yes(E &)
SRATLEILITR FOEST Yes Yes No
TSARYBLUEAD T DIEE  Yes Yes No

(1) boota=< v F
boot [ < set-default | system > flash < primary | secondary > config Config-file ]

Aruba# boot system flash primary
System will be rebooted from primary image. Do you want to continue [y/n]? y
Do you want to save current configuration [y/n/~C] y

(2) reboot AT K
reboot

Aruba# reboot
System will be rebooted from primary image. Do you want to continue [y/n]? y

(3) reload A< F
reload

Aruba# reload
System will be rebooted from primary image. Do you want to continue [y/n]? y
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F3E EXEHF-aTUF

3.1 CL D&
Aruba0S AAYF Tl HERLRNILEFHALT CUANDTIER AATEEBLTWVET , TISHARKETIX, B
BINAT—FRBESNTOELD T, VUTFILR—k, Telnet. Web TS5 EFERALTRAAVYFIZTIERTIL,
EREE—FRICADIENTE HETERMYTFOREFEETETCLENET,

R cwoLAL  JovJdrosw  #e |
ARLU—ELAN)L (FER) TlE. BEDEK
EEERD AZa—(VB—TI—AN

ANL=3 | FAL—3 ATER DYYB R [XFEEH. REQEE(L
CEEH A,
FTRTOARL—E LARJLDOIERIZ
N Z. BENEERETIBEDHL. &
BER Arubatt ZFLLALOAT R BAEE TS
=7,
N EIWEL AL OTRTOERICNZ .
. _ B
BEE 7 S, Aubaconfig AYFDYTRYTTREEDREET AT
TECEET,
N, SEET R TOERISNZ . 1 DEF-(%
:‘/77_4 So—sas Aruba(vlan-10)# HEHOR—I VAN HEDRE DI
THXAMZBWTCHEZEETEET,

® TJOVIMAIX. TIAHILNTHIER LGYET , RETIE“Aruba”ELTLVET,
{51) Aruba-2540-24G-4SFPP (DIHE “Aruba-2540-24G-4SFPP>"

o LANLEDBEEEL ROBYELYET, (RENOARLBEIT IEOITURELRYET)
O4 7 b (&exit) A RL—FL A JL(&exit/enable> ) B IRE L A JL(&exit/configure [teaminal] ) B—/\ )L
2749 L—ay(<exit/vlan 10 H>)a T XAV T4 L—ay

® IUTFHRPIAVIATL—aVOARUKIE T A=A TR RSV THRRMERELTRTT 5%
AIHETY,
f5ll) interface 10 untagged vlan 10 (7R—h 10 %445 &L T VLAN 10 [ZEIY X TH)

3.2 CL DEXEPHE
3.2.1BA~O51E0579F

(1) WE~0nJ1>
WRNEET DL, FTROAVE—DNRTINET DT, [Enter F—]%H T EMBICOT 1oL, a7 RTOLTH
PRRENET, (TIANITL—H—Z  KRT—RREREESRTOEL A, )

Press any key to continue (Enter ¥—%i#9)
Aruba#t

o EEEF/NRT—FARESNATOVGEWMES (TIHILM) F EEBEE—FICEEAVES,
® NRRAT—FARESNTOEIEBTIE. AL —FFFERELL T —REBWELTAT (U TEE
ERS
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Username: operator
Passwonrd : ****kk**

~EEYYEZ~

Your previous successful login (as manager) was on 1990-01-01 00:29:42
from 192.168.1.152

~7OVT FEEERTHORTICEY EFS ~

Aruba>

LAY —DLARILTE—R, RRSNDTOVTIRELYET,

(2) BEMrSORTTFT I+
O 7 k&, logout A<y REERFTLTITLETD,

Aruba# logout
Do you want to log out (y/n)? vy
Do you want to save the current configuration (y/n)? y

running-configuration ICZEENEMEGEIL, REFRET HIHNEIEENHY EFEA, RET7A4ILIZTDONT
X, TESERF - TJ7MILEE] 28BLTLEEL,

ARL—F E— R T exit £ quit ZEFTT 2NN TEOAT 7O LTEET,

Arubat exit
Aruba> exit
Do you want to log out (y/n)? vy

EEHENOARL—RIZE-TH S logout T=ld exit AT Y REEFTLEBEIIRELTRET ANDFERA
YE—VRERBREINFLADT, TEET I,

3.2.2 BB DFBE

(1) BEELAIIZAD
enable
FARL—ELARN)ILMS enable ATV R TEBELARNIIZADENTEET . /ART—FHAERESNTVSIESILEE
BETATAVETEIRELNHBYET, EEBELARILICADETAU TR Aruba>h 5 Aruba#lZEDHYET,

Aruba> enable

Username: manager

Passwonrd: *¥kkkkkk

Your previous successful login (as manager) was on 1990-01-01 00:53:29 from the
console

Aruba#

(20 YA—/\LarI747L—2a3 YL RILAAD
configure [ terminal ]

©2018 Hewlett-Packard Enterprise Development Company, LP. The information contained herein is subject to change without notice



o ArubaOSs Switch EXKIZEHAF
Enterprise company

EEELANJLADS configure AYURT, ' A—/\ LAV T4 L—aV LAIZABRENTEET, ¥ O—/\Lay
T4 L—2a  LARIVIZABETOVTRA, Arubatth i Aruba(config)#lZZEHYET , terminal (X EEERIRETY .

Aruba# configure terminal
Aruba(config)#

(3) AVTFXRPaAVIT«TL—LaVIZAS
AVTHFRARARAVI4T =23V DE—RaTUREERITLET,

Aruba(config)# interface 1
Aruba(eth-1)#

(4 12LDLARIIIZES
exit £7=[ quit £LLIZ [Ctrl F—1+[2 F—]

ARL—ELALT exit ANVRERTTHEQATTOMIBYET,
3.23 EFXMZavTUF

(1) BERRORKRT

show ~

(2) XEDOBMYHEL. AlRR

no”

(3) EfFLf-a<w Y FOBEMUHL
M—] F=1EF [VF—]

324 A% FAOXE

(1) avYFAYSA4oALT
“FEtf=ld help ZANTHEBREDLARIITETARELIATVRO—ENRTINET,

Aruba> ?

chassislocate Control the chassis locate LED.
display Display current system information.
enable Enter the Manager Exec context.

~ LIRS~

AVY—ILETR"?EAALTE, " [ERTSNFE A,

ITUREAALTRAR—RDKIT" P EAAT B Tab F—EZEANT B FHTANTEBF—T—R 4/
SA—B—PERENET,

Aruba# show ?

access-list Show Access Control List information.
accounting Show Accounting configuration parameters.
alias Show configured alias commands

~ A RS~

©2018 Hewlett-Packard Enterprise Development Company, LP. The information contained herein is subject to change without notice
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AVY—ILETE?"ZAALTH, " ERTESNFEE A,

(2) A<y FiEE
XFEEANL. FOFEFVF—FANTHE COXFTHRFEIAVVENRTEINET,

Aruba# s?
save s THEDATVEFARRTEINET,
schedule

screen-length

~ AR EHE~

AVY—ILETEH?"ZEAALTE " IERTESNFE Ao

(3) a< > FDOH5E
aAVURDORFDELFEE A SIL[Tab F—]&#H T &, ATV RDXFIIHNHTEIN, TEEHIAVVENRRREINET,

Aruba>sh (tab ¥—%##3)
Aruba>show ARV EAEESINET, EREELEZAET,

(4) A< FOBERT
show history

OAYURDETEREZHEALET ., (BEE%E 25 RRLEY)

Aruba> show history

25 show interface

24 show interface brief
~ThE& ~

1 show histry

Aruba>

(5) R—URERE—FOYYEZ
[no] page
AVURDERITHEREERTTIEEOR—CDRTE—RE, ERRRER—CEMAORTOBMTOVERET . T
THILMNER—DEMDORREGH>TVET DT, ERERRICUIVEZSIZE (. nopage AXUFEERITLET,

(6) <Y FOEHET
repeat

ANF—HHENSET, BERIOIAT R EEHRTLET,

F4E N4 U EHE

41 RAJA a—Y—DER
Aruba0S R yF Tl&. manager (BIEE) & operator (ARL—4) DA—HF—HEREINTLET A, TIA+ILETIE

INRAT—ENBESNTVER A TIHILMDFEENRT—RERELLZNE NRTV—RGELTEEEFLLTAT A
VAIRREBYET

©2018 Hewlett-Packard Enterprise Development Company, LP. The information contained herein is subject to change without notice
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42 HHRTE
setup AVURZEFERATHILICKY . AR EICHBERIEBZHHEICKET H5ENTEET,
setup AV RE/INTA—R—TELTRITTHEL /SRT—RERTEL IP Address FXTE AT R . mgmt-interfaces 73>
FRETDE AV I—TI—RADEN/ENDRES IV IA LT IMEFRENHEET,
BERNBIL. cL TEAMIZERE (UBOETHA) THELAEETT,

(1) setup A< > FR1741
setup AVUREFIET HE. menu B TRAYF DT IAHINERDERLF{TSIEMNTEET,

2530 1-Jan-1990 0:11:05

Switch Setup
System Name : Provision
System Contact :
Manager Passwor‘d : 3k 3k 3k 3k 5k sk sk >k >k ok ok ok sk sk sk ok
Confirm Password : **dksksoksokskokkk**

Logon Default : CLI Time Zone [0] : @
Community Name : public
Spanning Tree Enabled [No] : No Default Gateway :

Time Sync Method [TIMEP/SNTP] : TIMEP/SNTP
TIMEP Mode [Disabled] : Disabled

IP Config [Manual] : Manual

IP Address : 192.168.1.10
Subnet Mask : 255.255.255.0
Actions-> Cancel Edit Save Help

Enter System Name - up to 32 characters.
Use arrow keys to change field selection, <Space> to toggle field choices,
and <Enter> to go to Actions.

o FX—EBME AH—VIDEEI:tab T—. TU IV DEfTenter ¥— EIRIEB DL H:space F—
® TFHULAVTHREZFZLEEL Tsave #175& REIT7AILICRESNET,
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(2) €249 —7 x—ADELTE (setup mgmt-interfaces)

Aruba#t setup mgmt-interfaces
Welcome to the Management Interface Setup Wizard

This wizard will help you with the initial setup of the various management
interfaces. The current values are shown in brackets[]. Type in a new value, or
press <Enter> to keep the current value. Press CTRL-C at any time to quit the
wizard without saving any changes. Press <tab> for help.

Minimum password length [e]:

Operator password [not configured]: **¥k*k**
Confirm password: ****k**x*

Manager password [not configured]: ********
Confirm password: *¥¥***kx

Restrict SNMP access to SNMPv3 only [no]:

SNMPv2 community name [public]:

SNMPv2 Community access level [unrestricted]:

Telnet enabled [yes]: no

SSH enabled [yes]:

Web management enabled [yes]: no

Web management SSL enabled [no]:

Timeout for ssh/telnet sessions [0]:

Timeout for web management sessions [600]:

~C DRI, EHERNBROHERENRTENEIHNEBLTVEY ~

Do you want to save these changes? [yes]:

WMADREMNLOEELLGVNERIX, EDFEF Enter F—ZWTLET,

43 EEIEBIUFRL—E/IXRT—FOHRE
EBEBLUFRL—2D/SRD—FERET HENTEET, FBE/ART—FERETHLITKY. enable 27
URRATHIC, A—F—RBEEABEIRY, DU T VBB TIE, A RL—FE—F THETN D LSITBYFET

(1) /IRRT— FE8&%E

X [no] password < all | manager | operator | minimum-length > [ user-name User-
Name ] [ plaintext Password ]

INGA—H— no BRENBTEIITLETS,
manager BEELANILD/IRT—RERELET
operator FRL—ELRILD/INRT—REHRELET
all EEELFRL—ADINRAT—RERELET,
plaintext NRAT)—REEEEELET,
user-name AJA 11— —LFEELET,

INAT—RDERFEIL. DI, setup mgmt-interfaces AR R TOAHF—RFERIZKYITIAFELAHYET, aTR
DERTHIL. A2 —TT—RDEREITHBALTVET,
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(2) EEEH

1) /INRT—FDHRE
Aruba(config)# password all
New password for operator: *¥¥kx¥kx FRL—FD/IRRT— FERE
Re-enter the new password for operator: ¥xkikix NAD—FBARN
New password for manager: *¥#f**x EEED/INRT— FERE
Re-enter the new password for manager:******* NATD—FBARN
Aruba(config)#

2) A—HY—RENRRT—FOEE

Aruba(config)# password manager user-name admin
New password for manager: *¥¥**x*x*

Please retype new password for manager:******x*
Aruba(config)#

CORFELUE., admin TEEZFLLTAV AU T EENTEET, manager TIEAT AU TELGLLRYFETOT, TFE
TaEbY,

3) INRT— FDEK

Aruba(config)# no password operator
Password protection for manager will be deleted, continue [y/n]? y

& 2TNA—HY—NRIT—FEH)T7TBIHEIL. “nopassword all"EETLET,
®  password EXTE T Null(enter DA TF) TLRILERLZYET,

4.4 HEEX2LUT1DRE
Aruba0S R YFIZIL. RAYFRHIEIZ Reset & Clear RAVAHY . /XA T—FEE ([Clear] RV XXM vF%H
THBEFHOREIZRTIHS ([Reset] RA & [Clear] RAVZRBFICHET) 2. RAYFITHEMIZT VAL TITS
ENTEET, (TROEIE 2930F DHFITY)

BIE/NARILDEF 1) TAHEETIE. o2 DDREVEMI L T F(EEMCRETEET,

XX [no] front-panel-security [ factory-reset | password-clear | password-recovery ]
INGA—R— No BYIRELET,

factory-reset INRT—R)yrEB(ED)ICLET,

password-clear INRAT—RYhNY—%=FH(EMIZLET,

password-recovery /SR —FYH/\)—ZBH(ED)ILET,
IREDHTERNZREIL. show front-panel-security AV R THERTEENTEET,
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45 IP7FLA®D

%{!II

E
(1) BEFIE
ArubaOS RAAYF®D IP FRLRADEREIL. setup AV R CHEIZRET HENTEET,

ZOMDFIEELT, FB—/\)LaAY T4 L—30 AL T, VIAN [ZASTip address AYU R T IP PRLRAZE
BERETHIENTEES,

1) VIANA VA —TxI—XRIZAS
vlan <vlan-id >

2) IP7RLREZHRETD
ip address [ dhcp-bootp | IP-Address/mask-Length | IP-Address Network-mask |

netmask DIETE L. “192.168.1.1/24” MF¥EIZ IP Address [T 1T TR RIDE YR E AN T EMN . AR—RELEITT
“192.168.1.1 255.255.255.0" DIRIZIEE T HELTEET,

(2) EEEH
VLAN 1 [Z 1P PFL R 192.168.1.1/24 R FELET,

Aruba#t configure
Aruba(config)# vlan 1
Aruba(vlan 1)# ip address 192.168.1.1/24

®  vlan 1ip address 192.168.1.1 255.255.255.0" H#E RIFR L EHYET,

® VIAN [ZIZELBRYRT—ID IP PRLRZEHEY U TEIENTEET,
® RTEFHD IPaddress #EHI BIHEIE. HHIZ“noip address” AV RFEEITLTTED R EFEIBRLTH S
ETLET
46 2AVY—ILDERTE

46.1 Y FPJL/USBALY—ILDBRTE
(1) aYY—LBREDIIVF

a) avY—ILR—L—DERE

B console baul-rate rate
INTGA—B— speed-sense SR T E R
1200, 2400, 4800,9600,19200, e EcEE

38400,57600,115200

b) 2ZO0—arrO—/LOHE

X console flow-control < xon/xoff | non >
INSA—R— xon/xoff xon/xoff Z{& FH
non *ﬁﬁﬁ
) BA—ALEZ—ZFILDEKE
X console local-terminal < ansi | none | vt-100 >
INGA—H— ansi ANSI E—FZ{FE
none Raw E—FZ%EH
vt-100 VT-100 i R E—FZF A
d) ROU=2UILyPaDRTE
X console screen-refresh Time
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INTGA—H— Time 1,3,5,10,20,30,45,60 DIED #&5E AIRE

(2) USB AV Y—ILDEETE
USB a2V —ILEEMIRELET .

Aruba# configure
Aruba(config)# console usb disable

USB VY —ILZ BT BB A (L. disable % enable IZEZTETLET,

(3) #A LT MEDER
T IL/USB A —ILDRAA LTI EEMIZLET,

Aruba# configure
Aruba(config)# console serial-usb idle-timeut ©

time out {El&. 0~7200 D EFH THERRETT , 0 ZIEE T H& Time out EEZESNIZLET,

4.6.2 Telnet —/\DERE
Aruba0S XA YF TlE Telnet H—/\MDNTF I AL ERIZHE>TWET,
IP PRLADEETE (T IAILE DHCP BB E 1T AIL. Telnet EHETRAYF DI —I)LIZEHETEET,

(1 a2 FES1M42

X [no] telnet-server
INSGA—H— No AR ELET
(2) EEH

Telnet —/\ZEMIELLET .

Aruba# configure
Aruba(config)# no telnet-server

telnet-server enable [E B LD AEHRIGETT,

(3) 24 L7 MEDER
Telnet/SSH DR A LT I REENIIZLET .

Aruba#t configure
Aruba(config)# console idle-timeut ©

® timeout {EIL, 0~7200 D EFH THRERIAETT ., 0 FIEET HE Time out [EZESNZLET,
®  Telnet O Time out fE (& SSH &E@EICHEYET,

463 *=a—AA 8 —J71—X
ArubaOS RAYFIZIE A a—AVRA—T1—REHATWVET , AIVRSA VAV RA—TI—A NS AZ 21— F—
TI—ADYYEZ L. menu ATURFRITLET . menu ATUR(E, EITHOLAIL (ARL—4—F-(FEEE)(C
JIGLT ARL—RE—FRFELIEEEBEE—RDAZA—LLY ARL—FFE—FDAZ2—H L EBEE—IFDA=a
—~DBHIETEEEA,
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(1) A=a—~DYYEHZ
menu AYREEITLET,

Aruba# menu EEELANJ) Tmenu AT Y FEETT

CL THRELEELTRRFDSS L. REERFT IO DHERAVE—UHARTINET,

5-Jan-1999 11:18:46
- TELNET - MANAGER MODE -
Main Menu

MStatus and Counters. ..

. Switch Configuration...
. Console Passwords...

. Event Log

. Command Line (CLI)

. Reboot Switch

- Download 05

. Run Setup

. Stacking...

. Logout

1
2
3
4
5
6
7
8
9
]

Provides the menu to display configuration, status, and counters.

To select menu item, press item number, or highlight item and press <Enters.

AZ=a—m5 CU ADYIYEZIE, A=2—HS Command Line(CLNERITLET .

(2) BEHEOT I+ FE—FERE
A —ILIZHEGLI-EOE—F%E CU £ 5D menu [ZTBHEERETHAENTEEFT . ATV AVEIZIAZ21—2K
RIBEIINEFIFTBIZIETRDEIIHZELET,

Aruba# configure
Aruba(config)# setup default-login menu

® OJAVEFIZCUZERTTDELIITTAIZIE. menuZ cli ITEBLTCATUREETLET,
®  setup AV R%EZEFTL T, Logon Default IBH T menu/cli Z:EIRLTEETHELTEET,

4.6.4 SSH H—/ D ERE
Aruba0S Ay F Tl&. SSH Server M T IAILFTHZNZIE>TULVET , IP Address DERTE(T 74 /L DHCP)EITX
I£. SSH B TRAYF DAY —ILIZEKTEET,

1 a<woEFE3A4Y

XX [no] ip ssh SSH server MDA /&1L
INSA—B— No BUEHZELET S
(2) EEH

SSH BIBA U A—J1—REEMELLET,

Aruba# configure
Aruba(config)# no ip ssh

Time out {EIZDULVTIE. lTelnet Server DERTE I1ZS BT S0,
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4.6.5 Web BEEBAf 4 —71x—X

Aruba0S R YF TlL, Web BEIEA L A—T1—RANRTIAHILNTHREL>TWET, BEBE/NRAT—FHHRESN

TLWEWEEIZE, Web BEALVE—TI—ADNDDTIEATLRMVFDEREEZEETEFTDTIEE TS,

(1 a2 E4Y

BT [no] web-management Web BB A v X —7 = — ADBE/ L
NS A—R— No mIICERELET,
(2) EEEH

Web BEEA U A—D1—REENELET , (TIAILNMIEHTT)

Aruba#t configure
Aruba(config)# no web-management

(3) Web EEBA V3 —T1—XADT7ItR

1) RAVFOEERIPT7 FLRIZTZIOFNSTIEALET, Manager F1=I3 Operator D 1—H—4& .

NRAT—KTAYA4 Y LET, 1L Operator D/ART— FAFRESNGEWGEWMESK, O 4 VEEIER

RENT 2)D GUI BIEARKINET,

User Login

Username:

Password:

2) TEHROLSILGUNRREINAAS v FDREZHERT S ENTEET, Manager TAY AV LIZBEE

HEDERELITAET,
10.215.3.102 (2920) QoOaL®

Latest Events All 1000

Temperature

&b Fans

E Storage ¢

& Power Supplies
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3) Manager TAY A LTEDT ., GUI THREDZEEFITSICIXFE@mELD g #21)vo L. Login&xy )
v LET,

oL@

operator role

Launch Traditional GUI

4) A—H—0J4 VEESKRRENET DT, Manager D1—H—&, /XRT—FTOTAL U LETS,

Username:

Password:

Manager M/NAJ)—RKREZTERF L. Operator ELTAST AV L THEEEE—RTRRINET,

ESE RE-T7MILEHE
ZAYFIZIZ. running-config & startup-config M 2 DDA T4 BR&HYET , running-config |E. BMER D AE TR
Bah, cU Z2ERALTHRELET AL running-config NEZIAENFE T, write-memory AYUREERITT B,
running-config | startup-config &L T Flash 2B D IT7 A IILNRESN ., EBEFFIZFIRINET,

51 HREEHE
5.1.1 SFERTE

(1) BEDAEY LTRHELTLAIRERNBTORT

show running-config F7=IL. write terminal

Aruba(config)# show running-config
Running configuration:

; J9727A Configuration Editor; Created on release #WB.16.04.0008
; Ver #11:01.9b.3f.b3.b8.ee.34.79.3c.29.eb.9f.fc.f3.ff.37.ef:55

hostname "Aruba"

module 1 type j9727a

no cdp run

filter source-port "13" drop 1-12,15-22
logging 10.215.3.112

sflow 1 destination 10.215.3.114

~ LU THE~
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2) RESATUVREEI7MILORT
show config BRAFALTWAERET7AMILLUNDT7AILEZIEET 5HE (XL, show config < FileName >

Aruba(config)# show running-config
Running configuration:

;5 J9727A Configuration Editor; Created on release #WB.16.04.0008
; Ver #11:01.9b.3f.b3.b8.ee.34.79.3c.29.eb.9f.fc.f3.ff.37.ef:55

hostname "Aruba"

module 1 type j9727a

no cdp run

filter source-port "13" drop 1-12,15-22
logging 10.215.3.112

sflow 1 destination 10.215.3.114

~ LIRS~

5.1.2 REDRFF
write memory F7=[d save
BRI EZTITOLEEBIIRMEINFE TN, TOFFL BB/ EHEDTILRENBTIMEATLEVETDT, &
EEITOOREI7AIICRETIHELHYET,
UTRERENMREFIN TSI EHEREL. EEZRELTRBL-BZHEZELTLET,

Aruba# show running-config status HENMRER AR
Running configuration has been changed and needs to be saved.XEMNMREFEIN TV

Aruba# write memory HEERF
Aruba# show running-config status

Running configuration is same as the startup configuration. FREMRFEINTLDS

REI7AIVRERE. IJ7MVRBEETEFTFEA REST7FMIVADREEIREI7AILEIE—TILEND
VEI,

5A03RE77MILDOEER
BEIFAILIE. RAYF LIZ 16.04 £TIE 3 DET. 16.05 LIEIL 5 DETRETAIENTEE T, BEDREHE
[ZIET7MIIVRBERETELVD T, RELEREI7AINEFIE—LTELEI7MIILLELTRESESIHICHEYE
T, HEEHHMELTZFED Default-Config T7AILIE. hRATA X LIz DERFELTHLIELELTEET,

5.1.4 ERE DAL
REEHET BHEELTIE. TRD 2 DOAELHYFET,

(1) startup-config D #HA{E

erase startup-config E1=(X. erase config File-Name

Aruba# erase startup-config
Configuration will be deleted and device rebooted, continue [y/n]? vy
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(2) RA4 Yy FOREICHERE Ik HMAAL
1. FZDRSEYWEFERALT, RAYFDRIEIZH SH[Reset] R E[Clear] REFRIRFICILET,
2. [Clear] REUEHLI=FZE. [Reset] RAVERLET,
3. wILTTRLED B RIBERMIALIZD [Clear] RAVEMLET,

52 J7AIIEH

521 BET 7 1 ILDRE
(1) BESATVWEI727M4ILDOERT

show config file

Aruba# show config file
Configuration files:
id | act pri sec | name
e mm e e m e e e e e e e
1] * * * | configl
2 | | backupeil
3 | | backupe2

(2) BEIZ7AILDIE—
copy config Config-File-name config NewConfig-File-name

Aruba# copy config startup.cfg config backupol

TIHIVEDHRET7AILAIL, “startup.cfg” LB YUFET  BAEFHP DERTE T 71 LIL. show config file AT K THE
BLTLESW (F7MIV DR FITELTENFEVEEA)

3) BEIFFAILDNYHLTVT

backup startup-configuration to TFTP-Server-Address File-Name

Aruba# backup startup-configuration to 192.168.1.21 startup.cfg
TFTP download in progress.

@) BEIFFAILDYALT

restore startup-configuration from TFTP-Server-Address File-Name

Aruba# restore startup-configuration from 192.168.1.21 startup.cfg
This will change the default configuration file used when the switch boots.

Continue (y/n)? y

Copy AXUNEFEALT. REIT7ZAIVEVAMT T HEHLHEET,

(5) BET7 74 ILDHIE

erase Config-Filename E£1=I% delete Config-Filename
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Aruba# erase backupol

(6) BEBMBRICERT IRET 71 ILDEE

boot system flash < primary | secondary > FileName

Aruba# boot system flash primary config startup.cfg
System will be rebooted from primary image. Do you want to continue [y/n]? y

(7) startup-config 7 7 1 L DAB R
show config

Aruba# show config

; J9776A Configuration Editor; Created on release #YA.15.15.0006
; Ver #05:18.63.ff.37.27:91

hostname "Aruba2530"

console idle-timeout serial-usb ©

timesync sntp

sntp unicast

sntp server priority 1 192.168.1.10

~ LG H B~

show running-config F7=z (& write terminal TIREIF DERE T 7LD F & show config FileName TIEE I 71 L4
DAVILTI7FAIINDREEHERTIENTEET,

(8) startup-config 7 7 1 JLDIEE
startup saved-configration config-file £1=Id startup-default config config-file

Aruba# startup saved-configuration config2
This will change the default configuration file used when the switch boots.

Continue (y/n)? y

522 77 4 JLOERE
ERTET7AILAO Firmware(REEIA A—) 0TV R D H DFERFZ. copy AV RZEFERALT tftp, sftp, xmodem T,
PCATYTA—FK, £ UL PCABEIUA—RTEENTE, NI T7VT /AR HOOTURRTHERECOT DR
EBEV, N—=23V 7y TETIBICFERLET . (RAYFIZIP PRLAMNERESN., PC LBIEFRETHIVLELH
U%Ed)

EREIT7AILIE, backup LU restore AT REFEHRAL T, JE—FD TFTP Server NOE—4 3FHLTEET,

(1) av>YEF31Y

X copy Source Destination [option]

INGA—R— tftp TFTP B51k

(JE—H) sftp SFTP #R3%
xmodem xmodem Bg5i%
usb USB 15 & # 3T D A8 E AT HE

(A—AHi) running-config BEIDDFRET7A )L (source DHIETE HI)
startup-config EEFDOREI7IIL
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config ELIEREI7AMILA

crash-log 22w aBEMOAY (source MDA TE A)

crash-data D59 1D T —A(source DHIETE A)

event-log AR k0% (source DHIETEA])

command-output TR DO HEER (source DHFEET])

flash F2E A A— (destination DA IETE A])
FTTay IPv4 Address TFTP/SFTP MER3E5E/7T IPv4 PRL R

IPv6 Address TFTP/SFTP MERE 5 /7T IPv6 TRL R

filename BER/TTDI7AILE

unix/pc CR/LF DRAZAILIETE

(2) tftp [CKBERTE 7 71 JLERE

a) tftp TREIFANEPCIZ7YIO—FTHEE

Aruba# configure

Aruba(config)# vlan 1 ip address 192.168.1.1/24
Aruba(config)# copy config backup@l tftp 192.168.1.10 2530.cfg
TFTP download in progress.

ERTETT7AIL% TFTP Server [ZERix 9 555 (. backup AV REFERALTHERICHER T,

b) tftp THREIFAILE PCHSHHIVO—KT HHA

Aruba# configure
Aruba(config)# vlan 1 ip address 192.168.1.1/24
Aruba(config)# copy tftp startup-config 192.168.1.10 2530.cfg

R TTAILE TFTP Server MHIETTT DB L. restore AV FEFERALTERILE R T,

(3) sftpIc&kB 77 A IERE
EERULGARL—av T titp ERCTIN, BEISELTA—H —REIEETILELHYET,

Aruba# configure

Aruba(config)# vlan 1 ip address 192.168.1.1/24

Aruba(config)# copy config backup01 sftp user@192.168.1.10 2530-01_backup cfg
Enter user@192.168.1.10’s password: *******x

STFP download in progress.

SFTP TI7AIVERET BN 1 —H—4F (L. IP Address DREIZ@FFITTIEELET . RIEEDHBE L. R1YFD
04 4> 7 Hh™9k manager/operator D7 Ao b EFERLET .

E6HE HBDEE

6.1 LATLEROER

6.1.1 VAT LBERDERTR
HRBIZKYYR—,EShTOWVENEREHESESNWVET DT, THTTEA TS,
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(1) SAFLN—SarDERTF
show version

Aruba#t show version
Image stamp:

/ws/swbuildm/rel_richmond_qgaoff/code/build/bom(swbuildm_rel richmond_gaoff_rel_ric
hmond)

Jan 17 2016 15:59:54

KB.16.01.0004

215
Boot Image: Primary

Boot ROM Version: KB.16.01.0008
Active Boot ROM: Primary

2) YRTLERORT

show system [ information ]

Aruba# show system
Status and Counters - General System Information
System Name : Aruba_Switch
System Contact
System Location

MAC Age Time (sec) : 300

Time Zone : 540
Daylight Time Rule : None

Software revision : YA.15.15.0006 Base MAC Addr : 843497-1198a0
ROM Version : YA.15.17 Serial Number : CN2AFP707X
Up Time : 298 days Memory - Total : 67,108,864
CPU Util (%) 2 Free . 40,610,340
IP Mgmt - Pkts Rx : 17,201,962 Packet - Total : 3022
Pkts Tx : 3,946,483 Buffers Free : 2900
Lowest : 2618
Missed : ©

(3) cPU ERRDERTR
show cpu

task-monitor cpu #EH, B TRRINEDLYET,
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Aruba# show cpu

1 percent busy, from 300 sec ago
1 sec ave: 3 percent busy
5 sec ave: 2 percent busy
1 min ave: 1 percent busy

Aruba#t task-monitor cpu

Aruba# show cpu

1 percent busy, from 300 sec ago
1 sec ave: 3 percent busy

5 sec ave: 2 percent busy

1 min ave: 1 percent busy

Task usage for last @ seconds
% CPU | Description

Hardware Mgmt
System Services

2.3 |
0.4 | Sessions & I/0
5.1 |
2.1 |

4) BREKEORT

show system temperture

Aruba# show system temperature

System Air Temperatures

# |Current Temp | Max Temp | Min Temp | Threshold | OverTemp
------- R e R e
Sys-1 | 19C | 20C | 18C | 55C | NO

(5) 77 VRBOXRT
show system fan

Aruba# show system fan

Fan Information

Num | State | Failures
_______ o e e e
Fan-1 | Fan OK | o

© / 1 Fans in Failure State
© / 1 Fans have been in Failure State

(6) BERKEBORT

show system power-supply
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Aruba# show system power-supply
Power Supply Status:
PS#  Model Serial State AC/DC + V Wattage  Max

1 J9738A Unknown Powered AC 120Vv/24eV 90 575

1/ 1 supply bays delivering power.
Currently supplying 90 W / 575 W total power.

6.1.2 AY DFER

(1) AT ERFT S
show logging
show logging AU R(EATLaVEIBET HET. RRTINBERYRAL ZENTEET, 3£ L<IE show logging ?
HLLIEY =T ILESE T,

Aruba# show logging
Keys: W=Warning I=Information
M=Major D=Debug E=Error
---- Event Log listing: Events Since Boot ----
I 04/03/15 01:40:45 00077 ports: port 17 is now off-line
I 04/03/15 01:40:48 00076 ports: port 17 is now on-line
I 04/03/15 02:45:17 00077 ports: port 17 is now off-line
~ & ~
-- MORE --, next page: Space, next line: Enter, quit: Control-C

(20 OTZEHEETS
clear logging

clear logging AR, filter A7 a3 FEEL T I ESEHADOT DHEHET HELARETT .

Aruba# clear logging

6.1.3 ¥—TIL DB
=TI iR FERLT. R—MIEGL=7r—JIILICHER WA EEZT 52BN TEET . COATUREEST
BEICIE, —BERIICUVIRRARELEFTOT, ERDICHERTIGEILFENBETT,

test cable-diagnostics port-list

Aruba# test cable-diagnostics 1
This command will cause a loss of link and will take several secondsper interface
to complete.

Continue (y/n)? vy

©2018 Hewlett-Packard Enterprise Development Company, LP. The information contained herein is subject to change without notice
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6.1.4 ZHTEHRDINE
(1) ZERHROWNE

show tech
show tech AT R TI&. show tech ATV RIE, UTFISRT RAYFDOIAELEETHDERTED
ERS
() AA—D RBVT (VI T In—23y T—4)
o ETHOETE
e A~VUrOTD—E
o J—rER
® FR—IERE
® RT—ARBIUNIUE(HR—kRXT—4EX)
® IP)L—F
® XT—ARBLUAIUA(VLAN EIR)
® GVRP DHR—Fk
& O—FNSUX(FFUIELV LACP)
0 XYY RAT—RRX(ZDHRAYF)
0 XAV RAT—HA(TAI)

Aruba# show tech

show system

Status and Counters - General System Information
System Name : 2530-24G

System Contact
System Location : Aruba Osaka

~ LIBEHEE ~

(2) vy FEYUBERORT

show boothistory

Aruba# show boothistory

Mgmt Module 1 -- Saved Crash Information (most recent first):

ID: 91a19fb4

Active system went down: ©08/12/14 07:04:17 K.15.14.0007 557
Operator warm reload.

ID: 8b47d879

Active system went down: ©3/21/14 13:19:12 K.15.14.0007 557
Operator reboot from TELNET session.

No Core-dump Files Present.

©2018 Hewlett-Packard Enterprise Development Company, LP. The information contained herein is subject to change without notice
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6.2 VATLBEHOERE

6.2.1 TRR FEDERTE
host hostname

RAMR(FERAK 30 XFETHERRETY

Aruba# configure
Aruba(config)# host 2930-01
2930-01(config)#

6.2.2 B ZIBARDEE

(1) HEOZRT®

show time

Aruba#t show time
Tue Dec 12 09:10:50 2017

(2) BEFORE
time MM/DD/[YY]YY HH:MM

Aruba# configure
Aruba(config)# time 12/12/2017 10:00

) A LY—2DEE

time timezone Time-zone-number

Aruba# configure
Aruba(config)# time timezone +540

HA D Timezone |£ GMT +9 2D T, “+540" % ELET,
(4) NTPIZ &k BEEZIDEIHA

a) NTP DERE
timesync ntp

ntp unicast

ntp server ip-addr
ntp enable

Aruba# configure

Aruba(config)# timesync ntp
Aruba(config)# ntp unicatst
Aruba(config)# ntp server 192.168.1.1
Aruba(config)# ntp enable

$ = =
b) NTP Y—/\EDRIEAFER
show ntp status
©2018 Hewlett-Packard Enterprise Development Company, LP. The information contained herein is subject to change without notice
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Aruba(config)# show ntp status
NTP Status Information
NTP Status : Enabled NTP Mode : Unicast
Synchronization Status : Synchronized Peer Dispersion : 0.00000 sec
Stratum Number ¢ 3 Leap Direction : ©
Reference Assoc ID : 0 Clock Offset : 0.11578 sec
Reference ID : 192.168.1.1 Root Delay : 0.02505 sec
Precision ¢ 2*%*-18 Root Dispersion : 0.81580 sec
NTP Up Time : 115d 19h 14m Time Resolution : 1394 nsec
Drift : 0.00050 sec/se
System Time : Mon Dec 11 15:25:58 2017
Reference Time : Mon Dec 11 12:13:25 2017

(5) SNTP IZ &k BB5ZIRIHA

a) SNTP DE&E
sntp server priority [1-3] SNTP-IP-Address

Aruba# configure
Aruba(config)# sntp server priority 1 192.168.1.1

b) SNTP H—/\—&tDEIRARES

show sntp

Aruba# show sntp
SNTP Configuration

SNTP Authentication : Disabled
Time Sync Mode: Sntp
SNTP Mode : Unicast
Poll Interval (sec) [720] : 720
Source IP Selection: Outgoing Interface

Priority SNTP Server Address Version Key-id

1 192.168.1.10 3 (4]

6.2.3 SNMP D ERE
AAARTIE. SNMP viv2c 7OERIZEALTDOAERBALTLVET , SNMP V3 [CBIL TIEERE D AMIL LT U X1E
DEREFHEONMEENLEIZHYET . SNMP V3 ZZFHDIZE X, CFIHE K DI Management and
Configuration Guide J#Z S BT &Ly,

(1) SNMP R EBS:Ea TV F

a) SNMP IZS1=FADIKTE
snmp-server community Community-name [ < manager | operator > ] [ < restricted | unrestricted > ]

©2018 Hewlett-Packard Enterprise Development Company, LP. The information contained herein is subject to change without notice
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e community : Community-name TAS1 =T/ R %IEE

e manager, operator : 7 7 AEEEIETE . manager (X2 TD MIB AT HMITF U ATAHE, operator (&
CONFIG MIB LISADETD MIB IZ7 VX[ HE,

e restricted, unrestricted : restricted [ read D& , unrestricted & read/write AJBE,

b) SNMP Trap DERE
snmp-server host /P-address community community-name trap-level [ < none | debug | all | not-info | critical >]
[ informs [ retries RETRY-COUNT ][ timeout Time ]]

e host:IP-address T SNMP Trap i£{E5ED IP PRLRZIETE

e community : community-name CAZ1 =T B EIRTE

e trap-level : QY Ayt—2% SNMP Trap EL TEETHEEDEET SO LANILDIBEEITLVET . none
ZIRETHEAT AytE—T(F SNMP Trap ELTEFESNER AL (AT LS D SNMP Trap EEDERE I
snmp-server enable AT R TITLVET)

e retries : RETRY-COUNT TY RS/ BEIHZEIEE (T 74/Lk 3 [E])

e timeout: Time TAA LT IMEZIEE(T 74/L+ 15 #)

c) SNMP Trap DH % D ERTE

snmp-server enable traps < arp-protect | auth-server-fail | dhcp-snooping | dhcpv6-snooping | dyn-ip-lockdown |
dyn-ipv6-lockdown | link-change |login-failure-mgr | mac-count-notify| mac-notify | password-change-mgr | port-
security | running-config-change | snmp-authentication | startup-config-change >

e arp-protect: # 4+ 3y ARP TATHL 3D Trap

e auth-server-fail : ZREEH—/\DIEHIEE

e dhcp-snooping : DHCP v4 AX—EU (2835 Trap

e dhcpv6-snooping : DHCP v6 AX—E V4 (ZB89 5 Trap

e dyn-ip-lockdown : 44+ 2y 1P AYIF O UIZE% T % Trap, out-of-resource X2 violations DA T 345
EH A EE

e link-change : > A—TJx—RADYLITIT/ZDD Trap, FRE T DIHE IER—FEEEEX all DIFEH
WE,

e all: SNMPv1, SNMPv2c, SNMPv3 £ T&EFa]

e v1:SNMPv1 DA EFA]

e v2c: SNMPv2c D& EFT]

e v3:SNMPv3 DHEFHA]

d) SNMP Trap EELDEE
snmp-agent target-host trap address udp-domain ip-address params securityname security-string [ vl | v2c | v3 ]
security-string [& SNMPv1, SNMPv2 TlXaZa =T 1% . SNMPv3 TlEA—H—&ZEHEELET,

e) SNMP DEXERT

show snmp-server

(2) EREH
SARYAIZ =T« public, EEAH I =T 1 private Z/ERLL. SNMP 7O RIZETH/N—2a % AIL
F9, T FFETHRAF 192.168.1.10 IZVUTAHILARUREREI7AIILVEBRIZBEALTD Trap ZEEL. 15—
TI—ADYUREEZEBRIZEET S Trap ITEELAEVESIIZHZELES .
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Aruba# configure

Aruba(config)# snmp-server community public operator restricted
Aruba(config)# snmp-server community private manager unrestricted
Aruba(config)# snmp-server host 192.168.1.10 public critical
Aruba(config)# snmp-server enable trap startup-config-change
Aruba(config)# no snmp-server enable trap link-change all

AVB—DI—RADI )T ITEIVERICOVTIE, TIHILNTENELE>TND AT, EBHIZLET, show
snmp-server trap ThSYTDRAEDRERNBTERERTEET,

6.2.4 syslog MEXTE
AAYFDARUCATHEIEE LTz syslog H—/NCERETHEMNTEE T, syslog H—/\IEHIEET HEMHKE
FIH REFEBLELDIDOTEENVRETT,

(1) syslog H-—/\MiENN
logging ip-address
BELIZIP FRLAD syslog Y —/A~AO5EEELET,

Aruba#t configure
Aruba(config)# logging 192.168.1.10

(2) EETEIARY FNEXEDHRTE

logging severity < major | error | warning | info | debug >

Aruba# configure
Aruba(config)# logging serverity info

TI1E YIMHYT7DOIN—30T7v T

71 N=2a TFvITITRERIFAIL
XX, xx. xx. xxxx.swi (XX: B FBEEE XX XX, XXXX:/N—2 3 D) EVWITFAID, Y IRDITA A=V T7(ILERYFE
9, Aruba0S X 4 w F(Z(. Boot ROM & Software Image HSdpY) I HY. Boot RMM XV T bz 7 A A =D
FANWZEEFNTWADT, N—2avT7yIRICERT IDEEXHY FEA

HPE My Networking " R— b4 MBSV T Dz 7EFA 20— KT 5 & XK xx xx. xxxx.zip EWLVSEHEZ
FAIWTAFTEET , COEMBI7ZAIVICIE. VIR T A A= T7A )L (XX XX, XX, XXXX.swi) DABIZ, Y)—R/
—kO. readme Z7AMILENEFINTOEI N, VI I T DN—23 0 Py FIZERITHEELZDZDIE. VIRIT
TAA—TT7A4IL (XK. XX, XX, XXXX.swi) DA EHZYET,

XX DEGES I TROBYELGYET,

sMWHI)—X i E
Aruba 5400R zI2 21)—X KB

Aruba 3810M ¥')—X KB

Aruba 2930M ')—X WC
Aruba 2930F ¥1J—X WwC
Aruba 2540 1)—X YC

Aruba 2530 2!)—X(Giga ET L, 48 R—b 10/100M ETJL) | YA
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Aruba 2530 £1)—X (48 R—FET LEKS 10/100M ETIL) | YB
7.2  EhA#fE

1) RESELTWAEY I LI TTF/IN—2 3% showversion AT FTHEERLET., F/-. showflash a<
v RZ&{FEBAL T, Primary Flash & SecondaryFlash DY 7 bz 7 A A= EELELEFFERALTREIALTL
S EHRLET,

2) N—=23a3 7y TTBYT DT TDRelease Note ZFHEZEL T, MELTWLWAN—2auhbm/A—2 3
DT THNEARENEERL TSN, N—=2 3 VITE>TEHEEHICN—a 07y T3 20ERH S
LOLHYET,

3) pingHFEMOTPCEN—DavTyTETIRAVFRITEIETESCLEHRLES,

4) PCIZTsftp H—/\FEf=(L tftp H—nNZEHL. FILWLWNA—2a30DY T RDT7TI7AILT Tyl
AF—LET, BHIFERALTVWAY I Y72 LEZTITIHEEE. HFTLLWNAN—U30FaE—F 50T
2. NI Ty TE2LTHLEZHHOLET,

73 RAYFHEEON—TarFy TS
ARETIZTSARYYTRITAA—SE AT Y TR T T A A—DIZA I T TLTHD ., TSAIJAA—SE A
NEZDFIETHALTLET,

1) IREFALTULS Primary 4 *—2 % Secondary £ A —J(ZabEF—L TNy 7y ILTEEET,
Secondary DA * —TH#ANEBEZ T, A A —PDIETEZ Secondary IZEET AEHARETY,
copy flash flash secondary (Primary 4 A — I hH\i5 Secondary 4 A —A@ 3 E—)

Aruba# copy flash flash secondary
Aruba# show flash

Image Size (bytes) Date Version
Primary Image : 16464572 07/21/17 WB.16.03.0003
Secondary Image : 16128924 12/15/16 WB.16.03.0003

Boot ROM Version

Primary Boot ROM Version : WB.16.03
Secondary Boot ROM Version : WB.16.03

Default Boot Image : Primary
Default Boot ROM : Primary

©2018 Hewlett-Packard Enterprise Development Company, LP. The information contained herein is subject to change without notice
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2) HLWA—=23 0DV T I T % sftp 0 tftp U—/AMS Flash ITHHoA—FLET,
copy tftp flash TFTP-IP-Address Software-Image-File-Name (TFTP F B D 51)

Aruba# copy tftp flash 192.168.1.10 WB_16_04_0008.swi

The Primary OS Image will be deleted, continue [y/n]? vy
12456K

Validating and Writing System Software to the Filesystem ...

Aruba#t show flash

Image Size (bytes) Date Version
Primary Image : 16464572 07/21/17 WB.16.04.0008
Secondary Image : 16128924 12/15/16 WB.16.03.0003

Boot ROM Version

Primary Boot ROM Version : WB.16.03
Secondary Boot ROM Version : WB.16.03

Default Boot Image : Primary
Default Boot ROM : Primary

3) RAVFEBEHLET,

Aruba# boot system flash primary
System will be rebooted from primary image. Do you want to continue [y/n]? vy
Do you want to save current configuration [y/n/~C] vy

Do you want to save current configuration Ty &9 5&, BEDRENRESINTHEEHLET,

4) BEB®R, OJA LY IV TN—Da v EERLET,

Aruba#t show version

Image stamp:
/ws/swbuildm/rel_ukiah_gaoff/code/build/anm(swbuildm_rel ukiah_gaoff_rel ukiah)
Jul 21 2017 14:07:16
WB.16.04.0008

919
Boot Image: Primary
Boot ROM Version: WB.16.03
Active Boot ROM: Primary

¥Primary 41 A—U & FDFEE T, Secondary 1 A—VIZEFHLLVAN—230 D I7— Lz 7EIE—LI-G 8 (. B
A A YD T IAILMIEEB K5I, “boot set-default flash secondary”FE{TL T, LEIFRF DA A—F
EAUFVIZEBLTHEEET,
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F8E R—FDERTE

— &5
Aruba0S R YF Tl BERHDOEER—MIBELTIEA U 2—T71— RN EEIZHZRLLR—
ZHRELEFT . R—rBEXLEATH. TEABHEL-THEY . EEALEIYHTOENET,

8.1
rFESDHTHR—

8.1.1 IR— FBEEREDOHI(HR Y I XA R A v FHilF)

T E2I& Aruba 2930F 24G 4SFP+ Switch TOHITY,

8.1.2 R— FBEERBEOH(Dv— R A v FHE)
D=L RAYTFDIGE . R—FESDRIICAOYVLE S FTEET , Aruba 5400R A YyFTIXFRAAVLEESH 1 X H

AB.2 ERB CD ELVo=FILI7RYNTCEIYHTONTWVET , KERAYMIBE L =AM 2—TI—RAEP21—ILHT
[TRYVIRRAvFERBRIZEL DS, BLLLITEISIEEIZHR—

FESMNEIVETONET,

ZEI‘J-I\-B

-ﬂﬂﬂﬂﬂ-ﬂ ﬁ

-Jlp.H B .My ..E =

1357911 131517192123
TATA TATA TATA TATA TATA TATA | |TATA TATA TATA VA TA VA TL VA TA
2 4 68110 12§14 16 18 2022 24

v A [-] [-]

&

“z2ByEbH "

@

ABAYhF

LRDOZEETT L FIZIE

OV A D 1ER—k:AL
20vykB M 7 BER—F:B7
20wk D @ 16 FR—k:D16

ELSREITHYFET,

8.1.3 A vV ERHEBOR— FESRE

ARy DEEBHRLIZEE (X REYIRICRAVFICEIYIRONI-ES + / + R—FESTRESNFET,

YRR YFDIEE 1/1,1/2,1/3, 2/1,2/2,2/3 1i&

v — RAYFDIFEE 1/AL, 1/A2, 1/C1, 1/E1, 2/A1, 2/C3 T3&E
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82 HKR—MFDRE
8.2.1 IR— FDEXRIRTE
(1) R— FDEE E Duplex E— FZEERET S

speed-duplex < 10-half | 100-half | 10-full | 100-full | 1000-full | auto | auto-10 | auto-100 | auto-1000 | auto-10-

100 | auto 10g >
T I74ILME auto TY . R—MZE-TIEBETELVE—FAHYET,

Aruba# configure
Aruba(config)# interface 1
Aruba(eth-1)# speed-duplex 100-full

R—rDBEEFROLSIZ 1 F TS ELARETT,

Aruba#t configure
Aruba(config)# interface 1 speed-duplex 100-full

(2) R— F®D MDI/MDIX ZE&ET S

mdix-mode [ auto | mdix | mdi]

Aruba# configure
Aruba(config)# interface 1
Aruba(eth-1)# mdix-mode mdix

B3) R—rZEIry r¥IUTH
disable

Aruba# configure
Aruba(config)# interface 1
Aruba(eth-1)# disable

8 R—brDL vy FEIUERKRT S

enable

Aruba# configure
Aruba(config)# interface 1
Aruba(eth-1)# enable

(5) ZA—a Y FO—LDEE
flow-control

Aruba# configure
Aruba(config)# interface 1
Aruba(eth-1)# flow-control

©2018 Hewlett-Packard Enterprise Development Company, LP. The information contained herein is subject to change without notice
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(6) 13— x—ADIEEL AT Y FORIFREST

13—z —ADHERELHEIATURE 1 TTRE

TG EDHEITY .

1T

Aruba# configure
Aruba(config)# interface 1-8 disable

8.2.2 FR— MEBRDO R T
(1) R— MEBROERT

show interface

Arubat#t show int

erface

Status and Counters - Port Counters

Flow Bcast

Port Total Bytes Total Frames Errors Rx Drops Tx Ctrl Limit
1 3,658,360,246 6,656,213 0 0 off ©
2 0 0 0 0 off ©
3 65,087,227 279,972 0 0 off ©
4 7,726,749 20,620 0 0 off ©
5 2,062,283,283 30,510,070 0 0 off ©
6 0 0 0 0 off ©
7 150,392,970 212,204 0 0 off ©
(LATHE)
(2) R— MREBOXRT
show interface brief
Aruba# show interface brief
Status and Counters - Port Status
| Intrusion MDI Flow Bcast
Port Type | Alert Enabled Status Mode Mode Ctrl Limit
______________________ b e e e e e e e e mmme e
1 100/1000T | No Yes Down 1000FDx NA off ©
2 100/1000T | No Yes Up 1000FDx MDI off o
3 100/1000T | No Yes Down  1000FDx NA off @
4 100/1000T | No Yes Down 1000FDx NA off ©
5 100/1000T | No Yes Down 1000FDx NA off o
6 100/1000T | No Yes Down 1000FDx Auto off ©
7 100/1000T | No Yes Down  1000FDx NA off ©
(LATES)

(3) R— FDBREHEHOERT

show interface config
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Aruba# show interface config
Port Settings
Port Type | Enabled Mode Flow Ctrl MDI
_______________ g e e e e e
1 100/1000T | Yes Auto Disable Auto
2 100/1000T | Yes Auto Disable Auto
3 100/1000T | Yes Auto Disable Auto
4 100/1000T | Yes Auto Disable Auto
5 100/1000T | Yes Auto Disable Auto
6 100/1000T | Yes Auto Disable Auto
7 100/1000T | Yes Auto Disable Auto
(LATHER)
(4) R—rRT—2RADERTF
show interface status
Aruba# show interface status
Port Name Status Config-mode  Speed Type Tagged Untagged
1 Down Auto 1000FDx 100/1000T No 10
2 Down Auto 1000FDx 100/1000T No 1
3 Down Auto 1000FDx 100/1000T No 1
4 Down Auto 1000FDx 100/1000T No 1
5 Down Auto 1000FDx 100/1000T No 1
6 Down Auto 1000FDx 100/1000T No 1
7 Down Auto 1000FDx 100/1000T 10 1
(LLTHER)

(5) BER— FDEFMERRT

show interface Port-Number
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Aruba#t show interface 1

Name

MAC Address : 3ca82a-58fc33
Link Status : Up

Port Enabled : Yes

Totals (Since boot or last clear)
Bytes Rx : 2,595,149,519
Unicast Rx . 7,509,167

Bcast/Mcast Rx : 10,202,606
Errors (Since boot or last clear)
FCS Rx :
Alignment Rx
Runts Rx
Giants Rx
Total Rx Errors : ©
Others (Since boot or last clear)
Discard Rx : 0
Unknown Protos : ©
Rates (5 minute weighted average)
Total Rx (bps) : 1,832
Unicast Rx (Pkts/sec) : @
B/Mcast Rx (Pkts/sec) : @
Utilization Rx : 0 %

[OOSR )

Status and Counters - Port Counters for port 1

Bytes Tx : 3,031,982,758
Unicast Tx : 9,734,887
Bcast/Mcast Tx : 654,138,198

Drops Tx : 0
Collisions Tx 7]
Late Colln Tx %]
Excessive Colln : ©
Deferred Tx : 0
Out Queue Len 0

Total Tx (bps) : 6,216

Unicast Tx (Pkts/sec) : ©
B/Mcast Tx (Pkts/sec) : 7
Utilization Tx : 0 %

(6) R— FDHEEEHEI VT TS

clear statics Port-Number
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Aruba#t show interface 1

Name

MAC Address : 3ca82a-58fc33
Link Status : Up

Port Enabled : Yes

Totals (Since boot or last clear)
Bytes Rx : 2,595,149,519
Unicast Rx : 7,509,167
Bcast/Mcast Rx : 10,202,606

Errors (Since boot or last clear)
FCS Rx
Alignment Rx
Runts Rx
Giants Rx
Total Rx Errors : ©

Others (Since boot or last clear)
Discard Rx : 0
Unknown Protos : ©

Rates (5 minute weighted average)
Total Rx (bps) : 1,832
Unicast Rx (Pkts/sec) : ©
B/Mcast Rx (Pkts/sec) : @
Utilization Rx : 0%

Aruba# clear statics 1
Arubat#t show interface 1

[ORR I R

Name
MAC Address : 3ca82a-58fc33
Link Status : Up
Port Enabled : Yes
Totals (Since boot or last clear)
Bytes Rx : 1,293
Unicast Rx : 11

Bcast/Mcast Rx : @
Errors (Since boot or last clear)
FCS Rx 0

Alignment Rx 0

Runts Rx : 0

Giants Rx (4]

Total Rx Errors : ©
Others (Since boot or last clear)
Discard Rx : 0

Unknown Protos : ©

Rates (5 minute weighted average)
Total Rx (bps) : 1,808

Unicast Rx (Pkts/sec) : 1
B/Mcast Rx (Pkts/sec) : @
Utilization Rx : 0%

Status and Counters - Port Counters for port 1

Status and Counters - Port Counters for port 1

Bytes Tx
Unicast Tx
Bcast/Mcast Tx

: 3,031,982,758
: 9,734,887
: 654,138,198

Drops Tx

Collisions Tx
Late Colln Tx
Excessive Colln :
Deferred Tx

O 0O 00O

(O]

Out Queue Len

Total Tx (bps) : 6,216

Unicast Tx (Pkts/sec) : @
B/Mcast Tx (Pkts/sec) : 7
Utilization Tx : 0 %

Bytes Tx : 3,448
Unicast Tx 11
Bcast/Mcast Tx : 15

Drops Tx
Collisions Tx
Late Colln Tx
Excessive Colln
Deferred Tx

O 0O 000

(]

Out Queue Len

Total Tx (bps) : 6,336

Unicast Tx (Pkts/sec) : 1
B/Mcast Tx (Pkts/sec) : 8
Utilization Tx : 0%

823 HBA VA —TI—RADLUTIERE

—EBDAVUETIH RO 2—T1—REHEELTREROR R ORENMTLEZAET .
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BR—k 1,3,5 ZHEEL TR—MREERT

Aruba# show interface brief 1,3,5

B R—bk 15 ZHEEL TR—MREZERTR

Aruba#t show interface brief 1-5

8.3 PoE
8.3.1 PoE SRXEMEEOT VK

(1) R— +Z& T PoE ZHFN/EMICT S
interface Port-List power-over-ethernet

T I4ILETIL PoE IZBZNZHE>TULVET , PoE ZEZTBEAIETROLIIZEHEELET,

Aruba# configure
Aruba(config)# no interface 1 power-over-ethernet

(2) R—F &M PoE BHEY B THOFEIERTE

interface Port-List poe-allocate-by < usage | class | value >

® usage:PDICKYBETEANZIIVHETET,

®  class : Power Ramp-up 9 RF¥IZ&Y. Power Class [ZIECTEHEENY XU TET,

® value: ¥EELI=E S (poe-vaule TIRELE)ZFETEIVETET, TI4/IME 17W DF=6H . BLEIZIGLT
BHDERELTVET .

Aruba# configure

Aruba(config)# interface 1 poe-allocate-by value

Warning: Use this command at your own risk. Proceeding may result in undesired
PoE behavior. Recommend setting 'poe-allocate-by' to 'class' or ‘'usage'.

Default poe-value : 17W
Current poe-value : 17W

In order to change this value, please use 'poe-value' command.
Do you agree, and do you wish to proceed? [y/n] y

(3) R—FZ LD PE REBHDHRKMERTE
interface Port-List poe-vaule [ 1- 33 ]
poe-allocate-by T value ZEXE LGB ICIEERIRETY S

Aruba# configure
Aruba(config)# interface 1 poe-value 20
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(4) PoE T34 F) T4 DERE
interface Port-List power-over-ethernet < critical | high | low >
TIHILETIE low DERFESNTUVET,

Aruba# configure
Aruba(config)# interface 1 power-over-ethernet high

(5) LLDP [ % PoE DEIY HT
interface Port-List poe-lidp-detect < disable | enable >
T 74 )LETIE LLDP [2&% PoE MENY B TIFEMIHE>TULET,

Aruba# configure
Aruba(config)# interface 1 poe-1lldp-detect enabled

(6) Pre-Standard T/\f A~NDIHEBEDHZIE
power-over-ethernet pre-std-detect < ports Port-List >
802.11af ZEMLURID T NI REH  FEBELZFNELET . GH. £TOD 802.11af EMWATT NI RANDIBEERIT
LD TIHEISETVER A,

Aruba# configure
Aruba(config)# power-over-ethernet pre-std-detect ports 1-3

(7) PoE BAFREIZ L S Trap EEDT-HDEHERTE

power-over-ethernet threshold < 1-99 >

EXRH-YDENFERARIZELSD Trap ZIEDBMEZRELET . T IAILMI 80%TT

Aruba# configure
Aruba(config)# power-over-ethernet threshold 60
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8.3.2 PoE DIRER T

(1) RM YFLED PoE TEHRDFZT

show power-over-ethernet

Aruba# show power-over-ethernet
Status and Counters - System Power Status

System Power Status : No redundancy
PoE Power Status : No redundancy

Chassis power-over-ethernet:

Total Available Power : 370 W
Total Failover Pwr Avl : oW
Total Redundancy Power : oW
Total Power Drawn : 50 W +/- 6W
Total Power Reserved : 50 W
Total Remaining Power : 320 W

Internal Power

Main Power
PS (Watts) Status

1 370 POE+ Connected

External Power
EPS1 /Not Connected.

(2) &HR— FD PoE FHRD—ERT

show power-over-ethernet brief

Aruba# show power-over-ethernet brief
Status and Configuration Information

System Power Status : No redundancy
PoE Power Status : No redundancy

Available: 370 W Used: 49 W Remaining: 321 W

PoE Pwr Pwr Pre-std Alloc Alloc PSE Pwr PD Pwr PoOE Port PLC PLC
Port Enab Priority Detect Cfg Actual Rsrvd Draw Status Cls Type
1 Yes low off usage 1l1dp 6.9 W 6.9 W Delivering 3 1

2 Yes low off usage 1lldp 3.3 W 3.3 W Delivering 4 2

3 Yes low off usage usage 8.8 W 8.8 W Delivering 4 2
4 Yes low off usage 1lldp 6.7 W 6.7 W Delivering 4 2
(LATES)
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(3) &AR— b PoE REEFHRT

show power-over-ethernet Port-Number

Aruba# show power-over-ethernet 1

Status and Configuration Information for port 1

Power Enable ¢ Yes PoE Port Status : Delivering
PLC Class/Type : 3/1 Priority Config : low

DLC Class/Type : 4/2 Pre-std Detect : off

Alloc By Config : usage Configured Type :

Alloc By Actual : 11dp PoE Value Config : n/a

PoE Counter Information

Over Current Cnt : © MPS Absent Cnt 0 2
Power Denied Cnt : © Short Cnt . 0

LLDP Information

PSE Allocated Power Value : 6.8 W PSE TLV Configured : dot3, MED
PD Requested Power Value : 12.5 W PSE TLV Sent Type : dot3
MED LLDP Detect : Disabled PD TLV Sent Type : dot3

Power Information

PSE Voltage : 56.5 V PSE Reserved Power : 6.9 W
PD Amperage Draw : 122 mA PD Power Draw 6.9 W

84 YVHTFHNHF—=ay(BR—Fr529)

841 YV Y TFTIEF—=L a3V (R—FrrS29)DE—F
Aruba0S RAAYF Tl Vo OT T )T —Lay ((R—h S0 0) & FE AT A7R—T LACP 2R3 ESMEREEL

ij—o

LACP (IEEE 802.3ad)

X FEHEERE LACP ORI EFERALTRI DI —av LTIV IERENILET R ERDOERELEHET
IT4TFERIZIVL T DIRENHEE T, BIER—FT LACP ZFEHT BB E L. S IR—RELT LACP
#E%5E L. FlexNetwork(Comware) Ry F @ IRF T LACP-MAD &L T LACP #3315 & 1d. MAD /8RR
IL—FE—FERETHIENTEET,

Trunk (T24JLk, JETORAIL)

Trunk TIXF B THRELZITIRAZITAVIE—RDHERFEH AEET. LACP(802.3ad) ISt DS AL
FERAL-RMEEREEGT S50 MU TRrLARRAGISEEHFICFERLET,

842 YV HTFTHTINHF = a3 (R—k SV )DHRE

1) V97TV —=2 a3 l— S0 9) M0 3—7 2 —XAADKR—FBIMEE— FIEE

trunk Port-List < Trunk-Name > < trunk | lacp >

Trunk-Name : YO F V) F—S 3 (IR— kSO D) A B—T1—AD B RIEIEE . trkl, trk2, trk3 ED A4
—IJI—REANFHOEBRINTND, AV F—T1—ADHIIHEIZKYELD,
trunk : LACP TORILEFERLEZEWNEE(TI4ILE)
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® lacp:LACP JOa/LEIRET HHE

LACP {3 55E

Aruba# configure
Aruba(config)# trunk 1-2 trkl lacp

LACP ZFERHLEWEGSE

Aruba#t configure
Aruba(config)# trunk 1-2 trkil

(2) Uo7V —=a3 (R —bFrS09)1M 02— 2—A b DR— IR

no trunk <Port-List>

Aruba# configure
Aruba(config)# no trunk 1

(3) R—FTLACP 7V T4 TDEDIE

lacp active

Aruba# configure

Aruba(config)# interface 3-4
Aruba(eth-3-4)# lacp active

FERERE (X interface 3-4 lacp active & 1 {TTCERETHELARETY .

(4) R—FrTLAcP Ry L TDEMIE

lacp passive

Aruba#t configure
Aruba(config)# interface 3-4
Aruba(eth-3-4)# lacp passive

L EREEE (X interface 3-4 lacp passive & 1 {TCERTE T A ELAIEETY .

(5) LACP & E DR
no interface Port-List lacp £1=[EA 2 A—Tx—RAVTHAMIFZEIL T no lacp

Aruba#t configure

Aruba(config)# interface 3-4 disable
Aruba(config)# no interface 3-4 lacp

W—T&E#T 510, LEDFREFHDLIIKR—tE—EENELTHL LACP ZHRTHELEHETTHOLET,
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843 YV HTFTHTIHF—=La v (R—Fk FSU9)FERODET

1) YYOF7T795—=2av(@l =300 )D—8ERT

show trunks

Aruba#t show trunks

Load Balancing Method: L3-based (default)

Port | Name Type | Group Type
______ o e e e e e e e mme e mmmmmmee o mmmmm mmmmmme
1 | 100/1000T | Trkl LACP
2 | 100/1000T | Trkl LACP
3 | 100/1000T | Trk2 Trunk
4 | 100/1000T | Trk2 Trunk

(2) LACP [REBDEMRT

show lacp
Aruba# show lacp
LACP
LACP Trunk Port LACP Admin  Oper
Port Enabled  Group Status Partner  Status Key Key
3 Active Trkl Up Yes Success © 210
4 Active Trkl Up Yes Success © 210

FAFZ9Y LACP DERTET. A D Trunk Group [FAR—FFEESHRRSIN, RTLIT—2 3V LSV IDEREINS

E(DynX) EVVST IL—THBEIERENE T, RET1 Y7 LACP DIFA(X. MU IR ERIZIEEL=. FSU94%
(TrkX)Z=FRLET,

(3) LACP #iEHEHRDFEF T

show lacp counters

Aruba# show lacp counters
LACP Port Counters.

LACP LACP Marker  Marker  Marker  Marker
Port Trunk PDUs Tx PDUs Rx Req. Tx Req. Rx Resp. Tx Resp. Rx Error

(4) LACP O—HILIHEHD TR
show lacp local
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Aruba# show lacp local
LACP Local Information.

System ID: 3ca82a-58fcee

LACP TX Rx Timer
Port Trunk Mode Aggregated Timer Expired
1 Trkl Active Yes Slow No
2 Trkl  Active Yes Slow No

(5) LACP E7HHDIRT

show lacp peer

Aruba# show lacp peer
LACP Peer Information.

System ID: 3ca82a-58fce0

Local Local Port Oper LACP Tx

Port Trunk System ID Port Priority Key Mode Timer

1 Trkl  80clée-cf@360 1 0 54 Active Slow

2 Trkl 80cl6e-cfoO360 2 0 54 Active Slow
8.5 IJL—Ti&A

Aruba0S Ay F R TILIL—THREN#AEEEL T Loop Protect #EREMEE SN THY  IEELI=R—kSIL—T4E
HANTYRERETAIETERSNEZRMYFONTDIL—TZEHRHL., ZBR—MI{LITAY IO vy Ty
BEDFHETICENTEET,

8.5.1 L— THREIDEEE
Loop Protect MEXTE [XAR—FEAIE (L VIAN BB CTHREMNTEET , R—rE VIAN DB AIZEHET HEIELTE
FtH A,

(1) W—TEME— FORE
loop-protect mode < port | vlan >
® port: R—FEFD I —TRHAETSE—R(TIAILL)

® vlan:VLAN BHiDIIL—TRHZETSE—F

Aruba# configure
Aruba(config)# loop-protect mode vlan

(2) R— FEGIONL—TRAKRE

loop-protect Port-List [ receiver-action < send-disable | no-disable | send-recv-dis > ]

®  send-disable : L—TRREBFICIL—TRE/ NN YREEELI=R—FED YRV LET, (T I4ILN)
® no-disable: L—TERBRHILTER—FEI PR E OV LEE AL
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®  send-recv-dis : L—TRENBEFIZIL—TRE/ Ty bEEELI-R—F, ZIEELER—FOEAZE Y IRE UL
x99,

Aruba# configure
Aruba(config)# loop-protect 1-2

(3) VLAN B )L— FiRENERTE

loop-protect vlan Vian-list [ receiver-action < send-disable | no-disable | send-recv-dis > ]

T avDRFEFR—FEMERLTY

Aruba#t configure
Aruba(config)# loop-protect vlan 1

@) L—TBEA/ Ty MEEMRORE

loop-protect transmit-interval < 1-10 >

FIFILME s BT,

Aruba# configure
Aruba(config)# loop-protect transmit-interval 1

(5) R—rovy b UHRDERTE
loop-protect disable-timer < 0-604800 >

=R ELEERAR—rE Yy OV LET, B ERBRARR—D I vy OV ISR BRENET,
TI4IEE 0 IS TEY. L—TRE T vy voanfz R—MNIBEEIHLEE A BIHTBIZIE.
interface < Port-List> enable #1322 ENHYET,

Aruba#t configure
Aruba(config)# loop-protect disable-timer 60

(6) IL— THRHEFD Trap EIEDHRE

loop-protect trap loop-detected

Aruba# configure
Aruba(config)# loop-protect trap loop-detected

8.5.2 )L— TRENERE DR EHI
LT DOHREFTIL, ;R—b 1~10 T Loop-Protect ZHFIIZL T IL—THRHBER—,E S UL, 60 FEICH
EBEIR. 3 WEICIL—TN\TIrEEETBEITIEELTVNET , T —TREBFIZIE SNMP Trap HEIETBLS
IZLTULVET,
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Aruba# configure

Aruba(config)# loop-protect 1-10

Aruba(config)# loop-protect disable-timer 60 transmit-interval 3
Aruba(config)# loop-protect trap loop-detected

8.5.3 JL— TR EE D FHR TR
(1) R—FE— FTORELREFRORT

show loop-protect < Port-List | vlan list >

Aruba# show loop-protect 1-2

Status and Counters - Loop Protection Information

Transmit Interval (sec) .3

Port Disable Timer (sec) : 60

Loop Detected Trap : Enabled
Loop Protect Mode : Port

Loop Protect Enabled VLANs

Loop Loop Detected Loop Time Since Rx Port
Port Protect Detected on VLAN Count Last Loop Action Status
1 Yes Yes NA 17 8m, 30s send-disable Down
2 Yes Yes NA 17 1s send-disable Down

(2) L—TREBICRFTEhDO0TDERTRA

Aruba# show logging

Keys: W=Warning  I=Information
M=Major D=Debug E=Error

---- Event Log listing: Events Since Boot ----

I 05/31/17 10:51:24 00076 ports: port 1 is now on-1line

I 05/31/17 10:51:24 00076 ports: port 2 is now on-line
W 05/31/17 10:51:25 00884 loop-protect: port 1 disabled - loop detected.

I 05/31/17 10:51:25 00898 ports: Loop Protect(62) has disabled port 1 for 60
seconds

8.6 L—FkFJEY bk
R—FTCRIETHIS T4 IR LTL—rDFHIBET B ENTEET  L—F)IYMIAR—FE=IT VAN 2R EZE
TLVEY,

(1) L—FUZy FORTE
late-limit < all | bcast | icmp | mcast | unknown-unicast > in < kpps Kpps | percent Percent >

all: 2 TDRS 7495

bcast : FA—FF ¥ RXMF T 00
icmp : ICMP b5 7494

® mcast: VILFF VAT T4VY
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®  unkown-uniast : Unknown 2=F ¥ AR5 T49 (BFE, /N\—DaV ICKYIBETERIMEENHYET)

(2) FE=EH
R—k 1~10 T, TA—FF VY RLETILFEXYRAMDIS T4 v0% 80%LLAIZHIR T 3

Aruba# configure

Aruba(config)# interface 1-10

Aruba(config)# rate-limit bcast in percent 80
Aruba(config)# rate-limit mcast in percent 80

87 JO—Fxx¥XFRF—LERA
Fault Finder EWVS#ERETIO— R X v A MR M—LRHBEEZITICET, TO—FF ¥ AFRAM— LB ZR—LD
YNNI I UEITITENTEET,

87.1 70— FX¥ X FX F—LEBHEE

(1) 78—FF ¥R PR F—LBRHMOBEMIELLET VL 3 VEE

fault-finder broadcast-storm Port-List action [ warn | warn-and-disable ] < Seconds > [ pps Number | percent Number ]

®  action M/NTA—4
> warm: ARV MNEROH
>  warm-and-disable : 1 XU MBEEIER—FD L v yRT DY
»  Seconds: R—brE vy I T BB ZE S E (0-604800 1), 0 (T B EBEIEERIZITHONT . FET
DIy TYUFERDBE,

(2) FZEH
R—bk 1~10 TTO—FF v AR R—LM 80%EB A =-HA XU MEME 600 PBIR—FES vy rE DT 5,

Aruba# configure
Aruba(config)# fault-finder broadcast-storm 1-10 action warm-and-disable 600
percent 80

8.7.2 7A— FX v X FX F—LRBRHMDOERET

(1) BT ELBRARRDERT

Aruba#t show fault-finder broadcast-storm

Bcast | Port Rising Disable Disable Time
Port Storm | Status Threshold Action Timer Left
__________ oo oo et e e e eecif e
1 Yes | Down  80% warn-and-disable 60 58 sec
2 Yes | Down  80% warn-and-disable 60 58 sec
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(2) 70— F*+ X FR F—LBRHEOO S ORI

Aruba# show logging

W

M
W

I
I

Keys: W=Warning

M=Major

12/25/17 16:09:28
control
12/25/17 16:09:28
12/25/17 16:09:28
control
12/25/17 16:09:28
12/25/17 16:09:28
seconds
12/25/17 16:09:28
seconds
12/25/17 16:09:28
12/25/17 16:09:28

I=Information
D=Debug E=Error

Event Log listing: Events Since Boot ----

02676 FFI: port 1-Excessive Broadcasts. Broadcast-storm
threshold 5 percent exceeded.

02673 FFI: port 1-Port disabled by Fault-finder.

02676 FFI: port 2-Excessive Broadcasts. Broadcast-storm
threshold 5 percent exceeded.

02673 FFI: port 2-Port disabled by Fault-finder.

00898 ports: Fault Finder(71) has disabled port 1 for 60

00898 ports: Fault Finder(71) has disabled port 2 for 60

00077 ports: port 1 is now off-line
00077 ports: port 2 is now off-line

8.8 HR—FEEFRH

Fault Finder ELNDBEBETRAYF TOYEL ANV EIIRVFT—IEZEDHRED
FT, COBEEIIT IAILNTEMEL>TVET DT, ENEOREDOT IV DRBEITSIENTEET,

8.8.1 fR— FEFHRE DT

(1) Fault Finder D E&5E

ault-finder < all | .... > [ action <warm | warm-and-disable >] [ sensitivity < low | medium | high >]

all: 2 THEELRA4T

bad-driver : B8 TEZL DB/ Ty S AT biNVryk
bad-transceiver : ROV TL—LMD FCS T5—
bad-cable : X% CRC/FTA A PITS5—

too-long-cable : i K%L A+ P3>

over-bandwidth : &L \L—kDaYTar /KOy

loss of link : Y270 R H (BEE DR (FITAALY)
link-flap : Y9759 F (I BB LEIBEBLIIRYERT)
duplex-mismatch-HDx : F ZFEHZFEDIAIYF
duplex-mismatch-FDx : @ ZERTEDIATYF
broadcast-storm : 7 A—RF v XA+ A+—L(£IE B THRH)

action M/NSA—A4

> warm: A RNUMNBROH
»  warm-and-disable : A NV MEEIER— D vy bR
sensitivity D/ \TA—4

> low: {ERXE

»  medium: RELE

> high: &RE

(2) Fault Finder M &% EHI
YIS TDRBEEESRETEREL, 7U2aVTIRU OB EENILERTE
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Aruba# configure
Aruba(config)# fault-finder link-flap action warn-and-disable sensitivity high

8.8.2 K— FEFRH DHEHRT

show fault-finder

Aruba#t show fault-finder
Fault Finder
Fault ID Sensitivity Action
bad-driver medium warn
bad-transceiver medium warn
bad-cable medium warn
too-long-cable medium warn
over-bandwidth medium warn
broadcast-storm medium warn
loss-of-1link medium warn
duplex-mismatch-hdx medium warn
duplex-mismatch-fdx medium warn
link-flap low warn-and-disable

89 HR—brEFXalTa
Aruba0S A YFTlE, R—h X aT1ZHRELT. FELT VRN ORYRNT—IZ [T SHEENEBEHINT
WET . RBAEZBDIHLE., BEEFHLE. EHRRABDIEE. PTRLAZE DHRE 3EE MAC PRLRD A HEFRAIEE) &9
BIREDEREETOIEMNTEET,

KBAMST4voDTOVITIR, EF1UTHEREBRHELZAR—MEEITT HIELGLKRBADINST4v9%2T0
VI TEDISIILET . R—bFaUTADREF RETAVIEIVF 1 FTIVINIUIT IL—TTIIBERELFEE
ADT EENBETT , MAC TRLADEEE “mac-age-time” DEXTE (#IEAE 300 #) ICKYHIRUIN EAVFE
ERS

8917 R— kX2 T1sDHRE
R—bEF 1) TAHFRETDICIE. ZRWEEFE—RERELT. FEITDHTRLREO, B9 5 MAC PRLR%E
ELTWEZET , AT URDAERRTIE., FEE—REFIRE—IETHRETHELTEET,

(1) FHE— FOERE

port-security Port-List lean-mode [ continuous | static | configured | port-access | limited-continuous ]
R—FEIZ MAC TRLRADEEE—FEEELET .

coninuous : R—k EDHLLY MAC 7RL REMBFGRIICEE

static: ¥ Al 9 %& MAC PRLU RZE R TELFHIRME TEE

configured : address-limit THEE SN D MAC 7RL RZEEFH]
port-access : 802.1X FE1=[& MAC/Web EBEETH ALz DDHFE
limited-continuous : B #) M address-limit THESNT-BERD 7KL REH7]

(2) BT H7 FLRAEKIBROIEE(EESATREL: MAC 7 FL X %)
lean-mode A\ configured ZE = limited-continuous M EZDTFRL A D HIREIEELE T,
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port-security Port-List address-limit < 1-64 >

Aruba# configure
Aruba(config)# port-security 1 address-limit 5

3) BFRAITH MACT FLREHEET S

port-security Port-List mac-address Mac-Address

Aruba# configure
Aruba(config)# port-security 1 mac-address 80cl6e-cdd180

(@) 7V avnEkE

port-security Port-List action [ none | send-alarm | send-disable ]

®  send-alarm : Alarm Zi%4{E
®  send-disable : IR—FZE v ybF OV

Aruba# configure
Aruba(config)# port-security 1-10 action send-disable

(5) ZHEERSLEDERTE

port-security Port-List eavesdrop-prevention
FHAGRIESE MAC FRLAAND /N7y MEREERCHAETT . T 74V THEMITLGTLETS,
8.9.2 R— hEFa T4 REFBDORT
(1) XA v F2EDOHERERT

show port-security

Aruba#t show port-security
Port Security

Port Learn Mode | Action Eavesdrop Prevention
_______________________ b oo o oo e e
1 Continuous | Send Disable Enabled
2 Continuous | Send Alarm Enabled
3 Continuous | None Enabled
4 Continuous | None Enabled
5 Continuous | None Enabled

(2) R— FEMOIFHRET

show port-security Port-Number
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Aruba# show port-security 1
Port Security

Port : 1

Learn Mode [Continuous] : Configured Address Limit [1] : 1
Action [None] : Send Alarm

Eavesdrop Prevention [Enabled] : Enabled

Authorized Addresses

80cl6e-cddi181

810 Y—RR—FrT71)L43
Y—RR—bT4I)LAIEE— VLAN HDR—FEBEFER 5 EMNTEAHEETT , FIZIEHRTILOHERDE
EILEKRL., 7YyTUoOR—bEDBEXHFRITEHENS=FWANTEET, D A—H—TIETILFTIL VLAN &
LS BRTOBEETEESINTOSEDICHELET,

8.10.1 YV—RAR—F 7 1 ILZ DEETE

(1) V—RR—+rT7 4 J)LEZDER

filter source-port source-port-list [ drop | forward ] dest-port-list

® drop: E{ETLR—IDSEEXR—INDS TV VEREEHET S
® forward : EETTAR— IO OEELR—IADIS T4V IEREEITS

Aruba# configure
Aruba (config)# filter source-port 1 drop 2

(2) V—RKR— ;T4 ILEDREEFESE

show filter source-port

Aruba# show filter source-port

Traffic/Security Filters

Filter Name | Port List | Action
____________________ M m e e e e e e o m e mmmmm—mm
1 | 1 | drop 2-23

2 | 2 | drop 2-23

3 | 3 | drop 2-23

4 | 4 | drop 2-23
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8.10.2 Y—RAKR—F 7 14 L E DE&TEHI

% Router

(1) #ERLE

2 =#
® [E— VIAN IR A ZHMEFDBIIELEMT 5.
o EHHMEMISTYIILIR—N24 BR—MN~DBEEXHFAT S

(3) HBEFIE
1) 1B R—FA01BE)D LT YT I R—FUNNDBELFENRT IREEITS.

Aruba# configure
Aruba (config)# filter source-port 1 drop 2-4

2) 2FBER—PF102 BE)~4 FR— 104 EE)BLRKICKEFTITI,

Aruba (config)# filter source-port 2 drop 1,3-4
Aruba (config)# filter source-port 3 drop 1-2,4
Aruba (config)# filter source-port 4 drop 1-3

% 9 VLAN OR5E
9.1 VLAN OEXKLETE

9.1.1 VLAN D{ERR - Hilf&
(1) VLAN Z4ERET 5

vlan vlan-id [ name vian-name ]

®  vlan-id: VLAN ID % 2~4094 DEFETIEELET . (VLAN 1 [T IAILNTHEREHTY)
® vlan-name : VLAN %

Aruba#t configure
Aruba (config)# vlan 20 name VLAN20
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(2) VLAN ZHI&T 5

no vlan vian-id

HIBR9 B VLAN [SIR—F D7 H Ao EN TS ET IAILR VIAN [CRBZENRTENET .

Aruba# configure

Aruba (config)# no vlan 20

The following ports will be moved to the default VLAN:
1/1

Do you want to continue? [y/n] y

(3) VLAN [Z Untag R— FZ3BINT 3
VLAN [Z Untag AR—FZBINT 5 AEIE. VIAN OV THF AN TR—MEBINT 55%. VIAN EFR—REEIBFICIEE S
BHk. AV A—TT—R(R—F) AL THXLT VIAN ZH8E T BH %, R—hE VAN ZRBFICIEET 2 4E0HY
FIN. EDOFETLEEIIRLELGYET,

a) VLAN OVTXFRANCR—MNEMT 34k
vlan vian-id
untagged Port-List

Aruba# configure
Aruba (config)# vlan 20
Aruba (vlan-20)# untagged 1-2

b) VLAN &R—IERIBFICIEET 5%

vlan vlan-id untagged Port-List

Aruba# configure
Aruba (config)# vlan 20 untagged 1-2

) AVA—Tx—RAVTXAFTVIAN ZHBETIHE
interface Port-List
untagged vlan vian-id

Aruba# configure
Aruba (config)# interface 1-2
Aruba (eth-1-2)# untagged vlan 20

d) R—k&VIAN ZRBFICIEET 555%

interface Port-List untagged vlan vian-id

Aruba# configure
Aruba (config)# interface 1-2 untagged vlan 20

(4) VLAN [Z Tag /R— FZBI0T S
VLAN [T Tag R—FZIBINT SAE1E. Untag DIFEERLELSIZ, VLAN O TF AN TR—FEBMMT 5%, VLAN
ER—MERIBIZIEET DA E. A1VF3—T1—A((R—RIAVTHAMT VAN HEE T 5Hi%. R—bE& VAN ZRIE
ICHEETEIAHAENDBYETN. EOFETEREIRACELYET,
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a) VLAN OYTXRMCR—MEMT 5Hi%
vlan vian-id
tagged Port-List

Aruba# configure
Aruba (config)# vlan 20
Aruba (vlan-20)# tagged 1-2

b) VLAN &ER—MERIBFICIERT 54 %
vlan vian-id tagged Port-List

Aruba# configure
Aruba (config)# vlan 20 tagged 1-2

) AVB—Tx—RIAVTFHFAFTVLAN ZHEET DHZE
interface Port-List
tagged vlan vian-id

Aruba# configure
Aruba (config)# interface 1-2
Aruba (eth-1-2)# tagged vlan 20

d) R—F&VLIAN ZREIBFICIEET S5%

interface Port-List tagged vlan vian-id

Aruba#t configure
Aruba (config)# interface 1-2 tagged vlan 20

9.1.2 VLAN X EHEEH D TR

(1) VILAN —E=T
show vlan

Aruba# show vlan
Status and Counters - VLAN Information
Maximum VLANs to support : 256

Primary VLAN : DEFAULT_VLAN
Management VLAN :

VLAN ID Name | status Voice Jumbo
_______________________________________ oo e mmm emmee -
1 DEFAULT_VLAN | Port-based No No
10 VLAN10 | Port-based No No
20 VLAN20 | Port-based No No
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(2) VLAN EfHIZT=

show vlan vian-id

ArubaOSs Switch EXRIZEH (KR

Aruba# show vlan 10
Status and Counters - VLAN Information - VLAN 10

VLAN ID : 10

Name : VLAN10O

Status : Port-based

Voice : No

Jumbo : No

Private VLAN : none

Associated Primary VID : none
Associated Secondary VIDs : none

Port Information Mode Unknown VLAN Status
1/1 Untagged Learn Down
1/2 Untagged Learn Down

(3) HR— FD VLAN PH 1 VFER

show interface status

Aruba# show interfaces status

Port Name Status Config-mode  Speed Type Tagged Untagged
1/1 Down Auto 1000FDx 100/1000T 20 10
1/2 Down Auto 1000FDx 100/1000T 20 10

9.13VIAND IP 7 RLREE
VLAN [ZXLT IP PRLAZERTET A ET. Telnet, SSH, Web GUI IHE D EIBA U A—TT1—ADT IR P (EH
VLAN ZEREL-HEIEEE VIAN LA DTHOERIETE)  IW—T40 0 FREOS — oA 1P ELTHIALE

TO

(1) VLAND IP 7 FLASRTE
VLAN vian-id ip address < IP-address/Mask-length | IP-address Netmask >
VLAN vlan-id ip address dhcp-bootp

Aruba
Aruba

Aruba# configure

(config)# vlan 10 ip address 192.168.10.1 255.255.255.0
(config)# vlan 20 ip address dhcp-bootp

®  Default VLAN @ IP 7RL RERE X T 74/ E dhcp-Bootp DERTEIZAE>TLVET , Default VLAN LASL D 1P
RFE L. TIAILMVLAN VERCEF) &, B EAG>TULVET,

® ETEEADIP FRLRAEERT HIEEL. RAIC VLAN IP address DX EHIREITo>THD, EEED IP
TRLRZERELET,

® VAN BOOAVTFRLIAVIATL—2avIZA->TRET HELTEET,
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(2) VLAN @ IP 7 F L X E&EHIER

no vlan vian-id ip address

Aruba#t configure
Aruba (config)# no vlan

10 ip address

(3) VLAN D IP 7 F L RIEHT T
show ip

Aruba# show ip
Internet (IP) Service

IP Routing : Disabled

Default Gateway : 192
Default TTL . 64
Arp Age : 20
Domain Suffix

DNS server

DEFAULT_VLAN
VLAN10
VLAN20
VLAN30

.168.1.254

| Proxy ARP
| IP Config 1IP Address Subnet Mask Std Local

| Manual 192.168.1.1 255.255.255.0 No No
| Disabled

| Manual 192.168.20.1 255.255.255.0 No No
| DHCP/Bootp

9.2 Management VLAN DEXSE

EERAOHIAYNT—IZERT HEITLY RIVFDEBAVFI—TI—ANDEF21T7HET I RZR]T S

ENTEET RAMYFDBEBAA—TTI—AANDT IR, BIE VIAN BRADAELYET , TOM VAN D
ShTWE

FEEAE—TI—AANDTIRRATHEFREADTITEETEN, TIHILLTIE, B VIAN ILRTE

A,

management-vlan < vlan-id | vlan-name >

Aruba# configure

Aruba (config)# management-vlan 10

®  Management VLAN DX 5E
BYFETOTITEFETSL

LI (X, $85ELT= VLAN LISL D VIAN Do BB AU A—TJ—AD T IR (FHFEL

\O

®  Management VLAN DR EEZITURITAESIN TLVEE A, show running-config AT R&E AL THEERL

TSy,
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F10E XE3vOD

gi!ll

E

10.1 ArubaOS R A v FDR A v gk
Aruba0S XA F TlL VSF (Virtual Switching Framework)&. BPS (Backplane Stacking)® 2 F838MD XXy IHEEEA HY) .
BERBICRYR L TWDR AV IBEEN EITYE T, VSF & BPS DEWVNPXHIGHEIEII TEENDEY T,

Aruba 2930F

Ay IHERER VSF (Virtual Switching Framework) | BPS (Backplane Stacking)
it it & 5 Aruba 5400R Aruba 3810M

Aruba 2930M
Aruba 2920

RARAYYR—k

ARAVE—Tx—R
Aruba 5400R : 40G, 10G
Aruba 2930F : 10G, 1G

BERRSYIED -

Aruba 2930F:4 &

Ry r—T )L DAC, ¥, UTP BHRRAYIH5—T)L
RIEER 2 VY it b _
RAVIEH Aruba 5400R :2 & Aruba 3810M : 10 &

Aruba 2930M : 10 &
Aruba 2920:4 &

10.2 VSF (Virtual Switching Framework)

10.2.1 VSF DIE

VSF (& Aruba 5400R x XK 2 &', Aruba 2930F x ix K 4 B E Y R— T X2y HEe(RBEL v—#EE) T,
AL vF & 406, 10G, 1G LWLV D R—,EFIBAL TESRZTLET,

10.2.2 Member ID

Member ID |E VSF 777V DR T BRAALYFIZDITS ID 42 THY., B— VSF 77TV IR TEELELEDS
IZE%ELET . Aruba 5400R DIZEE (L 1,2 F Member ID ELTEIY X TET , Aruba 2930F DIZE (X 1,2,3,4 NN
Member ID ELTEIYHTET,

10.2.3 VSF Domain ID

VSF Domain ID (& VSF 277w o% 8T 5= ID TT, thdD VSF I7TV v EEHEL-RIZELS VSF 7771
YO THAEERH#T A0, FNETNTL=Z—ILB D EHOBLENRHYET,
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Core network

] 1
1 Device A VSF fabric 1 Device B 1
H {domain 10) !
1 1
] 1
! 2 > VSF Link 2 - '
1 1
1 1
........... k_-_-_----_-_-_-_-_,/_.{_ ————————

VSF fabric 2
(domain 20)

E x VSF Link (;><;> E

Aceess network

10.2.4 VSF Link
VSF Link [& VSF Z1B T 2 RMvFEZEEHRT 5 A2y IAREAR—F T, FXAYFIL link1 & link2 D 2 DD
BAR—FABEEINTONET, 20 link 1 & link 2 [(TYIBR—LETH AU LTREYIR—ELTHRIALES , VSF
Link IZIZTRK 8 R—FETOMER— 2T H AT EHIENTEET,

10.2.5 VSF * /58— D& E|
VSF 2T BB RALMYFIETRROVNTIADEREIZHYET,

® Commander (A5 —)
VSF 27JYUJNT 1 &M, RZyIDIhA—5—ELTHET 2B R YF T, RAVI D EBEITES,
ETOL—TAVTOR(yFFTOMILEETT,

®  Standby (RZ2/\A)
VSF 2771JJINT 1 BFEH ., Commander D/ \vO 7y TELTEMET Z2MERAYF, Commander B ERFE
BECKH>THFIMIZ Commander DTz — LA —/N—DRELIIGEICRIVIEEES|IEDL,

®  Member (A/3—)
Commander T% Standby TERWNRAYFIELT Member £%4:%, VSF 77TV VI N DIEHRAR—tD—EREL
TH1E, Commander MMER P TT— LA —/N\—FERF X, JTt& D Standby AFLLY Commander [Z7E2o7=
% T.1 B8O Member HFLLY Standby [TEH SIS,

10.2.6 Member Priority
Member Priority [& Commander EL TEHINSBOEBEELLGYET , SLMEZF IRV F MBI ELY.
Member Priority (X7 74Uk 128 T 1~255 DM CHREARETT

1027 B L DRE FAROS—, BREEY
HR—hENS VSE DR FHEEMOS—ORREHETROBYELYET,

(1) Aruba5400R MBS

Fr—r RO —FHR—k

RK2EBFT

VSF Link &L T 10G, 40G R—hZF| AT EE (f=7=L. 10G, 40G DRTEF )
& VSFLink [ K 8 RETHDR—IEERNRD(THA2T D)L AHE
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® RLETITODERDAYHR— (5406R & 5412R DELEILAT])
0 ALUA—TJI—RED21—IIEEFD VI ED1—ILHABE
® VSFERERTARAMYFITEEERT S

VSE 5406R
s
T

(2) Aruba2930F DIHE

Yo hRaY—, Fz—2bROS—%&HKR—+

BK4BFET

VSF Link £L T 1G, 106 R—hEFI AT #E (f=7=L. 1G, 106 DREF )
& VSF Link [$FxK 8 KRETDR—IEERRB(TH AT B)EMNTTHE
EL 2930F V) —XRNTHNILEGHETIILEMAEHE THEATEE
VSF T D RAMVTF X EEERT S

VSF Link

2930F (ring topology)

10.2.8 VSF DEKXFZEE a2V K

(1) VSF Link D&
vsf member MEMBER-ID link LINK-ID [ethernet] PORT-LIST

Aruba# configure
Aruba (config)# vsf member 1 link 1 23-24

(2) Member Priority M EXTE
vsf member MEMBER-ID priority PRIORITY

FI+ILEE 128 TS,

Aruba# configure
Aruba (config)# vsf member 1 priority 130
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(3) VSFDomain MEXE & VSF DERIE
vsf enable domain DOMAIN-ID

Aruba#t configure
Aruba (config)# vsf enable domain 1

(4) VSF B8:iE Trap EEDERIE

snmp-server enable traps vsf

T IAILNMEERIZE-OTLNET,

Aruba# configure
Aruba (config)# snmp-server enable traps vsf

10.2.9 VSF DFERa<T U K

(1) VSF DIREEFERR

show vsf

Aruba# show vsf

VSF Domain ID : 2

MAC Address : 3ca82a-3f913f

VSF Topology : Chain

VSF Status : Active

Uptime : @d ©h 9m

VSF Oobm-MAD : Disabled

Software Version : KB.16.01.0000x

Mbr

ID Mac Address Model Pri Status

1 3ca82a-3f8100 HP J9850A Switch 5406Rz12 128 Commander
2 3ca82a-3f4800 HP J9850A Switch 5406Rz12 128 Standby

E‘&ll

(2) VSF D EEHATE

show vsf detail
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VSF Domain ID
MAC Address
VSF Topology
VSF Status
Uptime

VSF MAD

VSF Port Speed

Name
Contact
Location

Member ID

MAC Address
Type

Model

Priority
Status

ROM Version
Serial Number
Uptime

CPU Utilization
Memory - Total
Free

VSF Links -

Member 1ID

MAC Address
Type

Model

Priority
Status

ROM Version
Serial Number
Uptime

CPU Utilization
Memory - Total
Free

VSF Links -

Software Version :

Aruba# show vsf link detail

1

: 70106f-25df3f
: Chain

: Active

: @0d 6h 7m

: None

: 10G

KB.16.03.0003

: HP-VSF-Switch

01

. 70106f-25cf00

: J9850A

: HP J9850A Switch 5406Rz12
: 130

: Commander

: KB.16.01.0006

: SG61G49209

: 0d oh 7m

2%

: 699,113,472 bytes
: 514,397,672 bytes

#1 : Active, Peer member 2

2

: 40a8f0-9e2900

: J9850A

: HP J9850A Switch 5406Rz12
. 128

: Standby

: KB.16.01.0006

: SG44GGGel7

: 0d oh 3m

. 5%

: 699,113,472 bytes
: 530,167,736 bytes

#1 : Active, Peer member 1

VSF 777w 9® MAC TRL R

(3) VSFLink DFESR

show vsf link detail
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Aruba# show vsf link detail

VSF Member: 1 Link: 1

Vsf-Port Port-State

1/B1 Up: Connected to port 2/B1
VSF Member: 2 Link: 1

Vsf-Port Port-State

2/B1 Up: Connected to port 1/B1

10.2.10 VSF 5% D &l B&
vsf disable

VSF SR EFHIBRT BIZIX VSF Link MR TH I LTWAILENHYET,

Aruba# configure
Aruba (config)# vsf disable

This will remove VSF-related configuration and reboot the switch.
Continue (y/n)? y

10.2.11 MAD (Multiple Active Detection)
MAD [FR BV IBEEIZEY . VSF 77TV IMRT) LTI E DX RIERETT . VSF 77T Uy IHRT 1wk
T5L RAMYFRIOHEEEHRIGLLESH. L MAC 7RLR, IP PRLRRDEEEXHS . RIL LA, TROMIRE
BEL TV S -OBEICKENFEELETS,

MAD [FRZy D) IEERL . VSF 77T U IEBRL TOV-BBENFET HEERBHEL T RTYyr Lz FEID
AVB—TI—REETIOYYNT IV THIETRTYYNREDRIE~NDEEREHETEET,

10.2.12 MAD D3RIEH %
MAD DEEFEIEITED 3 BELHYET,

(1) LLDP MAD

LLDP MAD (& VSF 7Ty DA A yFEE T Link Aggregation (LACP)IERESHLT= R 1 YF(MAD Assist Switch)#EHE T
VSF 277w DEEEREZELET,

Upstream

Z_ v 3

Commander Standby

(2) 0OBM MAD

OOBM MAD I Aruba 5400R @ MPU [Z# % O0BM (Out of band management)/h—rE{FHAL T, VSF 77T vo%HE
A9 % Aruba 5400R BMZEHLTHEL\DEFEEFHEIALET,
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(3) VLAN MAD
Aruba 2930F TI& Aruba 5400R @D &31Z 00BM FR—rEHLTLVEWL =0 KDHOYICERA®D VIAN #HEL. 20D
VLAN [Z7 YAV LIz R— R T A ETREVDHFAEEEZELET . VLAN MAD TfEA9 % VLAN, R—hTIEE
AMIHhDOBEELDHFRIEITEEE A,

10.2.13 MAD DERFEIAT VK

(1) LLDP MAD DE&5E
vsf lldp-mad ipv4 IPV4_ADDR v2c COMMUNITY-STR

®  /PV4_ADDR : MAD Assist Switch @ IP 7KL X
®  COMMUNITY-STR : MAD Assist Switch 0 SNMP O31 =T 1%

Aruba# configure
Aruba (config)# vsf 1lldp-mad ipv4 10.1.1.1 v2c public

(2) 0OBM MAD MDEETE
vsf oobm-mad

Aruba# configure
Aruba (config)# vsf oobm-mad

(3) VLAN MAD D&
vsf vlan-mad vian-id

Aruba#t configure
Aruba (config)# vsf vlan-mad 1000

10.2.14 MAD OFERaAT U F

(1) LLDP MAD DIKEERERR

show vsf lldp-mad [ parameters | status ]

Aruba# show vsf 1lldp-mad status

MAD device IP : lo.1.1.1
MAD-probe portset : 1/A1,2/A1
VSF split : No

MAD probe originator : No

Number of probe requests sent : 0

Number of probe responses received : 0

MAD Active Fragment : Yes

(2) 00BM MAD DIRAEFESE

a) OOBMIP DFER
show oobm ip [ vsf member MEMBER-ID ]
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Aruba# show oobm ip

IPv4 Status : Enabled

IPv4 Default Gateway : 120.93.49.1

| Address Interface

VSF-member | IP Config IP Address/Prefix Length Status Status

Global | dhcp 120.93.49.9/24 Active Up
1 | dhcp 120.93.49.9/24 Active Up
2 | disabled Inactive Down

b) O00BM TEBHEIN TS VSF 77T UvHDFER

Aruba# show oobm discovery

Active Stack (This fragment)
VSF-member Mac Address Status

ID

2 10604b-b7al140 Global Commander
1 10604b-b66980 Global Member

(3) VLAN MAD Dk EERESR
show vsf vlan-mad

Aruba# show vsf vlan-mad

Switch# show vsf vlan-mad
Multi-Active Detection VLAN status :
VLAN ID : 30

VLAN NAME : VLAN30O

VLAN MAD Connectivity Status : Full
Port Status Member State

1/17 Up Commander

2/21 Up Standby

3/21 Up Member

4/17 Up Member

10.2.15 VSF DX 7EHI (Discover Configuration E— K)

Discover Configuration E—FI& 2 & B UMD Ry FE ML IRE TR T 51Z1T TEEIMIC VSF 77T U)v I D%
EETIHREAETT . 1 BB DAAYFIE VSF Link, Member Priority, VSF Domain ZEDHREFTLVET,
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1) 18BDRAYFIZVSFDEREXITVET,

Aruba#t configure

Aruba (config)# vsf member 1 priority 200

Aruba (config)# vsf member 1 link 1 B1,B2

All configuration on this port has been removed and port is placed in VSF mode.
Aruba (config)# vsf enable domain 1

To enable VSF, the REST interface will be disabled.

This will save the current configuration and reboot the switch.

Continue (y/n)? vy

2) 2BHODRA YFILTIHEHAEHOIREIZL, 1BBDRA v FEERZITVET., 28HDRM Vv FIEE
FMIZ VSF DERENTTHhN, 1 BEHDRAM Yy FMhH 0s &4 vA—FRFLTERERHLET,

3) VSFODIREZHEZRLET .

Aruba#t show vsf

VSF Domain ID 1

MAC Address : 70106f-25df3f
VSF Topology : Chain

VSF Status : Active

Uptime : 0d 6h 10m

VSF MAD ¢ None

VSF Port Speed : 10G

Software Version : KB.16.03.0003

Mbr

ID MAC Address Model Pri Status

*1 70106f-25cf00 HP J9850A Switch 5406Rz12 200 Commander
2 40a810-9e2900 HP J9850A Switch 5406Rz12 128 Standby

10.2.16 VSF DX TEHI (Manual Provision E— F)
Manual Provision E—KI& VSF 7TV Y128 MTBERAAVFETIZTH VSF DERTEZToTERI HHETI,

1) 1EBDODRA YFIZVSFDHBREZETLNET,

Aruba# configure

Aruba (config)# vsf member 1 priority 200

Aruba (config)# vsf member 1 link 1 7-8

All configuration on this port has been removed and port is placed in VSF mode.
Aruba (config)# vsf enable domain 1

To enable VSF, the REST interface will be disabled.

This will save the current configuration and reboot the switch.

Continue (y/n)? vy
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2) 2BBDRAYFIZVSFDEREFITLVET,

Aruba#t configure

Aruba (config)# vsf member 2 link 1 7-8

All configuration on this port has been removed and port is placed in VSF mode.
Aruba (config)# vsf enable domain 1

To enable VSF, the REST interface will be disabled.

This will save the current configuration and reboot the switch.

Continue (y/n)? vy

3) RAVTFHEOEHKEITVET,
4) VSFDIREEFHEZELET,

Aruba#t show vsf

VSF Domain ID 1

MAC Address : be5ada-9611e3
VSF Topology : Chain

VSF Status : Active

Uptime : 0d Oh 5m

VSF MAD ¢ None

VSF Port Speed : 1G

Software Version : KB.16.03.0003

Mbr

ID MAC Address Model Pri Status

*1 b@5ada-9611e0@ Aruba JL253A 2930F-24G-4SFP+ Switch 200 Commander
2 b05ada-971180 Aruba JL254A 2930F-48G-4SFP+ Switch 128 Standby

10.3 BPS (Backplane Stacking)

10.3.1 BPS DIFE
BPS & Aruba 3810M x 2K 10 & Aruba 2930M x F2 K 10 &. Aruba 2920 x T2 K 4 B E Y R—r T B X2y 1%
BE(RAES v — I HEE) TY o AMYFREIETEADRAEZYIEDS 31— LD RV IIR—MI ARy —T L EEHELET,

10.3.2 Member ID
Member ID [& BPS 777V OEERT DAL YFIZDITS ID EH>THEY., R— BPS 77T UV IATEELELKS
[ZERELE T, Aruba 3810M & Aruba 2930M MDIFA (X 1~10 F Member ID ELTEIY K TET ., Aruba 2920 DIHFE
(% 1,2,3,4 X Member ID ELTEIYHTET,

10.3.3 Stack ID
Stack ID I& BPS 7T YO %EH AT B1=6®D ID TI, stacking set-stack AV R TERSINET,

10.3.4 BPS * 2 /\—D#&E|
BPS ZHE T AR RAMYFIETFREOVT I DZENHYET,

®  Commander (AY % —)
BPS 777 IMNT 1 BEH, RFYI DAV MA—5—ELTEMES DMER A YF T, REVIDEBETIS,
ETOI—TAVTRORA(YFFTOraLEETT,
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®  Standby (RE/3A)
BPS 7771V INT 1 BFEH, Commander D/ \vIT7vTELTEET H2YE XA YF, Commander BHERFOE
BE(CKH>THRFIMIZ Commander DTz —)LA—/N—DRLEL-IGEICAIVIEEBF5|EDL,

®  Member (A2/3—)
Commander T4 Standby TEHEWNR A YFIEL T Member £%%, BPS 7771w IR DIEHRKR— D —EREL
TEIME, Commander DEPERFOTT— /LA —/\—FKAFFIL, Tt D Standby HFHLLY Commander [Z75o7=
% T.1 B0 Member BFLLY Standby ITEHSIND,

10.3.5 Priority
Priority [& Commander EL GEHENBBDEXEELYET , SULMEZF IRV FHMBFEELY., Priority (X7
4Lk 128 T 1~255 DR THRETRETT .

10.3.6 HGZ T LDHE RO D—, BAREH
HiR—hEN 5 BPS DA YFHEHIMROS — OB EHIEITROBY ELYET,

(1) Aruba3810M DIEE
o ULHMRAU—, FI—UMROU—, Ay b ROS—EHR—
o U JMRAD—RUFI—UMRAD—DIZEEIFHRK 10 BE T, AviabROP—0IGEIFIHEKR 5 BF T,
o EFRHORAVIEDA—I . EROREVIT—TILHBE
> RAYYEDa—I)
Aruba 3810M 4-port Stacking Module (JLO84A)
> REYOr—TI
Aruba 3800/3810M 0.5m Stacking Cable (J9578A)
Aruba 3800/3810M 1m Stacking Cable (J9665A)
Aruba 3800/3810M 3m Stacking Cable (J9579A)
0  RXBYVEDVA—IERBYIR—IE 4 R—FEE, 1 R—bHT=Y 84Gbps(NA[R) D 4 R—FRIAKT
K 336Gbps DRAVIHE,
o [[EL 3810M P —XANTHNITERLEDETIIVEHAESHE THERATEE

m

(2) Aruba2930M DIFE

e Y JRAY—, Fr—UbRAY—%HR—
® HRKI0BET
o FRADRAVIEDI—I.ERADRIVIT—TILHE
> RAYYEDa—IL
Aruba 2930M 2-port Stacking Module (JL325A)
> REYOr—T)
Aruba 2920/2930M 0.5M Stacking Cable (J9734A)
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Aruba 2920/2930M 1m Stacking Cable (J9735A)
Aruba 2920/2930M 3m Stacking Cable (J9736A)
®  RAYPEDA—IVIFRBVIR—bE 2 R—MEH, 1 R—FH71=Y 50Gbps(MA M) D, 2 R—rFIART
K 100Gbps DRV,
® [ 2930M V—XATHNIEERLGDETILEMAEHE THRATHE

_Ring _§l Chain_

10
9

8

:
haminans. :

o O

(3) Aruba 2920 DIFE
& 1 UhkRAY—, Fr—rhRAY—ZHR—k
® RK4BFT
o EFRORAVIEDA—IL.FEROREVIT—TILHBE
> RAYYEDa—)
Aruba 2920 2-Port Stacking Module (J9733A)
> REYOr—TI)
Aruba 2920/2930M 0.5M Stacking Cable (J9734A)
Aruba 2920/2930M 1m Stacking Cable (J9735A)
Aruba 2920/2930M 3m Stacking Cable (J9736A)
®  RAYPEDA—IVIFRBYIR—bE 2 R—MEHE, 1 R—FH71=Y 40Gbps(RA R D ., 2 R—rFIART
=K 80Gbps DRV HiH
o [EL 2920 V) —AHNTHNIXERLLDETIEHASHE THEAATEE

"Ring || Chain

2

10.3.7 BPS DEEXF/E AT U F

(1) Stacking DEZE

stacking enable
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TIHIMEERTY  FF2L REVIED 12— ILEEB L TOVEWNVRETOHES LSS X BHELGYET KT
AEYYEDA—IVEEBMLIGE R IEARITUFTERIEL TZEW (ARG TLEAE I A E show stacking T
HRTEEY)

Aruba# configure
Aruba (config)# stacking enable
Aruba-Stack (config)# stacking enable

(2) Stacking ID MEXTE

stacking set-stack

Aruba-Stack# configure
Aruba-Stack (config)# stacking set-stack

(3) Member Priority D& 7€
stacking member MEMBER-ID priority PRIORITY

TI4IME 128 TT,

Aruba-Stack# configure
Aruba-Stack (config)# stacking member 1 priority 255

(4) ZEHI Member Device 1B/
stacking member MEMBER-ID type MODEL-NO { mac MAC-Address }

Member Device DIEHATICFEN TEMBEEXITLET,

®  MODEL-NO: RAVFDHERBBEES, I~ TIHFED, (il :JL321A)
®  MAC-Address : R yF D MAC FRL X,

Aruba-Stack# configure
Aruba-Stack (config)# stacking member 2 type JL321A mac e0071b-e641c0

10.3.8 BPS DFEEI TV F

(1) BPS MDIRKERERR

show stacking
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Aruba-Stack# show stacking

Stack ID : 00031ccl-de4d48co

MAC Address : 941882-d83c49

Stack Topology : Ring

Stack Status : Active

Split Policy : One-Fragment-Up

Uptime : @d oh 6m

Software Version : WC.16.04.0000x

Mbr

ID Mac Address Model Pri Status
*1 941882-d83c40 Aruba JL321A 2930M-48G Switch 255 Commander
2 941882-dd34860 Aruba JL320A 2930M-24G-PoE+ Switch 128  Member
3 941882-d91a40 Aruba JL319A 2930M-24G Switch 128 Member
4 941882-d9a240 Aruba JL321A 2936M-48G Switch 128 Member
5 941882-d9e900 Aruba JL319A 29360M-24G Switch 128 Member
6 941882-dabf40 Aruba JL319A 2930M-24G Switch 128 Member
7 941882-dc@5c0 Aruba JL322A 2930M-48G-PoE+ Switch 128  Member
8 941882-dc9340 Aruba JL322A 2930M-48G-PoE+ Switch 128 Member
9 941882-dboo80 Aruba JL321A 2930M-48G Switch 128 Standby
10 941882-dccf80 Aruba JL320A 2930M-24G-PoE+ Switch 128 Member

2) A% v R—FDRERT

show stacking stack-ports

Aruba-Stack# show stacking stack-ports

Member Stacking Port State Peer Member Peer Port
1 1 Up 2 2

1 2 Up 4 1

2 1 Up 3 2

2 2 Up 1 1

3 1 Up 4 2

3 2 Up 2 1

4 1 Up 1 2

4 2 Up 3 1

10.3.9BPS DR TV v FRI%K
BPS Tld OOBM (Out of band management)/R—hr&FIFAL T, RAVIED 2a—IL PRIV —TILDEFIZKY
BPS 77Ty MAT )y LI=15E DX HEETT , BPS T7TVYIMRTYyrT %L R4y F D BEEHENA
75518, EL MAC 7RL R, IP PRLRADEELZHS . RIC LA, TROEIFLERL TLS-OBIEITKEINH
£LFET,

TR MEETICETRIVIED 21—V REY Y7 =T VEERS, BPS I7T ) v E AL TOHENE
FETBHLERBLT RTVIMNIF AU E—T1—RELTIY I IV T HETRTYYEFDEREAD
HEENEEYS,

(1) OOBM MEXE
oobm member MEMBER-ID ip address IP-Address
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Aruba-Stack# configure

Aruba-Stack (config)# oobm ip address 192.168.1.10/24
Aruba-Stack (config)# oobm member 1 ip address 192.168.1.11/24
Aruba-Stack (config)# oobm member 2 ip address 192.168.1.12/24

F/ER. 00BM R—IHEIZHEHKELET .

(2) 0OBM MIKEETRT

show oobm discovery

Aruba-Stack# show oobmdiscovery
Active Stack(This fragment)

IP Address : 1.1.1.254

Mbr Mac Address Status

D

1 d89d67-86d580 Commander
2 6c3be5-fce6cO® Member

10.3.10 BPS (D&% E I
1) 18BDRAYFIZREYIED2a—ILEFRYFITET,

2) showstacking 3 < > F T Stacking MEIMNE S NMERLET, BV H - TWWBIGEEILA)~NEAFTT,

Aruba# show stacking
Stackingis disabled.

3) Stacking NEMLIGEEIEIEMIEL. BEBEFITVET,

Aruba# configure

Aruba (config)# stacking enable

This will save the current configuration and reboot the switch.
Continue [y/n]? vy

4) StackID #HERKLET,

Aruba# configure
Aruba (config)# stacking set-stack
Aruba-Stack (conflg)# show stacking

Stack ID : 9200d89d-6786d580 —{ER{E#4Lf- Stack ID
MAC Address : d89d67-86d5a2

Stack Topology : Chain

Stack Status : Active

Split Policy : One-Fragment-Up

(LUTHB)
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5) Priority T 7AIL MELYBEL LET,

Aruba-Stack (config)# stacking member 1 priority 255
Aruba-Stack (config)# show stacking

€=1:7))
Mbr

ID Mac Address Model Pri Status

1 d89d67-86d580 HP J9727A 2920-24G-PoE+ Switch 255 Commander

6) 2BEHDRAYFEEBHLET, 2B8BDRA Y FIETELEEHREIN TR L=, Notloined DIKEEIZ7 -
TWEY,

Aruba-Stack (config)# stacking member 2 type J9727A mac-address 6c3be5-fce6cO
This will save the current configuration. Continue [y/n]? y
Aruba-Stack (config)# show stacking

€=1:))

Mbr

ID Mac Address Model Pri Status

1 d89d67-86d580 HP J9727A 2920-24G-PoE+ Switch 255 Commander
2 6c3be5-fce6c@® HP J9727A 2920-24G-PoE+ Switch 128 Not Joined

7) 2BBEDRAYFIZREYIEDa—ILERYFFITET,

8) 1B8B®MRA vF EREHRIC show stacking 37 > KT Stacking BNEIMNE SHHERLET ., A%IZHE-oTLY
LHBIL 10NEHFET

Aruba# show stacking
Stackingis disabled.

9) Stacking NEMLZIHZEIEEMEL. BEBZITLET,

Aruba# configure
Aruba (config)# stacking enable

This will save the current configuration and reboot the switch.
Continue [y/n]? vy
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10) RA Y FHEERI VI T—TLTERLET, 28HORSM vy FHABBMICHES L. Bi2EIL B8PS 77
Two~smLET,

11) 2B8BDRA v FHBEB®R. KEOEREZTVLET,

Aruba-Stack# show stacking

Stack ID : 0200d89d-6786d580
MAC Address : d89d67-86d5a2
Stack Topology : Ring

Stack Status : Active

Split Policy : One-Fragment-Up
Uptime : 0d o6h 12m

Software Version : WB.15.14.0007

Mbr

ID Mac Address Model Pri Status

1 d89d67-86d580 HP J9727A 2920-24G-PoE+ Switch 255 Commander
2  6c3be5-fce6c® HP J9727A 2920-24G-PoE+ Switch 128 Standby

[

2) BPS 77UV HODARTY vy bxEELE LT OOBM R— FDEEZETVET,

Aruba-Stack# configure

Aruba-Stack (config)# oobm ip address 1.1.1.254/24
Aruba-Stack (config)# oobm member 1 ip address 1.1.1.1/24
Aruba-Stack (config)# oobm member 2 ip address 1.1.1.2/24

13) OOBM R— FEITDHEHEITLNET,

FNE IL—TFT1TDEE
111 IL—F 4 TDOFEDE - L—TF 14 2T T—TILOFER
1111 )L—F 4 V5 DFEMDE

Aruba0S RAYF TIXT IAILLTIL—T AT BBEIX TN TVET , L—TAV I DR ERLRIG A X TERavY
FTeESIELET,

ip routing

Aruba# configure
Aruba (config)# ip routing

1112 b—TFT 4 I T—TLDORTF
show ip route

©2018 Hewlett-Packard Enterprise Development Company, LP. The information contained herein is subject to change without notice

75



ArubaOSs Switch EXRIZEH (KR

a Hewletr Packard
Enterprise company

Aruba# show ip route
IP Route Entries

Destination Gateway VLAN Type Sub-Type Metric Dist.
0.0.0.9/0 10.10.3.1 1 static 250 1
10.10.3.0/24 DEFAULT_VLAN 1 connected 1 0
127.0.0.0/8 reject static (%] (%]
127.0.0.1/32 loo connected 1 0

1113 A—ANIIL—TF 14 VT DETE
O—HIIL—T A4 T IR —Tao T BREESN. 2 DLLED VIAN IZIP PRLRAZHRTET HEFD VLAN BTA—
AL —T AT TEBKSIZHYET,

11.2 R 2 T4 99— FDESE
1121 FI7+J)L b L— FOBE

a) TIHIMIL—FEERT S
ip default-gateway Gateway-IP-Address

Aruba# configure
Aruba (config)# ip default-gateway 192.168.1.254

b) TI#IEMIL—EHEIRT S

no ip default-gateway

Aruba# configure
Aruba (config)# no ip default-gateway

1122 RA T4 Y IIL— FDERE

a) RETAVIIN—IEERT S
ip route Dest-IP-Address/Mask-LENGTH Next-Hop-Address

Aruba# configure
Aruba (config)# ip route 192.168.2.0/24 192.168.1.1

b) RET4VIIN—IEHIERT S
no ip route Dest-IP-Address/Mask-LENGTH Next-Hop-Address

Aruba# configure
Aruba (config)# no ip route 192.168.2.0/24 192.168.1.1
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125 BDOETE

12.1 RADIUS Y —/\DEXTE

ﬂl}lll

12.1.1 RADIUS H—/ DEEE

(1) RADIUS H—/\DiEN
radius-server host ip-address key key-string

&K 3 DETRADIUS H—/\DEFEMNERETT,

Aruba# configure

Aruba (config)# radius-server host 192.168.1.10 key secret-key

(2) RADIUS H—/\DBEREZ

show radius

Aruba#t show radius

Status and Counters - General RADIUS Information

Deadtime (minutes) : 0
Timeout (seconds) : 5

Retransmit Attempts ¢ 3

Global Encryption Key :

Dynamic Authorization UDP Port : 3799

Source IP Selection : Outgoing Interface
Source IPv6 Selection : Outgoing Interface
Tracking : Disabled

Auth Acct DM/ Time |
Server IP Addr Port Port CoA Window |

10.215.3.113 1812 1813 No 300 |
secret

12.2 802.1X REF
12.2.1 802.1X BN/ TFaAT U F

(1) R— FEfID 802.1x BIEA DL

aaa port-access authenticator port-list

Aruba# configure
Aruba (config)# aaa port-access authenticator 1-4
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(2) R—+&H1=Y DRBELHFKE LRDKE

aaa port-access authenticator port-list client-limit < 1-32 >

Aruba#t configure
Aruba (config)# aaa port-access authenticator 1-4 client-limit 32

(3) 802.1X FBEEDEIE/R5 A —2|E

aaa port-access authenticator port-list [<item>]
item CTHEEAIBE/Z/\TA—4

®  auth-vid vian-id : Authorized Client VLAN D3§5E
®  clear-statistics : Authenticator D I 2—IEERDH) T
®  control { authorized | auto | unauthorized } : ZREEHIEIE—FDEXRE

> auto: TIAILMDE—R, R—MIEHL-IHRIL 802.1X SREEE Y R—L, RYNT—IIZT7OERT S

EODEMGERNDE,

>  authorized : IR—MZIEH L= R A~NBENICT I ERIEEE RS, COBE. AYNT—IIZ7HOERT S

1= DENLEKA 802.1X BRIEED Y HR—MEIFE,

>  unauthorized : R—FZHEHLI-IHRERANBHIBIZT I/ AEE S 2L, THERARYRT

—JIZT7OERY

- DEMGEEKRFEOTLVY, 802.1X RN HHR—rELTWTH, R—MIBRHRDT IV RET

AvY9 %

®  logoff-period < 1-999999999 > : 7 VT4 T WIH KR ZBIFR T B HIIZFF DB, T 74/Lk 300 7,

®  max-requests < 1-10 > : FREE R R VR v a & T LI g R 1TRIS, T4 /L 2 [H,

®  quiet-period < 0-65535 > : R—hDX Y TUHU NS DIEEFFOBEME ., AF4 Y —I& max-requests THRESN
RTREHBTRRICRTSINTOLAD NS, TIHILE 60 2,

®  reauth-period < 0-9999999 > : ¥ B A IH K [CHERIIS L SRR, 0 IR ETHEBRIILENICHS, T
AILME 0 s

®  reauthenticate : BERIZF 54T 5,

®  server-timeout < 1-300 > : RV F MR H—/\D L DIEEEF OB, 774/ 30 7,

®  supplicant-timeout < 1-300 > : R YF Y TYAUEDL®D EAP YU T AREF DM, T74I/Lk 30 7,

®  tx-period < 0-65535 > : ZREEtw 3 HIZRD EAPOL PDU ZXETAETOHFLIEM., TI4/LE 307,

®  unauth-period < 0-255 > : 7I"—F% Unauthorized Client VLAN (232 E TOBIERR, 802.1X HTUH rhE)

B BIRKRICEREL YL aVERIRT 5120 RUYRBOHIRHESZHENTED KF(I—HHEBT D

FCICEHEHERDIRI Y arvhBIhizTnIX, R—KE Unauthorized Client VLAN IZ7H A En b,

7_77.'—)'/}‘ O */o
®  unauth-vid vian-id : Unauthorized Client VLAN D355 o

Aruba# configure
Aruba (config)# aaa port-access authenticator 1-4 reauth-period 600

(4) 802.1X R AKX DEETE

aaa authentication port-access < chap-radius | eap-radius | local >

Aruba# configure
Aruba (config)# aaa authentication port-access eap-radius
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(5) RA vF2H&T802.1x DEXE

aaa port-access authenticator active

Aruba#t configure
Aruba (config)# aaa port-access authenticator active

12.2.2 802.1X BB NFEE T UK

(1) 802.1X EREEDRERT

show port-access authenticator

Aruba# show port-access authenticator
Port Access Authenticator Status
Port-access authenticator activated [No] : Yes

Allow RADIUS-assigned dynamic (GVRP) VLANs [No] : No
Use LLDP data to authenticate [No] : No

Auths/ Unauth Untagged Tagged % In RADIUS Cntrl
Port Guests Clients VLAN VLANs Port COS Limit ACL Dir Port Mode
1 1/0 0 1 No No No No both 1000FDx

(2) 802.1X RREEDERERT
show port-access authenticator config [ port-list ]

Aruba# show port-access authenticator config
Port Access Authenticator Configuration
Port-access authenticator activated [No] : Yes

Allow RADIUS-assigned dynamic (GVRP) VLANs [No] : No
Use LLDP data to authenticate [No] : No

| Re-auth  Access Max Quiet TX Supplicant Server Cntrl
Port | Period Control Reqs Period Timeout Timeout Timeout Dir
_____ g e e e e e e e e e e e e
1 | No Auto 2 60 30 30 300 both

(3) 802.1X FEEIDHEHERER T

show port-access authenticator statistics [ port-list ]
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Aruba# show port-access authenticator statistics
Port Access Authenticator Statistics

Port-access authenticator activated [No] : Yes
Allow RADIUS-assigned dynamic (GVRP) VLANs [No] : No
Use LLDP data to authenticate [No] : No

Source X TX RX RX RX RX RX
Port MAC address Reqld Req Start Logoff RespId Resp Errors

1 68b599-fb4c88 12 57 2 (] 11 57 0

(4) 802X BREDEY L I>H I U4 —ERORT

show port-access authenticator session-counters [ port-list ]

Aruba# show port-access authenticator session-counters
Port Access Authenticator Session Counters
Port-access authenticator activated [No] : Yes

Allow RADIUS-assigned dynamic (GVRP) VLANs [No] : No
Use LLDP data to authenticate [No] : No

Session Session
Port Frames In Frames Out Time(sec.) Status User
1 86284 789234 76836 in-progress test-userl

(5) 802.1X ERRE#Z#KtimK DIFHET

show port-access authenticator clients [ port-list ] [ detailed ]
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Arubat#t show port-access authenticator clients
Port Access Authenticator Client Status
Port-access authenticator activated [No] : Yes
Allow RADIUS-assigned dynamic (GVRP) VLANs [No] : No
Use LLDP data to authenticate [No] : No
Port Client Name MAC Address IP Address Client Status
1 test-userl 68b599-fb4c88 n/a Authenticated
Aruba # show port-access authenticator clients 1 detailed
Port Access Authenticator Client Status Detailed
Port-access authenticator activated [No] : Yes
Allow RADIUS-assigned dynamic (GVRP) VLANs [No] : No

Use LLDP data to authenticate [No] : No

Client Base Details

Port 01

Client Status . Authenticated Session Time . 76406 seconds
Client name : test-userl Session Timeout : 10800 seconds
IP : n/a MAC Address . 68b599-fb4c88

Access Policy Details

COS Map : Not Defined In Limit Kbps : Not Set
Untagged VLAN : 1

Tagged VLANs : No Tagged VLANs

Port Mode : 1000FDx

RADIUS ACL List : No Radius ACL List

12.2.3 802.1X EREE D& EH
(1) #EAE
[ iRy hO—2 ii._ 5\
VLAN1 untagged RADIUS Server
VLAN10 tagged 192.168.1.10/24
( ﬁ BAER( v F
CEEEEEEEEEEE ... | 192.168.1.20/24

P1

untagged

BHUB ()

L_\, F——

test-userl test-user2
WLAM 1 WLAN 10
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()
°
°

(3)

1)

EH
IR AYFD 1 BAR—IT 802.1X EBEIHE®IZT S

1 B R—PDOBETIZE HUB(EAP EBXIIG)ZFREL . EHIH R EERL . RS LICERAE1TS
test-userl [LEREFD #. test-user2 [XFREEALTNBEFIZ VLAN 10 % RADIUS H— /M4 A FIvIIZEIY LB TSH(S
A7F3v7 VLAN)
BEFIE
BEIRAYFIZIP 7 FLRZEERTE L. VIANIO DIERL(VLAN 1 [T 74 )L FTHESIATWS), 7y TV

CHOBRADR—KIZVIAN Z7HA 2T B

Aruba# configure
Aruba (config)# vlan 1 ip address 192.168.1.20
Aruba (config)# vlan 10 tagged 24

2)

RADIUS H— /DB

Aruba (config)# radius-server host 192.168.1.10 key secret

3)

802.1X FREFMEREF A & EAPRADIUS [ZF B

Aruba (config)# aaa authentication port-access rap-radius

1 Eﬂ_{)_ I\_G 8021X urL.\ﬂIEo)uE;E§ T

Aruba (config)# aaa port-access authenticator 1
Aruba (config)# aaa port-access authenticator 1 client-limit 32

5)

802.1X FREEZEMLT S

Aruba (config)# aaa port-access active

(4)

1)

B IErER

ST 802.1X BRIEIHAKR D KRR

Aruba # show port-access authenticator clients
Port Access Authenticator Client Status
Port-access authenticator activated [No] : Yes

Allow RADIUS-assigned dynamic (GVRP) VLANs [No] : No
Use LLDP data to authenticate [No]

Port Client Name MAC Address IP Address Client Status
1 test-user2 68b599-fb4864 n/a Authenticated
1 test-userl 68b599-fb4c88 n/a Authenticated

2)

B AR R D RR

HAFIYY VIAN [Z&% VIAN 7H A 3 S THER AT RE
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Aruba # show port-access clients
Port Access Client Status
Port Client Name MAC Address IP Address User Role
68b599-1fb4864 n/a

68b599-fb4c88 n/a

1 test-user2
1 test-userl

Type VLAN

8021X 10
8021X 1
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