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Best of breed across the entire management lifecycle
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AirWave 7.7

> #airheadsconf



AppRF — Firewall visibility \\}{)AIRHEZAODé

Summary page to display top destinations & applications
Drill down pages similar to ArubaOS
Client diagnostic page to display top 3 apps/destinations

Groups APs/Devices Chents Reports System Device Setup ANP Setup RAPIDS ViSualRF
Overvien RF Performance RF Capacty (Beta) Anomaly Detection (Beta) Search Documentation License User Info
Summary
Trend for Top 3 Destinations Trend for Top 3 Applications

] ] a ] () |=}
Top 10 Destinations Top 10 Applcations
Destinaton Bytes « Apphcation Bytes ~
—_— 2'4-_(_;3 —_—— 3‘7.’_;8
— WE61M8 — 144358
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AppRF - Firewall visibility \\}K)MRH%\OD%

Device Info

Username: ARUBANETWORKS \msubramanian
Device Name:

Device Type:  Windows 7

MAC Address:  60:A4:4C:82:A1:D6

Role: employee

Drill down pages similar to ArubaOS Notes:

Client diagnostic page to display top 3 apps/destinations T

Applications Bytes ¥
port 37933 S— 3.51MB
3 r 4 E Q@ J T
Jp APs/Devices ¢ o stem Device Setup AMP Setup RAPIDS VisualRF
Owvervie Par N - B al “le f warch umentation License yo-
Users Folder v Tme Range:| 2h
Summary > Applications(skype) > Users (3) Usage Breakdown
User & Bytes Packets Devices Destnatons Roles WLANS Roles v
9.09 KB 65 05X marketing -
— 11.21 GB 10782875 )5 X I sake
. A ) marketng
36.96 kB 886 Windows sales 1
Destng 34

124.148.140.235

5 Move +
LAN; v
U

arheads-2pprf
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ARM 3.0 — Client Match \‘}K)AlRHfgoqg

Device Type Summany

Windewa 7 00 6200

Apple Fhone " £.00
Android ’ 5.00
Appie Mac € 00
- 5 300

nux 5 w0
Mctoros MEZLS s .00
4 .00
‘ 2,00
4 200
3 1.00
. . g . . . 3 1.00
Visibility into client match events and reporting N . o o
-+ N . Device Types 5 100,008
QAsoreld HEN
O Apple Mac in
Reasons for Steer Sermmary
. * - STICKY_CLIENTY 158 .00
BAND _STEER Qoo
2 Rammcns for Sheers 159 100 0™
Steer Lverdts
L —
- Fows Tewe AP o~ Ll
a XY _CLIENT 3.4\

'\ , N - v - ‘ I of She »n
P -
' L - Event Twe ~ Feom N To Ap a
Renten n 1 20,00
Ao stuen Pyren v (s . — »® 2 7.0
" reete s » . " € 300
i = 3 10
159 200.00%

§ Comnecton Modes
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ARM 3.0 — client health \\}K)AlRHEé\Oqg

Client health: Dashboard and overlay

Groups APs/Devices Clients Reports System Device Setup AMP Setup
Overview Firewa n RF Capacity®e Anomaly Detection® Search
Chents
S Health (%)

bde on 1322 -> Default Bullding -> Floor 1 (real)

Y #airheadsconf




IAP GUI Config \\}K)Amﬂfgoqg

Simplified Ul to configure VCs and APs
Terminology, help similar to IAP
Tools to override settings per location/VC and resolve mismatches

Home APs/Devices Clients Reports System Device Setup AMP Setup RAPIDS VisualRF
List Monitor Basic Firmware

airheads Help  Networks > airheads-employee
? Networks General VLANSs Security Access ]

Access Points

Settings

Name & Usage Transmit Rates
IDS
VPN Name (SSID):  airheads-employee 2.4GHz: 1 ¥ - 54 ¥ mbps
RF SGHz: |6 v - 54 ¥ mbps
Firewall Primary usage: &‘
AirWave Employee Voice Guest Bandwidth Limits

[] Airtime:
Broadcast/Multicast [ Each user:
_ [[] Each radio:
Broadcast filtering: Disabled hd
DTIM Interval: 1 beacon v
) o o Miscellaneous

Multicast transmission optimization: () Enabled @ Disabled

Dynamic multicast optimization: ) Enabled @ Disabled Content filtering: ) Enabled @ Disabled

DMO dlient threshold: 90 | % Band: Al v

Inactivity timeout: 1000 secs

Hide SSID: O
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IAP GUI Config \\}K)Amﬂfgong

[_JEachradio:
Add note on any field Disabled ~
Note
1 beacon @
@ thisis a note
Enabled @
) Enabled @
a0 %
Delete Close
Home APs/Devices Clients Reports System Device Setup AMP Setup RAPIDS VisualRF
List Monitor Basic Firmware
airheads Help  Settings
Networks General Admin RTLS SNMP OpenDNS Uplink Enterprise Domains Walled Garden
Access Points
_ > i -
Multi-edit for Name/IP Setings ca S
DS
Virtual Controller IP: Edit Enabled @ Disabled
ven D ic RADIUS . ® Cluster New Value
RF ynamic proxy: Enabled Disabled Enabled @ Disabled
Firewall MAS integration: 9 Enabled © Disabled SFve
AirWave Dallas-vC1
NTP server: Enabled @ Disabled
Timezone: International-Date-Line-\ ¥ OK Cancel Enabled @ Disabled
Preferred band: all hd Deny local routing: Enabled @ Disabled
DHCP Server:
Domain Name:
DNS Server(s):
Lease time: ¢ Minutes b
Network:




IAP GUI Config

W

AIRHEADS
2013

Drill down to a location and override any field

Home APs/Devices Clients Reports System Device Setup AMP Setup RAPIDS
List Monitor Basic Firmware
Stores > Store41-VC1 Networks > IGC-Stores
s Store41-VC1 3 > Networks -
VLANs Security Access
e . General VLA urity A @
Access Points
Settings
Name & Usage
IDS
VPN Name (SSID):  IGC-Stores
RF
Firewall Primary usage: A
AirWave Employee  Woice Guest
Broadcast/Multicast
Broadcast filtering: Disabled v
DTIM Interval: 1 beacon v

Multicast transmission optimization:

Dynamic multicast optimization:

DMO channel utilization threshold:

Enabled @ Disabled
Enabled @ Disabled

%0 %

VisualRF

Bandwidth Limits

Airtime: 50
[] Each user:
[[] Each radio:

Transmit Rates

2.4GHz: 1 v - 54

5GHz: 6 v - 54

Miscellaneous

Content filtering:
Band:

Inactivity timeout:

% % [F

¥ mbps

¥ mbps

Enabled @ Disabled

All

1000

Secs
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Other Visibility Features \\}K)AlRHEé\Oqg

Watched Client (VIP) Dashboard

Any client can be added to the watche

Home Groups APs/Devices Reports System Device Setup AMP Sef
Connected All Rogue Clients Guest Users Diagnostics VPN Sess

Detail for 58:94:6B:C5:BE:A0

& - * x ) u
-
Overveen
Trerds Wakhed Oents
Sork Speed SR Last
Rame Speed Trend SHR Trend Heard
] o 2 v"\ e
& 3 rwntes
¥ o 3 mrute
Total Usape Clerts
Destribetion of 394 Chents

1 o o
B :4
n I3
N . T
" |_EE
o N
o H
] .-
By WLAN Vendar
_EE LK
_E |l
L m s
o oy
K& N
LKL L
ial LR
W a ¥

Device Info
Username: ARUBANETWORKS \cmower
First Seen: 4/14/20119:51 AM on <Deleted > for 4 mins
Last Seen: 4/19/2013 2:21 PM on 1341-AP01 (1341-ap01.arubanetworks.com) for 53 mins
Device Type: I I\‘.‘lﬂdcl‘.'.s 7
0s: r I\‘.‘mdx:-‘,:s 7
05 Detail: I™ [windows NT 6.1; rv:20.0

Network Interface Vendor:  Intel

1 AOS Device Type: Win 7

Aruba HTTP Fingerprint: Mozilla/5.0 (Windows NT 6. 1; rv:20.0) Gecko /20100101 Firefox/20.0
Classification: | Valid ~|

I Watched Client: ® ves T No I
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Capacity Dashboard - Upgrade to 11ac'§*}{)AIRHE2;€\0D1§3

Radios by Channel Utilization and Chent Count

X-Y scatter plot of

a" radlos . 1341 Apfl (1341 -ap2 l.arubanetworks.com)
#clients .vs. radio el Sl (W5 Va3
utilization

Radios in the from
the diagonal
deserve further
TN/ STIAATINAN

125 radios were

“heavily utilized” Radios Above Usage Threshold:
75-100% of the

time.

(“Heavily utilized” is
80%+ utilization). o
(Only “on time” is

considered. That is

150
, 125 1295
blocks of time the
radio is doing
something, not the

middle-of-the-night).
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Graphs: moved Flash > HTML5 \\}{)AlRHEé\Oqg

All graphs in AirWave 7.7 are converted from Flash to HTMLS

Welcome to AMP™ 7.7.0417

demo.CORP.airwave.com - AirWave QA

Time Range: 2h 1d | 1w | 1y Custom
Clients WLANs ¥ | Max | Avg Usage WLANs ¥ | Max | Ava

''''''''''
\

18. Apr
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Graphs: moved Flash > HTML5S

\R)
AAIRHEZAOD“S;

By clicking on a graph, can then zoom in/out,
pan, and hover (to get values for each point)

Clients

@ Total Clents

Tme Rangezlz_h 1d 1
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Aruba Support \\}K)Amﬂfgoqg

Support for new APs
AP224/AP225 (802.11ac), RAP155/155P

AOS 6.3 Support

Configuration of new and updated profiles
AP monitoring with HA Lite

Real time monitoring for controllers

Client monitoring data (state and stat)

Aruba Instant
Support for IAP 3.3
Threshold to mark VC down (similar to SNMP threshold)
Show the AP acting as VC in lists
Firmware upgrade improvements: Image Server Integration, group enforce flag
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Aruba Support — MAS Config “ﬂ)AIRHEé\Oqg

Configuration of 7.1 and 7.2 profiles
MAS config is its own tab (do not use same AMP group for controller and MAS config)

Home APs/Devices Clients Reports System Device Setup AMP Setup RAPIDS VisualRF
List Monitor Basic Templates Controller Config Cisco WLC Config Firmware
+Security & Authentication

Group: switch

1-3 wof 3 AAA Profiles Page 1 wof 1 Choose columns Export CSV
e Portal Used By
Name a GigabitEthernet Group VLAN Wired Auth User Rules

& default -

& default-dotix
&, default-mac-auth
1-3 w of 3 AAA Profiles Page 1wof 1

—AAA Profile

m

default

FH-Network Aliases
BHSer G

EHnterfaces
—GigabitEthernet

—Management
[#-Port Channels

—Routed Virtual Interfaces
[#H ayer 1and PoE

[#H ayer 2 Features
#H.ayer 3 Features

Y #airheadsconf




Aruba Support — MAS Config \\ﬂ)AIRHEé\Oqg

. . . Aruba Overrid
Per switch overrides on any profile riba vemaces

Aruba Switch Override
Certificates selected here will have higher priority while resolving Certificate Name, type
uniqueness conflicts between "Aruba Config™ and "Device Override”,

Profile: IGMP Snooping v
Profile Instance: iamp-snoopingfactory-nitia v
Field: Query-4nterval v
Query-interval (1-18000 sec): 125

Add ] [ Cancel
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7.7 — Other Enhancements \\}i))AIRHEZAOqg

Trigger Enhancements
Auto acknowledgement of up/down alerts
NMS integration now supports SNMPv3 informs
Radio up trigger

Reporting Enhancements
Folder level summarization in Device Summary reports
Wired bandwidth in Network Usage Report
Quarterly reports (reports every n months)
Email CSV reports

Usability and workflow enhancements
30x improvement in time taken for nightly audit (login to controller once for all the APs)
Import config from controller/switch when added into group (like Instant)
Show device name everywhere (no more mac addresses in AP names)
Aruba AP Group on APs/Devices-> New page
Split up image download and reboot (Cisco and Aruba)

First discovering AP/time in the rogue list
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Other Enhancements - continued “ﬂ)AIRHEé\Oqg

Multi-vendor device support
Support for Cisco 1600 and 2600
Support for HP devices

API Improvements
API to get report data in XML format (XHTML)
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Serviceability Enhancements \\}K)AIRH%\(}D@3

*Visibility into performance issues on AMP
*Run commands enhancements (both IAPs and controllers)

(@) Device command output - Mozilla Firefox =0 |2 @

‘ @ https://10.65.20.107/nf/run_command?ap_id=18&cmd_for_all=18&sb_class=Mercury%3A%3AHandler%3A%3ASelectBuilder?3A%3ADeviceC ’ Lo
-
Select Bl Commands Run Auto Run Clear Add Comment Export
B show access-rule » ||Run every 15sec ~ For 15min. v

| show access-rule-all
| show adrs status

4 [l show alg

m

Vo e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e

m

_— ©€8.1.4 Device Name: Instant-CF:393:Cl Command: show amp-audit
Jshov\lamp.audlt R R

| show ap-env
| show ap allowed-channels

[

| show ap arm bandwidth-management

10

| show ap arm history

[Tl show ap arm neighbors
::shWNaparmrfsummaw 4bl1360dedB8Z46ea3afe7923ceda8366a14
("] show ap arm scan-times

O show ap assodiation

[ show ap bss-table

[ show ap debug auth-trace-buf

LTI U T R W TS NP2 NP N

[ show ap debug dient-table Z?Bd33
("l show ap debug crash-info

z [l show ap debug dot1x-statistics

(7] show ap debug driver-config %

Save ||| Cancel

arm

wide-bands 5ghz

min-tx-power 18

max-tx-power 127
band-steering-mode prefer-5ghz
air-time-fairness-meode fair-access
client-aware

scanning
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VisualRF KAIRHEADS
2013

Features

Identify planned APs on a floor plan
Show notes field (read only)
New AP Support (AP224, RAP155)

Performance and Scalability Improvements

Loading VisualRF page is faster

Optimized for better handling of channel utilization and interface metrics
Speedups in VisualRF startup

Better logging and diagnostics

Better defaults for http timeouts
Handle OOM issues better
Location Accuracy Tool for better troubleshooting
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Anomaly detection

\R)
AAIRHEé\ODé

Anomalies illustrated for
clients and bandwidth.

Shown here, the current
reading (blue, green),
plotted against 40-week
average +/—one
standard deviation.

Average for any given
period of time, (for
example, noon-12:10 on
a Friday), is calculated
for that same time-period
(noon-12:10) for the
previous 40 Fridays.

(Average is NOT simply
the previous few days).

Usage (bps)

60 K

40K

20 K

20 K

40K

60 K

Average for noon-12:10 on _ e

previous 40 Fridays

+/- One std dev

Current value
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Introducing Aruba Central \\&)AIRHEé\Oqg

Centralized cloud based management for Instant APs

Multiple sites (or) T

Multiple clusters in a single site

No servers to install

No ongoing maintenance

BRANCH

HQ
BRANCH

BRANCH HOME OFFICE
OFFICE
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Key platform capabilities \‘}K)AlRHfgoqg

Multi-tier multi-tenant architecture
MSP console
Complete “rebrandability”

Highly reliable cloud infrastructure to provide
SLA to your customers

A DD N
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AirWave or Aruba Central? \\R)AIRHEé\Oqg

Strong data privacy, compliance and Ease of setup, deployment and

security requirements expansion of a “cloud” based solution
Desire control over management Do not want to “manage the

software (exact image version etc.) management software”

Prefer a one time expense over a Prefer an operational expense over
recurring fee initial upfront capital expense

Want to control access to the Prefer having access to the
management software only from internal management software from anywhere in
network the world with an Internet connection

Your choice depending on your business requirements
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