NAD Device Configuration

SNMP Write Settings

m SNMP Read Settings

CLI Settings

Edit Device Details o

OnConnect Enforcement Attributes

Name:
IP or Subnet Address:

|Aruba2920 |
172.16.10.100

Description:

RADIUS Shared Secret:
TACACS+ Shared Secret:

Hewlett-Packard-Enterpt | =

Enable RADIUS CoA: “ RADIUS CoA Port: |3799

Vendor Name:

(e.g., 192.168.1.10 or 192.168.1.1/24 or 192.168.1.1-20)

[Coy ] sove ] Cancel




COA Profile

Configuration » Enforcement » Profilas » Edit Enforcement Profile - Copy_of [ArubaOS Switching - Bounce Switch Port]

Enforcement Profiles - Copy_of_[ArubaOS Switching - Bounce Switch Port]

Attributes

Profile:
Name:
Description:
Type:
Action:

Device Group List:

Copy_of_[ArubaO$s Switching - Bounce Switch Port]
System-defined profile to bounce the switch port on ArubaOS Switching products.

RADIUS_CoA
CoA

Attributes:
Type Name Value
1.|Radius:IETF User-Name = %{Radius:IETF:User-Name}
2.|Radius:IETF Calling-Station-Id = %{Radius:IETF:Calling-Station-I1d}
3.|Radius:IETF NAS-Port = 9% {Radius:IETF:NAS-Port}
4.|Radius:IETF NAS-IP-Address = %{Radius:IETF: NAS-IP-Address}
5.|Radius:IETF Event-Timestamp =
6.|Radius:Hewlett-Packard-Enterprise HPE-Port-Bounce-Host = 12
7.|Radius:IETF Tunnel-Medium-Type = IEEE-802 (6)
8.|Radius:IETF Tunnel-Type = VLAN (13)
Accesstracker
aruba ClearPass Policy Manager Suppert (steHr—e"‘imi'"isigt‘;—“r;
& The HTTPS Server Certificate will expire in 6 day(s).
_M""imri“g ' Monitoring » Live Monitoring » Access Tracker
=+ L“’e"_l Access Tracker yui 10, 2018 10:29:36 CEST @ Auto Refresh
& Accounting [ Y 1Al Requests] 1 clearpass (172.16.10.3) “%" Last 1 week before Today m ]

& onGuard Activity
B Analysis & Trending
System Monitor
~ [ profile and Network Scan

Endpoint Profiler
& Network Scan
& Discovered Devices

& Audit Viewer

& Event Viewer

& Data Filters

& Blacklisted Users

Filter:| Request ID v | contains v || 53] Show records
# _ Server Source Username Service Request Timestamp ' Enforcement Profiles
F. 172.16.10.3 RADIUS Administrator@marcelkSMel:\ﬁc‘gQrEd FAPTLS  pccepT 2018/07/10 10:19:56 I\;’;’thai‘:‘ee,DﬁrK”;‘?VLANm
2.172.16.10.3 RADIUS Administrator@marcelkg g o ACCEPT 2018/07/10 10:19:19 I"L\Ja?cdh?:fe,DP?ILnI?‘FVLANIO
3.172.16.10.3 RADIUS Administrator@marcelksrglr(fic‘ggrEd BAPTLS  accepT 2018/07/10 10:00:13 I"L\J::dhagﬁee,D!\?ITl?ir‘VLANlo
4/172.16.10.3 RADIUS 000c291dbfad TEST MAB ACCEPT 2018/07/10 10:09:13 MKK - VLAN10
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Accesstracker

Input | Output | Accounting
Login Status: ACCEPT
Session Identifier: RO0000003-01-5b446c2c
Date and Time: Jul 10, 2018 10:19:56 CEST
End-Host Identifier: 00-0c-29-1d-bf-4d (Computer / Windows / Windows Vista/7/2008)
Username: Administrator@marcelkoedijk.nl
Access Device IP/Port: 172.16.10.100:25 (Aruba2920 / Hewlett-Packard-Enterprise)
System Posture Status: UNKNOWN (100)
Service: MKK Wired EAP-TLS Services
Authentication Method: EAP-TLS
Authentication Source: AD:dc01.marcelkoedijk.nl
Authorization Source: [Endpoints Repository], [Insight Repository], DCO1.MARCELKOEDIJK.NL
Roles: ALKMAAR-WERKPLEK, [User Authenticated]
Enforcement Profiles: Update Domain Machine, MKK - VLAN10
Service Monitor Mode: Disabled
Online Status: @ online
k] < Showing 1 of 1-4 records P> P Show Configuration m




Accesstracker

Request Details ]

Access Control Capabilities -

Select Access Control Type : Agent SNMA'® RADIUS CoA '} Server Action

| Copy_of_[ArubaOS Switching v |

RADIUS CoA Type:

[submit [ Concel




Accesstracker

Request Details ]

Radius Copy_of_[ArubaOS Switching - Bounce Switch Port] successful for client 000c291dbf4d.

Summary Input

Output

Accounting

Login Status:

Session Identifier:
Date and Time:
End-Host Identifier:
Username:

Access Device IP/Port:
System Posture Status:

ACCEPT

RO0O000003-01-5b446c2c

Jul 10, 2018 10:19:56 CEST

00-0c-29-1d-bf-4d (Computer / Windows / Windows Vista/7/2008)
Administrator@marcelkoedijk.nl

172.16.10.100:25 (Aruba2920 / Hewlett-Packard-Enterprise)
UNKNOWN (100)

Policies Used -

Service:
Authentication Method:
Authentication Source:
Authorization Source:
Roles:

Enforcement Profiles:
Service Monitor Mode:
Online Status:

k4 < Showing 1 of 1-4 records B> [

MKK Wired EAP-TLS Services

EAP-TLS

AD:dc01.marcelkoedijk.nl

[Endpoints Repository], [Insight Repository], DCO1.MARCELKOEDIIK.NL
ALKMAAR-WERKPLEK, [User Authenticated]

Update Domain Machine, MKK - VLAN10

Disabled

@ online

Change Status | Show Configuration m Show Logs
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