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Essential Elements of Healthy RF
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What Affects Signal Strength?

AP Characteristics
Number and type of Radios (a/b/g/n)
Max Tx Power
Receive Sensitivity
Number of Spatial Streams
Antenna — Internal/External
Antenna Pattern
Number of clients supported

APs are not created equal
Choose the right AP for the occasion ~

NNNNNNNNNNNN ~
© Copyright 2012. Aruba Networks, Inc. 5 a I r ea Sc 0 n
All rights reserve



AP-93 Antenna Pattern, H-plane

2437 GHz e

NNNNNNNNNNNN ~
© Copyright 2012. Aruba Networks , Inc. 6 a I r ea S c 0 n

All rights reserved



AP-93 Antenna Pattern, E-plane

2437 GHz 2o
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AP-105 Antenna Pattern, H-plane

2.450 GHz B 5.5 GHz —
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AP-105 Antenna Pattern, E-plane

2.450 GHz — 5 & GHz .
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AP-135 Antenna Pattern, H-plane
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AP-135 Antenna Pattern, E-plane
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What Affects Signal Strength?

AP Radiated Power (EIRP)
= Radio Transmit Power (dBm)

+ Transmit Antenna Gain (dBi)

Antenna is PASSIVE — Does Not ADD energy
Higher Gain just means energy more focused
Not always a good thing

* AP Regulatory Domain

« Country Code

« Radio Band (2.4GHz/5GHz)

« Channel (different channel has different

allowed Max EIRP) ,
. #airheadsconf



What Affects Signal Strength?

Attenuation (Path Loss)
Distance from AP/Line-of-sight
Building materials (walls, windows, partitions)
Furniture
People

Client Received Power (dBm)
= Radiated Power/EIRP (dBm)
- Path Loss (dB)

+ Receiver Antenna Gain (dBi) -
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Attenuation of Common Building Material

Brick 3.5" 6 dB 10 dB
Bullet-Proof Glass 1" 10 dB 20 dB
Concrete Wall 18" 18 dB 30 dB
Concrete Wall 8" 10 dB 13 dB
Cubical Wall (Fabric) 2.25" 1dB 2 dB
Exterior Double Pane Coated Glass 1" 13 dB 20 dB
Fabric, blinds, ceiling tiles ~1 dB ~1.5dB
Glass/Window (not tinted) 2-3 dB 6-8 dB
Hollow Wood Door 1.75 4 dB 7 dB
Interior drywall 3-4 dB 3-5dB
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Attenuation of Common Building Material

Interior Office Door w/Window 1.75"/0.5" 4 dB 6 dB

Interior Office Window 1" 3dB 6 dB

Interior Solid Wall 5" 14 dB 16 dB
Marble 2" 6 dB 10 dB
Safety Glass-Wire 0.25" 3 dB 2 dB

Safety Glass-Wire 1.0" 13 dB 18 dB
Solid Wood Door 1.75" 6 dB 10 dB
Steel Fire/Exit Door 1.75" 13 dB 25dB
Steel Fire/Exit Door 2.5" 19 dB 32 dB
Steel Rollup Door 1.5" 11 dB 19 dB

CONFIDENTIAL
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Noise, Interference, and SNR




Noise & Interference

NNNNNNNNNNNN
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.... Odignals are corrupted so they don’t make
sense to the receiver ...

Noise

Random ‘background’ that has got mixed up with your
signal. Usually doesn’t vary too much over time.

Interference

Additional signals are added to the one you want. Can be
intermittent or persistent.
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Source of Interference

* Your own APs (over-designed) » Blue-tooth (headset, keyboards,
« Somebody else’s APs (neighbor) mouse, modem)

* Municipal Wi-Fi Network * Microwave Oven

» iPhone Personal Hotspots » Cordless phones, mouse

» Clients connected to other’s APs * Very strong out-of-band source
« Faulty Clients (GSM tower)

« Baby monitor

+ WiMax (2.5GHz)

« ZigBee (802.15.4)

« Video or security cameras
« Faulty anything
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Signal to Noise Ratio (SNR)

SNR is not actually a ratio

SNR = Signal (Received Power) — Noise floor
Assume:

Signal received is -65 dB; Noise floor is -90 dB
SNR = -65 — (-90) = 25

A minimum of 25-30 is essential to decode high / | |

11n data rate
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Why SNR is Important

SNR determines the ability of wireless devices to
demodulate data rates

AP-104 AND AP-105 RF PERFORMANCE TABLE

Max tX Power per [rX sensitivity SNR (NF Max tX Power per|rX sensitivity

Subcarrier |Active tX chain (dbm) 100) Active tX chain |(dbm) SNR (NF 100)

Modulation 2.4 GHz 5 GHz
802.11b
1Mbps [BPSK 20 -96 4
2Mbps [QPSK 20 -96 4
5.5 Mbps |CCK 20 -94 6
11 Mbps [CCK 20 -93 7
802.11a/g
6 Mbps |BPSK 20 -96 4 20 -96 4
9 Mbps |BPSK 20 -96 4 20 -96 4
12 Mbps [QPSK 20 -96 4 20 -96 4
18 Mbps [QPSK 20 -95 5 20 -95 5
24 Mbps |16-QAM 20 -92 8 20 -91 9
36 Mbps [16-QAM 19 -89 11 19 -88 12|
48 Mbps |64-QAM 18 -85 15 18 -84 16 |
54 Mbps |64-QAM 17 -83 17 17 -83 17
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Why SNR is Important

AP-104 AND AP-105 RF PERFORMANCE TABLE

Max tX Power per |rX sensitivity Max tX Power per|rX sensitivity

Subcarrier |Active tX chain (dbm) SNR (NF 100) |Active tX chain |(dbm) SNR (NF 100)

Modulation 2.4 GHz 5 GHz
802.11n HT20
MCSO BPSK 20 -96 4 20 -96 4
MCS1 QPSK 20 -95 5 20 -94 6
MCS2 QPSK 20 -93 7 20 -92 8
MCS3 16-QAM 20 -90 10 20 -89 11
MCS4 16-QAM 19 -87 13 19 -86 14
MCS5 64-QAM 18 -82 18 18 -82 18
MCS6 64-QAM 1174 -81 19 17 -80 20
MCS7 64-QAM 15 -80 20 15 -79 21
MCS8 BPSK 20 -95 5 20 -95 5
MCS9 QPSK 20 -93 7 4 20 -92 8
MCS10 QPSK 20 -91 9 20 -90 10
MCS11 16-QAM 20 -87 13 20 -87 13
MCS12 16-QAM 19 -84 16 19 -84 16
MCS13 64-QAM 18 -81 19 18 -80 20
MCS14 64-QAM 1174 -80 20 17 -78 22
MCS15 64-QAM 15 -77 23 15 -77 23|
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Why SNR is Important

AP-104 AND AP-105 RF PERFORMANCE TABLE

Max tX Power per |rX sensitivity Max tX Power per(rX sensitivity

Subcarrier |Active tX chain (dbm) SNR (NF 100) [Active tX chain |(dbm) SNR (NF 100)

Modulation 2.4 GHz 5 GHz
802.11n HT40
MCSO BPSK 20 -93 7 20 -92 8
MCS1 QPSK 20 -93 7 20 -92 8
MCS2 QPSK 20 -90 10 20 -89 11
MCS3 16-QAM 20 -86 14 20 -86 14
MCS4 16-QAM 19 -83 17 19 -83 17
MCS5 64-QAM 18 -79 21 18 -80 20
MCS6 64-QAM 17 -77 23 17 -77 23
MCS7 64-QAM 15 -76 24 15 -76 24
MCS8 BPSK 20 -92 8 20 -92 8
MCS9 QPSK 20 -89 11 20 -90 10
MCS10 QPSK 20 -87 13 20 -87 13
MCS11 16-QAM 20 -84 16 20 -84 16
MCS12 16-QAM 19 -82 18 19 -81 19
MCS13 64-QAM 18 -76 24 18 -77 23
MCS14 64-QAM 17 -76 11 17 -75 25
MCS15 64-QAM 15 -73 27 15 -73 27"
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802.11n data rates are dependent not only on SNR,
but on error rates and the ability to support
multiple spatial streams in the environment

A rough guideline is that a minimum SNR
of 25 dB is necessary to demodulate higher
802.11n data rates
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Tools of the Trade




WLAN Engineer Toolkit

Network Management/Monitoring Platform
Spectrum Analysis

Site-Survey

Understanding Client NIC

Performance Testing

Packet Capture
Command Line Interface (CLI)
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ArubaOS Dashboard - Performance

Clients
Total:
Client PHY
a aHT a HT 40MHz O S N R
g 0O g HT g HT 40MHz 0
b
39 64 |[FGTH 2N F3AN
20 25 30 35 40 45 50 S5 60
2z N 16
0 6M 12 M 24 M 36 M S4 M 108 M 450 M
Goodput (bps)
117 so INEWEEE
0 6M 2 M 24 M 36M S4 M 108 M 450 M
To Client (bps)
11 2 ' 1
0 6M 12 M 24 M 36 M 54 M 1086 M 450 M
From Client (bps)
22 [ETY .
0 6M 12 M 24 M 36M S4 M 108 M 450 M
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All Radios S GHz 2.4 GHz
APs
Overall Goodput (bps):
To Client From Client
Goodput (bps): 37.5M
Frames dropped: < 1% (610/128 K) N/A

Frames types:

Frame rates: i ‘I

=
Noise Floor

Noise Floor (dBm)

Channel Utilization ———

110 105 1( 65
Channel Busy (%)
30 2 2 :
0 10 20 30 40 50 60 70 80 S0 100
Interference (%
34
0 10 20 30 40 50 60 70 80 S0 100

Interference
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AOS RF Dashboard — Usage

Monitoring > Usage

Morstonng C:nfgun:u-:-" Diagnostics Mamntenance Plan Last updated: 08:03:10 pm ?

Performance Clients APs

Total & Low Usage Chants Total & Usage

Total Actve: 0 otal Down: 0 Low Usage Radwos
Secunty
Potential Issues
WLANS
—
Access Ponts
bents
Jsage W Usage (bps) (to chent) m
Chants par WLAN Usage per WLAN (bps
GLC SANDS HOTSPOTS AMX: 0 GLC: SB.4K SANDS MO 245
B GLC m SANDS AMX W GLC m SANDS AMX

CONFIDENTIAL ~
© Copyright 2012. Aruba Networks, Inc. 27 a I r ea S c 0 n i
All rights reserved /



AOS RF Dashboard — Security

Monitoring > Security Summary

networks
Monitoring Configuration Diagnostics Maintenance Plan Last updated: 08:05:23 pm ? Logout admin
Performance Discovered APs & Clients Summary Details Events
Usage AP Classification Active APs Associated Clients Last 4 Last 24
h All
| Rogue 0 0 hrs rs
> n ~ D)}
2 Suspected Rogue g 4 Containment Infrastructure 0 0
i - ol ZL Client 0 0
Potential Issues Interfering 35 2L
B neighbor 0 0 Total 0 0 0
WLANs W ova 192 57
= =i = = Detection Low 0 0 0
: Manually Contained 0 0
Access Points HeY, ’ Med 28 72 669
236 128
Fot a2 *  High 34 64 334
Clients
Total 62 136 1,003
Discovered Access Points: Active = Yes, AP Classification = Rogue =
BSSID Band PHY Type SSID Channel Clients AP Classification Encryption  Marked to
Y : 4 b 4 Y Y ) 4 s : 4 c
Roate Contain
ogue z
- No matches found -
/)_
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AOS RF Dashboard — Potential Issues

P

| Monitoring > Potential Issues

networks
Monitoring Configuration Diagnostics Maintenance Plan Last updated: 08:05:56 pm
Performance Potential Issues
Usage Clients with potential issues: 11 out of 21 Radios with potential issues: 25 out of 198
Security 2.4 GHz 5 GHz 2.4 GHz 5 GHz
Low SNR 0 1 High noise floor 0 0
Low speed 0 1 Busy channel 0 0
5 6 i i 12
WLANS Low goodput 5 6 High interference 12 0
Low goodput 8 6
Access Points High client association 0 0
Clients
7~~~
4 .
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AOS RF Dashboard — WLAN

Monitoring > WLANs

Morstonng

Performance

Configuration

WLANS (3)

Mantenance

Plan

uvpdated: 08:08:15 pm

Show: Default Columns
WLAN Chents APs Frames Bytes Frames Retned
Usag v v v v B
- chent
. : 4
Secunity AMX 0 0 0 03 0%
Potential Issues GLC 2771 K B8.6K 2.1 M 17% 6K 1
SANDS HOTSPOTS 78.4 K 896 588.2 K 67% (285/425 5% (23/448
AcCcass Points
Chents
All WLANS (22)
Cliar AP Name Band Chents  Usage Chent PHY
v v v v
(bps)
v
Wi a Hl >
0 Win 7 aHT
0 a Ml
0 Phone g HT
0 iPhone g HT
m Chents 0 g
Pad amuT
v 0 g HT -
« )
l”»
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AOS RF Dashboard — Access Points

Monitoring > Radios

tonng ;"r.n"n;:,u.n on Diagno Maintenance Plan Last update 08:08:55 pm ?
Performance Radios (157 of 198): Rado Mode = Access APs Rados Al Rados 5 GHz 2.4 GHz Show: Default Columns
AP Name Band Ra Chents  Channel Noese Floor EIRP Channel Frames Bytes Frames (to d (to  Frames Dropped Frames (from Frame Rates (
Usage v ¥ - v v v v
= dém (d8m Uthzaton chent) chent chent chent chant)
L] L4 v L L 4 v

Secunty

Acc 16 96 20 ) 0 C C 0 -
Potential Issues Access 1 -96 15 63 4.8 K 59 0% D% I e

Access 53 94 20 452 71.4 K 223 5 1/2 ( 229  ses S———
WLANS 6 o4 15 0 0 0 5 y 0

48 20 a a ) -

ACCE 11 =] 15 ) ) C

Chents
44 20 0 0 0 0% 0 0

ACCass 11 )5 15 0 0 0 07 0

Acces 52 95 20 ) ) C C

a 1 " 3 r \ ) 0% ( %

« »

All Radios
5 GHz Chents
p= — _/—’—"’——— — __\\‘7 — 2 —————————
| Chents @ Chents
2.4 GHz Usage 5 GMz Usage
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AOS RF Dashboard — Clients

Monitonng Configuration

Performance

Clients (21)

Chent
Usage v

Potential I

s Ponts

All Clients

2.4 GHz Chents

m Chents

2.4 GHz U
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Monitoring > Clients

Diagnostics

Chent PHY

Maintenance Plar

Device 7

L 4

wir

win 7

Phone

Pad

SNR (dB) Speed Goodput Usage Frames Bytes
v v v
bps (bps
L 4 L 4
va 65K 400
39 37.8K 1K
7 26,0 K 85
42 34 &
0 0
0 0
$2 0 0
34 206 K 778 154,
N f
S GHz Chents

B Chents

32

?

Last updated: 08:11:04 pm

Show: Default Columns

Frames Retned

WLAN
¥
chent

13
C 0

09

0 0

0 0%

0% 0

37% (119/325 1% (2/327
n
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RF Health report

<3 New Devices: 35 | 4 Up: 563 | 4 Wired: 34 | ¥ Down: 191 | ¥ Wired: 5 Log out peter

@ Rogue: 1 | ¥ Clients: 221 | W Alerts: 22
9 Search 2

Home Groups APs/Devices Clients Reports System Device Setup AMP Setup RAPIDS VisualRF

Generated Definitions Detail

1344 RF health report for Group Ethersphere-Ims3

2/26/2012 5:00 AM to 2/27/2012 5:00 AM
Generated on 2/27/2012 5:01 AM

Most Noise (5 GHz)

Rank a Device Average Noise (dBm) Channel Changes Average Channel Busy (%) Number of Clients U

1 ITC -87.00 14 7.87 0 H

2 72C -87.50 11 7.87 0 0.

3 140C -88.00 15 6.69 0 0.

4 24C -89.50 18 6.69 0 0.

o 167C -89.50 12 3.54 0 743

6 1 AP35 -89.50 0 2.36 l 9¢

7 41C -90.00 181 6.30 0 e

8 AL21 (1344-1-al21.arubanetworks.com) -90.00 37 1.18 0 9;

9 175C -90.00 20 4.33 0 0.

10 ] ) -90.00 0 3.94 0 3!

11 -90.00 0 3.94 0 0.

12 -90.00 17 4.72 0 9(

13 1263 -90.00 0 32.68 0 S5t

14 03C -91.00 29 6.69 0 o

15 1344-2-12C -91.50 55 5.12 1 3:

Most Noise (2.4 GHz)

Rank a Device Average Noise (dBm) Channel Changes Average Channel Busy (%) Number of Clients Usage (bps) Location

1 -86.00 5 15.75 0 0.00 -

2 -87.00 7 41.73 0 0.00 - S
3 -89.00 0 33.46 0 0.00 - ,/
= -90.50 1 55.91 0 0.00 - s / 7
5 -01.50 2 50.39 0 0.00 TAC '
6 78C -92.00 1 38.98 0 0.00 -

CONFDENTIL st - H#airheadsconf

All rights reserved



Channel utilization trigger

Channel Utilization Trigger

Type: Channel Utilization
Severity: Normal [+]
Duration:
e.g. 15 minutes’, '75 seconds’, '1 hr 15 mins' 5 minutes
Conditions
Matching conditions: o Al ) Any

Available Conditions: Interference (%), Radio Type, Time Busy (%), Time Receiving (%),
Time Transmitting (%)

New Trigger Condition

Option Condition Value

Time Busy (%) E] >= E] 75 '

Interference (%) (=] [>=[=] 30 v
Trigger Restrictions

Folder: Sunnyvale HQ E]

Include Subfolders: 9 Yes No

Group: - All Groups - E]

Alert Notifications

Additional Notification Options: Email
NMS
Add NMS servers on the AMP Setup NMS page
Logged Alert Visibility: By Role [~] 7
Suppress Until Acknowledged: 9 Yes No X 4
Save ] [ Cancel ]

CONFIDENTIAL
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AirWave — AP Monitoring

AMP Setup

RAPIDS VisualRF

Device Setup

Clients Reports System

Home Groups

Monitor

Device Info

Status: Up (OK)
Configuration: Mismatched (The settings on the device do not match the desired configuration policy.)

Controller: ethersphere-Ims3 Aruba AP Group: Corpl344-AM  Upstream Device: 1344-1-AP-alpha-swl Upstream Port: gigabitethemet0/0/15
Type: Aruba AP 135 Remote Device: No Last Contacted: 2/28/2012 9:43 AM  Uptime: 2 days 8 hrs 12 mins
LAN MAC Address: D8:C7:C8:C0:C7:BC Serial: AX0025566
1P Address: 10.6.66.71 Clients: 5 Usage: 19.06 Kbps
Quick Links: ‘Open controller web Ul...  * Run a command... -
Notes:
Radios
Index o Name MAC Address Clients Usage (Kbps) Channal TxPower AntennaType Role Active SSIDs
1 802.11bgn D8:C7:C8:8C:7B:C0 0 0.00 1 0 dBm Internal AirMonitor and Access
2 802.11an D8:C7:CB:BC:7B:D0 4 19.06 149 12 dBm Internal Access ARUBA-VISITOR, et...
Wired Interfaces
Name a4 MACAddress Clients Admin Status Operational Status Type Duplex Aruba Port Mode Input Capacity Output Capacity
Enet0 D8:C7:C8:C0:C7:BC 0O Up Up gigabitEthernet  Full N/A 1000 Mbps 1000 Mbps
Enetl D8:C7:CB:C0:C7:BD 0 Up Down gigabitEthernet Half Active Standby 10 Mbps 10 Mbps
View Device Events
Clients on 1344-1-AL25 Last 2 hours [l Usage on 1344-1-AL25 Last 2 hours |nall
Show All Maximum Average Show All Maximum Average
MR [/ Mav Clienre fRadin 1Y 0 clients O clients A | Aun In fRadin 1) 0 bos 0 bos

CONFIDENTIAL ~
© Copyright 2012. Aruba Networks, Inc. 35 a I r ea Sc 0 n i .
All rights reserved /



Radio Details

Log out peter

<3 New Devices: 35 4 wired: 34 | ¥ Down: 193 | ¥ Wired: 5 | @ Rogue: 1 | # Clients: 219 | W Alerts: 22

4 Up: 561

Home Groups Clients

Monitor Manage Audit Compliance

AP Monitoring | Radio Statistics

Monitoring 802.11bgn radio for AP 1344-2-205C

[=]

802.11 Radio Counters Summary (frames/sec)

Run a command...

Current Last Hour LastDay Last Week
Unacked 4 4 58 54
Retries 0 0 17 19
Failures 4 4 8 7
Dup Frames 0 0 0 0
FCS Errors 5 5 34 54
Clients Usage Channel Noise Power

Utilization on 1344-2-205C Last 3 hours

l
. r — 4
IL‘JJ\VF- i ’L\_;—'\r\ ﬂ‘./r L'-\-,1

[T
il

Show All
. & Busy
@ (] interference

O || Receiving

CONFIDENTIAL
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Reports

System Device Setup

Up Down Mismatched

MAC/P... 802.11 ... Utilizati...

[gal

Maximum Average

36.6 % 29.9 %
1.2 % 1%
34.3 % 28 %

AMP Setup
Ignored

RAPIDS VisualRF

Clients Usage Channel

Noise on 1344-2-205C Last 3 hours

Show All

D |/ noise

36

Noise

205¢ Q

Power MAC/P... 802.11 ... utilizati...

Maximum Average

-4 dBm -94 dBm
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Client Diagnostics

Log out peter
<3 New Devices: 35 | 4 Up: 560 | 4 Wired: 34 ¥ Down: 194 | ¥ Wired: 5 @Rogue: 1 | ¥ Clients: 210 | W Alerts: 23

205¢ Q
Home Groups APs/Devices e Reports  System Device Setup  AMP Setup RAPIDS  VisualRF

Connected All Rogue Cients Guest Users Client Detail Diagnostics
Client Network AP Controller
ARUBANETWORKS\jturner ethersphere-wpa2 1344-2-92C ethersphere-Ims3
é VAN \ = C—
7 L = -
umm good umn| good umn| good mmm| good

1 possibfe issue

Radio Info ~  Trends Quality
AP: 1344-2-92C Clients Channel Utilization Overall rating mmm| good
AP Type: Aruba AP 135 - Lo
Last Contacted: 2/27/12 10:09 PM Possible Issues (Network)
Radio: 802.11an Indicator Value Ideal
Band: 5 GHz 2 50 Too Many Down Neighbor APs 21 0
Channel: 165
TX Power: 16 dBm Additional Indicators (Network)
’ 0 —— —= o == - R— Indicator Value Ideal
Antenna: 21:00 22:00 21:00 22:00 et Yolle iosd
Channel Utilization 5.51% < 60%
: :C7:C8:83:A3: U N dB e e
MAC Address: D8:C7:C8:83:A3:70 sage oise (dBm) T . ey
A Avg. SNR 4002d8 23508
Floor Plan: Sunnyvale -> 1344 Crossman -> HQ Floor2 5 Avq Frame errors/sec 7 frames/s < 250 frames/s
Performance . h =
Clients: 1
Noise: -93 dBm . o — . ~
Total Usage: 1.59 Kbps ) ZLil 22:00 21:00 22:00
Usage To Clients: 616 bps
Usage From Clients: 976 bps
Uptime: 100%
// -

CONFIDENTIAL
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Spectrum Analysis




Spectrum Analysis

Aruba AP in Spectrum Mode

Aruba AP in Hybrid Spectrum Mode
AP-9x/10x/13x
Software configurable

Dedicated Spectrum Analysers
Fluke Networks — AirMagnet Spectrum XT
Metageek — Wi-Spy
Others

Airwave VisualRF

ST e et e 2 #airheadsconf
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Wireless Tools — Spectrum Analysis

£ # - Windows Internet Explorer
2 | tpsd ‘i 3

Spectrum Monitors

w

View 2 v ave Spectrum View ?

Real-time FFT Exec_conf_ v S v FFT Duty Cycle Exec_conf_room_AP | 2.4GHz « : v

chi
Duty Cyde w—— Max Hold

Active Devices Table (68) Exec_conf_room_AP : 2.4GMz « gt N Swept Spectrogram (FFT Max) (xec_conf_room_AR : 2.4GHz « : v

Discovered

Device Type

Microrave 50% 7m37s 10-1
Fixed Freg (Video 99% 43m S 1-4
Freq Mopper (Others) 60 9% 9-24 13:34:12 AM J4m 45 1 4
Freq Hopper (Others) -26 3% 9-24 11124:02 AM 24m 1 1- 14
Freq Hopper eis Base) -41 5% 9-24 11:38:29 AM 9m 435 1 - 14
Freq Hopper (Cordless Base) 46 5% 924 11:39:99 An 1- 14
Freq Hopper (Corcless Base) -37 3% 9-24 11144148 AN 08 T
WiFi (ARP) home-g -66 1 9-24 11:04:26 AM 43m 5 3=-9
WiFi (AP) aruba-ap 1 )-24 13:04:26 AM  43m § 39
WIFI (AP) alap -45 2% 43m 4 3-9)
WiFi (AR) Quest22 -39 1% 43m 4 39 90 d8m
WiFi (AP) :50:3 alap-cp 36 1% 924 11:04:27 AM  43m 4 oE
“ »
&P Internet | Protected Mode: On 2 ¥ RI5% -
- 1 ! J
% @ .
~

CONFIDENTIAL
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Wireless Tools — Spectrum Analysis

£ # - Windows Internet Explorer &

. Certificate Error !

Spectrum Monitors
View1 ~
Interference Power Exec_conf_room_AP | 2.4GHz

Fixed Freq (Video) : -14 ¢Bm  Noige Floor : <15 dibm

Device Duty Cycle Exec_conf_room_AP ; 2.4GMz

CONFIDENTIAL
© Copyright 2012. Aruba Networks, Inc.
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v Quality Spectrogram (Channel Quality)

- Channel Metrics [«

E

Save Spectrum View

_AP | 2.4GH

& Internet | Protected Mode: On
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Wireless Tools — Visual RF

CONFIDENTIAL
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Wi-Fi Heatmap & Site-Survey




Heatmap (AirWave VisualRF)

£
;L

3
E
i

1344-1-AL1
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Airwave (Client Association)

CONFIDENTIAL
© Copyright 2012. Aruba Networks
All rights reserved

Floorplan features

wats T surveys
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Site-Survey (AirMagnet Survey Pro)
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Takes two to Tango

Understanding the client NIC




Understanding the Client NIC

Client devices have different characteristics and
capabilities
Is it 802.11a, 802.11q, b/g/n, a/b/g/n?

If the client supports 11n, is it one spatial stream, 2 spatial
streams, or 3 spatial streams?

Is the wireless NIC using the latest driver?
Smartphones often use lower transmit power to save battery

SNR works in both directions—the client needs sufficient
SNR to demodulate 802.11 data rates—noise close to the
client can hurt performance

Sometimes, the client can hear the AP, but the AP cannot
hear the client

7
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Wireless NIC Details

Aruba Netw

L Local Area Connection 5 L VIA Connection

Inte

R) Centrino(R) Ultimate-N 6300 AGN Properties

Advanced

Dnver | Details | Power Management
.'. Insed(R) Cantrin tenate-N 6300 AGN
-
Device tyr Network adapters
Marnfacture Corporabon
Lo PClbus 3, device 0. function
’ -
worong peoparly

CONFIDENTIAL
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Wireless NIC Details Cont.

Intel(R) Centrino(R) Ultimate-N 6300 AGN Properties

General | Advanced | Driver | Details | Power Management

The following properties are available for this network adapter. Click the
property youwantto change on the left, and then selectits value on the
nght

Property Value:
' n 121 20 MHz Only v
802.11n Channel Width forband 5.2

802.11n Mode

Ad Hoc Channel 802.11b/g

Ad Hoc QoS Mode

Fat Channel Intolerant

Mixed Mode Protection

Roaming Aggressiveness

Transmit Power

Wireless Mode

0K Cancel y //
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Wireless NIC Details Cont.

Intel(R) Centrino(R) Ultimate-N 6300 AGN Properties 2
General | Advanced | Driver | Details | Power Management

l-.- Intel(R) Centrino(R) Ultimate-N 6300 AGN

-

-
Driver Provider: Intel
Driver Date 1/19/2011
Driver Version: 135.06
Digital Signer: Microsoft Windows Hardware Compatibility

Publisher
Driver Details To view details aboutthe driver files
Update Driver To update the driver software for this device

If the device fails after updating the driver, roll back
to the previously installed driver

Disable Disables the selected device

To uninstall the driver (Advanced)
Uninstall

0K Cancel ' 4
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Wireless NIC Details Cont.

C:\Users\kperedia.ARUBANETWORKS >netsh wlan show driver
Interface name: Wireless Network Connection

Intel(R)> Centrino(R> Ultimate—N 6388 AGN
Intel Corporation

Intel

18,27/2011

14.3.08.6

C:\Windows\INF\oem63.inf

4 total
C:\Windows\system32\DRIUVERS\NETwNs64.sys
C:\Windows\system32\NETuNc64.d11
C:\Windows\system32\NETuNr64.d11
C:\Windows\system32\drivers\vuwifibus.sys
Native Wi-Fi Driver

802.11a 8082.11b 8082.11g

Driver
Uendor
Provider
Date
Uersion
INF file
Files

Type

Radio types supported

FIPS 148-2 mode supported Yes

Hosted network supported Yes

Authentication and cipher supported in infrastructure mode:
Open None
Open WEP-48hbit
Open WEP-184bhit
Open WEP
Shared WEP-48hbit
Shared WEP-184bhit
Shared WEP
WPA-Enterprise TKIP
WPA-Enterprise CCMP
WPA-Personal TKIP
WPA—-Personal CCMP
WPA2-Enterprise TKIP
WPA2-Enterprise CCMP
WPA2-Personal TKIP
WPA2-Personal CCMP
Open Uendor defined

Authentication and cipher supported in ad—hoc mode:
Open None
Open WEP-48hbit
Open WEP-184bhit
Open WEP
Shared WEP-48bit
Shared WEP-184bhit
Shared WEP
WPA2—-Personal CCMP
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Wireless NIC Connectivity (Windows 7)

é:\ﬁééré\kﬁérédia.ﬂRﬁﬁﬂNﬁTNbRHé)netsh wlan show interface
There is 1 interface on the system:

Name : Wireless Network Connection
Description : Intel(R> Centrino(R> Ultimate—N 636068 AGN
GUID : 988c?7779-aeh4-41dl-af4f—c?af8d2d22h9?
Physical address : 24:77:83:3b:aa:df

State : connected

SSID : Roppongi Des

BSSID : B8:87:ab:77:a7:9f

Network type : Infrastructure

Radio tuype : 882.11g

Authentication : WPA2—-Personal

Cipher : CCMP

Connection mode : Profile

Channel t 4

Receive rate (Mhps) = 72

Transmit rate (Mbps> = 72

Signal : 99x

Profile : Roppongi Des

Hosted network status : Not available
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Wireless NIC Connectivity (MacOS)

Ni-Fi: Looking for Networ
Turn Wi-Fi Off

v Italia_CorpNet
PHY Mode: 802.11n
BSSID: dB8:c7:¢c8:8b:93:90
nannel: 149 (5 CGH2)

' YVAZ Enterprise

110_8_iap_amigopod
airwave_tac_cisco
alap-lAP-dotlx
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Wireless NIC Connectivity (MacOS)

$ sudo In -sf /System/Library/
PrivateFrameworks/Apple80211.framework/
Versions/A/Resources/airport /usr/sbin/airport

$ airport -
agrCtIRSSI: -57
agrExtRSSI: 0
agrCtINoise: -89
agrExtNoise: 0
state: running
op mode: station
lastTxRate: 243
maxRate: 300
lastAssocStatus: 0
802.11 auth: open
link auth: wpa2
BSSID: d8:¢7:¢c8:80:1d:f0
SSID: Italia_CorpNet =
MCS: 14 V g
channel: 44,1

CONFIDENTIAL
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Wireless Diagnostics (MacOS)

Turn on logging

sudo /usr/libexec/airportd debug +alluserland +alldriver
+allvendor

When issue happens send the kernel.log file (that is located
in /var/log directory) to TAC plus system profiler

Export System Profiler

7
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Wireless Diagnostics (MacOS Lion)

Date Modified

ltlll\llll, Vi eVvas o0 m 2 Jn-"'"'
June 24, 2011 9:27 PM 1.8 M8
February 6, 2012 5:33 PM 3.5M8
September 28, 2011 1:38 AM -
February 6, 2012 5:33 PM S32KB
er Daemon.bundle June 16, 2011 4:16 PM 243KB
Assistant February 6, 2012 5:33 PM
February 6, 2012 5:33 PM
February 6, 2012 5:17 PM
February 6, 2012 5:33 PM
lizations February 6, 2012 5:27 PM
February 6, 2012 5:33 PM
on.bundle February 6, 2012 5:27 PM
on.plist February 2, 2012 8:05 PM
February 6, 2012 5:16 PM
‘ February 6, 2012 5:33 PM
Panel.bundle June 16, 2011 4:05 PM
y September 28, 2011 1:38 AM
February 6, 2012 5:33 PM
February 6, 2012 5:19 PM
June 16, 2011 4:02 PM

e e
A 'F "mﬂ 1
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Wireless Diagnostics (MacOS Lion)

Welcome
You can use Wi-Fi Diagnostics to diagnose your wireless network,
record network events, capture network traffic, and turn on debug
logs.
() Monitor Performance
() Record Events
() Capture Raw Frames
. (®)Turn on Debug Logs
p—
— Click Learn More for more information, or click Continue
Learn More... Go Back Continue
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I0OS Diagnostics (IPCU)

ort.apple.com/kb

iPhone Configuration Utilit...

File Edt View Favorites Tools Help
v - ] safeweb~ @ Identity Safe ~

"2 v B v (7 ®mm v Pagev Safetyv Toolsv g~ N (N )

About iPhone Configuration Utility 3.5 for Windows

iPhone Configuration Utility lets you easily create, maintain, encrypt, and install configuration profiles, track and

install provisioning profiles and authorized applications, and capture device information including console logs

Configuration profiles are XML files that contain device security policies, VPN configuration information, Wi-Fi
settings, APN settings, Exchange account settings, mail settings, and certificates that permit iPhone and iPod touch
to work with your enterprise systems

Languages
English -
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iOS Diagnostics (IPCU)

File Edit View Window Help iPhone Configuration Utility Sylelh $

Cear Seve Comsoe As

All rights reserved
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Android Diagnostics (Aruba Utility)

RO F R RF D
Floorplan AMC Aperf Log

Previous AP Last AP Current AP
FF.FF.FF-FF-FF-FF FF.FF.FF.FF.FF-FF d8:c7:c8:83:a3:73

0 sec 0 sec 152 sec

Last handover was 152 seconds ago

@8m -60 -59 -59 -53 -556 -55 -56 -56 -56
Mbps 66 65 65 65 65 65 65 65 65

Current SSID  ethersphere-wpa2
Last scan 0 seconds ago (interval 10 sec)

Scanned APs with

ethersphere-wpa2
d8:c7:c8:88:c2:d2 Ch_161 -55dBm A 1344-2-98c
d8:c7:c8:89:82:92 Ch_157 -87dBm A 1344-2-176c

CONTIDENTIL  etwort, . - H#airheadsconf

All rights reserved



Performance Testing




Performance Testing

When testing, it is best to do wired to wireless
client testing.

This allows testing the performance of the
wireless LAN, and not depending on Internet
access and limited bandwidth.

Pure performance can be measured.

7~
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Performance Testing

iperf/jperf
ixChariot
Veriwave — WaveDeploy

iperf (Traffic flow is from client to server)
Server (receiver)
iperf —s —w 512k —i 1
Client (sender)
iperf —c <Server |IP> -w 512k —i 1 -t 60 —P 4

ST e et e . #airheadsconf
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Performance Testing

Our Aruba QA team quickly ran chariot tcp
performance test against an iPad1, iPad2 and
iPad3 on our AP-135 inside a RF chamber.

The following are the results of that test. All ipads were
running iOS 5.1 version. Please note they currently only
support 20MHz 1ss and no sgi so maximum PHY data rate is
65 Mbps. Please note upstream is lower than expected on
our system with this specific test.

27+

37+

46+

CONFIDENTIAL
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46+

No upstream aggregation. Most robust downstream rate is 52. 65 is not
robust; Chipset 4329

No upstream aggregation. Most robust downstream rate is 58.5. 65 is not
robust. Chipset 4329

65mbps is robust in upstream and downstream. upstream aggregation is
enabled. Chipset 4330

69 #airheadsconf
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Packet Capture




Packet Capture

Local Packet Capture
Tools running on laptop (Omnipeek/Wireshark)
You have to be where the problem is
Remote Packet Capture
Use Aruba AP as remote agent
Anywhere with network access to AP

Session and port Mirroring

7
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Advanced RF Troubleshooting with CLI




Running Controller CMD from AWMS

Device Info
Status: Up (OK)
Configuration: Mismatched (The settings on the device do not match the desired configuration paolicy.)

Controller: ethersphere-ims3 Aruba AP Group: corpl344 Upstream Device: 344-1-AP-alpha-swl Upstream Port: gigabitethernet0/0/35
Type: Aruba AP 135 Remote Device: No Last Contacted: 2/23/2012 2:22 AM  Uptime: 4 days 16 hrs 9 mins
LAN MAC Address: DB:C7:C8:C0:B4:C6 Serial: AX0023139
IP Address: 10.6.66.32 ionte: 2 Usage: -

Quick Links: Open controller web Ul... | § | Run a command... |
Notes:

Radios

index a Name MAC Address Clients Usage (Kbps) Channel TxPower AntennaType Role Active SSIDs

1 802.11bgn DB8:C7:C8:8B:4C:60 0 0.00 1 20 dBm Internal Access ARUBA-VISITOR, et...

2 802.11an D8:C7:C8:8B:4C:70 2 0.00 149 20.5 dBm Internal Access ARUBA-VISITOR, et...

Wired Interfaces

Name a MAC Address Clients Admin Status Operational Status Type Duplex Aruba Port Mode InputCapacity Output Capacity
Enet0 D8:C7:C8:C0:B4:C6 O Up Up gigabitEthernet  Full N/A 1000 Mbps 1000 Mbps
Enetl D8:C7:C8:C0:B4:C7 0 Up Down gigabitEthernet Half Active Standby 10 Mbps 10 Mbps
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Useful AOS CLI (run from AirWave)

Monitoring AL21 (1344-1-al21.arubanetworks.com) in group Ethersphere-lms3 in folder Top > Sunnyvale HO |

Poll Controll

This Device is in monitor-only-with-firmware-upgrades mode.

Status: Up (OK)

Device Info

Configuration: Mismatched (The settings on the device do not match the desired configuration policy.)

Controller: ethersphere-ims3 Aruba AP Group: corpl344 Upstream Device: 1344-1-A
Type: Aruba AP 135 Remote Device: No Last Contacted: 2/23/201
LAN MAC Address: DB8:C7:C8:C0:B4:C6 Serial: AX0023139
IP Address: 10.6.66.32 Clients: 2 Usage: -
Quick Links: Open controller web Ul... % | | v Runacommand...
Notes: —_— : show ap association ap-name "1344-1-AL21"
show ap debug counters ap-name "1344-1-AL21"
show ap debug client-table ap-name "1344-1-AL21"
Radios show datapath session ap-name “"1344-1-AL21" table
. show datapath session ap-name "1344-1-AL21" counters
REMREICE Naine' BAS Ay ase Claniy show ap debug bandwidth-management ap-name "1344-1-A[21" pe
1 #802.11bgn D8:C7:C8:8B:4C:60 0O 2 2 BA
2 802.11an  DB:C7:C8:8B:4C:70 2 MIOW 3D (ech=SHpuOIR ap - aame - I 1AL BA
show ap arm bandwidth-management ap-name “"1344-1-AL21"
Wired Interfaces show ap arm state ap-name "1344-1-Al21"
show ap arm scan-times ap-name "1344-1-A121"
Name a MACAddress Clients Admin Stal  show ap arm rf-summary ap-name “1344-1-AL21"
Enet0 D8:C7:C8:C0:B4:C6 0O Up up —w
o ket [ate Vol I o o I o' a o I BV o J n 1l Maiism PR RN SR TS oS AU LIalFE Anbliim Chmm s
r
SN A etwerke, e 24 #airheadsconf
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Advanced CLI Examples




Verify All Known APs are UP

L

w W

b
b:
(Arub: $
(Axrub 3
(Arub: $
(Arub: #show ap active

IRP/MaxEIRP 1la Clientcs

Uptime
Ca 10 0 0 A N/A
Ca 10 0 | 0 A N/RA
Ca 0 0 1 0 A N/R
Ca 0 0 1/ 0 A N/A
Spect 0 0 0 A N/A
Cascte 0.8.7.73 0 15/20 0 A N/R

"
-
w
uw
W

v W
I

o
03

b
I

o w

oA
0
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Verify All Known SSIDs are Broadcas

nnel
unnel,

b-backup, a-always

o P A " ca -

10.8.7. ap 20.5 0 0 52 I

. a = = " - i ca -

«8.7.2 ap 0 0 52 I

0.8.7.73 ap 0 - 52 T

1 8.7.73 ap 0 6 0 8s 56 T
0 8.7.115 ap 0 4 0 3im:43s - 352 1
£ T n & 7 €O T Ps c » A% e 47 < ca -
v dV.8.7.99 ap v ] U JEm: L /3 v i
1l 10.8.7.59 ap 0 5 0 8s - 56 X
0 10.8.7.67 T ap 0 0 32m:14s - 52 T
10.8.7.6 g=-HT ap 0 0 8s T

TN A 7 9 SR S - = o = -

10.8.7.1 I ap 0 0 3 I

10.8.7.1 T ap 0 0 s - T

ired ch .
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Check Device’s 802.11 status

B
Ch 1 Noise 92
c Frame Retry Rate(%) 0
frame Retry Rate 0
c L e(s) 0
c te(: 0
c Rate (%) 0

Client )
Client

)
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View Device’s 802.11 Performance

show ap debug client-table ap-name <ap name>

(ethersphere-1ms3) #show ap debug client-table ap-name 1341-AP09

Client Table

MAC ESSID HT_State ||PS_State Tx_Pkts | Rx_Pkts PS_Qlen| Tx_Retries|| Tx_Rate Rx_Rate|| Last_ACK_SNR Last_RX_SNR
00:26:bb:1c:0c:db ethersphere-wpa2 72:92 ] WSSM Power-savej] 165593 323235 0 3330 130 11 35 25
e0:f8:47:0e:6b:64 ethersphere-wpa2 72:92| Awssmbe || Awake 4 163017 0 0 130 216 3 36
ec:55:f9:¢c7:2a:9b ethersphere-cpass 72:83| WSsM™ Power-savej] 6 145 0 3 43 1 41 38

UAPSD: (VO,VI,BK,BE ,Max SP,Q Len)

HT Flags: A - LDPC Coding; W - 40Mhz; S - Short GI HT40; s - Short GI HT20
D - pelayed BA; G - Greenfield; R - Dynamic SM PS
Q - Static SM PS; N - A-MPDU disabled; B - TX STBC
b RX STBC; M Max A-MSDU; I HT40 Intolerant

(ethersphere-1ms3) #
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Check 802.11 and non-802.11 Interference

0

ap arm rf-summary ap-nam

]

noise| cov-idx intf idx
93
94
0 0 0 92
) ) ) a9
S 0 0 0 90
ol 0 0 0 91
11 0 0 0 g9
149 0 0 0 7
36 ) ) a2
153 0 0 0 89
40 0 0 0 91
157 0 0 0 Q0
44 0 0 0 92 0/0 /0

S Wla

"

149-1S3 372
36-40 56
157-161 301
44-48 9

ynmentc

a/g

/9

A0

(S

<
n w

o
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Advanced RF Troubleshooting

General AP/Client

show ap active [ap-name] <AP name>

show ap bss-table [ap-name] <AP name>

show ap association [ap-name] <AP name>

show ap association client-mac <client MAC>

show ap debug client-table ap-name <AP name>

show ap debug client-table ap-name <AP name> | include <client MAC>
show ap debug client-stats <client MAC> advanced

show ap remote debug mgmt-frames client-mac <client MAC>

show ap remote debug mgmt-frames ap-name <AP name>

gOCT)E)‘y?llgE;hNtTZ‘éﬂLZ Aruba Networks, Inc. 82 # a i rh ea ds C 0 nf

All rights reserved



Advanced RF Troubleshooting Cont.

ARM

show ap monitor ap-list ap-name <AP name>
show ap arm rf-summary ap-name <AP name>
show ap arm history ap-name <AP name>
show ap arm scan-times ap-name <AP name>
show ap arm state ap-name <AP name>

RF
show ap debug radio-stats ap-name <AP name> radio [0 or 1] advanced

-

7
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Advanced RF Troubleshooting Cont.

User
show user [IP address or client MAC]
show user-table verbose
show auth-tracebuf [client MAC or count]
show datapath session table <user IP address>

System
show ap debug system-status ap-name <AP name>
show ap tech-support ap-name <AP name>
show ap spectrum tech-support ap-name <AP name>
show tech-support
tar logs tech-support

-

7
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What To Do Before You Call TAC?

(to help resolve problems faster)




What to do before you call TAC?

Provide the Aruba WLAN Controller logs and output of
show tech-support

CLI Example:
tar logs tech-support
copy flash: logs.tar tftp:<tftp server IP address> <file name>

If this information is not available, then at a minimum,
please provide:

ArubaOS Version (including build number)

Controller Model

Client Type

Radio band and Channel width

ESSID Opmode

Provide the Syslog Server file of the Aruba WLAN
Controller at the time of the problem.

If no Syslog Server is available to capture log output from the Aruba(f/f ~J

WLAN Controller then please set one up as soon as possible since _ 2}

it is a highly suggested tro g g and monitoring best X N
c etz s nenorDEACHICE. . #airheadsconf
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What to do before you call TAC? (contd)

State if this is a new or existing installation.
This will help the support team to take different troubleshooting
approaches depending on whether the customer has:
An outage in the network that worked in the past

A network configuration that has never worked
A brand new install

State if anything has recently changed in the network
(external to Aruba) or if anything has recently changed in
the Aruba WLAN Controller or AP configuration.

If there was a configuration change then please list the
exact configuration steps and commands used.

State the date and time (if possible) when the problem first
occurred -

Is the problem reproducible? e )

If the problem is reprodL (\J)please list th%exr cg nf
© Copyri gh 2012;\ uba Net al e SCO
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What to do before you call TAC? (contd)

Provide the wireless device's make, model number, and its
OS version including any service packs or patches,

Provide the Wireless LAN Card’s make, model number,
driver date, driver version, and configuration on the
wireless device.

Highly Useful Information:

(Information below should be provided as an addition to the
previous slides that contain critical Information needed)

Provide a detailed network topology (including all the devices
in the network between the user and the Aruba WLAN
Controller with IP addresses and Interface numbers if possible)

The diagram can be in format of Visio, PowerPoint, JPEG, TIF, etc. or it can
even be hand written and then faxed to support "1-408-227-4550*

Provide any wired or wireless sniffer traces taken during the # // ¥
time of the problem.

X . )\ ) ‘ \
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What to do before you call TAC? (contd)

Get the following log output during the problem IF Syslog
server output can’t be provided

show log errorlog all

show log network all | include '<wireless device's mac address>"
show log security all | include '<wireless device's mac address>
show log system all

show log user-debug all | include '<wireless device's mac address>
show log user all | include '<wireless device's mac address>

show log wireless all

-
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What to do before you call TAC? (contd)

Provide customer site access information to the Aruba
WLAN Controller if possible.

This is another highly suggested troubleshooting best practice
that should be implemented.

The customer site access should only be enabled when a
problem occurs (or if Aruba support is monitoring the device).

The most common access given by customers is through
Adobe Acrobat Connect or WebEXx.

Otherwise customers will provide a VPN (PPTP, L2TP, SSL)
connection that limits the support person to only have IP
access to the Aruba WLAN Controller, AP, and AWMS.

Analog dialup or SSH access to the Aruba Controller are other
access methods that the support person can use to reach the
Aruba WLAN Controller too.

,/c‘:x",‘. :‘
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Remote Packet Capture with Aruba AP

Using any Aruba AP (AP or AM, CAP or RAP) to
perform remote packet capture

Wireshark 1.6 (or above) running on any computer

IP connectivity between AP/AM and capturing
computer

SN s nors . o #airheadsconf



Setting Up Remote Packet Capture

Controller > Air Monitors

Local Air Monitors

Search
AM Name AP Group A AMIP A AP Type A IPSEC A Uptime A
apl05-35 am 172.18.163.144 105 Enable 3d:0h:3m:44s

1| 1-10of1 | 10 =

Overview II Packet Capture |I Launch AirMagnet

Monitoring > Air Monitor: 172.18.163.144 > Packet Capture

« Back

Search Result

|| ID Type Radio Channel Packets Status Target Filter
None found.

Refresh ‘ Stop | Delete ‘ Pause l Resume ] New l

New Raw Packet Capture ] ;@ Launch WildPackets

Raw Packet Capture

@ wildpackets (1@ Ethereal | Target IP: [172.18.164.171] | Port: [5000 | | Channel: | 6 +| || 802.11g %

Start Cancel

To send packets to WildPackets, you need to use Air Monitor IP Address 172.18.163.144.

CONFIDENTIAL
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Setting Up Remote Packet Capture

Monitoring > Air Monitor: 172.18.163.144 > Packet Capture

Search Result
| ID Type Radio Channel Packets Status Target Filter
1 ®\ RAW 80211b/g-HT-40 6 in-progress 172.18.164.171/5000

Refresh ’ Stop ’ Delete ’ Pause | Resume ‘ New |

New Raw Packet Capture ’ Launch WildPackets

CONFDENTIL st o H#airheadsconf
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Set-up computer as receiver

\ Capturing from enl (port 5000) [Wireshark 1.7.0 (SVN Rev 39768 from /[t
Capture IAnaIyze Statistics Telephony Tools [nternals Help

«F3 BB aaamli

Filter: l \| Wireshark; Capture Interfaces |
L i 4
No. |Time Device Description IP Packets Packets/s p||nfg

: | 1 g2len0 1617 ;
5525 128, 325647 ' {5 fvO A f4 Beacon frame,
5526 128.326550 & ' )0 Beacon frame,
5527 128.327539 L ' enl fe80::e2f8:4/7ff:fe3/7:f44e 0 Beacon frame,
5528 128.361732 O g¢lp2p0 ne 7 Beacon frame,
SREL L Shnl i [ #len3 fe80::5855:caff:fedf:8a2b O B B asanchrEng,
5530 128.366253 51100 f080::1 '0 Beacon frame,
5531 128.368825 = [0 eab: §2 Beacon frame,
5532 128.372249 ) | B - | | 2 ~ 7 Beacon frame,

I Hel . Sto Options ¥ Close
5533 128. 373046 = P @ g P d P I 4 Beacon frame,
5534 128.398151 ’7 Beacon frame,
5535 128.401213 ~SETETTOT T BOZTTT 320 Beacon frame,
5536 128. 402662 ArubaNet 56:8f:02 Broadcast 802.11 320 Beacon frame,
5537 128.407723 ArubaNet_40:7c:ef Spanning-tree- (for-bridges]802.11 164 Data, SN=894,
5538 128. 425784 ArubaNet 63:d3:40 Broadcast 802.11 172 Beacon frame,
////"'
J / 7
g%%gﬁgm@é; Aruba Networks, Inc. 97 #airheadsco nf
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Set-up computer as receiver

Wireshark: Capture Options

Capture
Capture Interface | Link-layer header | Prom. Mode |Snaplen [B] |Buffer [MB] IMon. Mode Capture Filter
] en0 Ethernet enabled default I n/a

O fwO Apple |P-over-IEEE 1394  enabled default 1 n/a

-3 >
O Capture on all interfaces Capture all in promiscuous mode
Capture File(s) Display Options
File: = Browse... Update |ist of packets in real time
O Use multiple files Use pcap-ng format

I- | : Automatic scrolling in live capture
| B |

CONTIDENTIL  etwort, . o H#airheadsconf
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Set-up computer as receiver

Filter on traffic on port 5000

%' Edit Interface Settings

Capture

Interface: enl

IP address: feg80::e2f8:47ff:fe37:f44e CD
172.18.164.171 -

Link-layer header type: Ethernet v | Buffer size: |1 [2] megabyte(s)

Capture packets in promiscuous mode
O Capture packets in monitor mode

O Limit each packet to | bytes
1
\ agapture Filter:| |port 5000 I : | Compile BPF|
HiHelp 2 Cancel | ¢J0K |
/’
y //»
ST et e o0 #airheadsconf
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Set-up computer as receiver

§tatistics Telephony Tools Interna

;Egisplay Filters... F

| Display Filter Macros... d

4

: | Decode as AIROPEEK

3

3

3 IS Shift +Ctri+E

132 Decode As...

3

3 & User Specified Decodes...

3 N\ Wireshark: Decode As

i _

1o Followling Stres Link | Network Transport

® Decode (default) 2
3GPP2 All m
ACtrace
ADP
O Do not decode pP Both (5000-5000) ¥ lport(s) el
BErorEe '
Show Current —

&4 Clear AODV -

(CONF\D.ENT\AL - 1.1.-‘] = o
e e (F Help ¢IOK | </ Apply | FClose




Packet Capture

) enl (port S000) [Wireshark 1.7.0 (SVN Rev 39768 from /trunk)]
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

BWeee EEXeL aeswTFEI[EE QAP EEE% B

Filter: | ;l Expression...

No. |Time |Source | Destination | Protocol | Lengthl Info
boly 1Z28. 313209 AT OoaNe L B3.US. 55 LTTLE LLUT_:’O.UE.UU oUL. L1 199 FIrope » o » =, S s s s L, BI=1UU, SolU=N-
5520 128.313966 ArubaNet 63:d3:44 IntelCor_98:6a:b0o 802.11 144 Probe Response, SN=887, FN=0, Flags=........ C, BI=100, SSID=K-
5521 128.319645 ArubaNet_56:8f:01 IntelCor_98:6a:b0 802.11 314 Probe Response, SN=3624, FN=0, Flags=........ C, BI=100, SSID=e
5522 128.322260 ArubaNet 56:8f:02 IntelCor_98:6a:bo 802.11 314 Probe Response, SN=3597, FN=0, Flags=........ C, BI=100, SSID=e
5523 128.323715 ArubaNet_63:d3:40 Broadcast 802.11 172 Beacon frame, SN=888, FN=0, Flags: ........ C, BI=100, SSID=bric
5524 128.324504 ArubaNet 63:d3:41 Broadcast 802.11 171 Beacon frame, SN=889, FN=0, Flags=........ C, BI=100, SSID=spli
5525 128.325647 ArubaNet_63:d3:42 Broadcast 802.11 174 Beacon frame, SN=890, FN=0, Flags= ........ C, BI=100, SSID=MTK-
5526 128.326550 ArubaNet 63:d3:43 Broadcast 802.11 150 Beacon frame, SN=891, FN=0, Flags=........ C, BI=100, SSID=K-1:z
5527 128.327539 ArubaNet 63:d3:44 Broadcast 802.11 150 Beacon frame, SN=892, FN=0, Flags=........ C, BI=100, SSID=K-1Z
5528 128.361732 ArubaNet 80:3b:a0 Broadcast 802.11 287 Beacon frame, SN=2782, FN=0, Flags=........ C, BI=100, SSID=gue
5529 128.364199 ArubaNet_80:3b:al Broadcast 802.11 320 Beacon frame, SN=2781, FN=0, Flags=........ C, BI=100, SSID=ethk
5530 128.366253 ArubaNet_BO:Bb:a2 Broadcast 802.11 320 Beacon frame, SN=2781, FN=0, Flags= ........ C, BI=100, SSID=etl
5531 128.368825 ArubaNet 36:2b:e2 Broadcast 802.11 332 Beacon frame, SN=3842, FN=0, Flags=........ C, BI=100, SSID=ins
5532 128.372249 ArubaNet 36:2b:e3 Broadcast 802.11 337 Beacon frame, SN=3837, FN=0, Flags=........ C, BI=100, SSID=ins
5533 128.373046 ArubaNet 36:2b:e4 Broadcast 802.11 314 Beacon frame, SN=3834, FN=0, Flags=........ C, BI=100, SSID=1ins
5534 128.398151 ArubaNet 56:8f:00 Broadcast 802.11 287 Beacon frame, SN=925, FN=0, Flags=........ C, BI=100, SSID=gues
5535 128.401213 ArubaNet 56:8f:01 Broadcast 802.11 320 Beacon frame, SN=924, FN=0, Flags=........ C, BI=100, SSID=ethe
5536 128. 402662 ArubaNet S6:8f:02 Broadcast 802.11 320 Beacon frame, SN=924, FN=0, Flags: ........ C, BI=100, SSID=ethe
5537 128.407723 ArubaNet_ 40:7c:ef Spanning-tree- (for-bridges;g802.11 164 Data, SN=894, FN=0, Flags=.p....F.C
5538 128.425784 ArubaNet_63zd3:40 Broadcast 802.11 172 Beacon frame, SN=895, FN=0, Flags= ........ C, BI=100, SSID=bricK
5539 128. 426580 ArubaNet 63:d3:41 Broadcast 802.11 171 Beacon frame, SN=896, FN=0, Flags=........ C, BI=100, SSID=spli v

B — ———rrrrreendl) s

D Frame 1: 76 bytes on wi (608 bits), 76 bytes capture 08 bits) A

P Ethernet II, Src: ArubaNet c0:6d:b6 (d8:c7:c8:c0:6d:b6), Dst: Apple 37:f4:4e (e0:18:47:37:74:4e) ‘

P Internet Protocol Version 4, Src: 172.18.164.103 (172.18.164.103), Dst: 172.18.164.171 (172.18.164.171)

P User Datagram Protocol, Src Port: commplex-main (5000), Dst Port: commplex-main (5000)

P Airopeek encapsulated IEEE 802.11

~ IEEE 802.11 Clear-to-send, Flags: ........ C

PO N ~1 . rm <~ A

All rights reserved
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Packet (beacon)

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

N EEXSE A & BB e A WEE% 8

==

Filter: | Y
No. lTime |Source l Destination | Protocol | Length| Info _ -

5524 128.324504 ArubaNet:SB:d3:41 Broadcast 802.11 171 Beacon frame, SN=889, FN=0, Flags=........ C, BI=100, SSID:spli

5526 128. 326550 ArubaNet 63:d3:43 Broadcast 802.11 150 Beacon frame, SN=891, FN=0, Flags ...C, BI=100, SSID:K-lzm
5527 128.327539 ArubaNet 63:d3:44 Broadcast 802.11 150 Beacon frame, SN=892, FN=0, Flags=........ C, BI=100, SSID=K-12
SRR 178 W1 TID Arithahlot -2k an Rrasdract an 11 227 Rasran frama  GN-2722 EN-A  Elasnc— f RT—1An  QSTh—AiE
« — ———— — >
SUULYPE. © e T
P Flags: 0x0

Duration: O
Destination address: Broadcast (ff:ff:ff:ff:ff:ff)
Source address: ArubaNet 63:d3:42 (00:0b:86:63:d3:42)
BSS Id: ArubaNet_63:d3:42 (00:0b:86:63:d3:42)
Fragment number: 0
Sequence number: 890
P Frame check sequence: 0x7fdb3303 [correct]
v IEEE 802.11 wireless LAN management frame
v Fixed parameters (12 bytes)
Timestamp: 0x0000003c15338aa5S
Beacon Interval: 0.102400 [Seconds]
P Capabilities Information: 0x0431
v Tagged parameters (72 bytes)
P Tag: SSID parameter set: MTK-test
Tag: Supported Rates 1(B), 2(B), 5.5, 11, 6, 9, 12, 18, [Mbit/sec]
Tag: DS Parameter set : Current Channel: 11
Tag: Traffic Indication Map (TIM): DTIM O of O bitmap
Tag: ERP Information
Tag: Extended Supported Rates 24, 36, 48, 54, [Mbit/sec]
Tag: RSN Information
Tag: Vendor Specific: AtherosC: Unknown

=

«

vvVvvVvvVvvVvvVvwv

All rights reserved
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Starting PCAP from CLI

Example
The AP-105 has an IP address of 172.18.163.144

There is a laptop with IP address 172.18.164.171 and has
Wireshark 1.7.0 and listening on port 5000

The syntax specifies 1 for the last value because it is telling
the AP to send the frames in AIROPEEK pcap format.

(Aruba3600) #pcap raw-start 172.18.164.144 172.18.164.171 5000 1
pcap-id:1

7~
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Useful Wireshark Display Filters

Show only 802.11 traffic
wlan

Show 802.11 traffic to/from a client
wlan.addr==<mac address>
Hide (or show) beacon frames
wlan.fc.type subtype != 0x08 / wlan.fc.type subtype == 0x08
Show management frames for a specific SSID
wlan_mgt.ssid == “SSID_NAME"

Show everything except beacon and ACK frames
('wlan.fc.type subtype == 0x08) && (!wlan.fc.type subtype == 0x1d)

/ //
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