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ArubaOsS 8.8.0.0 API Guide

https://asp.arubanetworks.com/downloads/documents/RmisZTo20TI5ZWZINi1TmM2MOLTExXZWItOGJiZCO01MzNmMMjA3SMmN|YzE%3D

Getting Started with AOS 8 API

https://developer.arubanetworks.com/aruba-aos/docs/getting-started-aos8-restapi

Node-RED

https://nodered.orqg/
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https://asp.arubanetworks.com/downloads/documents/RmlsZTo2OTI5ZWZlNi1mM2M0LTExZWItOGJjZC01MzNmMjA3MmNjYzE%3D
https://developer.arubanetworks.com/aruba-aos/docs/getting-started-aos8-restapi
https://nodered.org/
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' methods

HTTP GET /api/devices
- 200 + payload

Android s HTTP POST /api/devices + payload—j-
- 201+ payload

e HTTP PUT /api/devices/1 + payload-—jm-
- 200

HTTP DELETE /api/devices/ 1 =————-
200

-

HTTPS
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R ) Token and Cookie
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Username : UXI-Q06Z .
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[
    {
        "id": "39b2d91e702e2484",
        "type": "tab",
        "label": "get_client_info",
        "disabled": false,
        "info": ""
    },
    {
        "id": "f94a408ead809bee",
        "type": "function",
        "z": "39b2d91e702e2484",
        "name": "init",
        "func": "msg.mcr_ip = '11.22.33.44';     // コントローラ または MM の IP\nmsg.login_user = 'admin';       // ログインユーザー名\nmsg.login_pass = 'password';    // パスワード\n\nmsg.result = '';\nmsg.need_logout = false;\n\nreturn msg;\n",
        "outputs": 1,
        "noerr": 0,
        "initialize": "",
        "finalize": "",
        "libs": [],
        "x": 250,
        "y": 100,
        "wires": [
            [
                "cb0ad513394a4c21"
            ]
        ]
    },
    {
        "id": "13b7ee2ce9b8bb6f",
        "type": "http request",
        "z": "39b2d91e702e2484",
        "name": "login",
        "method": "GET",
        "ret": "txt",
        "paytoqs": "ignore",
        "url": "https://{{{mcr_ip}}}:4343/v1/api/login?username={{{login_user}}}&password={{{login_pass}}}",
        "tls": "c33e712a2d821f7e",
        "persist": false,
        "proxy": "",
        "authType": "",
        "x": 290,
        "y": 220,
        "wires": [
            [
                "4589ec1d16494b97"
            ]
        ]
    },
    {
        "id": "4589ec1d16494b97",
        "type": "json",
        "z": "39b2d91e702e2484",
        "name": "",
        "property": "payload",
        "action": "",
        "pretty": false,
        "x": 430,
        "y": 220,
        "wires": [
            [
                "71a83ff5f02352e8"
            ]
        ]
    },
    {
        "id": "71a83ff5f02352e8",
        "type": "function",
        "z": "39b2d91e702e2484",
        "name": "get token",
        "func": "// Token と Cookie を保存\nmsg.save_token = msg.payload._global_result[\"X-CSRF-Token\"];\nmsg.save_set_cookie = msg.headers[\"set-cookie\"];\nmsg.save_cookies = msg.responseCookies;\n\n// ログイン中\nmsg.need_logout = true;\n\n// 次の Request ヘッダをセット\nmsg.cookies = null;\nmsg.responseCookies = null;\nmsg.responseUrl = null;\nmsg.redirectList = null;\nmsg.statusCode = null;\n\nmsg.headers = {};\nmsg.headers[\"X-CSRF-Token\"] = msg.save_token;\nmsg.headers[\"content-type\"] = \"application/json\";\nmsg.headers[\"Cookie\"] = \"SESSION=\"+msg.save_cookies['SESSION'][\"value\"];\n\nreturn msg;",
        "outputs": 1,
        "noerr": 0,
        "initialize": "",
        "finalize": "",
        "libs": [],
        "x": 580,
        "y": 220,
        "wires": [
            [
                "37b15d1fda640143"
            ]
        ]
    },
    {
        "id": "4d47fbe1c91c0c5a",
        "type": "http request",
        "z": "39b2d91e702e2484",
        "name": "beacon report",
        "method": "GET",
        "ret": "txt",
        "paytoqs": "ignore",
        "url": "https://{{{mcr_ip}}}:4343/v1/configuration/showcommand?command=show+ap+virtual-beacon-report+client-mac+{{{macaddr}}}",
        "tls": "c33e712a2d821f7e",
        "persist": false,
        "proxy": "",
        "authType": "",
        "x": 520,
        "y": 620,
        "wires": [
            [
                "e722b2502762a3a1"
            ]
        ]
    },
    {
        "id": "db61b079b814d425",
        "type": "debug",
        "z": "39b2d91e702e2484",
        "name": "",
        "active": true,
        "tosidebar": true,
        "console": false,
        "tostatus": false,
        "complete": "false",
        "statusVal": "",
        "statusType": "auto",
        "x": 870,
        "y": 580,
        "wires": []
    },
    {
        "id": "e722b2502762a3a1",
        "type": "json",
        "z": "39b2d91e702e2484",
        "name": "",
        "property": "payload",
        "action": "",
        "pretty": false,
        "x": 710,
        "y": 620,
        "wires": [
            [
                "db61b079b814d425",
                "bb2f870aeaf4d92b"
            ]
        ]
    },
    {
        "id": "6020b281bb77ccfa",
        "type": "http in",
        "z": "39b2d91e702e2484",
        "name": "get_client_info",
        "url": "/get_client_info",
        "method": "get",
        "upload": false,
        "swaggerDoc": "",
        "x": 100,
        "y": 100,
        "wires": [
            [
                "f94a408ead809bee"
            ]
        ]
    },
    {
        "id": "cb0ad513394a4c21",
        "type": "function",
        "z": "39b2d91e702e2484",
        "name": "input check",
        "func": "msg.client_mac = \"\";\nmsg.username = \"\";\nif (msg.req.query.client_mac !=null){\n    msg.client_mac = msg.req.query.client_mac;\n}\nif (msg.req.query.username !=null){\n    msg.username = msg.req.query.username;\n}\n\nif (msg.client_mac == \"\" && msg.username == \"\") {\n    // 入力がなければ初期ページへ\n    return [msg, null];\n}\n// 入力があれば検索処理へ\nreturn [null, msg];\n",
        "outputs": 2,
        "noerr": 0,
        "initialize": "",
        "finalize": "",
        "libs": [],
        "x": 390,
        "y": 100,
        "wires": [
            [
                "50a4abc79edcc526"
            ],
            [
                "ee3ba9fe8fb8543e"
            ]
        ],
        "outputLabels": [
            "初期ページへ",
            "検索処理へ"
        ]
    },
    {
        "id": "92e2ad419370a849",
        "type": "template",
        "z": "39b2d91e702e2484",
        "name": "input form",
        "field": "payload",
        "fieldType": "msg",
        "format": "html",
        "syntax": "mustache",
        "template": "\n    \n        端末検索\n    \n    \n        \n        \n            		どちらかを入力

\n            		client_mac				**:**:**:**:**:**

\n            		username				contiains 検索。大小文字を区別します。

\n        

\n        \n        
\n    \n",
        "output": "str",
        "x": 790,
        "y": 80,
        "wires": [
            [
                "cc8b09581c8c6307"
            ]
        ]
    },
    {
        "id": "cc8b09581c8c6307",
        "type": "http response",
        "z": "39b2d91e702e2484",
        "name": "",
        "statusCode": "",
        "headers": {},
        "x": 950,
        "y": 80,
        "wires": []
    },
    {
        "id": "823605d56ac7cab5",
        "type": "http request",
        "z": "39b2d91e702e2484",
        "name": "global user table (mac)",
        "method": "GET",
        "ret": "txt",
        "paytoqs": "ignore",
        "url": "https://{{{mcr_ip}}}:4343/v1/configuration/showcommand?command=show+global-user-table+list+mac-addr+{{{client_mac}}}",
        "tls": "c33e712a2d821f7e",
        "persist": false,
        "proxy": "",
        "authType": "",
        "x": 420,
        "y": 320,
        "wires": [
            [
                "d4e7077e7446ed7e"
            ]
        ]
    },
    {
        "id": "37b15d1fda640143",
        "type": "switch",
        "z": "39b2d91e702e2484",
        "name": "check client_mac",
        "property": "client_mac",
        "propertyType": "msg",
        "rules": [
            {
                "t": "neq",
                "v": "",
                "vt": "str"
            },
            {
                "t": "else"
            }
        ],
        "checkall": "false",
        "repair": false,
        "outputs": 2,
        "x": 150,
        "y": 360,
        "wires": [
            [
                "823605d56ac7cab5"
            ],
            [
                "7d1d2512866bd831"
            ]
        ]
    },
    {
        "id": "7d1d2512866bd831",
        "type": "http request",
        "z": "39b2d91e702e2484",
        "name": "global user table (name)",
        "method": "GET",
        "ret": "txt",
        "paytoqs": "ignore",
        "url": "https://{{{mcr_ip}}}:4343/v1/configuration/showcommand?command=show+global-user-table+list+name+{{{username}}}",
        "tls": "c33e712a2d821f7e",
        "persist": false,
        "proxy": "",
        "authType": "",
        "x": 430,
        "y": 400,
        "wires": [
            [
                "d4e7077e7446ed7e"
            ]
        ]
    },
    {
        "id": "d4e7077e7446ed7e",
        "type": "json",
        "z": "39b2d91e702e2484",
        "name": "",
        "property": "payload",
        "action": "",
        "pretty": false,
        "x": 670,
        "y": 360,
        "wires": [
            [
                "f33af5254ad66c73",
                "a76c2cc6a28f664f"
            ]
        ]
    },
    {
        "id": "f33af5254ad66c73",
        "type": "function",
        "z": "39b2d91e702e2484",
        "name": "get users",
        "func": "msg.users = {};\n\nif (msg.payload[\"Global Users\"].length == 0){\n    return msg;\n}\n\nmsg.users = msg.payload[\"Global Users\"];\n\nreturn msg;",
        "outputs": 1,
        "noerr": 0,
        "initialize": "",
        "finalize": "",
        "libs": [],
        "x": 820,
        "y": 360,
        "wires": [
            [
                "d01692910e71272f"
            ]
        ]
    },
    {
        "id": "3f88916d669565ab",
        "type": "http response",
        "z": "39b2d91e702e2484",
        "name": "",
        "statusCode": "",
        "headers": {},
        "x": 870,
        "y": 800,
        "wires": []
    },
    {
        "id": "68a52244de6e0e86",
        "type": "template",
        "z": "39b2d91e702e2484",
        "name": "result form",
        "field": "payload",
        "fieldType": "msg",
        "format": "html",
        "syntax": "mustache",
        "template": "\n    \n        端末検索\n    \n    \n        \n        \n            		どちらかを入力

\n            		client_mac				**:**:**:**:**:**

\n            		username				contiains 検索。大小文字を区別します。

\n        

\n        \n        
\n        

\n        
\n        result: 
\n        {{{result}}}\n    \n\n",
        "output": "str",
        "x": 730,
        "y": 800,
        "wires": [
            [
                "3f88916d669565ab"
            ]
        ]
    },
    {
        "id": "d01692910e71272f",
        "type": "function",
        "z": "39b2d91e702e2484",
        "name": "prepare loop",
        "func": "msg.loop_count = 0;\n\nreturn msg;",
        "outputs": 1,
        "noerr": 0,
        "initialize": "",
        "finalize": "",
        "libs": [],
        "x": 130,
        "y": 500,
        "wires": [
            [
                "f008d8674ad43331"
            ]
        ]
    },
    {
        "id": "9b4ac34d05f2dc75",
        "type": "function",
        "z": "39b2d91e702e2484",
        "name": "loop check",
        "func": "if (msg.loop_count < msg.users.length) {\n    // MACで情報取得 \n    msg.macaddr = msg.users[msg.loop_count].MAC;\n    return [msg, null];\n}\nreturn [null, msg];\n",
        "outputs": 2,
        "noerr": 0,
        "initialize": "",
        "finalize": "",
        "libs": [],
        "x": 290,
        "y": 620,
        "wires": [
            [
                "4d47fbe1c91c0c5a"
            ],
            [
                "4f2e0c769facc3b6"
            ]
        ],
        "outputLabels": [
            "loop",
            "exit loop"
        ]
    },
    {
        "id": "bb2f870aeaf4d92b",
        "type": "function",
        "z": "39b2d91e702e2484",
        "name": "add result",
        "func": "msg.result = msg.result + \"
\\r\\n\"\nmsg.result = msg.result + \"		端末情報\"\nmsg.result = msg.result + \"

		MAC Addr		:		\" + msg.users[msg.loop_count][\"MAC\"];\nmsg.result = msg.result + \"

\\r\\n\";\nmsg.result = msg.result + \"		Username		:		\" + msg.users[msg.loop_count][\"Name\"];\nmsg.result = msg.result + \"

\\r\\n\";\nmsg.result = msg.result + \"		AP		:		\" + msg.users[msg.loop_count][\"AP name\"];\nmsg.result = msg.result + \"

\\r\\n\";\nmsg.result = msg.result + \"		Auth		:		\" + msg.users[msg.loop_count][\"Auth\"];\nmsg.result = msg.result + \"

\\r\\n\";\nmsg.result = msg.result + \"		Bssid		:		\" + msg.users[msg.loop_count][\"Bssid\"];\nmsg.result = msg.result + \"

\\r\\n\";\nmsg.result = msg.result + \"		Current switch		:		\" + msg.users[msg.loop_count][\"Current switch\"];\nmsg.result = msg.result + \"

\\r\\n\";\nmsg.result = msg.result + \"		IP		:		\" + msg.users[msg.loop_count][\"IP\"];\nmsg.result = msg.result + \"

\\r\\n\";\nmsg.result = msg.result + \"		Phy		:		\" + msg.users[msg.loop_count][\"Phy\"];\nmsg.result = msg.result + \"

\\r\\n\";\nmsg.result = msg.result + \"		Profile		:		\" + msg.users[msg.loop_count][\"Profile\"];\nmsg.result = msg.result + \"

\\r\\n\";\nmsg.result = msg.result + \"		Roaming		:		\" + msg.users[msg.loop_count][\"Roaming\"];\nmsg.result = msg.result + \"

\\r\\n\";\nmsg.result = msg.result + \"		Role		:		\" + msg.users[msg.loop_count][\"Role\"];\nmsg.result = msg.result + \"

\\r\\n\";\nmsg.result = msg.result + \"		Type		:		\" + msg.users[msg.loop_count][\"Type\"];\nmsg.result = msg.result + \"

\\r\\n\";\nmsg.result = msg.result + \"		User Type		:		\" + msg.users[msg.loop_count][\"User Type\"];\nmsg.result = msg.result + \"

\\r\\n\";\n\nmsg.result = msg.result + \"		この端末が見えているAP と Signal (dBm)

\\r\\n\";\n\nif (msg.payload[\"STA Beacon Report\"] != null){\n    for (i=0; i		\" + msg.payload[\"STA Beacon Report\"][i][\"AP\"];\n        msg.result = msg.result + \" (\" + msg.payload[\"STA Beacon Report\"][i][\"Channel/EIRP/Clients\"] + \")\\r\\n\";\n        msg.result = msg.result + \"		\" + msg.payload[\"STA Beacon Report\"][i][\"Signal (dBm)\"] + \"

\\r\\n\";\n    }\n}\nmsg.result = msg.result + \"

\"\n\nmsg.loop_count = msg.loop_count + 1;\n    \nreturn msg;",
        "outputs": 1,
        "noerr": 0,
        "initialize": "",
        "finalize": "",
        "libs": [],
        "x": 860,
        "y": 620,
        "wires": [
            [
                "f008d8674ad43331"
            ]
        ]
    },
    {
        "id": "f008d8674ad43331",
        "type": "function",
        "z": "39b2d91e702e2484",
        "name": "set token",
        "func": "// 次の Request ヘッダをセット\nmsg.cookies = null;\nmsg.responseCookies = null;\nmsg.responseUrl = null;\nmsg.redirectList = null;\nmsg.statusCode = null;\n\nmsg.headers = {};\nmsg.headers[\"X-CSRF-Token\"] = msg.save_token;\nmsg.headers[\"content-type\"] = \"application/json\";\nmsg.headers[\"Cookie\"] = \"SESSION=\"+msg.save_cookies['SESSION'][\"value\"];\nreturn msg;",
        "outputs": 1,
        "noerr": 0,
        "initialize": "",
        "finalize": "",
        "libs": [],
        "x": 120,
        "y": 620,
        "wires": [
            [
                "9b4ac34d05f2dc75"
            ]
        ]
    },
    {
        "id": "19060ea85255e840",
        "type": "function",
        "z": "39b2d91e702e2484",
        "name": "prepare response",
        "func": "msg.cookies = null;\nmsg.responseCookies = null;\nmsg.responseUrl = null;\nmsg.redirectList = null;\nmsg.statusCode = 200;\n\nmsg.headers = {};\nmsg.headers[\"content-type\"] = \"text/html; charset=UTF-8\";\n\nif (msg.result == \"\"){\n    msg.result = \"not found\";\n}\nreturn msg;",
        "outputs": 1,
        "noerr": 0,
        "initialize": "",
        "finalize": "",
        "libs": [],
        "x": 550,
        "y": 800,
        "wires": [
            [
                "68a52244de6e0e86"
            ]
        ]
    },
    {
        "id": "5ffbf0de73a55efd",
        "type": "comment",
        "z": "39b2d91e702e2484",
        "name": "入力情報ないので、入力画面表示",
        "info": "",
        "x": 730,
        "y": 40,
        "wires": []
    },
    {
        "id": "c810d1c2a645627a",
        "type": "comment",
        "z": "39b2d91e702e2484",
        "name": "API セッション確立",
        "info": "",
        "x": 330,
        "y": 180,
        "wires": []
    },
    {
        "id": "d8755784905e01af",
        "type": "comment",
        "z": "39b2d91e702e2484",
        "name": "user-table 検索 ↑MACで  ↓usernameで",
        "info": "",
        "x": 430,
        "y": 360,
        "wires": []
    },
    {
        "id": "67d21f9472837159",
        "type": "comment",
        "z": "39b2d91e702e2484",
        "name": "user-table の件数分、beacon report の検索をかける",
        "info": "",
        "x": 490,
        "y": 580,
        "wires": []
    },
    {
        "id": "e781322acf367789",
        "type": "comment",
        "z": "39b2d91e702e2484",
        "name": "検索結果を表示する",
        "info": "",
        "x": 690,
        "y": 760,
        "wires": []
    },
    {
        "id": "1e1b5aa1028c8da0",
        "type": "comment",
        "z": "39b2d91e702e2484",
        "name": "http://[node-redのIP:port]/get_client_info",
        "info": "",
        "x": 190,
        "y": 40,
        "wires": []
    },
    {
        "id": "9a73fc3d6d5d1084",
        "type": "http request",
        "z": "39b2d91e702e2484",
        "name": "logout",
        "method": "GET",
        "ret": "txt",
        "paytoqs": "ignore",
        "url": "https://{{{mcr_ip}}}:4343/v1/api/logout",
        "tls": "c33e712a2d821f7e",
        "persist": false,
        "proxy": "",
        "authType": "",
        "x": 350,
        "y": 800,
        "wires": [
            [
                "a96e3f786cec4543",
                "19060ea85255e840"
            ]
        ]
    },
    {
        "id": "4f2e0c769facc3b6",
        "type": "function",
        "z": "39b2d91e702e2484",
        "name": "set token",
        "func": "// これがらログオフするので\nmsg.need_logout = false;\n\n// 次の Request ヘッダをセット\nmsg.cookies = null;\nmsg.responseCookies = null;\nmsg.responseUrl = null;\nmsg.redirectList = null;\nmsg.statusCode = null;\n\nmsg.headers = {};\n//msg.headers[\"X-CSRF-Token\"] = msg.save_token;\nmsg.headers[\"content-type\"] = \"application/json\";\nmsg.headers[\"Cookie\"] = \"SESSION=\"+msg.save_cookies['SESSION'][\"value\"];\nreturn msg;\n",
        "outputs": 1,
        "noerr": 0,
        "initialize": "",
        "finalize": "",
        "libs": [],
        "x": 200,
        "y": 800,
        "wires": [
            [
                "9a73fc3d6d5d1084"
            ]
        ]
    },
    {
        "id": "a96e3f786cec4543",
        "type": "debug",
        "z": "39b2d91e702e2484",
        "name": "",
        "active": true,
        "tosidebar": true,
        "console": false,
        "tostatus": false,
        "complete": "true",
        "targetType": "full",
        "statusVal": "",
        "statusType": "auto",
        "x": 510,
        "y": 740,
        "wires": []
    },
    {
        "id": "50a4abc79edcc526",
        "type": "function",
        "z": "39b2d91e702e2484",
        "name": "prepare response",
        "func": "msg.cookies = null;\nmsg.responseCookies = null;\nmsg.responseUrl = null;\nmsg.redirectList = null;\nmsg.statusCode = 200;\n\nmsg.headers = {};\nmsg.headers[\"content-type\"] = \"text/html; charset=UTF-8\";\n\nreturn msg;",
        "outputs": 1,
        "noerr": 0,
        "initialize": "",
        "finalize": "",
        "libs": [],
        "x": 590,
        "y": 80,
        "wires": [
            [
                "92e2ad419370a849"
            ]
        ]
    },
    {
        "id": "2d76d9172c04a84b",
        "type": "catch",
        "z": "39b2d91e702e2484",
        "name": "",
        "scope": null,
        "uncaught": false,
        "x": 130,
        "y": 900,
        "wires": [
            [
                "64ad4d0d8c4f44c9"
            ]
        ]
    },
    {
        "id": "64ad4d0d8c4f44c9",
        "type": "switch",
        "z": "39b2d91e702e2484",
        "name": "check once",
        "property": "need_logout",
        "propertyType": "msg",
        "rules": [
            {
                "t": "true"
            }
        ],
        "checkall": "true",
        "repair": false,
        "outputs": 1,
        "x": 310,
        "y": 900,
        "wires": [
            [
                "4f2e0c769facc3b6"
            ]
        ]
    },
    {
        "id": "9f55a3bde0ec5c02",
        "type": "comment",
        "z": "39b2d91e702e2484",
        "name": "API logout",
        "info": "",
        "x": 300,
        "y": 760,
        "wires": []
    },
    {
        "id": "c99cc849c21d73f4",
        "type": "comment",
        "z": "39b2d91e702e2484",
        "name": "エラー処理",
        "info": "",
        "x": 120,
        "y": 860,
        "wires": []
    },
    {
        "id": "a76c2cc6a28f664f",
        "type": "debug",
        "z": "39b2d91e702e2484",
        "name": "",
        "active": true,
        "tosidebar": true,
        "console": false,
        "tostatus": false,
        "complete": "false",
        "statusVal": "",
        "statusType": "auto",
        "x": 830,
        "y": 320,
        "wires": []
    },
    {
        "id": "ee3ba9fe8fb8543e",
        "type": "function",
        "z": "39b2d91e702e2484",
        "name": "set header",
        "func": "// Request ヘッダをセット\nmsg.headers = {};\nmsg.headers[\"content-type\"] = \"application/x-www-form-urlencoded\";\n\nreturn msg;",
        "outputs": 1,
        "noerr": 0,
        "initialize": "",
        "finalize": "",
        "libs": [],
        "x": 130,
        "y": 220,
        "wires": [
            [
                "13b7ee2ce9b8bb6f"
            ]
        ]
    },
    {
        "id": "c33e712a2d821f7e",
        "type": "tls-config",
        "name": "",
        "cert": "",
        "key": "",
        "ca": "",
        "certname": "",
        "keyname": "",
        "caname": "Aruba_Nagoya_TAC_Certificate_Authority (1).crt",
        "servername": "",
        "verifyservercert": false,
        "alpnprotocol": ""
    }
]siwabuchi
Node-RED Script
Node-RED Script


S [EIF|HT 5 Aruba OS API

Login APl Request Logout APIl Request Showcommand API Request
— Request URL: — Request URL.: — Request URL:
https://<mcr-ip>:4343/v1/api/login https://<mcr-ip>:4343/v1/api/logout https://<mcr-ip>:4343/v1/configuration/showcommand
— Request Method: — Request Method: — Request Query Params:
GET GET/POST command = <show-command>
X-CSRF-Token = <session-token>
— Request Header: — Request Header:
Content-Type: application/x-www-form- Content-Type: application/json — Request Method:
urlencoded Cookie: SESSION= <session-token> GET
— Request Parameters: — Request Parameters: — Request Headers:
username = <username> None Content-Type: application/json

password = <password> Accept: application/json
| P accress ofhe Moy Master, (Eg: A1) Cookie: SESSION= <session-token>
Values Description

<mme-ip> IPv4 address of the Mobility Master. (Eg: “1.1.1.1")

<username> Admin Username —_ Request Payload:
<password> Admin Password None
<mm-ip> IPv4 address of the Mobility Master. (Eg: “1.1.1.17)

Value Description

“Hhfies IPv4 address of the Mobility Master where the configuration element should be
P retrieved. (Eg: “1.1.1.1")

<show-command> Actual command which a user needs to run. (Eg: “show+ap+database”

The config node path where the API will be executed. On managed device this will be
<config-node> restricted to /md, while on a stand-alone controller, this will be restricted to /mm and
/mm/mynode. (Eg: /md/California)

> ion-token> The UIDARUBA token granted upon successful login.(Eg:
sesslon-token MTA1Y2E20DQtYZEONS00ZDAXLWFhZTEtZmUy)

Footer content N UIDARUBA (XL Y/ \—g>m k—2%4 T, ﬁ&[i X-CSRF-Token %*I]Fﬁj’é 8
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1. A7

: , e
get_client_info ()

L )

Fﬂﬁﬁﬁfﬁ)

http://[node-red DIP:port]/get_client_info

SR

:-—(i input ¢

o

ADEE GO T ADEIEZRR

; @ ﬁ -
E prepare response ()~ input form =0 http j

APl €y 3 Y RT & TONRF 1 LAY
-
_/_
L 0] input check a~
aA—H—ml -
H—MmFWebH 4 FDURL e e = P
& TANnF« CYRRE] T meE ) :
. = ﬁjJEZ’)(:T%)[mﬂn& 2 : ]
EXAVYYER GET v R
@ URL /get_client_info & ZanF+1 d B
N &H get_client_info © &A0 input check a-~
o BE | o -k T 0=
o N EL— 1 msg.client_mac = ""; 2=k
i’lﬂiﬁ"ﬁt\ CTEE 2 msg.username = "";
= 3~ if (msg.req.query.client_mac !=null){
& 7anF« 4 msg.client_mac = msg.req.query.client_mac; Ajj W%’\{O)? T 7
5+ }
® &l init 6~ if (msg.reqg.query.username !=null){
7 msg.username = Msg.req.query.username;
8-}
o e ML 10~ if (msg.client_mac == "" && msg.username == "") {
1 msg.mcr_ip = '12.34.56.78" J/ AV FO—5 @& M O IP = b e v
.mcr_ip = .34.56.78"; - = t > s . — N
2 msg.login_user = 'admin'; [/ A2 A=—2 f g~ } R Jucg, et J:O) 7 A (lﬁ@ﬁﬁm)/\ﬁd}
3 msg.login_pass = 'password’; // A bhA—=3 114 // lb?(%n(i&]ﬁﬂ}gl\
t 1L H —_ =
Slnsg. result = ' s il Rl TR0 —(RRWI)INED
6 msg.need_logout = false;
7
8 return msg;
9

Q

Footer content




1. ATEmEERR(2)

[ http://[node-red DIP:port]/get_client_info

J

[_  ADBEENDT. ADEEE

[ get_cllent_lnfo?)—@—(? " input check

== o

( APl £y 3 VREY
e~
HTMLA v Z1EHRZ Y

’ & 7RNRF1

 —

| °

© &E] prepare response a-~

o mE | o H -k | wTam \

msg.cookies = null; )
msg.responseCookies = null;

msg.responselrl = null;

msg.redirectList

null; HTML’\O—:)ﬁﬁﬂiLR

:

msg.statusCode = 200;
EECS |

msg.headers = {};

msg.headers ["content-type"] = "text/html; charset=UTF-8"; o
9 : yper] 4 &l input form

VWO NOUAEWN R

=

return msg;

= 70/8F 4 |~ msg. payload

12 <input type='submit'>
131 </form>

14 - </body>

15+ </html>

ELohE AN

client_mac |

|#*:**:t*:$*:t#:t*

username |

| contiains B3, KRALFEXBIL £,

BFv7L—k 3| HTML v
1~ <html>
2~ <head>
3 <title>fm KRR BE</title>
4+ </head>
5+ <body>
6~ <form action='/get_client_info' method='get'>
7~ <table>
8 <tr><td colspan=3>& 5 5 Hh%& A H</td></tr>
9 <tr><td>client_mac</td><td><input type='text' name='client_mac'></td><td><i>xkixkisokikikkiik</i></td></tr>
10 <tr><td>username</td><td><input type='text' name='username'></td><td>contiains B®., KNW\XFEZRXH UL X T, </td></tr>
kil </table>
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2. APl Call (login)

APl &3 RIT ‘

_, APIm D R4
—> BRI A—Z L, X9 T RTRAS &

o

" )
:-—:€ get token ()

JOITRMAYEELY b

o 70871

© &Rl

o BE

UVHEWN =

set header

iR

// Request "y FEZtvk
msg.headers = {};

msg.headers ["content-type"] = "application/x-www-form-urlencoded";

return msg;

APl Z3a—)L

JSONT #—< v FDEX

SLE=RBEUSONT+—< v D

FX)%&
29 %

msg.payload : string[190]
vstring[190]

{"_global_result":
in successfully.",
tzDbk2",
wn}}

msg.payload : Object
vobject
v _global_result: object

{"status":"@",
"UIDARUBA" :"OTFjNTQ2YWEtMDZkMy@@OMDB LLWE3NTI
"X-CSRF-Token" :"NjF1ZDcINDUtOWNKZi00Y2ZjLWIwWMZAtNjU

"status_str": "You've logged

JSONFEX %
EERIZ/A—R

JSON/\O—Zfﬁ status: “o"
status_str: "You've logged in successfully."
UIDARUBA: "OTFjNTQ2YWEtMDZkMy@@MDBLLWE3NTItZDk2"

ZIELT- b—% > &CookieZR7FEL

X-CSRF-Token:

"NjF1ZDcINDUtOWNKZi@0Y2ZjLWIWMzZAtN]Uw"

. ROAPIO—)LTES

& 7071

ORA—-AL7 7L OWEREIEHEZERA

o 7anF« i B
sxvvr e {{ W& 1. ADBEBERR)]Dinit Ty b LEZENASD
@ URL https://{{{mcr_ip}}}:4343/v1/api/login?username={{{login_user}}}&password={{{login_pass}}}
~R4O—FK AR v
SSUTLSE# =B
TLSEE | TLSEE v ‘
| Oz |
& FANF« * 8B

EEnLEES L7740

puem  2-NPST I ERAIZIE, CA.,IEEﬂ%o) EENANE
KZTL—X X NOde RED 0)1:':*%

(= CARERIE X 774)L  Aruba Nagoya TAC_Certificate_Authori... |x

O Y —/GERE R

EY—-)N% SNITHER

© &) get token

o BOE MipfeinE b= bl

// Token & Cookie Z & #F

msg.save_set_cookie = msg.headers["set-cookie"];
msg.save_cookies = msg.responseCookies;

// AT A Hh

msg.need_logout = true;

// R®D Request Ny ¥ Ztv b

msg.save_token = msg.payload._global_result["X-CSRF-Token"];

=
SWoONOULAEWNE

=
[

msg.
msg.
msg.
msg. =
.statusCode = null;

msg

msg.
msg.
msg.

cookies = null;
responseCookies = null;
responseUrl = null;
redirectList = null;

headers = {};
headers ["X-CSRF-Token"] = msg.save_token;

headers["content-type"] = "application/json";

DIEE

&~

RTnE

msg.

N B e
SVWONOULAEWN

N
-

return msg;

headers ["Cookie"] = "SESSION="+msg.save_cookies['SESSION'] ["value"]; 12




Client_mac DFHA E TH Ik

3. API Call (show global user table list) (1)

C i check client_mac

user-table #£3% TMAC T |usern

& 7OKF4 |
¥ &H] check client_mac
= 70/{F« | v msg. client_mac
= | 1= viiv &
=  Z0ft v

-1

-2

Z global user table (mac) C\

{ ) global user table (name)

A

get users

\{“\

Show A< > K&#E1T9 % APl #3—/L (mac THEER)

& 70T+«
EXVYER GET

@ URL https://{{{mcr_ip}}}:4343/v1/configuration/showcommand?command=show-+global-user-table+list+mac-addr+{{{client_mac}}}

~Rq4O—K iR

SSUTLS#EHZ=B ML

TLSEXE  TLSHE vil &

Show O <> KZE{T9 % APl #—)L (username THER)

o 7ANRF+1

SAXAVYYE GET

@ URL https://{{{mcr_ip}}}:4343/v1/configuration/showcommand?command=show-+global-user-table-+list+name+{{{username}}}

~N/O—K 2]

SSUTLS#EHE=B L
TLSEXE  TLSHE

13



3. API Call (show global user table list) (2)

global user table (mac) (>

user-table #% 1MAC T |username T

global user table (name)

Show O< > FAPI%

O—J)LLTE=#HER
(JSON/S— R %)

msg.payload : Object
vobject
vGlobal Users: array[3]
v0@: object

AP name: "nr--imoohoo

Auth: "802.1x"
Bssid: "6c¢c
Current switch: "1
Essid: " amspmp"’
IP: "1l g
MAC: “:Z
Name: "UXI-QO6V"
Phy: "a-VHT"
Profile: *ansspemy a
Roaming: "Wireless"
Role: "hoge-role"
Type: "mac0S"
User Type: "WIRELESS"
»1: object
»2: object
» _data: array[1]
» _meta: array[14]

1
LJ

T
-
\ sRsEn
- EECTES | B|E
L ¥4:0) get users &~
" Y | i | a-k | mTam
1 msg.users = {}; ®

2

3- if (msg.payload["Global Users"].length == 0){

4
5.
6
7
8
9

return msg;

msg.users = msg.payload["Global Users"];

return msg;

14



4. APl Call (show ap virtual-beacon-report)

20 SRR 3

: UXI-Q06Z

: nagoyasphere-225
: 802.1x

. ]
Hat
: 1CeEaEnEEs
: g-HT

: an-peap-aaa
: Wireless

: hoge-role

: N/A

___ ]

WIRELESS

Z DHIAD R ZTWBAP & Signal (dBm)
nagoyasphere-225 (1/11.0/2) -37
nagoyasphere-225 (36/23.0/1) -47

1 msg.loop_count = 0; AP| - _)I/
C éfff;i_i-i__j_:*'F"" » 2
prepare loo, .
————p—z ) "R g @ URL https://{{{mcr_ip}}}:4343/v1/configuration/showcommand?command=show+ap-+virtual-beacon-report+client-mac+{{{macaddr} MAC Addr
Username
AP
| user-table D## 7 beacopfport DREZEHN TS i@} Auth
= — : Bssid
set token loop check W beacon report Current switch
IP
> = — >
N T—3%ZRTY DHTMLZERL Phy
1 msg.result = msg.result + "<hr>\r\n<table>" Profile
2 msg.result = msg.result + "<th colspan=3 bgcolor=#ccffcc>h K H</th>" Roaming
3 msg.result = msg.result + "<tr><td>MAC Addr</td><td>:</td><td>" + msg.users[msg.loop_count] ["MAC"]; Role
, 4 msg.result = msg.result + "</td></tr>\r\n";
FDOAPITEEL 1= 5 msg.result = msg.result + "<tr><td>Username</td><td>:</td><td>" + msg.users[msg.loop_count] ["Name"]; ;ijpe_w
3 s 6 msg.result = msg.result + "</td></tr>\r\n"; ser Type
User-tableO){'—“F%SlT: H-)l/_ jj— %) 7 msg.result = msg.result + "<t r><td>AP</td>;td>:</td><td>" + msg.users[msg. loop_count] ["AP name"];
T 1 — Tk 8 msg.result = msg.result + "</td></tr>\r\n";
b ?SgﬁAgggﬁgggg&,. HSg=lSChSIong 9 msg.result = msg.result + "<tr><td>Auth</td><td>:</td><td>" + msg.users[msg.loop_count] ["Auth"];
2 / ddrie Ld [ 1 t].MAC; 10 msg.result = msg.result + "</td></tr>\r\n";
3 msg.mac? ne= mi%i?sers msg. toop_countl. ' 11 msg.result = msg.result + "<tr><td>Bssid</td><td>:</td><td>" + msg.users[msg.loop_count] ["Bssid"];
g } REXUGR:LRSGy; Bl % J:@j D_’\()I/_ jj_%)) 12 msg.result = msg.result + "</td></tr>\r\n";
& . IS 13 msg.result = msg.result + "<tr><td>Current switch</td><td>:</td><td>" + msg.users[msg.loop_count] ["Current switch"];
6 return [null, msgl; -Fo) 20 _/\Jﬁt 14 msg.result = msg.result + "</td></tr>\r\n"; >

(L—Th 51kt 5)

APIa—)LR k—% > &CookieZ
ANy FIZEY bk

=
SWNOULEWN

=
N =

// R®D Request "v ¥ EEv K 2
msg.cookies = null;

msg.responseCookies = null;

msg.responselrl = null;

msg.redirectList = null;

msg.statusCode = null;

msg.headers = {};

msg.headers ["X-CSRF-Token"] = msg.save_token;
msg.headers["content-type"] = "application/json";

msg.headers["Cookie"] = "SESSION="+msg.save_cookies['SESSION'] ["value"];
return msg;

Q

l

>

msg.result
msg.result
msg.result
msg.result
msg.result
msg.result
msg.result
msg.result
msg.result
msg.result
msg.result
msg.result
msg.result
msg.result

msg.result

msg.result
msg.result
msg.result
msg.result
msg.result
msg.result
msg.result
msg.result
msg.result
msg.result
msg.result
msg.result
msg.result
msg.result

= msg.result

R T TR IR Ok T T Tk T T T T T S et S S S S S A A e

+

"<tr><td>IP</td><td>:</td><td>" + msg.users[msg.loop_count] ["IP"];
"</td></tr>\r\n";

"<tr><td>Phy</td><td>:</td><td>" + msg.users[msg.loop_count] ["Phy"];
"</td></tr>\r\n";

"<tr><td>Profile</td><td>:</td><td>" + msg.users[msg.loop_count] ["Profile"];
"</td></tr>\r\n";

"<tr><td>Roaming</td><td>:</td><td>" + msg.users[msg.loop_count] ["Roaming"];
"</td></tr>\r\n";

"<tr><td>Role</td><td>:</td><td>" + msg.users[msg.loop_count] ["Role"];
"</td></tr>\r\n";

"<tr><td>Type</td><td>:</td><td>" + msg.users[msg.loop_count] ["Type"];
"</td></tr>\r\n";

"<tr><td>User Type</td><td>:</td><td>" + msg.users[msg.loop_count] ["User Type"l;
"</td></tr>\r\n";

"<tr><th colspan=3 bgcolor=#ccffcc>Z DIRARHMN B X TWSBAP & Signal (dBm)</th></tr>\r\n";

if (msg.payload["STA Beacon Report"] != null){
for (i=0; i<msg.payload["STA Beacon Report"].length ;i++){

msg.result
msg.result
msg.result

-}

msg.result

msg. loop_count =

return msg;

msg.result + "<tr><td colspan=2>" + msg.payload["STA Beacon Report"][i] ["AP"];
msg.result + " (" + msg.payload["STA Beacon Report"] [i] ["Channel/EIRP/Clients"] + ")</td>\r\n";
msg.result + "<td>" + msg.payload["STA Beacon Report"][i] ["Signal (dBm)"] + "</td></tr>\r\n";

= msg.result + "</table>"

msg. loop_count + 1;
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5. API Call (logout)

API logout

—

ERTIT—(TiE>725 2 21
HLLAPIOS A V&5, API

Y APIa—J)LRIZAYEZ+E Y k

B 7™ KOAPIZO—)L

@ URL https://{{{mcr_ip}}}:4343/v1/api/logout

1|72 I+ (need_logout = true M & 1= (4)E T

~ED & 7ONRF 1
L 0] check once
= 70/{F 4 | v msg. need_logout

=  istrue v

DIEIE

=1 |x

/[l TnrsadAT7950T
msg.need_logout = false;

// R®D Request Ny ¥ &Etv b
msg.cookies = null;
msg.responseCookies = null;
msg.responselrl = null;
msg.redirectList = null;
msg.statusCode = null;

msg.headers = {};
//msg.headers ["X-CSRF-Token"] = msg.save_token;
msg.headers ["content-type"] = "application/json";

R e
VBWNROWOVONOU S WN R

return msg;

msg.headers ["Cookie"] = "SESSION="+msg.save_cookies['SESSION'] ["value"];

16



6. RREFGRZRT e

Client_mac| | oK K K Ok K K
username | | contiains BRH#E, KNLFERXANL T,
[ Submit |
A
SARHE
MAC Addr b |5 T Tk
Username : UXI-Q06Z
AP : nagoyasphere-225
HTML/\ D 9“" #&%t VJj |~ Auth : 802.1x
msg.cookies = null; Bssid : GEENESNRNG
2 msg.responseCookles = null; Current switch [ § it
3 msg.responseUrl = null; - S
4 msg.redirectList = null; 1P o 1EEEEREES
. = 200;
g msg.statusCode Phy . g-HT
7 msg.headers = {}; Profile : an-peap-aaa
8 msg.headers["content-type"] = "text/html; charset=UTF-8"; D
9 Roaming : Wireless
10~ if (msg.result == ""){ .
11 msg.result = "not found"; Role . hoge-role
gA } . , Type : N/A
return msg; — S A=A
Lol L Hi HTMLAR— Z &0k / User Type . WIRELESS
V4
® & —— ) CDEARHHZ TV SAP & Slgnal (dBm) | ..
// _ Y| nagoyasphere-225 (1/11.0/2)
= ZONF - - -
ZaNT« msg. payload , 7 - - nagoyasphere-225 (36/23.0/1) 47
@Fv7L—k / P g B3| ML v/~
1~ <html> / P
2~ <head> / -,
3 <title>fm R FE</title> / Phg
4+ </head> / -
5~ <body> / P
6~ <form action="'/get_client_info' method='get'> A -
7~ <table>
8 <tr><td colspan=3>¢ 5 5 H % A h</td></tr>, ©
9 <tr><td>client_mac</td><td><input types'“ext' name='client_mac' value='{{client_mac}}'></td><td><i>xckixk!%ki%kixkixk</i></td></tr>
10 <tr><td>username</td><td><input t;pe: text' name='username' value='{{username}}'></td><td>contiains B¥E. KMXFEZRHN UL X£FT., </td></tr>
11- </table>
12 <input type='submit's> e -
13- </form> Phe
14 <p></p> - e
15 <hr> -
16 csulic ¢ | : N
17 e CouLth) 3 4. API Call (show ap virtual-beacon-report) TER L 1= DHA S 17
19+ </html>




Thank you



