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今回のサンプルの目的

•端末の大まかな場所を知るためのツール製作
•シンプルな UIで、(ネットワーク管理者向けではなく)エンドユーザー向け
•端末の大まかな場所がわかれば良い
•フロアマップ登録不要、Wi-Fiのみ

• Aruba OS APIをコールする仕組みを、Node-REDで簡単に製作
•最小限のコーディング
• APIの JSONフォーマットデータを簡易にハンドリング
•エンドユーザー向けWebUIの提供

Footer content

※ Node-REDは Aruba製品ではありません。
※弊社では Node-REDに関する動作等の全てにおいて保証しません
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参考にする情報

ArubaOS 8.8.0.0 API Guide
https://asp.arubanetworks.com/downloads/documents/RmlsZTo2OTI5ZWZlNi1mM2M0LTExZWItOGJjZC01MzNmMjA3MmNjYzE%3D

Getting Started with AOS 8 API
https://developer.arubanetworks.com/aruba-aos/docs/getting-started-aos8-restapi

Node-RED
https://nodered.org/

Footer content

https://asp.arubanetworks.com/downloads/documents/RmlsZTo2OTI5ZWZlNi1mM2M0LTExZWItOGJjZC01MzNmMjA3MmNjYzE%3D
https://developer.arubanetworks.com/aruba-aos/docs/getting-started-aos8-restapi
https://nodered.org/


5Footer content

REST APIは HTTPを利用したコール方法なので、あらゆるツールから APIをコール可能

※この資料では、Node-RED を利用して Aruba OS の REST APIをコールする方法を説明
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今回のサンプルの概要

Footer content

MM / MCr
or

Controller

Node-RED
User

入力画面表示

端末MAC かユーザー名を入力
API Call (login)

Token and Cookie

API Call (show global user table list)

コマンドの結果

API Call (show ap virtual-beacon-report)
コマンドの結果

API Call (logout)

検索結果を表示
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Node-RED フロー (全容)

Footer content
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左記のフローを
Exportしたもの
はこちら

テキストをコピーして
Node-REDでImport可

※ppt版は Notes参照


[
    {
        "id": "39b2d91e702e2484",
        "type": "tab",
        "label": "get_client_info",
        "disabled": false,
        "info": ""
    },
    {
        "id": "f94a408ead809bee",
        "type": "function",
        "z": "39b2d91e702e2484",
        "name": "init",
        "func": "msg.mcr_ip = '11.22.33.44';     // コントローラ または MM の IP\nmsg.login_user = 'admin';       // ログインユーザー名\nmsg.login_pass = 'password';    // パスワード\n\nmsg.result = '';\nmsg.need_logout = false;\n\nreturn msg;\n",
        "outputs": 1,
        "noerr": 0,
        "initialize": "",
        "finalize": "",
        "libs": [],
        "x": 250,
        "y": 100,
        "wires": [
            [
                "cb0ad513394a4c21"
            ]
        ]
    },
    {
        "id": "13b7ee2ce9b8bb6f",
        "type": "http request",
        "z": "39b2d91e702e2484",
        "name": "login",
        "method": "GET",
        "ret": "txt",
        "paytoqs": "ignore",
        "url": "https://{{{mcr_ip}}}:4343/v1/api/login?username={{{login_user}}}&password={{{login_pass}}}",
        "tls": "c33e712a2d821f7e",
        "persist": false,
        "proxy": "",
        "authType": "",
        "x": 290,
        "y": 220,
        "wires": [
            [
                "4589ec1d16494b97"
            ]
        ]
    },
    {
        "id": "4589ec1d16494b97",
        "type": "json",
        "z": "39b2d91e702e2484",
        "name": "",
        "property": "payload",
        "action": "",
        "pretty": false,
        "x": 430,
        "y": 220,
        "wires": [
            [
                "71a83ff5f02352e8"
            ]
        ]
    },
    {
        "id": "71a83ff5f02352e8",
        "type": "function",
        "z": "39b2d91e702e2484",
        "name": "get token",
        "func": "// Token と Cookie を保存\nmsg.save_token = msg.payload._global_result[\"X-CSRF-Token\"];\nmsg.save_set_cookie = msg.headers[\"set-cookie\"];\nmsg.save_cookies = msg.responseCookies;\n\n// ログイン中\nmsg.need_logout = true;\n\n// 次の Request ヘッダをセット\nmsg.cookies = null;\nmsg.responseCookies = null;\nmsg.responseUrl = null;\nmsg.redirectList = null;\nmsg.statusCode = null;\n\nmsg.headers = {};\nmsg.headers[\"X-CSRF-Token\"] = msg.save_token;\nmsg.headers[\"content-type\"] = \"application/json\";\nmsg.headers[\"Cookie\"] = \"SESSION=\"+msg.save_cookies['SESSION'][\"value\"];\n\nreturn msg;",
        "outputs": 1,
        "noerr": 0,
        "initialize": "",
        "finalize": "",
        "libs": [],
        "x": 580,
        "y": 220,
        "wires": [
            [
                "37b15d1fda640143"
            ]
        ]
    },
    {
        "id": "4d47fbe1c91c0c5a",
        "type": "http request",
        "z": "39b2d91e702e2484",
        "name": "beacon report",
        "method": "GET",
        "ret": "txt",
        "paytoqs": "ignore",
        "url": "https://{{{mcr_ip}}}:4343/v1/configuration/showcommand?command=show+ap+virtual-beacon-report+client-mac+{{{macaddr}}}",
        "tls": "c33e712a2d821f7e",
        "persist": false,
        "proxy": "",
        "authType": "",
        "x": 520,
        "y": 620,
        "wires": [
            [
                "e722b2502762a3a1"
            ]
        ]
    },
    {
        "id": "db61b079b814d425",
        "type": "debug",
        "z": "39b2d91e702e2484",
        "name": "",
        "active": true,
        "tosidebar": true,
        "console": false,
        "tostatus": false,
        "complete": "false",
        "statusVal": "",
        "statusType": "auto",
        "x": 870,
        "y": 580,
        "wires": []
    },
    {
        "id": "e722b2502762a3a1",
        "type": "json",
        "z": "39b2d91e702e2484",
        "name": "",
        "property": "payload",
        "action": "",
        "pretty": false,
        "x": 710,
        "y": 620,
        "wires": [
            [
                "db61b079b814d425",
                "bb2f870aeaf4d92b"
            ]
        ]
    },
    {
        "id": "6020b281bb77ccfa",
        "type": "http in",
        "z": "39b2d91e702e2484",
        "name": "get_client_info",
        "url": "/get_client_info",
        "method": "get",
        "upload": false,
        "swaggerDoc": "",
        "x": 100,
        "y": 100,
        "wires": [
            [
                "f94a408ead809bee"
            ]
        ]
    },
    {
        "id": "cb0ad513394a4c21",
        "type": "function",
        "z": "39b2d91e702e2484",
        "name": "input check",
        "func": "msg.client_mac = \"\";\nmsg.username = \"\";\nif (msg.req.query.client_mac !=null){\n    msg.client_mac = msg.req.query.client_mac;\n}\nif (msg.req.query.username !=null){\n    msg.username = msg.req.query.username;\n}\n\nif (msg.client_mac == \"\" && msg.username == \"\") {\n    // 入力がなければ初期ページへ\n    return [msg, null];\n}\n// 入力があれば検索処理へ\nreturn [null, msg];\n",
        "outputs": 2,
        "noerr": 0,
        "initialize": "",
        "finalize": "",
        "libs": [],
        "x": 390,
        "y": 100,
        "wires": [
            [
                "50a4abc79edcc526"
            ],
            [
                "ee3ba9fe8fb8543e"
            ]
        ],
        "outputLabels": [
            "初期ページへ",
            "検索処理へ"
        ]
    },
    {
        "id": "92e2ad419370a849",
        "type": "template",
        "z": "39b2d91e702e2484",
        "name": "input form",
        "field": "payload",
        "fieldType": "msg",
        "format": "html",
        "syntax": "mustache",
        "template": "\n    \n        端末検索\n    \n    \n        \n        \n            		どちらかを入力

\n            		client_mac				**:**:**:**:**:**

\n            		username				contiains 検索。大小文字を区別します。

\n        

\n        \n        
\n    \n",
        "output": "str",
        "x": 790,
        "y": 80,
        "wires": [
            [
                "cc8b09581c8c6307"
            ]
        ]
    },
    {
        "id": "cc8b09581c8c6307",
        "type": "http response",
        "z": "39b2d91e702e2484",
        "name": "",
        "statusCode": "",
        "headers": {},
        "x": 950,
        "y": 80,
        "wires": []
    },
    {
        "id": "823605d56ac7cab5",
        "type": "http request",
        "z": "39b2d91e702e2484",
        "name": "global user table (mac)",
        "method": "GET",
        "ret": "txt",
        "paytoqs": "ignore",
        "url": "https://{{{mcr_ip}}}:4343/v1/configuration/showcommand?command=show+global-user-table+list+mac-addr+{{{client_mac}}}",
        "tls": "c33e712a2d821f7e",
        "persist": false,
        "proxy": "",
        "authType": "",
        "x": 420,
        "y": 320,
        "wires": [
            [
                "d4e7077e7446ed7e"
            ]
        ]
    },
    {
        "id": "37b15d1fda640143",
        "type": "switch",
        "z": "39b2d91e702e2484",
        "name": "check client_mac",
        "property": "client_mac",
        "propertyType": "msg",
        "rules": [
            {
                "t": "neq",
                "v": "",
                "vt": "str"
            },
            {
                "t": "else"
            }
        ],
        "checkall": "false",
        "repair": false,
        "outputs": 2,
        "x": 150,
        "y": 360,
        "wires": [
            [
                "823605d56ac7cab5"
            ],
            [
                "7d1d2512866bd831"
            ]
        ]
    },
    {
        "id": "7d1d2512866bd831",
        "type": "http request",
        "z": "39b2d91e702e2484",
        "name": "global user table (name)",
        "method": "GET",
        "ret": "txt",
        "paytoqs": "ignore",
        "url": "https://{{{mcr_ip}}}:4343/v1/configuration/showcommand?command=show+global-user-table+list+name+{{{username}}}",
        "tls": "c33e712a2d821f7e",
        "persist": false,
        "proxy": "",
        "authType": "",
        "x": 430,
        "y": 400,
        "wires": [
            [
                "d4e7077e7446ed7e"
            ]
        ]
    },
    {
        "id": "d4e7077e7446ed7e",
        "type": "json",
        "z": "39b2d91e702e2484",
        "name": "",
        "property": "payload",
        "action": "",
        "pretty": false,
        "x": 670,
        "y": 360,
        "wires": [
            [
                "f33af5254ad66c73",
                "a76c2cc6a28f664f"
            ]
        ]
    },
    {
        "id": "f33af5254ad66c73",
        "type": "function",
        "z": "39b2d91e702e2484",
        "name": "get users",
        "func": "msg.users = {};\n\nif (msg.payload[\"Global Users\"].length == 0){\n    return msg;\n}\n\nmsg.users = msg.payload[\"Global Users\"];\n\nreturn msg;",
        "outputs": 1,
        "noerr": 0,
        "initialize": "",
        "finalize": "",
        "libs": [],
        "x": 820,
        "y": 360,
        "wires": [
            [
                "d01692910e71272f"
            ]
        ]
    },
    {
        "id": "3f88916d669565ab",
        "type": "http response",
        "z": "39b2d91e702e2484",
        "name": "",
        "statusCode": "",
        "headers": {},
        "x": 870,
        "y": 800,
        "wires": []
    },
    {
        "id": "68a52244de6e0e86",
        "type": "template",
        "z": "39b2d91e702e2484",
        "name": "result form",
        "field": "payload",
        "fieldType": "msg",
        "format": "html",
        "syntax": "mustache",
        "template": "\n    \n        端末検索\n    \n    \n        \n        \n            		どちらかを入力

\n            		client_mac				**:**:**:**:**:**

\n            		username				contiains 検索。大小文字を区別します。

\n        

\n        \n        
\n        

\n        
\n        result: 
\n        {{{result}}}\n    \n\n",
        "output": "str",
        "x": 730,
        "y": 800,
        "wires": [
            [
                "3f88916d669565ab"
            ]
        ]
    },
    {
        "id": "d01692910e71272f",
        "type": "function",
        "z": "39b2d91e702e2484",
        "name": "prepare loop",
        "func": "msg.loop_count = 0;\n\nreturn msg;",
        "outputs": 1,
        "noerr": 0,
        "initialize": "",
        "finalize": "",
        "libs": [],
        "x": 130,
        "y": 500,
        "wires": [
            [
                "f008d8674ad43331"
            ]
        ]
    },
    {
        "id": "9b4ac34d05f2dc75",
        "type": "function",
        "z": "39b2d91e702e2484",
        "name": "loop check",
        "func": "if (msg.loop_count < msg.users.length) {\n    // MACで情報取得 \n    msg.macaddr = msg.users[msg.loop_count].MAC;\n    return [msg, null];\n}\nreturn [null, msg];\n",
        "outputs": 2,
        "noerr": 0,
        "initialize": "",
        "finalize": "",
        "libs": [],
        "x": 290,
        "y": 620,
        "wires": [
            [
                "4d47fbe1c91c0c5a"
            ],
            [
                "4f2e0c769facc3b6"
            ]
        ],
        "outputLabels": [
            "loop",
            "exit loop"
        ]
    },
    {
        "id": "bb2f870aeaf4d92b",
        "type": "function",
        "z": "39b2d91e702e2484",
        "name": "add result",
        "func": "msg.result = msg.result + \"
\\r\\n\"\nmsg.result = msg.result + \"		端末情報\"\nmsg.result = msg.result + \"

		MAC Addr		:		\" + msg.users[msg.loop_count][\"MAC\"];\nmsg.result = msg.result + \"

\\r\\n\";\nmsg.result = msg.result + \"		Username		:		\" + msg.users[msg.loop_count][\"Name\"];\nmsg.result = msg.result + \"

\\r\\n\";\nmsg.result = msg.result + \"		AP		:		\" + msg.users[msg.loop_count][\"AP name\"];\nmsg.result = msg.result + \"

\\r\\n\";\nmsg.result = msg.result + \"		Auth		:		\" + msg.users[msg.loop_count][\"Auth\"];\nmsg.result = msg.result + \"

\\r\\n\";\nmsg.result = msg.result + \"		Bssid		:		\" + msg.users[msg.loop_count][\"Bssid\"];\nmsg.result = msg.result + \"

\\r\\n\";\nmsg.result = msg.result + \"		Current switch		:		\" + msg.users[msg.loop_count][\"Current switch\"];\nmsg.result = msg.result + \"

\\r\\n\";\nmsg.result = msg.result + \"		IP		:		\" + msg.users[msg.loop_count][\"IP\"];\nmsg.result = msg.result + \"

\\r\\n\";\nmsg.result = msg.result + \"		Phy		:		\" + msg.users[msg.loop_count][\"Phy\"];\nmsg.result = msg.result + \"

\\r\\n\";\nmsg.result = msg.result + \"		Profile		:		\" + msg.users[msg.loop_count][\"Profile\"];\nmsg.result = msg.result + \"

\\r\\n\";\nmsg.result = msg.result + \"		Roaming		:		\" + msg.users[msg.loop_count][\"Roaming\"];\nmsg.result = msg.result + \"

\\r\\n\";\nmsg.result = msg.result + \"		Role		:		\" + msg.users[msg.loop_count][\"Role\"];\nmsg.result = msg.result + \"

\\r\\n\";\nmsg.result = msg.result + \"		Type		:		\" + msg.users[msg.loop_count][\"Type\"];\nmsg.result = msg.result + \"

\\r\\n\";\nmsg.result = msg.result + \"		User Type		:		\" + msg.users[msg.loop_count][\"User Type\"];\nmsg.result = msg.result + \"

\\r\\n\";\n\nmsg.result = msg.result + \"		この端末が見えているAP と Signal (dBm)

\\r\\n\";\n\nif (msg.payload[\"STA Beacon Report\"] != null){\n    for (i=0; i		\" + msg.payload[\"STA Beacon Report\"][i][\"AP\"];\n        msg.result = msg.result + \" (\" + msg.payload[\"STA Beacon Report\"][i][\"Channel/EIRP/Clients\"] + \")\\r\\n\";\n        msg.result = msg.result + \"		\" + msg.payload[\"STA Beacon Report\"][i][\"Signal (dBm)\"] + \"

\\r\\n\";\n    }\n}\nmsg.result = msg.result + \"

\"\n\nmsg.loop_count = msg.loop_count + 1;\n    \nreturn msg;",
        "outputs": 1,
        "noerr": 0,
        "initialize": "",
        "finalize": "",
        "libs": [],
        "x": 860,
        "y": 620,
        "wires": [
            [
                "f008d8674ad43331"
            ]
        ]
    },
    {
        "id": "f008d8674ad43331",
        "type": "function",
        "z": "39b2d91e702e2484",
        "name": "set token",
        "func": "// 次の Request ヘッダをセット\nmsg.cookies = null;\nmsg.responseCookies = null;\nmsg.responseUrl = null;\nmsg.redirectList = null;\nmsg.statusCode = null;\n\nmsg.headers = {};\nmsg.headers[\"X-CSRF-Token\"] = msg.save_token;\nmsg.headers[\"content-type\"] = \"application/json\";\nmsg.headers[\"Cookie\"] = \"SESSION=\"+msg.save_cookies['SESSION'][\"value\"];\nreturn msg;",
        "outputs": 1,
        "noerr": 0,
        "initialize": "",
        "finalize": "",
        "libs": [],
        "x": 120,
        "y": 620,
        "wires": [
            [
                "9b4ac34d05f2dc75"
            ]
        ]
    },
    {
        "id": "19060ea85255e840",
        "type": "function",
        "z": "39b2d91e702e2484",
        "name": "prepare response",
        "func": "msg.cookies = null;\nmsg.responseCookies = null;\nmsg.responseUrl = null;\nmsg.redirectList = null;\nmsg.statusCode = 200;\n\nmsg.headers = {};\nmsg.headers[\"content-type\"] = \"text/html; charset=UTF-8\";\n\nif (msg.result == \"\"){\n    msg.result = \"not found\";\n}\nreturn msg;",
        "outputs": 1,
        "noerr": 0,
        "initialize": "",
        "finalize": "",
        "libs": [],
        "x": 550,
        "y": 800,
        "wires": [
            [
                "68a52244de6e0e86"
            ]
        ]
    },
    {
        "id": "5ffbf0de73a55efd",
        "type": "comment",
        "z": "39b2d91e702e2484",
        "name": "入力情報ないので、入力画面表示",
        "info": "",
        "x": 730,
        "y": 40,
        "wires": []
    },
    {
        "id": "c810d1c2a645627a",
        "type": "comment",
        "z": "39b2d91e702e2484",
        "name": "API セッション確立",
        "info": "",
        "x": 330,
        "y": 180,
        "wires": []
    },
    {
        "id": "d8755784905e01af",
        "type": "comment",
        "z": "39b2d91e702e2484",
        "name": "user-table 検索 ↑MACで  ↓usernameで",
        "info": "",
        "x": 430,
        "y": 360,
        "wires": []
    },
    {
        "id": "67d21f9472837159",
        "type": "comment",
        "z": "39b2d91e702e2484",
        "name": "user-table の件数分、beacon report の検索をかける",
        "info": "",
        "x": 490,
        "y": 580,
        "wires": []
    },
    {
        "id": "e781322acf367789",
        "type": "comment",
        "z": "39b2d91e702e2484",
        "name": "検索結果を表示する",
        "info": "",
        "x": 690,
        "y": 760,
        "wires": []
    },
    {
        "id": "1e1b5aa1028c8da0",
        "type": "comment",
        "z": "39b2d91e702e2484",
        "name": "http://[node-redのIP:port]/get_client_info",
        "info": "",
        "x": 190,
        "y": 40,
        "wires": []
    },
    {
        "id": "9a73fc3d6d5d1084",
        "type": "http request",
        "z": "39b2d91e702e2484",
        "name": "logout",
        "method": "GET",
        "ret": "txt",
        "paytoqs": "ignore",
        "url": "https://{{{mcr_ip}}}:4343/v1/api/logout",
        "tls": "c33e712a2d821f7e",
        "persist": false,
        "proxy": "",
        "authType": "",
        "x": 350,
        "y": 800,
        "wires": [
            [
                "a96e3f786cec4543",
                "19060ea85255e840"
            ]
        ]
    },
    {
        "id": "4f2e0c769facc3b6",
        "type": "function",
        "z": "39b2d91e702e2484",
        "name": "set token",
        "func": "// これがらログオフするので\nmsg.need_logout = false;\n\n// 次の Request ヘッダをセット\nmsg.cookies = null;\nmsg.responseCookies = null;\nmsg.responseUrl = null;\nmsg.redirectList = null;\nmsg.statusCode = null;\n\nmsg.headers = {};\n//msg.headers[\"X-CSRF-Token\"] = msg.save_token;\nmsg.headers[\"content-type\"] = \"application/json\";\nmsg.headers[\"Cookie\"] = \"SESSION=\"+msg.save_cookies['SESSION'][\"value\"];\nreturn msg;\n",
        "outputs": 1,
        "noerr": 0,
        "initialize": "",
        "finalize": "",
        "libs": [],
        "x": 200,
        "y": 800,
        "wires": [
            [
                "9a73fc3d6d5d1084"
            ]
        ]
    },
    {
        "id": "a96e3f786cec4543",
        "type": "debug",
        "z": "39b2d91e702e2484",
        "name": "",
        "active": true,
        "tosidebar": true,
        "console": false,
        "tostatus": false,
        "complete": "true",
        "targetType": "full",
        "statusVal": "",
        "statusType": "auto",
        "x": 510,
        "y": 740,
        "wires": []
    },
    {
        "id": "50a4abc79edcc526",
        "type": "function",
        "z": "39b2d91e702e2484",
        "name": "prepare response",
        "func": "msg.cookies = null;\nmsg.responseCookies = null;\nmsg.responseUrl = null;\nmsg.redirectList = null;\nmsg.statusCode = 200;\n\nmsg.headers = {};\nmsg.headers[\"content-type\"] = \"text/html; charset=UTF-8\";\n\nreturn msg;",
        "outputs": 1,
        "noerr": 0,
        "initialize": "",
        "finalize": "",
        "libs": [],
        "x": 590,
        "y": 80,
        "wires": [
            [
                "92e2ad419370a849"
            ]
        ]
    },
    {
        "id": "2d76d9172c04a84b",
        "type": "catch",
        "z": "39b2d91e702e2484",
        "name": "",
        "scope": null,
        "uncaught": false,
        "x": 130,
        "y": 900,
        "wires": [
            [
                "64ad4d0d8c4f44c9"
            ]
        ]
    },
    {
        "id": "64ad4d0d8c4f44c9",
        "type": "switch",
        "z": "39b2d91e702e2484",
        "name": "check once",
        "property": "need_logout",
        "propertyType": "msg",
        "rules": [
            {
                "t": "true"
            }
        ],
        "checkall": "true",
        "repair": false,
        "outputs": 1,
        "x": 310,
        "y": 900,
        "wires": [
            [
                "4f2e0c769facc3b6"
            ]
        ]
    },
    {
        "id": "9f55a3bde0ec5c02",
        "type": "comment",
        "z": "39b2d91e702e2484",
        "name": "API logout",
        "info": "",
        "x": 300,
        "y": 760,
        "wires": []
    },
    {
        "id": "c99cc849c21d73f4",
        "type": "comment",
        "z": "39b2d91e702e2484",
        "name": "エラー処理",
        "info": "",
        "x": 120,
        "y": 860,
        "wires": []
    },
    {
        "id": "a76c2cc6a28f664f",
        "type": "debug",
        "z": "39b2d91e702e2484",
        "name": "",
        "active": true,
        "tosidebar": true,
        "console": false,
        "tostatus": false,
        "complete": "false",
        "statusVal": "",
        "statusType": "auto",
        "x": 830,
        "y": 320,
        "wires": []
    },
    {
        "id": "ee3ba9fe8fb8543e",
        "type": "function",
        "z": "39b2d91e702e2484",
        "name": "set header",
        "func": "// Request ヘッダをセット\nmsg.headers = {};\nmsg.headers[\"content-type\"] = \"application/x-www-form-urlencoded\";\n\nreturn msg;",
        "outputs": 1,
        "noerr": 0,
        "initialize": "",
        "finalize": "",
        "libs": [],
        "x": 130,
        "y": 220,
        "wires": [
            [
                "13b7ee2ce9b8bb6f"
            ]
        ]
    },
    {
        "id": "c33e712a2d821f7e",
        "type": "tls-config",
        "name": "",
        "cert": "",
        "key": "",
        "ca": "",
        "certname": "",
        "keyname": "",
        "caname": "Aruba_Nagoya_TAC_Certificate_Authority (1).crt",
        "servername": "",
        "verifyservercert": false,
        "alpnprotocol": ""
    }
]siwabuchi
Node-RED Script
Node-RED Script
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今回利用する Aruba OS API

Login API Request
– Request URL:

https://<mcr-ip>:4343/v1/api/login

– Request Method:
GET

– Request Header:
Content-Type: application/x-www-form-
urlencoded

– Request Parameters:
username = <username>
password = <password>

Footer content

Logout API Request
– Request URL:

https://<mcr-ip>:4343/v1/api/logout

– Request Method:
GET/POST

– Request Header:
Content-Type: application/json
Cookie: SESSION= <session-token>

– Request Parameters:
None

Showcommand API Request
– Request URL:

https://<mcr-ip>:4343/v1/configuration/showcommand

– Request Query Params:
command = <show-command>
X-CSRF-Token = <session-token>

– Request Method:
GET

– Request Headers:
Content-Type: application/json
Accept: application/json
Cookie: SESSION= <session-token>

– Request Payload:
None

※UIDARUBA は古いバージョンのトークンで、現在は X-CSRF-Token を利用する



各フェーズの解説
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1.入力画面表示(1)

Footer content

ユーザー向けWebサイトのURL

環境に応じて設定

出力を2つにする

上のフロー(入力画面表示)へ進む

下のフロー(検索処理)へ進む

入力内容のチェック
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1.入力画面表示(2)

HTMLヘッダ情報をセット

HTMLページを記述
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2. API Call (login)

APIをコール

{{{ }}}は、[1.入力画面表示(1)]のinitでセットした値が入る

httpsアクセスには、CA証明書の定義が必要
※ Node-RED の仕様

APIから受信した内容(JSONフォーマットの平文)を
構造体にパースし、スクリプトで扱えるようにする

JSONフォーマットの平文

JSONパース後

受信したトークンとCookieを保存し、次のAPIコールで使う

リクエストヘッダをセット JSON平文を
構造体にパース
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3. API Call (show global user table list) (1)

Show コマンドを実行する APIをコール (mac で検索)
Client_mac の情報有無で分岐

Show コマンドを実行する APIをコール (usernameで検索)
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3. API Call (show global user table list) (2)

Show コマンドAPIを
コールした結果
(JSONパース後)

結果を保存
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4. API Call (show ap virtual-beacon-report)

データを表示するHTMLを作成

APIコール用トークンとCookieを
ヘッダにセット

上のフローへ(ループする)
下のフローへ進む
(ループから抜ける)

APIコール

先のAPIで取得した
User-tableの件数だけループする
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5. API Call (logout)

ログアウトのAPIをコール

1回だけ(need_logout = true のときだけ)通す

APIコール用にヘッダをセット

途中でエラーになったらここに飛んでくる
もし APIログイン後なら、APIログアウトへ進む
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6.検索結果を表示

HTMLヘッダ情報をセット

HTMLページを記述

※ 4. API Call (show ap virtual-beacon-report)で作成したものが入る



Thank you


