Aruba Data Center Networking:
Automation and Security

Network Automation and Security through Aruba’s
Software-Defined Orchestration

“Alexa, create VLAN 100”

. Create VLAN 100
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. Aruba’s Strategy and Investment in the DC
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. Software Defined Distributed Security



Extending the Network Edge to the Data Center Edge

55 billion devices
will be connected by 2025’
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‘ Edge — people, places, things, apps ... Data Center
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Automation, Security, Visibility
Virtual servers, containerized apps, bare metal,
compute/storage
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Aruba’s Investment, Commitment, and Value in the DC Space
— Delivering value in modern DC networking solutions

AOS-CX

Cloud native switching architecture

Common operational model from
Edge access to data center

Aruba Fabric Composer (AFC)

Distributed Services Switch

Software-defined fabric automation &

orchestration Integrated Pensando technology

aruba .
Fabric Composer

Aruba CX 10000

— :
Hewlett Packard -y vmware
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Simplify and speed IT
provisioning to accelerate application
& service delivery
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Broad Switching Portfolio

* Optimized form-factors
* Consistent OS train
* Micro Services-based operating system
* Flexible automation options

* No licensing

* Recently announced the CX9300
Q 32-port 400G 1U switch

Software-Defined Automation Software Defined, Distributed Security

Network functions + 800G Stateful Firewall

+ Simplifies fabric deployments .

* Integration modules for 3 party systems * Integrated Pensando DPU chips
that provide an automated cloud-like

experience.

 Granular visibility thru real-time telemetry

+ Distributed Security where it's need most

* End-to-End physical & virtual network
visibility

“100 times the scale at 10 times the performance of
our nearest competitor and at one-third the TCO.”
—John Chambers

Innovative full IT stack solutions

Pre-engineered integrations with HPE

Iﬁlet!:Packard e QrUbO

Enterprise

Validated Full Stack Solutions

25+ Solution Guides validated by HPE Labs
Friction free ordering, configuration and support

Flexible consumption and delivery options
Certified for IP Storage Fabric deployments
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Software Defined DC Network Automation

. Fabric Composer



aruvba

Fabric Composer

System Interface
Day-to-day Network & Security

configurations, and operations.
Fabric-wide visibility and troubleshooting
Fabric checkpoints/rollbacks

arvba

API

HTML5 GUI

Orchestration Engine

EVENT-DRIVEN, SOFTWARE-DEFINED AUTOMATION ...
PROVIDING a CLOUD-LIKE EXPERIENCE

for your Network, Apps, & Security

Management and Orchestration engine

Light weight VM (single or HA cluster)

Manages fabric as a single entity.

Single API integration point for Fabric automation.

Not in the data plane
AMDZU
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iLO Amplifier Pack

ECOSYSTEM INTEGRATIONS

+ Integration Packs for easy integration
into 3rd party solutions.

vmware

T

. simplivit
Fabric Composer TRy

APIs

ANSIBLE

Automated Fabric deployment

I AOS-CX API

Simply connect and discover
Built-in deployment workflows
Supports L2 and L3 architectures
Underlay/Overlay configurations
VSX deployment workflow

Spines

Aruba CX10K (Pensando)

VS%X

ARUBA CX
SWITCHES

o s e B £t ot

Integration packs automate...

Distributed Security Services

800G stateful FW,
Macro/Micro-Seg and

Telemetry services.

AFC Network & Policy
management

RACKS OF SERVERS

Host, VM, and topology discovery.
Virtual and Physical visibility.
VLAN automation for VM lifecycle.
Automatic vSAN traffic protection

AND STORAGE
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AFC Fabrics

arvba

Fabric Composer

Multi-Fabric/Multi-Site Support
Deployment workflows for easy automation

aruvba aruvba

Fabric Composer Fabric Composer

vmware
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aruvba

Fabric Composer

Dashboard View

Includes information about fabrics, switches, hosts, VMs, and Security

N\

Dashboard

Workflow Automations and Guided Setup
Point and click GUI streamlines and automates away complexity
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aruvba

Fabric Composer

Fabric Workflows for Easy Intent-based Deployments

Automate thousands of CLI commands, deploy in minutes, using best-practices, and error free.
Not ZTP... No config templates, no merging of variables, no copy/past, no spreadsheets...

B2 VSX (Fabric-1) @
Name, nter- ch Link Settings Keep Alive Interfaces Keep Alive Settings Summary
Name Prefix =& Leaf-Spine (Fabric-1)
Description
ISL Hello Interval
ISL Peer Detect Interval _@ @ @
ISL Hold Time Create Mode Name SE".DQS
ISL Timeout Name Prefix : ) :
Keep Alive Interface Mode b Gs Underlay Configuration -- Fabric1-Underlay Q]
Keep Alive IPv4 Subnetwork B SubnrATESS
Keep Alive Hello Interval
S — @ NamE (@) sETTINGS (@) MAXMETRIC @) summary
Keep Alive UDP Port
Linkup Delay Timer Name:
MAC Address Range Description = EVPN(Fabric-1)
Split Recovery Disabled Underlay Type
Transit VLAN
T _@_@_@_@_@_@-
Hello Interval Introduction Name VNI Mapping Settings Summary
Deadiintenval Fabric Fabric-1
Authentication Type Name Prefix My-EVPN
Passive Interface Enabled Description
SNMP Traps Enabled VLANS 10-100
Router LSA Enabled Base L2VNI 1000
Include Stub Links Enabled Route Target Type AUTO
On Startup Route Distinguisher auto
Import Route Targets auto
Export Route Targets auto
Redistribute Host Route Yes
MAC Address Resource Pool MAC-Pool (02:00:00:00:01:00-02:00:00:00:01:ff)




aruba  single Fabric View of IP Routing, ARP and MAC Table Status

Fabric Composer

Automating the hand-over-hand troubleshooting process.

— View the fabric as one system

— Similar look and feel to the CLI

— Regex filters to quickly identify data of interest

— Organize data output by header fields in an easy to consume manner

— User can stay in AFC to monitor/troubleshoot commonly used IP commands

IP INTERFACES IP STATIC ROUTES UNDERLAYS OVERLAYS ARP TABLES IP ROUTE TABLES

Switch Route Type Prefix Next Hop Address Protocol
- 1.1.1.10
cedar-sw-01 Forward 1.1.1.10/32 2.2.2.2via 1/1/49 OSPF

2.2.2.10 via 1/1/50
cedar-sw-02 Forward 1.1.1.10/32 2.2.2.12 via 1/1/50 OSPF

2.2.2.4 via 1/1/49

Q

cedar-sw-01# show ip route
Displaying ipv4 routes selected for forwarding

'[x/y]' denotes [distance/metric]

1.1.1.6/32, vrf default
via 2.2.2.2, [110/1], ospf
1.1.1.7/32, vrf default

via 2.2.2.2, [110/2], ospf

via 2.2.2.10, [110/2], ospf
1.1.1.8/32, vrf default

via 2.2.2.10, [110/1], ospf
1.1.1.9/32, vrf default

via 2.2.2.2, [110/2], ospf

via 2252 107 [ 11072117 ospE
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aruvba

Easy to Configure Automation Integrations

Fabric composer \We've done all the development work, so you don’t have to.

API level Integrations with Various Environments
Environment awareness and auto-discovery

Event based automation

Workload traffic optimization
Unprecedented visualization and improved troubleshooting

QrubQ  Fabric Composer Dashboard Configurationsv  Visualizations v

Aruba NetEdit : g
Configuration / Integrations / VMware vSphere

< Nutanix Prism

STATUS HOST |2 | USERNAME
VMware NSX-T

,,,,,,,

| ) VMware vSphere e

se-vcsa7-2.selab.plexxi.com administrator@vsphere.local

Q

ENABLED

Yes

vmware NSX

NUTANI>L aruba

AMDZDU
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@ iLO Amplifier Pack

Aruba
-
(ST TN Central —
| (770 . - Hewlett Packard
114 Enterprise
vmware SimpliVity
Cloud Foundation™

ECOSYSTEM INTEGRATIONS

[E] = (%adminv ?v

9o - I

AUTOMATED OPTIMIZATION OF VSAN
PROVISIONING TRAFFIC

SELECT AUTOMATED OPTIMI... =

VLAN (Direct Attach) Yes
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rabric composer  ENd t0 ENnd Automation and Visibility — Physical and Virtual

vImware. NUTANDL

Hosts Visualization
Filters
Fabric
PM-NTNX-Fabric
Selection

Hosts -

Settings
¥ Show Hosts
| Show Selection Table

¥ Hide Disconnected NICs

Hide NICs that are not connected 1o the
Composable Fadric

Displaying
&of7 Hosts
9of 9 Virtual Machines
Settings
o B I P I B o 1o R B |
Zoom 50%

Adjust 10 the desired spacing and sizing

Truncation
Specity the truncation position and the desired length

© Start © Middle ® End ' None

17 Characters

XLinkdown Warning - --Backup Path - -Stale P Port Security

Visualize Important
Host Details

Visualize paths from
VMs to Switch Ports

¢ pm-ntnx360-1 QD ¢ O

P

< pm-ntnx3602 @ O

Turn UID Indicator On
Modify Host Power

H Launch HPE ILO U1. 172.18.255.187 e Host status and controls for

HPE Servers

pm-im3180-c14u33 N

o pmentnx360-3 I O

s Gotie ﬁ
Name pm-ntn360-1
PortID 19
Product Name ProLiant DX250 Gen10 8SFF
| Heamn oK
Ensties Yoo Serial Number MXQD02010N
Link State Link Up Hypesvisor [
Speed 25Gops s 4 | D i
Speed Group 19 Cluster pm-ntriccva-1 nspeCt etails
Port Type SFP Cluster Version 5109
VLANs 100, 150, 180, 200, 250 ILOIPV4 Address  172.18.255.137
4 Native VLAN 1 ILOIP V6 Addresses 80 9640 cO% 222 2702 i :
pmEm3 | 6 pm-ntni350-3 iLO Host UUID 32383150-3023-5840-5130-2022303 1444 i é\j]
- Lt
Port Security D Power Status On Vl;_!'” w
= = VLAMIS0 ABS-Centos7
\ a!
eths AL
-
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Aruba CX Portfolio: End-to-End Enterprise Switching

100% RESTful i
AAPIs . AOS-CX Accmssv,'g FEEE

State Database G Micro-Services Time-Series

Architecture Database

Self-Healing and Restartable processes

| . S -
. . *
Ara Arahrafralrados doad .

*
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Aruba CX 8400 -

[ — —
Common Operating Model - )
built on Cloud Native Principles DC Spine/Leaf
: CX9300 32-port 400G 1U switch
(Aug/Sept '22) R

** CX8320 not supported due to o
Aruba CX 6400 lack of EVPN support o

A d
*

Rugggdizééi ‘
_Aruba CX 4100i

\
I
|
|
|
|
|
|

ArubaCX 6200  ““RCOOBM e
CX6300M due 16 amflow OptiaNS. cuaswassss=r==*""""

Access - Aggregation - Core - DC/Cloud

Aruba CX 6100

Aruba CX 6000

. . . . CONFIDENTIAL | AUTHORIZED 13
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Aruba CX10K
Software Defined Distributed Security

Aruba AOS-CX and 3.2Tbps, 48-Port 10/25G x 6 100G uplinks

Full Network functionality, plus 800G Firewall performance

A stateful firewall behind every switch port with built-in Telemetry streaming

AMDO
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FIREWALL TELEMETRY ENCRYPTION




@x-. | Distributed Services Switch - CX10K
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All forwarding is performed by TD3 ASIC,
Elba only delivers stateful services.

4 x PCle Gen3 4 x PCle Gen3

° Each Elba has 400G connection to TD3

o These are 4x100G links, part of internal
LAG 521 and 522.

o Hashing algorithm uses L3/L4
information to LB packets on internal
links.

456G 456G 4x56G 4x56G

- - - N - -

o Internal links are not visible in regular 8x256 | LAGS21 1-gy056 ¥ Y 8x256 | LAGS22 - gy25G
CX-OS commands.

° Elba shell access from x86 space is via
internal PCle interface, not the user-
ports.

o

Accessed with CX-OS shell or diag CLI




NETWORK ARCHITECTURE EVOLUTION

1990 2000 2010 2021
Layer 2 Switching Distributed
Switches < Switches < Fabrics Services Switch .

=% =

@
Flat networks, Spanning IP becomes the dominant protocol, Clos topology, Spine-Leaf Spine-Leaf Underlay/Overlay
Tree, protocol agnostics routing integrated in switching Underlay and Overlay, , : .
VXLAN/VTEPS Rich collection of wire rate stateful
Core-Distribution-Access Designs services
Built for East/West traffic
Mostly North/South traffic No scalability limitations

Security is hardware , _
appliance or software-agent Security services co-located at the

based TOR, delivered in-line on every port

Q CONFIDENTIAL | AUTHORIZED 16



High Speed Data Center Fabric
Current approaches to securing high speed data center fabrics

Up to 80% of all DC traffic is East/West Current approaches to securing E/W traffic:

(Ageﬁﬂfgnggsed) Centralized Appliances
CENTRALIZED SERVICES: Problem Statement
CISCO ACI % paloa_]!;gw
=<l illumio Fi:RTINET

vImware  NsX 3 Check Point

Internet
e | ISSUES With Centralized Services Model:
security « Unable to scale to match volume/velocity E-W traffic
Lont Inefficient use of bandwidth
L4-7 « Congestion & added latency
;EE_§Eé Emmmm « Diminishes the value of the Spine/Leaf architecture
Worklonds | ol | =l | : B8 = Complexity increases with scale
| = = B = {108 | B L2 - Difficult to design & troubleshoot
[(—=2l] [ ol| [[=——=d] [LLE:H. Limited visibility
A B C D «  Very expensive

Q CENTRALIZED SERVICES ARCHITECTURE CONFIDERTTAT TAUTHORIZED 7



aruvba
Fabric Composer
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Distributed Services Architecture
Software Defined Distributed Security

There's a better way:
Distributing intelligent services closer to your applications

Leaf

Workloads

( Internet |

DISTRIBUTED SERVICES ARCHITECTURE

v Perimeter
security

Distributed Intelligence Advantage

« Integrated 800G stateful F/W at every TOR
« Pervasive Security - Everywhere

« Both Macro & Micro Segmentation support
« Improved traffic flows & performance

« Reduced complexity

» Reduced costs

« Scale services as you add racks

« Centralized management via AFC

« Improved visibility w/integrated telemetry

Note: Perimeter Security solution stays in place

“100 times the scale at 10 times the performance of

our nearest competitor and at one-third the TCO.”
—John Chambers
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Distributed Services Architecture

Micro-Segmentation

b ¥
~
Automation &
orchestration

Services

) @
) @
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o
o
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Fabric Composer

AMDQU
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AFC Micro-Segmentation Workflow

vSphere

— Micro-segmentation workflow

— Combines steps to create fully functional micro-segmentation policy in a single ‘super-wizard’
Create DvS — user can select multiple hosts/vnics in the single screen

2. Create PVLAN - Primary and Isolated PGs
3.

4. Create Policy and Rules

1:

Create Network and SVI - contains prepopulated fields

B} Distributed Virtual Switch

®

Settings.

DVS_AFC_mic-seg

O Footer content

VIMWAre  |ntegration

Distributed Services Platform
AFC Workflows for Micro-Segmentation and VM Tag-based Policies

AFC VM Tag-based Policy Workflow

— Dynamic VMware tagged based policies

— Automation enabled at the vSphere integration level

— AFC dynamically tracks vSphere TAG for newly added VMs

— Policy updated dynamically for the newly added VMs

@ Endpoint Groups

Applications

1Pv4 Addresses (L3

& Firewall Log




@ | Distributed Services Switch
Can be used as a TOR solution only if preferred

We prefer Aruba at the Spine, but it can be any vendor.

Any Spine >

aruba

Fabric Composer

AMDZ
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(‘ § l) ——————— > Leaf . ;

Automation &
orchestration

v' Perimeter
security

o Workloads
vmware
NUTANI>L. aruoa [

© e A
= B DISTRIBUTED SERVICES ARCHITECTURE
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* Unlike other vendors, this is not a proprietary forklift proposition.
* Deploy CX10K at every TOR, or as a TOR point solution.
Q « Automation thru AFC Integration Packs are still supported CONFIDENTIAL | AUTHORIZED
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&2 | Distributed Services Platform
Software Defined Distributed Security - Deployment Flexibility

(existing)

Spine Switches Deploy as standard TOR with no

Central AFC security policies

Management

Enable Macro-Segmentation
Need to ensure all servers requiring

security are in different VLANs
Intra-VLAN traffic is never inspected

Enable Micro-Segmentation
Secure between any workloads

Can build on macro-segmentation policy

VLAN 10 VLAN 20 VLAN 30

T
> e e’
o™
nu_ T
o [
e

<
- ”_ )
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@2 | Unified API-Driven Automation & Security Architecture
3" Party Integrations & Toolsets

) vmware @
vSphere

EEEEEEE

Aruba CX 10000

arubQ rabricComposer | O ON% 0O OANLC ¥ T s —— S

« Unified infrastructure

« vCenter Integration

» Fabric discovery & automation

» Policy — ACL and Stateful rules

* Micro segmentation orchestration

» Physical & Virtual visualization AN
Policy & Services Manager (PSM)

« Security policy deployment
Q « FW Logs and Telemetry
« Diagnostics
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CX10K as a pure Security solution

3" Party Integrations & Toolsets

) vmware @
vSphere

EEEEEEE

N
c% %@o
o
K K5
Aruba CX 10000
D . T b |
2 i
s g\v? 1 .. ., e
A 0900 | — — I

AMDZU . .
SENSANDO Policy & Services Manager

«  Security policy deployment

Q « FW Logs and Telemetry CONFIDENTIAL | AUTHORIZED 24
« Diagnostics



Network Automation begins with Rich Telemetry aruba

1. Automation is king, and part of every Data Center discussion

Automation Process for Business Value
2. Automation requires Machine Learning to determine what should be automated

3. Machine Learning requires telemetry data (lots of it)

Monitoring 4. Tools are only as good as the information provided to them
(Learn) (Engage)

Business

Optimize
Tool Farm

Automation
Rest APl POST

(Deliver)

Security/XDR

FW Syslog
................ > Distributed event 5 Apg
streaming platform ependency
Gartner Metrics/Tags Mapping (ADM)
Publish subscribe Network {%
_ Performance
— Machine Learning &

“By 2025, 25% of enterprises will
automate more than half of their
network activities, an increase from less

Aruba CX1 OK lllllllllllllll > Flrewa” Ru|e

than 8% of enterprises from early 2022.”
AMDZ1 Compliance
— Gartner PENSANDO

Analytics

Real-time Data Lake
a | IPFIX/Flow Telemetry

SIEM/SOAR
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ARUBA FABRIC COMPOSER & CX10K for Automation & Security
PROVIDING HYPERSCALE EFFICIENCIES for the Enterprise

Deployment Automation for Aruba Data Center
fabrics. Build DC fabrics in minutes with built-in
workflows (super wizards).

Easy to install API Integration Packs enable
automation, visualization, and monitoring of attached
hypervisors, VMs, and Host networking environment.
Automate everyday networking tasks, including
VLAN auto-provisioning for VM life-cycle.

No tickets, no friction, rapid deployments.

Simplified troubleshooting thanks to a deep insight
into flows and end-to-end connecitivity.

Centralized policy management for stateful Macro &
Micro Segmentation Services.

Real-time Telemetry streaming for visibility into every
flow.

Q

s

vmware SRR 1
r"; vSphere NSX ij-w:r:,'

Cloud Foundation

AMDQ
o= ,\'] NIl iLO Amplifier Pack NUTANIC

A

ANSIBLE

— =
Hewlett Packard =
Enterprise

SimpliVity  Aruba NetEdit

ECOSYSTEM INTEGRATIONS

aruvba

Fabric Composer

g

Single API Integration point

Real-time Telemetry

streaming

Powerful Integrations Help IT Admins Automate Network Configuration fgc}
and provide full visibility, telemetry, and reporting Machine Learning &

Aruba CX Switch Series: CX 6300, 6400, 8325, 8360, 8400, * 9300, 10K

Analytics
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arvba

a Hewlett Packard
Enterprise company

Arrange a follow up or demo today!



arvba

a Hewlett Packard
Enterprise company

Thank You!



