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Network
controls using
CEIRINE
device data

Visibility into
location and
time with
granular
controls

Open APl & Syslogs
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Device Profilmg ° SamsungSM -G950U * Personally owned
* Android * Registered
* “Jons-Galaxy” / \ * 0S up-to-date

/ 1§ Active Dlrectoh

Hansen, Jon [Sales]
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In-compliance = true
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Comprehensive Profiler Methods pro

Helps ensure accurate fingerprints

Passive Profiling

DHCP Fingerprinting (MAC OUI & Certain Options)
» AOS IF-MAP Interface, DHCP Relay or SPAN

HTTP User-Agent

 AOS IF-MAP Interface, SPAN, Guest and
Onboard Workflows

TCP Fingerprinting (SYN, SYN/ACK)
« SPAN

ARP
+ SPAN

Netflow/IPFIX/sFlow
* Identifies open ports

Active Profiling

Windows Management Instrumentation (WMI)
Nmap

MDM/EMM

SSH

ARP Table
« SNMP

MAC/Interface Table
« SNMP

CDP/LLDP Table
« SNMP
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Network Device Detalls e

Sys Name: Cisco-switch-51,202

1ange View
Vendor: Cisco
Sys Location: #1344#ROW2#Rack1"" oints *
Sys Contact:

Sys Description: C
RELEASE SOFTWARE (fc3)

Copyright (c) 1986-2013 by Cisco Systems, Inc.

Show 10 ~|records
Compiled Tue 27-Aug-13 11:06 by prod_rel_team =

Status: New Update Time

Update Time: Wed Oct 07 2015 15:03:09 GMT-0700 (PDT) 2015-10-07 21:48:46

IP Address: 10.2.51.202 -10- AR
10.2.50.202 2015-10-07 21:48:46
10.2.48.193 2015-10-07 21:48:46

Neighbour Device Details:- 2015-10-07 21:48:46

) New 2015-10-07 21:48:46
# 1IP Address Name Port Device Platform ) New 2015-10-07 21:48:46
1. 0.0.0.0 localhost.workspacedemo.com Gi1/0/18 SWITCH VMware ESX Now 2015-10-07 22:03:09

2. 10.1.93.20 Cisco-Switch-48.1 SWITCH
— - New 2015-10-07 21:48:46
0019fd Q. Cisco-Switch-51.201 10.2.50.201 ~| Cisco New 2015-10-07 21:48:46
58bda3 W40, Cisco-switch-51.202 10.2.61.202 ~| Cisco New 2015-10-07 22:03:09

ed0c7fe

c0e751 Showing 1-10 of 15 P> P
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Wait for new Fingerprints to be
made and/or manually override
devices 1:1

Update Device Fingerprint

Specify the device fingerprint for endpoint "0015c928e865" -

1P fadresa 10:93:3-140 Update Type: Override fingerprint @ Add fingerprint rule
Static IP FALSE o , ,
Update Profile with new fingerprint rule
Hostname win-fefqde2iq18
- Specify device profile details
Device Category IComputer v .
ALCass PGS Device Category: |Sensors [*]

Device OS Family

Audio/Video Devices Device OS Family: [Gumstix [=]
Device Name Automobile .
Device Name: [Environmental Sensor] [+]
Added At Barcode Scanner

Biometric Devices
Building Automation
Show Fingerprint Computer Device profile will be updated with the fingerprint rule as follow

Embedded

Game Console

Home Audio/Video Equipment

KVM

Medical Device

Monitoring Devices

Network Boot Agents

Updated At Device fingerprint selected from "0015c928e865"

DHCP Options: ['63,54,50,55"
DHCP Option55: ['1,28,2,3,15,6,12,44,47,121,249,33,252,42"]

Create your own
Fingerprints!
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B paloalto
\C/Evrr(])?;pl:slggculty JUﬂlper

. . NETWORKS
AGPUVENIUSTNGERTILY. Device: Personal iPad
0S:10.9.3 F:ERTINET
. Compliance: Healthy
User and Device ® @ @ @ P -
WHO WHAT WHERE WHEN QCQeckE'omt

ClearPass
Access Management

Employee Access Context Shared FW policy adapts to need

» No agents/clients required



What Context Can We Share?
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B palo JUuniper & Check Point F::RTINET | SONICWALL
Source IP ~ ~ N A s
Username N N N A s
ClearPass Role N A~ ~ A -
Domain M~ N A » y
Device Type 2N ~ N ) -
Machine OS /I\ /]\ /]\ y »
Machine Name N A N » -
Health/Posture N AN A § »
Ingress Event Engine N N N S -

Dictionary




Ingress Engine Third-party Threat Protection prolink.
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User connects and NGFWI/IPS sends event ClearPass isolates client
uploads/downloads threat to ClearPass

Adaptive Trust Defense based on real-time threat detection

* Ingress Event Engine
— Ingestion of syslog messages for policy/triggers

— Support for many popular vendors - option to
Import as needed



QrUbo ClearPass Policy Manager - What’s Built-in! prolink.
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Over 100+ Partners

Services IT Tools Security
Exchange
(3" Party Integration) m“cp&ee'

. poWer-
oris PO
Toget"®

o pa\OQT\}ogsx

- Policy Engine - Policy Simulation
- 802.1X - Access Tracking

s - Template-based policy . , .
MASANE creation A alrwatc!; JunipPer

= G u ESt > SyS | Og Feed S by VIMWA NETWORKS

- LDAP Browser :
- TACACS+ - Per Session Logs - Extensions

- Profiling/Onconnect | - Advanced Reporting - Ingress Events @ Mobilelron

- Context Database (Insight) B Microsoft

- +100 RADIUS
dictionaries

- AirGroup
Bonjour/DLNA

=Ue
servicenow
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Onboard Guest OnGuard

|

Automated workflows

Enhanced security for
BYOD and guests

' Now Bundled “
With Access ™,
License

Rules by user role and
device types
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@ mulberry ave.

Welcome to Mulberry Avenue

Visitor Registration

dinnﬁ»ére

tease comg . ’ y access to the Intemet
* Your
! ! handbags e ‘
o, [ _\. [>=
o4 foo.twear
=3

Clearpass Guest prolink.
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Sponsors, self-registration, SMS
Integration

Advertising

Highly customizable fields to
capture needed data

Social Login (Facebook, Twitter,
Linkedin, etc.)

Bandwith Management and
Quotation, MAC caching



3 Hewer ackard Clearpass Onboard
User’s device redirected User enters AD
to portal credentials to start onboard

will ATAT 25 107 PM e TB
Enter the password for ' Nortwesitern

- ’ .
B ——
| BEING TOUR OWM DEVICE
4 BYOD P‘
= Usemame

BYOD Provisonsy  Password

» Automated configuration: Network settings and certs

> Built-in certificate authority (CA): Inc. user and device data

Automatically
places user on proper
network segment

pro
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Check health before
network access

Multiple operating systems
supported

Persistent and dissolvable agents

.'/(
.-'/ -
o -'_ 1 l -
D

Endpoint Health
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Automate Device Health Checking

Access Network

]
|

ClearPass Windows Universal System Health Validator o

Enable checks for Windows 10

Product-specific checks (Uncheck to allow any product)
Select the antivirusproduct Symantec Endpoint Protection ﬁ
Product version check At Least - | Wersion is At Least 121
Engine version check |s Latest -
Windows 10 -] J

{1 Services Data file version check |5 Latest j

I Processes

bl . Data file has been updated in E Heur(s) j

1} Registry Keys

L Last scan has been done before |7 Daylsl = |

13 AntiSpyware Real-time Protection Status

1} Firewall Check
1J Peer To Peer

L} Patch Management mm
L} Windows Hotfixes

i1z USB Devices

L} Virtual Machines

No Check ©@Q0n COOff

iz Network Connections
+z Disk Encrvotion
Quarantine Message

Reset Save m

prolink.

solving IT

ClearPass OnGuard

Detect
non-compliant
devices



Automate Device Health Checking prolink.
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Access Network ClearPass OnGuard

cJ

Detect
non-compliant
devices

Block access to network resources
across wired, wireless & remote



Automate Device Health Checking prolink.

solving IT

{ Access Network ClearPass OnGuard
el

l

Minimizes risk to network Detect
Allows user self service non_—compllant
devices

Auto-remediate
the device

Block access to network resources
across wired, wireless & remote
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§ Multivendor

L&

Clearpass Exchange

Both wireless and wired policies

Visibility (Device Profiling, Troubleshooting, Per-
Session Tracking)
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