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Mobile First | Secure | Open | Insightful and Autonomous 

BEST-IN-CLASS 
ECOSYSTEM 

IT SERVICES  BUSINESS AND USER FACING APPLICATIONS 

WIRED 
ACCESS 

WAN 

SECURE 
INFRASTRUCTURE 

SOFTWARE 
PLATFORM 

ClearPass 
AirWave 
Central Meridian 

Aruba 
OS 

WIRED 
CORE/AGG Wi-Fi | BLE | 

TAGS 

VIA CLIENT 

REMOTE ACCESS 

NetInsight 

MANAGEMENT SECURITY LOCATION 

Mobile First Architecture 

IntroSpect 



ClearPass Continues to Grow 

Infrastructure 

MDM / EMM 

Network 

controls using 

real-time 

device data  

Visibility into 

location and 

time with 

granular 

controls 

Next-Gen  

Perimeter Defense  

SIEM, Automation, MFA 

Granular 

traffic control 

with user and 
device data 

Visibility and 

interactive 

control 

features 

Client Devices 

IoT Devices 

Multivendor Interoperability Context Sharing Open API & Syslogs 



EMM/MDM 

• Personally owned 
• Registered 
• OS up-to-date 

Enforcement Points • Hansen, Jon [Sales] 
• Title – COO 
• Dept – Executive office 
• City – London • Location – Bldg 10 

• Floor – 3 

Identity Stores 

Sources of Usable Context 

• Samsung SM-G950U 
• Android 
• “Jons-Galaxy” 

• Hansen, Jon [Sales] 
• MDM enabled = true 
• In-compliance = true 

Device Profiling 



Comprehensive Profiler Methods 

• Helps ensure accurate fingerprints 

 
• Passive Profiling 

• DHCP Fingerprinting (MAC OUI & Certain Options) 

• AOS IF-MAP Interface, DHCP Relay or SPAN 

• HTTP User-Agent 

• AOS IF-MAP Interface, SPAN, Guest and 
Onboard Workflows 

• TCP Fingerprinting (SYN, SYN/ACK) 

• SPAN 

• ARP 

• SPAN 

• Netflow/IPFIX/sFlow 

• Identifies open ports 

 

 

 

• Active Profiling 

• Windows Management Instrumentation (WMI)  

• Nmap 

• MDM/EMM 

• SSH 

• ARP Table 

• SNMP 

• MAC/Interface Table 

• SNMP 

• CDP/LLDP Table 

• SNMP  

 



Visibility 



NEW WAY:  
Create your own 

Fingerprints! 

OLD WAY:  
Wait for new Fingerprints to be 
made and/or manually override 

devices 1:1 

Custom Fingerprinting – Solving IoT Issues 



Adaptive Trust Context Sharing 

User and Device 

FW policy adapts to need Context Shared Employee Access 

 No agents/clients required 

Who: Bob 

Group: Faculty 

Device: Personal iPad 

OS: 10.9.3 

Compliance:  Healthy 

Adaptive Trust Identity 



What Context Can We Share? 

Context/Feature 

Source IP ↑ ↑ ↑ ↑ ↑ 

Username ↑ ↑ ↑ ↑ ↑ 

ClearPass Role ↑ ↑ ↑ ↑ x 

Domain ↑ ↑ ↑ x x 

Device Type ↑ ↑ ↑ x x 

Machine OS ↑ ↑ ↑ x x 

Machine Name ↑ ↑ ↑ x x 

Health/Posture ↑ ↑ ↑ x x 

Ingress Event Engine 
Dictionary 

↑ ↑ ↑ ↑ x 



Ingress Engine Third-party Threat Protection 

• Ingress Event Engine 

– Ingestion of syslog messages for policy/triggers 

– Support for many popular vendors - option to 

import as needed 

Firewall / IPS 
LAN/WLAN 

User connects and 

uploads/downloads threat 
NGFW/IPS sends event 

to ClearPass 
ClearPass isolates client 1 2 3 

Adaptive Trust Defense based on real-time threat detection 



ClearPass Policy Manager - What’s Built-in! 

Services 
 

- Policy Engine 

- 802.1X 

- MAC Auth 

- Guest 

- TACACS+ 

- Profiling/Onconnect 

- Context Database 

- +100 RADIUS  

  dictionaries 

 

IT Tools 
 

- Policy Simulation 

- Access Tracking 

- Template-based policy 

creation 

- LDAP Browser 

- Per Session Logs 

- Advanced Reporting 

(Insight) 

- AirGroup 

Bonjour/DLNA 

 

 

Security 

Exchange 

(3rd Party Integration) 
 

-   API’s 

- Syslog Feeds 

- Extensions 

- Ingress Events 

Over 100+ Partners 



Automated workflows 

Enhanced security for 
BYOD and guests 

Rules by user role and 
device types 

Onboard Guest OnGuard 

ClearPass Expandable Applications 

Now Bundled 
With Access 

License 



Clearpass Guest 

Sponsors, self-registration, SMS 
Integration 

Highly customizable fields to 
capture needed data 

Advertising 

Social Login (Facebook, Twitter, 
Linkedin, etc.) 

Bandwith Management and 
Quotation, MAC caching 



Clearpass Onboard 

User’s device redirected 
to portal 

1     User enters AD 
    credentials to start onboard 

2  Automatically 
 places user on proper  
network segment 

3 

Doctor 

 Automated configuration: Network settings and certs 

 Built-in certificate authority (CA): Inc. user and device data 



• Check health before  

network access 

• Persistent and dissolvable agents 

• Multiple operating systems 

supported 

Endpoint Health 

ClearPass OnGuard 



ClearPass OnGuard Access Network 

Automate Device Health Checking 

Detect  

non-compliant 

devices 



Automate Device Health Checking 

Block access to network resources 

across wired, wireless & remote 

ClearPass OnGuard Access Network 

Detect  

non-compliant 

devices 



Automate Device Health Checking 

Block access to network resources 

across wired, wireless & remote 

Minimizes risk to network 

Allows user self service 

ClearPass OnGuard Access Network 

Detect  

non-compliant 

devices 

Auto-remediate  

the device 



 

Multivendor 

 

Clearpass Exchange 
 

Both wireless and wired policies 

 

Visibility (Device Profiling, Troubleshooting, Per-
Session Tracking)  

 
 

Why ClearPass? 



THANK YOU... 


