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Challenges with Current Distributed Architectures

LAN Side Challenges WAN Side Challenges

» Complexity caused by » Limited capacity & long
increasing number of setup times for MPLS
devices, VLAN proliferation

Lack of control and visibility

* End points going mobile into WAN traffic

« Poor visibility into
clients/devices

Complex management of
the WAN and routing policy

» Lack of authentication of
clients/devices

More SaaS traffic (0365,
Box, SFDC, ...) directed
over Internet.

» Lack of common policy for
users connecting to
network via wired or
wireless

Lack security measures
and control to safeguard
the network

Operational Challenges

« Multiple management platforms, Multiple operating
models, Multiple vendors, Policy is distributed

meeTurP #ArubaAirheads 2
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Goal: Solve the Branch problem, not just the WAN

é] Simple (at Enterprise scale)
Drive simplicity and fewer boxes in

branch solution

E\ pu Transport Independency
Yo Own your WAN policy

a Common Policy and Management
for Wired, WLAN and WAN

O
E?)')mIRHEADS

eeTur #ArubaAirheads 3
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Aruba Distributed Architectures

ARUBA
CENTRAL

SD-Branch

............ ot
X

Il
i
—t
il
T

MicroBranch
(IAP-VPN)

I

|

CLEARPASS e¢ee INTROSPECT ee°

o

C

POLICY
MANAGEMENT

On the road
(VIA)

O,
¥, AIRHEADS
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Goal: Solve the Branch problem, not just the WAN

é] Simple (at Enterprise scale)
Drive simplicity and fewer boxes in branch solution
Own your WAN policy

for Wired, WLAN and WAN

Y. AIRHEADS

(©) meeTup #ArubaAirheads 5
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Software driven branch networks

NETWORK INFRASTRUCTURE

CLOUD MANAGEMENT

oo

1y My
vy LEN

it Overview for last 3 months

|

Bandwidth Usage

INSTANT ARUBA-OS BRANCH
ACCESS POINTS SWITCHES GATEWAY
SERVICES
GUEST NETWORK  PRESENCE  gp\waN  SECURITY
S WI-FI ANALYTICS  ANALYTICS ~

O

AIRHEADS |
#ArubaAirheads 6
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Simple Onboarding

— Installer selects site and scans
devices

Select Customer Q/

All Sites

< 95054-Site — Installer gets status of device on
boarding

=% Customer: Safeway

Your registration is complete. <) Label: Santa Clara

3071 Stevens Creek Blvd, Santa Clara, _ Admin gains Central ViSibiIity into

Select a customer to get started

CA 95050 ] )
McDonalds Onboardlng
. SN: BX0072831 . ]
Safeway ;gégflvermark Plaza, Santa Clara, CA MAC: 18-64:72-¢5:45:0c smatus _ Slte awareness Seeded |nt0
= onboarding
SN: BX0073397 H H
“% MAC: 18:64:72:¢5:49:78 - Conflguratllon group DUShed aS part
oo of onboarding

SN: BX0073474

MAC: 18:64:72:c5:4a:12

PP CONNECTED

SCAN DEVICE

meeTurP #ArubaAirheads 7
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Hierarchical Management

V FILTER GATEWAY MANAGEMENT

arubQ central home-7008 (1 Total Devices | 0 Down AR

REFINE FILTER LISTING

— : , :
B A IANAGEMENT J Q sam Apply configurations on a group basis

Q search Current App GROUPS All Groups (11)

R GROUP-sam GROUP-sam-7008 Overrides on a per-device basis (bulk-edit possible)
Find devices, clients and networks
GATEWAYS
GROUP-sam | desk-7005 . q 0
Interfaces | GROUP-sam-7008 | home-7008 | Monltonng based on sites/labels
Set Interfaces, DHCP, NAT parameters GROUP-sam | JW634A-20:4C:03....
WAN GE-0/0/2 Enabled v Not-definec .
Set uplink, path steering policies
GE-0/0/3 Enabled v Not-definec .
VPN
Set IPSec encryption parameters GE-0/0/4 Enabled v Not-definec .
Routing GE-0/0/5 Enabled v Not-definec .
Set routing parameters
_ +
Security
Set advanced security parameters
System _ Port Channel
Manage advanced system settings
NAME MEMBERS PROTOC(

High Availability

Set redundancy parameters

O

AIRHEADS

(Q) meeTuP #ArubaAirhe@s 8
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Making branch security scalable...
Group based security policies

Configure policies at the group level.
Override Aliases at device level.

Manual override:
Set alias at group, define it at device

Automatic override:
e Set VLAN + offset (or the whole VLAN) ,—---------------------C---)-@ ------------------- ~
Role based policies: i = E
e From role A to role B... ] ))}Q(( i
i Alias: Camera-VLAN i
i Network VLAN10 i
| |
i Manual override -
| Role: Employee [ Alias: Server J
i 10.127.20.7
6 3 2 . : Auto Override - Alias: VCR :
é Security Core g Network VLAN 10 — Offset 15 ]
o) ‘\\ Branch ,,"
ey
IRHEAD
(&)) meeTup S #ArubaAirheads 9



Health Dashboard

— Monitoring via two approaches

— Metrics and stats that are passively
collected

— Metrics and stats that are actively
collected from synthetic transactions

— Results Delivered in Three Ways
— Via APIs and API based notifications
— Via exportable reports
— Via the Central Dashboards

V. AIRHEADS

(Q) meeTup

aruba | Central

( mmm current app
‘ E28 MONITORING & REPORTS

V FILTER MONITORING & REPORTS

SHOW ALL GROUPS (532 APs | 6 Switches | 1.2k Clients) ¥

- -
_ Walkthrough

TEMPORAL FILTER

2O Past 24 Hours

STATUS USAGE
Network Overview
A high level summary
WLAN WIRED GATEWAY
Client Overview -
AC " BRANCH NAME DEVICE HEALTH
A Client Specific Summary —a . DEVICE 2.4 GHZ 5GHZ A/ DEVICE DEVICE UPLINK DEVICE UPLINK TUNNEL DEVICE
V LAL’ l= STATUS HEALTH HEALTH —[—‘I w STATUS HEALTH STATUS STATUS STATUS STATUS HEALTH
ApPRF lifoni kel
Something about AppRF Califonia-Berkeley o o [} o o O
. 07d | 14h |01 m . . . . - '
Branch Health ifamia- _ -
Something about Branch Health g?h‘r?nlg !TA Area ° (@] o @ o o [ ] o ®) ° o
Reports Califonia-North Bay . . . . .
Read and Create Reports GOl Yool @lo: ® . ® ® . ©
. Califonia-South Ba ~
Notifications 07d | 14h | 01 m Y ° ° o (0] ° o [ ) ° ° @ o
Something about AppRF
o o @
NO Low MED MANY
ISSUES ISSUES ISSUES ISSUES
BRANCH HEALTH TRENDS
DEVICE STATUS DEVICE HEALTH
—Z'I‘h —1‘Zh N?w -24h r‘\‘Zh Now
WLAN [ | WLAN -. | | [ | | | .
WIRED | | [ | WIRED [ |
GATEWAY — | | [ | | | .' GATEWAY [ |
' | ' )
18:00 06:00 18:00 18:00 06:00 18:00
Jul1a Jul1s Jul1s Jul14 Jul1s Jul1s
up DOWN uP Fair Poor
——— z‘ o W
® Mexico
Mexico
) Cuba

PIN RADIUS
50 MILES v

#ArubaAirheads 10
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Site Health Dashboard

. arvba
— System Health Indicators PAST 3 MONTHS v
— Devices Disconnected
— CPU Utilization SUMMARY STA o ANS
/ICES $ -9 142 we W = .
— Memory Utilization [} R SE | - - : i .
BANDWIDTH Ny e 2 7 - t
BANDWIDTH - * Sl s .
— RF Health Indicators e 0w
— Channel Utilization (5/2.4Ghz)
— Noise Floor (5/2.4Ghz)
HEALTH TRENDS FOR [STORE NAME HERE]
DOWN DEVICES . & 5H CPU (70%) UTILIZ/ &
— Client Health Indicators 143 143
— Client Health Score Y v " Y v "
— Connectivity Health Score o R L I Y | .
") [ () “.,‘--[;'Jn{j‘lrll‘::{:‘ EVICE!
-
— WAN Health Indicators
— Policy compliance e : - Lsile LS : =
78/100 143 m
—_ WAN usage AVERAGE SCORE .

#ArubaAirheads 11
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Topology View

— Tree and Planetary View ACCESS POINTS SWITCHES CLIENTS
y QrUbQ Central All Groups v 2 0 0 0 1 0 5 2 ﬁQ.‘l

Up Down Up Down Wireless  Wired

anm ) Detail =
Al Network Management Topo|ogy Q Locate Device - etails

— Hover info Name: o

Monitoring ‘@’ ‘ . ’ IP: 10.51.025
St — MAC: 00:1A:1E:1E:97:40
- VLAN OverlayS Qverview ‘@’ Type: Switch/Router
— éi) Model: Aruba 53500-48P
| Topology @ Serial: CB0005993
core\ Folder: Top
Access Points

éoj /jé_;) éoj Last Contacted: jun 7, 2017 8:25:27 PM
. Status: P
Switches O dev-distro-swi... ;

=8 Health: @

. Mem Usage:
Clients switch-F11 £

— Health status

Stack Role: Master

AppRF™

Wireless Security switch2.8
Notifications
Configuration

Reports

Maintenance

®)
(g) AIRHEADS

meeTur #ArubaAirheads 12
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Client View | Walkthrough

CLIENT SSID AP

— Complete end-to-end visibility: @
. S>> >>>>
— Client info

— RF & Health

— Location CLIENT INFO  SUMMARY

— Clarity

UCC USERNAME : capesensor STATUS : Connected
MAC : 40:ed:98:57:67:6a CONNECTION MODE : 802.11AN
- IP: 10.127.20.11 SSID : BRANCH-CORP
MANUFACTURER : IEEE Registration Authority VLANID : 1

ENCRYPTION : WPA-2 Enterprise

DHCP SERVER : 10.127.20.1 AUTHENTICATION SERVER : 10.130.30.21

USAGE & RF HEALTH

SIGNAL STRENGTH : 32 dBm SPEED : 144 Mbps
SIGNAL TO NOISE RATIO (SNR) : 63 dB CHANNEL / BAND : 116 /5 GHz
CURRENT LOCATION
O
(\7 AIRHEADS |
U) meeTup #ArubaAirheads 13



More than just monitoring..

Reports . G ,"Y’ SIaCk

API for all platform 2 Webhooks for
; interactions /.’ outbound notifications
i ’
¢ /
Remote > - ‘~ ;) = "n w
" - \ . L -
Console | |  ~—--o._ ‘N ;T
" .‘9 é : -
- -

Software
Management

IRHEADS

¥
(Q) meeTup #ArubaAirheads 14
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Goal: Solve the Branch problem, not just the WAN

Drive simplicity and fewer boxes in
branch solution

E\ pu Transport Independency
Y Own your WAN policy

for Wired, WLAN and WAN

O
%, AIRHEADS

meeTur #ArubaAirheads 15



Redistribute
branch Subnets

------

Setting up the overlay

) E

Establish VPN tunnels

/

- ———

N4
AN

=::(
{
I|I

Advertise branch routes

Branch subnets
advertised
upstream via
cfgset (ike ext

Start sending traffic

T T T 5 PO ) Corp routes
1 (s o o+ 1 1 (s s T
: = I : Nﬁ}l pointing to
i | ,)EQ(( i i ) : the tunnel
sec
;G | e : : = i
Corp Data Traffic i H i H
1 ! I !
\ / \

Sy AIRHEADS T S — ’

Y) meeTur #ArubaAirheads 16



Dynamic Path Selection/Steering

o Role + Application

tx»( salesforce @
Ve @

Per user role, classify important
applications for e.g. Employee

Business Ciritical, Voice, Best-
Effort, Guest

%, AIRHEADS

meeTup

r ~N
Delay
Jitter >
Loss

\_ ),

Configure SLA parameters per
user & application category

e Path Preference

MPLS
J
Internet
] A
]
J
4G/LTE \

Configure path preference and
fallback options per application

category

#ArubaAirheads 17



What does a DPS Policy look like?

Specify ‘Interesting’

Traffic

Traffic Specification Rules for Employee Mission Critical Policy

Choose SLA parameters
to measure WAN
performance

Select SLA for Employee Mission Critical Policy

e Configure path

preference parameters

WAN Path Selection for Employee Mission Critical Policy

NAME LATENCY (MS) JITTER (MS) LOSS (%) UTILIZATION (%)
SOURCE DESTINATION APPLICATION Highly Available 150 150 1 20
Direct to Internet
Employee Any Workday é‘) Best for Internet 100 100 5 80
Bestfor Volce »0 ® ° 5 Primary path: ~ MPLS1, MPLS2 v
Employee 20.20.20.0/24 Exchange n
Secondary path: Al INET All LTE v
Employee 30.30.30.0/24 TCP Port 22
Probe Options for Highly Available SLA
Last resort path:  -- None - v
+ Destination IP: 10.1.1.1
Protocol: o 1cmp - O upp
Probe interval: 1 sec.
Bursts per probe: 30
O

AIRHEADS

(Q) meeTup

#ArubaAirheads 22




Dynamic Path Steering

Is the WAN link compliant to the

application SLA?

- View compliance per WAN link
- Highlight violations with specific
reasons

Is the policy honoring path

preference?
- View session distribution across
active links

Is DPS kicking in when there
are WAN link SLA violations?

- Quickly identify session
movement between WAN links

O

AIRHEADS

(&)) meeTup

SUMMARY WAN LAN TUNNEL ALERTS
upP 2/2 12 a/4 4

MORE ¥ |

WAN POLICIES | LAB-NETWORK v

ACTIONS v

EXPECTED THRESHOLD VALUES PATH PREFERENCE

PATH STEERING

SUMMARY WAN LAN TUNNEL
up a4

| MORE ¥

BANDWIDTH: 0%

PUBLIC_INET = PRIVATE_MPLS

LATENCY: 150ms

LERTS TOTAL ALERTS: 4

JITTER: 150ms

DESCRIPTION SEVERITY GENERATED ON

PACKET LOSS: 1% 09/17/2018 21:24

DPS Compliance Viola. SLA DPS Compliance Violations for Customer : alpha2_sub_400 with Device Serial Nu. © major

DPS Compliance Viola, SLA DPS Compliance Violations for Custamar - ainha cib 400 with Ravica Carial N M mainr PVPYISTRTRTS
SLA DPS Compliance Violations for Customer : alpha2_sub_400 with Device Serial
DPS Compliance Viola. SLADPS Compliance Violations for Cu Number : CP0026411 for Policy Name : voice and Uplink Id : 102

POLICY COMPLIANCE

DPS Compliance Viola, SLA DPS Compliance Violations for Customer : alpha2_sub_400 with Device Serial Nu. 09/14/2018 09:29

ACKNOWLEDGE ALL

© major

Overview

private_mpls

, oATAVIEW TIME RANGE
public_inet (.4’ GATEWA M €9 PAST 1 WEEK M
SUMMARY
NETWORK HEALTH omsaunce v b swrus (@ Noussues @ porenTiaLissugs  IN: 4300 THE WOODS DR SAN JOSE 95 APS:2 SWITCHES:1 GATEWAYS: 1 .

POLICY COMPLIANCE

‘ DEVICE CONNECTIVITY ‘ PERFORMANCE

STATUS BANDWIDTH 7 SITE AVAILABILITY 7 POLICY COMPLIANCE

7 SiTE Nawe SITE TYPE STATUS
CONSUMED

HUB |sPOKE | cLoUD up | Down

)~ Union City.

Burling:
= Hillsborough

ST Dps-corp
Foster City;

>N 0 A0
San Francs San Mateo) %254
st =0

Dps-internet-hand-off

San Carlos

Redwood
City.

Half Moon
Bay

| oom o o r—

Woodside * Sl
. | SANTACLARA-OFFICE |
. | Device Status (Up | Down): 1| 0
| Connectivity Status: PARTIAL
Portola) L Mountain View Site Availability (%): 100 |

Valley, Los Altos

Sunnyvale

Loyola
Eoyolal Santa Clara Leaflet

#ArubaAirheads 23
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Goal: Solve the Branch problem, not just the WAN

Drive simplicity and fewer boxes in
branch solution

Own your WAN policy

a Common Policy and Management
for Wired, WLAN and WAN

O
%, AIRHEADS

meeTur #ArubaAirheads 26
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Security and hardening

Z N

T

WAN-Protect ACL Cert-based
AES-256
. 2h rekey

TPM-Negotiated mgmt websocket TPM-Negotiated
SSL Websocket o &

Secure Boot

0 Cert-based AES256 encryption

WAN-Protect )

[ Secure Boot

" 000000
o . CCCCCC

R
A
&

—
‘Zﬂ a Security Core ! IE r_a_n_cy _______
(o]
V. AIRHEADS
(&)) meeTur #ArubaAirheads 27



Branch Firewall

Inbound firewall policies
- Apply on WAN interfaces

Geolocation and reputation filtering
- Inbound and outbound

Stateful firewall with ALGs and DPI

Web Content and Reputation Filtering

o
g a Security Core
O
©
& AlRHEADS

[

Geolocation and
Reputation Filtering

7
/4
|

t

Stateful Firewall
Content and reputation filtering
DPI

A
I
I
I
I
I n
I
I
I
\4

|

Inbound Traffic
policy (NAT?)

o -

-

----------------------------------------

#ArubaAirheads 28
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Backup

Role-based Security

 CLEARPASS oo
i
o ALWAYS set WAN ports to TRUSTED TRUSTED MAKI?\IGIEI\:ENT
(with restrictive ACL)

LAN ports should be set to UNTRUSTED

e Apply AAA profiles to branch VLANs UNTRUSTED }

(with or without AAA)

0 (optional) Set AAA-based enforcement

o

1
i
i
i
i
1
1
| | | S
—1 — i
B > |
1
—><° |
Z<— a Security Core i
1
O N Branch ,I’
e
IRHEADS
(&)) meeTup #ArubaAirheads 29



Role Based Polices for LAN, Security, WAN

App finger-
pnnt"?g WAN State

LAN Policies

Users

Laptop

WLAN and wired switching policies applied per role.

E.g.: Guest SSID, QoS for PCI traffic

Devices

Camera

>

Access
Switch

W

=)=

Access  Smartphone

Point

Security Policies

@ i} illﬂll
[
N M@

BRANCH OFFICE

Branch
Gateway

WAN Policies

Firewall and WebCC policies applied per role. Path steering policies applied per role.

E.g.: WebCC for Guest, PCI traffic isolation

E.g.: Guest to Internet, PCI traffic to MPLS

O
Y

AIRHEADS

meeTup
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User Centric policy demo ___ Demo

CLEARPASS oo

8
o Switch establishes Tunnel POLICY
MANAGEMENT

APs detected via device-profile.
Port override

Devices profiled and classified by
ClearPass

Roles snooped by GW

All traffic goes through the firewall >
Micro-Segmentation

(©) meetup #ArubaAirheads 31



Consolidated Policy Enforcement Point
Dynamic Segmentation applied to the branch

------------------ .
o All ports tunneled to GW i User/machine N o]

- authentication | Fo--oo c

- Device Profiling | | POLICY

| ! : MANAGEMENT
e APs detected via device-profile. Set trunk . Posture L

' Assessment N

Tunneled traffic always UNTRUSTED

/ e unnel orchestration

olicy Enforcement
raffic Inspection

GW becomes branch security
enforcement point

=70

e Intra-VLAN traffic now goes through

firewall > Dynamic Segmentation!

o (o)
8 ﬁ Security Core
(o]
V. AIRHEADS
(&_)) meeTur #ArubaAirheads 32




- -
Authentication Snooping (stateful-dot1X)

Learning roles from other authentications
o
o AP in "logon” role and Stateful dot1X Caches role to protect from MAIF\,ICI.)\IGIEI\XENT
enabled (rare) timeout mismatch .-
/
Dot1X auth from AP to AAA Server -
) /
e AAA Srv responds with user-role/filter-ID / . /
(if ClearPass) also binds role to MAC /’“'“““““““““"“““““““““/“"'7“‘\\

0 GW Snoops Authentication to learn role

&3
\
W\

\

If GW session expires but dot1X doesn’t —
MAC auth

Auth Snooping
GW learns role sent to AP

ClearPass responds with cached role

o e

N-------------

o o
‘2? ﬁ Security Core
o Branch
O \
RHEADS . .

(&)) MEeTUP T T T, #ArubaAirheads 33



AAA survivability

Controlling the risk...

—_—
o Gateway Caches MAC/EAP-TLS i User/machine L o

- authentication | Fo--oo c

- Device Profiling | | POLICY

| bl MANAGEMENT
e IAP Caches PEAP/EAP-TLS , Posture g -

' Assessment N

Policy Decision

E Tunnel orchestration
' Policy Enforcement :
' Traffic Inspection !

Cached authentications =
(LAN) (7]
/R

Cached authentications
(WLAN)

¥ AIRHEADS

Y) meeTur #ArubaAirheads 34



Enforcing L7+ security policies
Guest Access + WebCC

[ Cloud Guest ?

Guest access registration via Central
(or ClearPass Guest)

e Role-based WebCC and reputatlon policy /

L
A
O
(72

?

| 7 S S e —————— 2

o (o)
‘Zﬂ a Security Core
(o]
V. AIRHEADS
(&)) meeTur #ArubaAirheads 35



Enforcing L7+ security policies

Advanced threat detection (Checkpoint / Palo Alto GPCS / Zscaler)

ClearPass assigns user role

ClearPass shares role with firewall

e Role includes routing policy to force

Internet traffic through Cloud Security

(X)

o
_ 360 Security
3 Security Core @ Exchange Program
o

O
& ABHEADS

e e e

I

JC )

-

i PBR to set routing policy
based on role/app/vian

|

—

----------------------------------------

#ArubaAirheads 36



Beyond Security Enforcement
UEBA - Introspect integration

ClearPass assigns user role

Introspect integrated with ClearPass and
other user services

GW Sends FW metadata (AMON feed) to
Introspect

P 360 Securit
(o} : ecurity
é a Security Core Exchange Program
O
V. AIRHEADS
(&)) meeTuP

CLEARPASS ©e°ce°

o]
POLICY /
MANAGEMENT /

S ———————— - —————— ———

Branch

---------------------------------------

#ArubaAirheads 37



Beyond Security Enforcement

L L ] v — -
aruba Intro CONVERSATIONS GRID ‘ | & & L @ =
- Introspect integration R
> .
(o) ZE A Aug 9, 2018 16:40 - Aug 16, 2018 16:40 ~ @ O al) o
FILTERS groupby explorer cloud apps visual gri settings
IF Time~  Q src_ip:10127.0.0/16 000 @23 456..47
939 conversations 939 records over 47 pages
ClearPass assigns user role e O [ T
Applicati Aug 16, 2018 10127.20.6 EE United States www.linkedin.com linkedin (03), IP ¥ 560 bytes, 4 560
Pplication 2 4:09:53 PM 1084741010
2 3:?35 Aug 16,2018 1012720.3 Internal 10130.30.21 radius, IP ¥ 932 bytes, 116 k
i H ‘DSSL 4:09:53 PM Business-Systems, A
Introspect integrated with ClearPass and D Aug %, 2018 10127206 intermal 101303021 UnknownP, [P | 560 bytes, 560
other user services Drodis 40953 PM
O amazon-aws Aug 16, 2018 10127.20.6 EE United States www.box.com box-net, IP ¥ 90,64 KB, 6.55 |
0 Dropbox 4:09:53 PM 107152.25197
D Office365 Aug 16, 2018 10127.20.6 & Australia 111 DNS, IP W 87 bytes, 4 142 by
Oapns 4:09:53 PM Networking, Infrastru
GW Se ndS FW metadata (AM O N feed ) tO D box (03) Aug 16, 2018 10127.20.2 EE United States _ internal.centralaru.. HTTPS, IP W 1.48 KB, 4 4.01 KB
I t t g::ﬁ‘x (03) 4:09:53 PM Boardman, Oregon  52.3370.234 Misc, Misc
n rOSpeC O Linkedin : Aug 16, 2018 10127.20.5 EE United States device-gateway.ca.. HTTPS,IP W 152.20 KB,/ 71.4¢
D Apple LRl Boardman, Oregon  52.39161.216 Misc, Misc
Dlinkedin (03) Aug 16, 2018 10127.20.6 EE United States device-gateway.ca.. HTTPS,IP ¥ 6.85 KB, 2.09 K
O NetFiix 4:09:53 PM Boardman, Oregon  52.39161.216 Misc, Misc
ONTP Aug 16, 2018 1012720.3 & Australia 111 DNS, IP W 271 bytes, 4 256
oTCP 4:09:53 PM Networking, Infrastru
) s-communicastor Aug 16,2018 10127.206 EE United States ~ www.dropbox.com  dropbox (03), IP ¥ 532 bytes, 4 560
O Skype 4:09:53 PM 16212571
 Outiack Aug 16, 2018 10127206 ES United States 88838 DNS, IP I ZEIE
Bl 4:09:53 PM Dallas, Texas Networking, Infrastru
0O Facebook r
O Gmall Aug 16,2018 10127.20.6 E= United States www.dropbox.com  Dropbox, IP ¥ 12123 KB, 4 6.88
DiCloud 4:09:53 PM 162125.71 Collaboration, File-St
oicMP Aug 16, 2018 1012720.5 EE United States 8888 DNS, IP ¥ 636 KB, 4 6.69 K/
Show Fewer 4:09:53 PM Dallas, Texas Networking, Infrastru
Location 6 Aug 16, 2018 10127.20.6 EE United States www.box.com box (03), IP ¥ 560 bytes, 4 560
B e 4:09:53 PM 107152.25197
e Aug 16, 2018 1012720.6 Internal 10130.30.21 HTTPS, IP W 610 KB, 2.02 KE
Dintenal 4:05:53 PM Misc, Misc
0 Japan Aug 16, 2018 10127.20.6 EE United States cdn.capenetworks... amazon-aws, IP ¥ 728 bytes, 4 680
O Switzerland 4:09:53 PM Seattle, Washington 54.230118.65
Sl & Aug 16, 2018 10127.20.6 Internal 10130.30.21 Unknown-IP, IP W 560 bytes, 4 560
4:07:53 PM
Username 1
0 unknown Aug 16,2018 1012720.3 Internal 10130.30.21 radius, IP ¥ 932 bytes, M 116 k
4:07:53 PM Business-Systems, A
Alert Name 0 Aug 16, 2018 1012720.6 EE United States www.linkedin.com Linkedin, IP ¥ 3435KB, 45241
4:07:53 PM 1081741010 Collaboration, Social
Tags 5 Aug 16,2018 10127.20.6 = United States www.dropbox.com  dropbox (03), IP W 560 bytes, 4 560
- o D dst_host_alexa_1m 4:07:53 PM 16212571
= O dst_host_alexa_250k
o 360 Secu rlty O dst_host_alexa_500k
Secu rit Core O dst_host_alexa_100k
y Exchange Program
data_subtype 1
o 0O Amon
data_type 1
OLogs

-

eeTur

g)mIRHEADS
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Security Layers

koS Aruba

3rd Party Security & HcAfee
Infrastructure I ntrOS peCt Secure Exchange

—madai

Machine learning Carbon Black. ArcSight=c

(92563,9’ Discover, Authorization and Integrated Attack Detection and Infoblox “z=-

Response NS R <
G Check Point ClearPass

Device Profiling, Onboarding, Guest...
Zero-trust access control for SD-Branch

Advanced threat detection

Aruba SD-Branch
In-built Role-based security

Secure Boot | Encryption | DPI | VPN | Firewall | Web Content and reputation filtering

C ] .
o . 360 Security
é a Security Core Exchange Program
O
Yy AIRHEADS
(&)) meeTup #ArubaAirheads 39
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Aruba SD-Branch solution

s

POLICY = =
MANAGEMENT

aW§ A Azure

Cloud Security
Partners

Independent WAN

Transport-

1
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