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2930F	- Physical Connections

• Ports	4-7:		Connect	IP	phones	or	End	Users

Access	PointMirror	Port	(Capture	traffic)

Uplink Wireless	Controller
Colorless	Ports



Task:	Config 2930F	switch	to	
support	Cisco	IP	Phones



Disable Aruba	Central	

• Disable	ArubaOS switches	to	contact	Aruba	Activate	and	Aruba	Central:	



Voice	VLAN	– DHCP	Option	150
• Configuring	voice	VLANs	separates	voice	traffic	from	data	traffic.	You	must	configure	the	port	as	a	tagged	
member	of	the	voice	VLAN	and	a	tagged	or	untagged	member	of	the	data	VLAN.	

• Per	Cisco	requirements, you	may	need	to	enable	DHCP	Option	150	so	that	in	the	DHCP	broadcasts,	phones	
see	a	list	of	all	TFTP	(CUCM)	servers	that	are	connected	to	the	network.

Voice	VLAN	definition

Option	150	definition	->	CUCM	IP	Address

Port	1	->	Uplink



Cisco	IP	Phone	7940/60

• IP	Phone	7960	is	a	Cisco	pre-standard	PoE phone	and	it	does	not	support	LLDP,	just	CDP.	
https://community.cisco.com/t5/switching/cisco-ip-phones-7960-7940-getting-data-vlan-ip/td-
p/2172889

• Aruba	switches	supports	these	type	of	phones	by	entering	two	commands:



Task:	How	to	authenticate	Cisco	
Phones?



Cisco	7960	Phone	only	supports	MAC	Based	Auth

https://www.cisco.com/c/en/us/td/docs/solutions/Enterprise/Security/TrustSec_1-99/IP_Tele/IP_Telephony_DIG.html



Cisco	7821	supports EAP-FAST	and	EAP-TLS

• Cisco	IP	phones	support	authentication	via	username	and	password	using	EAP-MD5	/	EAP-FAST	methods	of	
authentication. https://www.cisco.com/c/dam/en/us/products/collateral/collaboration-endpoints/unified-ip-
phone-8800-series/white-paper-c11-739097.pdf



EAP-FAST	is not secure

• EAP-FAST	method:	https://community.arubanetworks.com/t5/Community-Tribal-Knowledge-Base/Wireless-
Security-Myths-and-Realities/ta-p/20430 and	https://www.youtube.com/watch?v=bXtS2FigxGg



EAP-TLS	and	MIC	on Cisco	Phones
Manufacturing	Installed	Certificate	(MIC)	
•	Cisco	IP	Phones	ship	from	the	factory	with	a	unique	MIC	pre-installed.	
•	MIC	is	valid	for	10	years.	
•	No	certificate	revocation	support.

MIC	CA	certificates	included	in	both	the	CallManager and	CAPF	trust	stores:	
•	Cisco_Manufacturing_CA
•	Cisco_Root_CA_2048

Not	recommended	to	use	MIC	for	802.1x:	 MIC	by	itself	cannot	be	used	to	determine	if	this	
phone	is	a	corporate	asset	or	a	rogue	Cisco	phone.	For	that,	you	need	an	LSC	(Locally	
Significant	Certificate).	à Clearpass will	check	the	MIC	and	a	list	of	valid	MAC	Addresses	in	
order	to	discard	rogue	Cisco	Phones.

https://www.ciscolive.com/c/dam/r/ciscolive/us/docs/2013/pdf/BRKUCC-2501.pdf



Task:	Configure	802.1X,	MAC		
Authentication	&	LUR



Enable	dynamic	authorization	for	the	
RADIUS	server	

Configure	the	RADIUS	server,	
specifying	ClearPass’s IP	address	

Configure	replay	protection	for	dynamic	
authorization	messages

Trusted	option	enables	tracking	of	
trusted	clients	

RADIUS	source	interface	

Associates	a	RADIUS	server	with	a	server	group.	Each	group	can	
contain	up	to	3	RADIUS	servers	

Radius	server	is	hosted	by	ClearPass

Radius Server	config



Update	interval	(minutes)	

Enable	Radius	Accounting

A	user	role	determines	the	client	network	privileges,	the	frequency	of	re-authentication,	and	
applicable	bandwidth	contracts	along	with	other	permissions.	

Every	client	is	associated	with	a	user	role	or	the	client	is	blocked	from	access	to	the	network

802.1X	EAP	Based		Authentication

MAC	Authentication,	CHAP	is	more	
secure	than	PAP

AAA	service and	Role	Based Acess



Activate	802.1X	authenticator	

Permit	up	to	10	active	clients	per	port	

Enable	MAC	authentication	on	ports	3-8	

Permit	up	to	10	authenticated	MACs	per	port	

Configure	802.1X	authentication	on	the	switch	
ports

Supplicant	timeout	period	(seconds)	

EAP	Request-Identity	waiting	period	(seconds)	

Port	Access	config



Assign	an	order	of	Authentication	between	802.1X	
and	MAC	Authentication.	
In	the	earlier	releases,	all	authentication	methods	
were	attempted	in	parallel.	802.1x	had	the	highest	
priority,	followed	by	MAC,	Web,	and	local	MAC	
authentication.	

Port	Access	config

Authentication	method	with	higher	priority	is	
used	to	access	a	client	when	both	methods	are	
configured	to	succeed	through	the	
Authentication	server.



Config Classes

Web	Traffic

Any	traffic	- Any	destination

DNS	Protocol

DHCP	Protocol

Allow	voice	traffic	network
Allow	traffic	to	Callmanager	



Policy and	Local	User Role	(LUR)	for Voice Traffic

Permit	DNS	Protocol

Permit	Voice	Network	(Phones	and	Callmanager)

Permit	DHCP	Protocol

Deny	traffic	to	Datacenter	and	Internet

Re-authenticate	every	5	minutes	
(testing	purpose)	

User	Role	Definition

User	Policy	Definition



Role	Based Access	for Phones – Voice Role

Policy	Applied

Re	authentication
Role	created	on	switch

VLAN	50



Task:	Configure	QoS



Adjust	the	DSCP	– CoS mapping

• Cisco	phones	mark	voice	as	EF	and	CoS 5.	ArubaOS-switch	default	for	the	DSCP	EF	class	is	priority	7.



Set	the voice traffic a	CoS value of	5

• CoS is	a	3-bit	field	that	is	present	in	an	Ethernet frame	header	when 802.1Q VLAN	tagging	is	
present.

https://community.arubanetworks.com/t5/Wired-Intelligent-Edge-Campus/Voice-VLAN-on-Aruba-switches/td-
p/417811



Task:	Connect	Cisco	Phone	
7960	and	7820	to	Aruba	switch	
2930F	



Cisco	IP	Phone	7960	- boot	process	
•IP	Phone	sends	CDP	messages	in	order	to	get	the	voice	vlan:



Cisco	IP	Phone	7960	- boot	process	
• Switch	uses	CDP	to	inform	the	Cisco	IP	Phone	which	voice	should	use:	



Cisco	IP	Phone	7960	- boot	process	
• IP	Phone	received	the	CUCM	IP	address	(TFTP)	via	DHCP	Option	150



Cisco	IP	Phone	7960	- boot	process	
• IP	Phone	requests	the	CTL<MAC	Address>.tlv file	and	then	requests	the	SEP<MAC	Address>.cnf.xml file	
(config file) via	TFTP	



Cisco	IP	Phone	7960	- boot	process	
• IP	Phone	receives	the	extension	number	and	settings	via	Skynny Protocol



Cisco	IP	Phone	Pre-standard	PoE and	CDP	only	
supported



Cisco	IP	Phone	standard	PoE and	CDP/LLDP	
supported



Task	done!:	Cisco	IP	SSCP	and	SIP	Phones	
registered	to	CUCM

IP	Phone	7960	(SCCP)
IP	Phone	7821	(SIP)



Task:	Test	MAC	Auth when	
Cisco	Phone	7960	is	connected	
to	the	switch



Debug 2930F
MAC	Authentication

802.1X	Authentication

Prints	debug	messages	to	terminal	

802.1X	EAP	process	start:

802.1X	EAP	process	fails,	MAC	Authentication	Bypass	starts:

Phone	is	authenticated,	VLAN	50	and	VOICE	Role	are	assigned:



Access	Tracker - Clearpass



Show	command – 2930F



Task:	Test	802.1X	Auth when	
Cisco	Phone	7821	is	connected	
to	the	switch



Debug 2930F
MAC	Authentication

802.1X	Authentication

Prints	debug	messages	to	terminal	

802.1X	EAP	process	start:

802.1X	EAP	process	continues:	

Phone	is	authenticated,	VLAN	50	and	VOICE	Role	are	assigned:



Access	Tracker - Clearpass



Show	command – 2930F



Task:	Connect	a	PC	to	the	Cisco	
Phone,	authenticate	the	user	
via	802.1X	



Debug 2930F
MAC	Authentication

802.1X	Authentication

Prints	debug	messages	to	terminal	

802.1X	EAP	process	start:

802.1X	EAP	process	continues:	

User	is	authenticated,	VLAN	90	and	Employee	Role	are	assigned:



Access	Tracker - Clearpass



Show	command – 2930F
PC	connected	to	Cisco	7821,	EMPLOYEE	Role	assigned:

PC	connected	to	Cisco	7960	,	EMPLOYEE	Role	assigned	:



Show	command – 2930F

PC	connected	directly	to	the	switch	,	EMPLOYEE	Role	assigned	:



• Proxy	EAPoL-Logoff	can	provide	a	solution	for	802.1X-authenticated	data	devices.	
Proxy	EAPoL-Logoff	enables	the	phone	to	transmit	an	EAPoL-Logoff	message	on	
behalf	of	the	data	device	when	the	phone	detects	that	an	802.1X	device	has	
unplugged	from	behind	the	phone.	

What happens when a	PC	is disconnected from
Cisco	Phone?

If	the	device	unplugs	from	behind	the	phone,	the	switch	cannot	rely	on	link	state	
to	know	when	to	clear	the	session:



Debug – 2930F
As	soon	as	PC	is	disconnected,	Cisco	Phone	sends	a	EAPOL	logoff	message,	then	the	switch	clears	the	
User	authentication	session:



Task:	Test	QoS



CoS and	DSCP	tags



Task:	Install	CUCM



CUCM	VM	requirements

Cisco	Unified	Communications	Manager	(CUCM)	configuration	that	supports	up	to	
1000	users	per	node:	

- Red	Hat	Enterprise	Linux	6	(64-bit)	CPU	
- 2	vCPU	
- Memory:	4	GB	
- Disk:	1	- 80	GB	disk



Create a	new	VM



Name of	VM



Assign hardware	resources, Select the
CUCM	- ISO	file



Click on Skip



Ignore	warning message



Select CUCM,	click ok



Click yes	to	install CUCM	10.5.2



Proceed



Skip patch file



Basic	installation option



Choose your timezone



Continue



Default	MTU	size



Not use	DHCP



Enter IP	address



Not enable DNS



Enter username and	password



Additional information



First Node in	cluster (Publisher)



Enter NTP	server



Enter pasword



Not enable SMTP



Disable Call Home	(remote Cisco	support)



Enter username password



Confirm configuration



Installation starts



After 20min	– CCUCM	is ready	to	be	configured



Access	via browser



Click on System ->	Servers



Click on CUCM



Change the	Name by IP	Address



Enable Auto	registration



Enter CUCM	Group name



Enter NTP	server



Click on CMLocal



Enter timezone



Go to	“Region”



New	Region



CUCM-Region to	CUCM-Regionà 64Kbps



Config Device Pool



Change names by IP	Address



Go to	Unified Serviceabilityà Service Activation



Check All Servicesà Save



Services activated



Go to	OS	Administrationà Certificate
Management



Download	the Manufactoring root certificate	



.PEM	file	to	your computer



• Out	of	the	box,	Cisco	IP	phones	are	capable	of	802.1X	but	they	are	not	enabled	for	802.1X.	 it	is	
possible	to	enable	802.1X	on	phones	by	enabling	802.1X	in	the	phone	configuration	file.

• Next	time	the	phone	resets	and	downloads	its	configuration	file,	802.1X	is	enabled	for	all	
supported	EAP	methods.	There	is	no	way	to	disable	individual	EAP	methods	on	a	Cisco	IP	phone.

• Enabling	802.1X	on	phones	first	is	a	best	practice:
• Bring	up	new	phones	in	a	physically	secure	staging	area	where	the	access	ports	are	not	
enabled	for	802.1X.	This	allows	the	phones	to	access	the	network	and	download	the	needed	
configuration	files.

Enable 802.1X	on Cisco	IP	Phones



Register the Cisco	IP	Phone to	CUCM



Enable 802.1X	Authentication



Task:	Config Clearpass



Add the	switch as	Device



Import Cisco	Root certificates



Create	the	role	“IP-Phone”



Create	the	role	“CiscoPhone”

Tag	Cisco	Phone	MAC	Addresses

Map	Cisco	Phones	to	“IP-Phone”	Tag



Click on “Guest Roles”



Click on “Add Rule”



Map the	“CiscoPhone”	Role



Click on “save”



Create	a	role	mapping



“IP-Phone”	role	is mapped to	“CiscoPhone”	
Guest role	



Map anything else to	“Other”	role



“Wired-Policy”	Role	mapping



Create IP	Phone Enforcement Profile



Create the	Enforcement Profile to	send
the	VOICE-ROLE	as	Radius VSA



“IP	Phone”	Enforcement Profile summary



Create	the	Enforcement Policy to	authenticate
Cisco	Phones via EAP-TLS



Create	the	rules

Account	Status:
225	=	disabled
226	=	expired
0	=	enabled	and	valid	



“Wired-IP-Phone_TLS”	Enforcement Policy
summary



Create	the	Enforcement Policy to	authenticate
Cisco	Phones via MAC-AUTH



Create	the	rules

Account	Status:
225	=	disabled
226	=	expired
0	=	enabled	and	valid	



“Wired-IP-Phone_MAC”	Enforcement Policy
summary



Create	the	802.1X	EAP-TLS	service



EAP-TLS	as	Authentication Method



Select “Wired-Policy”	as	Role	Mapping
policy



Select “Wired-IP-Phone_TLS”	Enforcement policy



802.1X	EAP-TLS	Wired Phone summary



Create	the	MAC	Authentication service



“Allow all MAC	AUTH”	as	Authentication Method



Select “Wired-Policy”	as	Role	Mapping policy



Select “Wired-IP-Phone_MAC”	Enforcement policy



MAC	Authentication summary



Task:	Upload	Phone	MAC	
Addresses	to	Clearpass



Click	on	Export	phone	details



Submit	bulk	export



Download	the	report



Report	generated	by	Callmanager	– CSV	format

• CSV	format	report	shows	IP	Phone	MAC	Addresses:



Create	the	MAC	Address	file	– CSV	format
• File	will	be	used	to	upload	MAC	Addresses	to	Clearpass



Click on “Import Guest Accounts”



Choose CSV	file	- Click on “Next Step”



Click on “Next Step”



Click on “Create Guest Accounts”



Accounts created in	Clearpass Guest



Task:	Config Aruba	Controller	to	
support	uplink	Auth on	APs



Config AP	Authentication via
From	8.2.0.0,	APs	support	for	both	EAP-TLS.		APs	can	use	Aruba	factory	certificate	or	custom	certificate	supplied	
during	EAP-TLS	exchange	https://arubapedia.arubanetworks.com/arubapedia/index.php/How-
To:_Aruba_Access_Point_Authentication_via_EAP-TLS_with_Factory_Certificate



Clearpass à Enable Aruba Root certificate



Click on Enable
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