Aruba AOS switches- Cisco IP
telephony
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2930F - Physical Connections

* Ports 4-7: Connect IP phones or End Users

Colorless Ports

Uplink Wireless Controller

Mirror Port (Capture traffic) Access Point



Enterprise company

Task: Config 2930F switch to
support Cisco IP Phones



Disable Aruba Central

» Disable ArubaOS switches to contact Aruba Activate and Aruba Central:

2930F-8(config)# aruba-central disable
2930F-8(config)#

2930F-8(config)# activate software-update disable
2930F-8(config)# activate provision disable

2930F-8# show activate software-update
Configuration and Status - Activate Software Update

Activate Server Address aJdevice arubanetworks. com
Activate Server Polling

Installed Software Version : WC.16.08.0003

Server Software Version : Not available - polling disabled.

Server Software Image URL : Not available - polling disabled.



» Configuring voice VLANSs separates voice traffic from data traffic. You must configure the port as a tagged
member of the voice VLAN and a tagged or untagged member of the data VLAN.

vian 50
name "“Voice"
tagged 1
ip address 10.10.0.1 255.255.255.6@

voice Voice VLAN definition

Port 1 -> Uplink

* Per Cisco requirements, you may need to enable DHCP Option 150 so that in the DHCP broadcasts, phones
see a list of all TFTP (CUCM) servers that are connected to the network.

dhcp-server pool "VOICE"
default-router "10.10.0.1"

dns-server "8.8.8.8"

network 10.10.0.0 255.255.255.0

option 150 ip "172.16.0.90" Option 150 definition -> CUCM IP Address
range 10.10.0.5 10.10.0.20

ex1it



Cisco IP Phone 7940/60

* IP Phone 7960 is a Cisco pre-standard PoE phone and it does not support LLDP, just CDP.
https://community.cisco.com/t5/switching/cisco-ip-phones-7960-7940-getting-data-vlan-ip/td-
p/2172889

* Aruba switches supports these type of phones by entering two commands:

2930F-8(config)#

2930F-8(config)# power-over—-ethernet pre-std-det
2930F-8(config)#

2930F-8(config)# cdp mode pre-standard-voice
2930F-8(config)# end

2930F-8#
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Task: How to authenticate Cisco
Phones?



Cisco 7960 Phone only supports MAC Based Auth

Cisco IP Phones that do not Support
802.1X

Cisco IP Phone Model Support For 802.1X

7902, 7905 No
7910, 7912, 7920 No
7935, 7936 No
7940 No
7960 No

https://www.cisco.com/c/en/us/td/docs/solutions/Enterprise/Security/TrustSec 1-99/IP Tele/IP Telephony DIG.html




Cisco 7821 supports EAP-FAST and EAP-TLS

* Cisco IP phones support authentication via username and password using EAP-MD5 / EAP-FAST methods of
authentication. https://www.cisco.com/c/dam/en/us/products/collateral/collaboration-endpoints/unified-ip-

phone-8800-series/white-paper-c11-739097.pdf

8811, 8821, 8841,
8845, 8851, 8861, 8865

Phone Models
6900. 8900, 9900 7811, 7821,
4 . 7841, 7861
EAP-MD5 Yes Yes No (deprecated)
EAP-FAST Yes Yes Yes
EAP-TLS Yes Yes kYes

%

No (deprecated)
Yes

Yes



EAP-FAST Is not secure

* EAP-FAST method: https://community.arubanetworks.com/t5/Community-Tribal-Knowledge-Base/Wireless-
Security-Myths-and-Realities/ta-p/20430 and https://www.youtube.com/watch?v=bXtS2FigxGg

Other things to Avoid... * Phase 0

i P — MS-CHAPv2 i k and b ked
Cisco LEAP (vulnerable to dictionary o th" 'fd"(‘j’lea tat“ kcan e cracke
attacks) — Man in the middle attac

* Attackercan pose as the A.S

EAP-FAST (doesn’t securely provide « Still better than LEAP

mutual authentication) _ Phase 01s only done once

— Attacker must be active, which opens him up for
detection , ‘
* EAP-FAST can never be as secure as PEAPy,,
EAP-TLS, EAP-TTLS.



Manufacturing Installed Certificate (MIC)

e Cisco IP Phones ship from the factory with a unique MIC pre-installed.
e MIC is valid for 10 years.

e No certificate revocation support.

MIC CA certificates included in both the CallManager and CAPF trust stores:
e Cisco_Manufacturing_CA
e Cisco_Root CA 2048

Not recommended to use MIC for 802.1x: MIC by itself cannot be used to determine if this
phone is a corporate asset or a rogue Cisco phone. For that, you need an LSC (Locally
Significant Certificate). 2 Clearpass will check the MIC and a list of valid MAC Addresses in
order to discard rogue Cisco Phones.

https://www.ciscolive.com/c/dam/r/ciscolive/us/docs/2013/pdf/BRKUCC-2501.pdf




Enterprise company

Task: Configure 802.1X, MAC
Authentication & LUR



Radius Server config

(config)# radius-server host 172.16.0.6.5 clearpass

ip client-tracker trusted
ip source-interface radius vlan 100

radius—-server host 172.16.0.65 key Arubal23!

radius—-server host 172.16.0.65 dyn—-authorization

radius-server host 172.16.0.65 time-window plus—or-minus—-time-window 39
aaa server—-group radius Clearpass host 172.16.0.65

Radius server is hosted by ClearPass

Trusted option enables tracking of
trusted clients

RADIUS source interface

Configure the RADIUS server,
specifying ClearPass’s IP address

Enable dynamic authorization for the
RADIUS server

Configure replay protection for dynamic
authorization messages

Associates a RADIUS server with a server group. Each group can
contain up to 3 RADIUS servers



AAA service and Role Based Acess

2930F-8P(config)# aaa
2930F-8P(config)# aaa
2930F-8P(config)# aaa
2930F-8P(confiq)# aaa
2930F-8P(config)# aaa

SOIME " (egacy Scecure Client access fun\.LiundllLy Ts=not supported when user roles are enabled.

authentication port-access eap-radius server—-group Clearpass
authentication mac-based chap-radius server—group Clearpass
accounting network start-stop radius server—group Clearpass
accounting update periodic 5

authorization user-role enable

Please refer to the end user documentation for details.

802.1X EAP Based Authentication

MAC Authentication, CHAP is more
secure than PAP

Enable Radius Accounting

Update interval (minutes)

A user role determines the client network privileges, the frequency of re-authentication, and

applicable bandwidth contracts along with other permissions.

Every client is associated with a user role or the client is blocked from access to the network



Port Access config

Activate 802.1X authenticator
Permit up to 10 active clients per port

Enable MAC authentication on ports 3-8

2930F-8(config)# aaa port-access authenticator active

#
# aaa port—access authenticator 4-7 client-limit 10 Permit up to 10 authenticated MACs per port

2930F-8(config)# aaa port-access mac-based 4-7

2930F-8(config)# aaa port-access authenticator 4-7

)
)
) #

2930F-8(config)# aaa port-access mac-based 4-7 addr-limit 10 . . . .
- Configure 802.1X authentication on the switch
)
)

# aaa port-access authenticator 4-7 supplicant-timeout 10 ports
#

2930F-8(config)# aaa port-access authenticator 4-7 tx-period 10

Supplicant timeout period (seconds)

EAP Request-ldentity waiting period (seconds)
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-8(config)# aaa port-access 4-7 auth-order authenticator mac-based
-8(config)#

-8(config)# aaa port-access 4-7 auth-priority authenticator mac-based
F-8(confiqg)#

Assign an order of Authentication between 802.1X
and MAC Authentication.

In the earlier releases, all authentication methods
were attempted in parallel. 802.1x had the highest
priority, followed by MAC, Web, and local MAC
authentication.

Authentication method with higher priority is
used to access a client when both methods are
configured to succeed through the
Authentication server.



Config Classes

2930F-8(config)# class ipv4 "DNS"
2930F-8(config-class)# 10 match udp any any eq 53
2930F-8(config-class)# exit

~ DNS Protocol

2930F-8(config)# class ipv4 "DHCP"
2930F-8(config-class)# 10 match udp any any eq 67
2930F-8(config-class)# 20 match udp any any eq 68
2930F-8(config-class)# exit

DHCP Protocol

2930F-8(config)# class ipv4 "WEB-TRAFFIC"
2930F-8(config-class)# 10 match tcp any any eq 80
2930F-8(config-class)# 20 match tcp any any eq 443
2930F-8(config-class)# exit

Web Traffic

2930F-8(config)# class ipv4 "IP-ANY-ANY"
2930F-8(config-class)# 10 match ip any any
2930F-8(config-class)# exit

» Any traffic - Any destination

2930F-8(config)# class ipv4 "VOICE" > . .
2930F-8(config-class)# match ip any 10.10.0.0/24 Allow voice traffic network

2930F-8(config-class)# match ip any host 172.16.0.90 Allow traffic to Callmanager
2930F-8(config-class)# exit




Policy and Local User Role (LUR) for Voice Traffic

User Policy Definition

2930F-8(config)# policy user "VOICE-POLICY" P :
ermit DNS Protocol
2930F-8(policy-user)# class ipv4 "DNS" action permit / O

2930F-8(policy-user)# class ipv4 "DHCP" action permit — Permit DHCP Protocol
2930F-8(policy-user)# class ipv4 "VOICE" action permit

2930F-8(policy-user)# class ipv4 "IP-ANY-ANY" action deny\> Permlt Vo|ce Network (Phones and Ca”manager)
2930F-8(policy-user)# exit

Deny traffic to Datacenter and Internet

User Role Definition

2930F-8(config)# aaa authorization user-role name VOICE-ROLE

2930F-8(user-role)# policy "VOICE-POLICY" . )
2930F-8(user-role)# reauth-period 300 » Re-authenticate every 5 minutes
2930F-8(user-role)# vlan-name-tagged "Voice" (testing purpose)
2930F-8(user-role)# end




Role Based Access for Phones — Voice Role

2930F-8# show user-role VOICE-ROLE

User Role Information

':3';: : ‘{ﬁg’i HOLE . Role created on switch
Reauthentication Period (seconds) : 3000 > Re authentication
Cached Reauth Period (seconds) : 0

Logoff Period (seconds) : 300

Untagged VLAN -

Tagged VLAN : Voice " VLAN 50

Captive Portal Profile .

Policy : VOICE-POLICY >~ Policy Applied
Tunnelednode Server Redirect : Disabled

Secondary Role Name

Device Attributes : Disabled

2930F-8#
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Task: Configure QoS



Adjust the DSCP — CoS mapping

» Cisco phones mark voice as EF and CoS 5. ArubaOS-switch default for the DSCP EF class is priority 7.

2930F-8# show gqos dscp-map
DSCP Policies

NOTE: The policies shown below are not currently enabled. Use the
'qos type-of-service diff-services' command to apply DSCP
policies to inbound traffic.

DSCP CodePoint DSCP Value 802.1p tag DSCP Policy name

101101 45 2]
101110 46 7 ef
101111 47 5

2930F-8(config)# qos dscp-map 101110 priority 5
2930F-8(config)# qos type-of-service diff-services

2930F-8# show qos dscp-map
DSCP Policies
NOTE: The policies shown below are not currently enabled. Use the
'qos type-of-service diff-services' command to apply DSCP

policies to inbound traffic.

DSCP CodePoint DSCP Value 802.1p tag DSCP Policy name

101101 45 5
101110 46 5 ef
101111 47 5



Set the voice traffic a CoS value of 5

* CoS is a 3-bit field that is present in an Ethernet frame header when 802.1Q VLAN tagging is
present.

2930F-8(config)# vlan 50
2930F-8(vlan-50)# qos priority 5
2930F-8(vlan-50)# exit
2930F-8(config)# exit

https://community.arubanetworks.com/t5/Wired-Intelligent-Edge-Campus/Voice-VLAN-on-Aruba-switches/td-

p/417811
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Task: Connect Cisco Phone
7960 and 7820 to Aruba switch
2930F



Cisco IP Phone 7960 - boot process

IP Phone sends CDP messages in order to get the voice vlan:

No. Time Source Destination Protocol Length Info
493 106.873661 HewlettP_8b:e7:7b CDP/VTP/DTP/PAg.. CDP 258 Device ID: 2930F-8(94f128-8be77@) Port ID: 5
478 117.611232 Cisco_84:d9:32 CDP/VTP/DTP/PAg.. CDP 128 Device ID: SEP@@1BD584D932 Port ID: Port 1
481 117.873455 HewlettP_8b:e7:7b CDP/VTP/DTP/PAg.. CDP 258 Device ID: 2930F-8(94f128-8be770@) Port ID: 5

478: 128 bytes on wire (1024 bits), 128 bytes captured (1024 bits) on interface @
IEEE 802.3 Ethernet
Logical-Link Control
Cisco Discovery Protocol
Version: 2
TTL: 180 seconds
Checksum: @x@9le [correct]
[Checksum Status: Good]
» Device ID: SEP@@1BD584D932
p Port ID: Port 1
» Capabilities
» Software Version
v[Platform: Cisco IP Phone 7960 |
Type: Platform (0x0006)
Length: 23
Platform: Cisco IP Phone 7960
o[ VoIP VLAN Queryq 512
» Duplex: Full
v |Power Consumption: 6300 mW |
Type: Power consumption (@x0010)
Length: 6
Power Consumption: 63@0mW
» Type: Unknown (@x@801c), length: 7

>
>
>
v




Cisco IP Phone 7960 - boot process

e Switch uses CDP to inform the Cisco IP Phone which voice should use:

No. Time Source Destination Protocol Length Info
481 117.873455 HewlettP_8b:e7:7b CDP/VTP/DTP/PAg.. CDP 258 Device ID: 2930F-8(94f128-8be77@0) Port ID: 5
494 118.611429 Cisco_84:d9:32 CDP/VTP/DTP/PAg.. CDP 128 Device ID: SEP@@1BD584D932 Port ID: Port 1
498 118.873984 HewlettP_8b:e7:7b CDP/VTP/DTP/PAg.. CDP 258 Device ID: 2930F-8(94f128-8be77@) Port ID: 5

Frame 481: 258 bytes on wire (2064 bits), 258 bytes captured (2064 bits) on interface @
IEEE 802.3 Ethernet
Logical-Link Control
Cisco Discovery Protocol
Version: 2
TTL: 180 seconds
Checksum: @xd4c2 [correct]
[Checksum Status: Good]
» Device ID: 2930F-8(94f128-8be770)
v Software Version
Type: Software version (@x0005)
Length: 130
Software version: Revision WC.16.08.0003, ROM WC.16.01.0006 (/ws/swbuildm/rel_yakima_qaoff/code/build/lvm(swbuildm_rel_yakima_gaoff_rel_yakima))
v Platform: Aruba2930F-8G-PoE+-
Type: Platform (@x0006)
Length: 23
Platform: Aruba2930F-8G-PoE+~-
» Addresses
» Port ID: 5
» Capabilities
» Native VLAN: 1
Type: VoIP VLAN Reply (@x@e0e)
Length: 7
Data: 01
Voice VLAN: 50
» Trust Bitmap: 0x00
» Untrusted port CoS: @x00

4vVyyvy



Cisco IP Phone 7960 - boot process

* [P Phone received the CUCM IP address (TFTP) via DHCP Option 150

No. Time Source Destination Protocol Length Info

i 522 123.901668 0.0.0.0 255.255.255.255 DHCP 372 DHCP Request =~ Transaction ID @xd584d932

L 523 123.902944 10.10.0.1 255.255.255.255 DHCP 346 DHCP ACK - Transaction ID @©xd584d932
524 123.905193 Cisco_84:d9:32 Broadcast ARP 64 Gratuitous ARP for 10.10.0.8 (Request)

ar. ann o O A n PP RT— A A AN T AN AL AL

Frame 523: 346 bytes on wire (2768 bits), 346 bytes captured (2768 bits) on interface @
Ethernet II, Src: HewlettP_8b:e7:70 (94:71:28:8b:e7:70), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
802.1Q Virtual LAN, PRI: @, DEI: @, ID: 50
Internet Protocol Version 4, Src: 10.10.0.1, Dst: 255.255.255.255
User Datagram Protocol, Src Port: 67, Dst Port: 68
Bootstrap Protocol (ACK)
Message type: Boot Reply (2)
Hardware type: Ethernet (@x01)
Hardware address length: 6
Hops: @
Transaction ID: @xd584d932
Seconds elapsed: @
» Bootp flags: 0x8000, Broadcast flag (Broadcast)
Client IP address: 9.0.0.0
Your (client) IP address: 10.10.0.8
Next server IP address: 172.16.0.990
Relay agent IP address: 0.0.0.0
Client MAC address: Cisco_84:d9:32 (@@:1b:d5:84:d9:32)
Client hardware address padding:
Server host name not given
Boot file name not given
Magic cookie: DHCP
Option: (53) DHCP Message Type (ACK)
Option: (54) DHCP Server Identifier
Option: (51) IP Address Lease Time
Option: (1) Subnet Mask
Option: (6) Domain Name Server
Option: (3) Router
Option: (150) TFTP Server Address
Length: 4
» Option: (255) End
Padding:

4 vVVvYyYVYYYy

4 vVVvYyYVvYyYVvYYY




Cisco IP Phone 7960 - boot process

* IP Phone requests the CTL<MAC Address>.tlv file and then requests the SEP<MAC Address>.cnf.xml file
(config file) via TFTP

No. Time Source Destination Protocol Length Info
438 113.821593 10.10.0.8 172.16.0.90 TFTP 77 Read Request, File: CTLSEP@@1BD584D932.tlv, Transfer type: octet
439 113.822103 172.16.0.90 10.10.0.8 TFTP 65 Error Code, Code: File not found, Message: File not found

113.842458 10.10.0.8 172.16.0.990 Read Request, File: SEP@@1BD584D932.cnf.xml, Transfer type: octet

AAA _AAan AN SA AT Al A NN AND AN N N o oo

Frame 449: 78 bytes on wire (624 bits), 78 bytes captured (624 bits) on interface @
Ethernet II, Src: Cisco_84:d9:32 (00:1b:d5:84:d9:32), Dst: HewlettP_8b:e7:70 (94:11:28:8b:e7:70)
802.1Q Virtual LAN, PRI: 5, DEI: @, ID: 50
Internet Protocol Version 4, Src: 10.10.0.8, Dst: 172.16.0.90
User Datagram Protocol, Src Port: 50128, Dst Port: 69
Trivial File Transfer Protocol
Opcode: Read Request (1)
Source File: [SEP@@1BD584D932.cnf.xml|
Type: octet

LN, n Log e na 1 A

4 vvyYyvYvYyy




Cisco IP Phone 7960 - boot process

* IP Phone receives the extension number and settings via Skynny Protocol

No. Time Source Destination Protocol Length Info
591 124.536436 172.16.0.90 10.10.0.8 SKINNY.. 82 LineStatV2Res

—+» 593 124.561099 10.10.0.8 172.16.0.90 SKINNY.. 74 LineStatReq
594 124.561353 172.16.0.90 10.10.0.8 SKINNY... 94 LineStatV2Res
596 124.582603 10.10.0.8 172.16.0.90 SKINNY.. 74 SpeedDialStatReq

» Frame 594: 94 bytes on wire (752 bits), 94 bytes captured (752 bits) on interface @

» Ethernet II, Src: HewlettP_8b:e7:70 (94:71:28:8b:e7:70), Dst: Cisco_84:d9:32 (00:1b:d5:84:d9:32)

» 802.1Q Virtual LAN, PRI: 3, DEI: @, ID: 50

» Internet Protocol Version 4, Src: 172.16.0.90, Dst: 10.190.0.8

» Transmission Control Protocol, Src Port: 2000, Dst Port: 49862, Seq: 1757, Ack: 613, Len: 36

v Skinny Client Control Protocol

Data length: 28
Header version: Basic (@x00000000)
Message ID: LineStatV2Res (327)
lineNumber: 1
» lineType
lineFullyQualifiedDisplayName: 1001
lineTextlLabel: 1001

[Request In: 593]
[Response Time: ©.000254000 seconds]




Cisco IP Phone Pre-standard PoE and CDP only
supported

2930F-8# sh cdp neig detail 5
CDP neighbors information for port 5

Port : 5

Device ID : SEP@@1BD584D932

Address Type : IP

Address : 10.10.0.8
IPlatform : Cisco IP Phone 7960 I
Capability : Host Phone Two-port Mac Relay

Device Port : Port 1

2930F-8#
2930F-8# show power-over—-ethernet 5

Status and Configuration Information for port 5

Power Enable : Yes PoE Port Status : Delivering
PLC Class/Type 1 8/1 Priori onfig :

DLC Class/Type : 0/-

Alloc By Config : usage Configured Type

Alloc By Actual : usage PoE Value Config : n/a




Cisco IP Phone standard PoE and CDP/LLDP
supported

2930F-8# sh cdp neig detail 6
CDP neighbors information for port 6
Port : 6

Device ID : SEPE@D173E55320
Address Type : IP

drecg . |
Platform : Cisco IP Phone 7821
apability : Hos one |wo-port Mac Relay
NDevice Part : Part 1
Version : sip78xx.12-0-1-11. loads
Port : 6

Device ID : 10.10.0.5
Address Type : IP

Address : 10.10.0.5

Platform : Cisco IP Phone 7821, V1, sip78xx.12-0-1-11. loads

Capability : Switch Phone

Device Port : SW PORT

Version : Cisco IP Phone 7821, V1, sip78xx.12-0-1-11. loads
2930F-8#

2930F-8# show power—over—ethernet 6

Status and Configuration Information for port 6

Power Enable : Yes PoE Port Status : Delivering I
PLC Class/Type = alil Priority Config : low
DLC Class/Type : 1/2 Pre-std Detect : on

Alloc By Confi : usage Configured Type -
IAtloc By Actuai : Lldp I PoE Value Config : n/a




Task done!: Cisco IP SSCP and SIP Phones
registered to CUCM

ahli,  Cisco Unified CM Administration (RPECEnl Cisco Unified CM Administration

CISCO ko Cisco Unified Communications Solutions adminapp  Search Documentation ~ About  Logout

System v CallRouting v Media Resources v Advanced Features v Device v Application v User Management v Bulk Administration v Help v

Find and List Phones CCOEELRALTE Actively Logged In Device Report § 8| Go

:Ba Add New @ Select Al @ Clear All % Delete Selected %' Reset Selected 4 Apply Config to Selected

-Status
@ 4 records found
Phone (1-40f4) Rows per Page 50 4|
Find Phone where | Device Name 4| begins with % Find | Clear Filter qp =
| Select item or enter search text 7 |

0 Device Name(Line) Description Device Pgol Status IPvé4 Address Copy Super Copy
0 SEP001BD584D932 Auto 1001 Default scce Registered with 172.16.0.90 10.10.0.8 Iy i
0 79@5 SEP006440B58F2D Auto 1000 Default scee Unregistered 10.10.0.5 ) i 3
0 79@?5 SEP64168DBB9670 Auto 1003 Default scece Unregistered 10.10.0.10 ) i 2
0 SEPEOD173E55320 Auto 1002 Default Registered with 172.16.0.90 10.10.0.9
B % u au gistered wi i) i g

Add New  Select All  Clear ﬂ Delete Selected = Reset Selected Apply Config to Selected

IP Phone 7960 (SCCP)
IP Phone 7821 (SIP)



Enterprise company

Task: Test MAC Auth when
Cisco Phone 7960 is connected
to the switch



Debug 2930F

2930F-8P# debug security port-access mac-based > MAC Authentication
2930F-8P# debug security port-access authenticator
2930F-8P# debug security radius-server e 802.1X Authentication

2930F-8P# debug

destination session -___________________________~>
2930F-8P# Prints debug messages to terminal

802.1X EAP process start:

0000:08:46:52.65 1X mB8021xCtrl:Port 5: connection detected.
0000:08:46:52.65 1X mBO21xCtrl:Port 5: sent Reqld #1 to 0180c2-000003.
0000:08:46:58.49 1X mBO21xCtrl:Port 5: added new client 001bd5-84d932.

802.1X EAP process fails, MAC Authentication Bypass starts:

0000:08:47:22.20 1X m8021xCtrl:Port 5: There is no EAP response from
client:001bd5-84d932

0000:08:47:22.20 1X mBO21xCtrl:Port 5:Auth order: Mac authentication will be
triggered client: 801bd5-84d932 as there is no EAP response.

Phone is authenticated, VLAN 50 and VOICE Role are assigned:

0000:08:47:22.23 MAC mWebAuth:Port: 5 MAC: 001bd5-84d932 RADIUS Attributes,
tagged vid: 580.

0000:08:47:22.23 MAC mWebAuth:Port: 5 MAC: 001bd5-84d932 [72] client accepted
with role 'VOICE-ROLE'.



Access Tracker - Clearpass

Request Detalls

m Input Output
ILogin Status: ACCEI;ﬂ

Session Identifier: R0O0000023-01-5ced9f50

Date and Time: May 28, 2019 15:51:28 COT

End-Host Identifier: 00-1b-d5-84-d9-32 Open in AirWave
Username: 001bd584d932

Access Device IP/Port: 172.16.100.1:5 (2930F switch / Aruba)

System Posture Status: UNKNOWN (100)

Policies Used -
Service: 2930F MAC Authentication
Authentication Method:
Authentication Source: Local:localhost
Authorization Source: [Guest Device Repository]
Roles: IP-Phone, [User Authenticated]
Enforcement Profiles: IP Phone Enforcement
Service Monitor Mode: Disabled

4 « Showing 2 of 1-20 records » »l Change Status Show Configuration Show Logs




Show command — 2930F

2930F-8# sh port-acc client 5
Port Access Client Status

Port Client Name MAC Address IP Address User Role

Type VLAN

5 001bd584d932 001bd5-84d932 10.10.0.8 VOICE-ROLE

2930F-8# sh vlan 50
Status and Counters — VLAN Information - VLAN 50

VLAN ID : 50

Name : Yoice

Status : Port-based

Voice : Yes

Jumbo : No

Private VLAN : none

Associated Primary VID : none
Associated Secondary VIDs : none

Port Information Mode Unknown VLAN Status

1 Taqged Learn Up
5 MACAUTH] Learn Up

MAC

50



Enterprise company

Task: Test 802.1X Auth when
Cisco Phone 7821 is connected
to the switch



Debug 2930F

2930F-8P# debug security port-access mac-based > MAC Authentication
2930F-8P# debug security port-access authenticator
2930F-8P# debug security radius-server e 802.1X Authentication

2930F-8P# debug

destination session _"________________________“b
2930F-8P# Prints debug messages to terminal

802.1X EAP process start:

0000:09:12:38.29 1X mB80821xCtrl:Port 6: connection detected.
0000:09:12:38.29 1X mBO21xCtrl:Port 6: sent Reqld #1 to 0180c2-000003.

802.1X EAP process continues:

0000:09:13:04.09 1X mBO21xCtrl:Port 6: received Rspld #1 from e@dl73-e55320.
0000:09:13:04.09 1X mBO21xCtrl:Port 6: enterAuthState for client
e@d173-e55320, State SM_AUTHENTICATING for CP-7821-SEPE@D173ES55320

Phone is authenticated, VLAN 50 and VOICE Role are assigned:

0000:09:13:06.55 RAD tRadiusR:ACCESS ACCEPT id: 201 from 172.16.0.65 received.

0000:09:13:06.55 1X mB8021xCtrl:Port 6: Received Auth Success for client
e@d173-e55320, User CP-7821-SEPE@D173E55320.

0000:09:13:06.55 1X mB80821xCtrl:Port: 6 MAC: e@dl173-e55320 RADIUS Attributes,
tagged vid: 50.




Access Tracker - Clearpass

Request Details

m Input Output Accounting

[ Login Status: ACCEPT|
Session Identifier: R00000026-01-5ceda64a
Date and Time: May 28, 2019 16:21:17 COT
End-Host Identifier: e0-d1-73-e5-53-20 Open in AirWave
Username: CP-7821-SEPEOD173E55320

Access Device IP/Port: 172.16.100.1:6 (2930F switch / Aruba)

System Posture Status: UNKNOWN (100)
Policies Used -
Service: 802.1X EAP-TLS Wired Phone
| Authentication Method:  EAP-TLS |
Authentication Source: Local:localhost

Authorization Source: [Guest Device Repository]
Roles: IP-Phone, [User Authenticated]
Enforcement Profiles: IP Phone Enforcement

Service Monitor Mode: Disabled

I« €« Showing 1 of 1-20 records » »i Change Status Show Configuration m Show Logs




Show command — 2930F

2930F-8# sh port-acc client 6
Port Access Client Status

Port Client Name MAC Address

IP Address User Role

Type VLAN

6 CP-7821-SE... e@d173-e55320

2930F-8# sh vlan 50

10.10.0.5 VOICE-ROLE

Status and Counters - VLAN Information - VLAN 50

VLAN ID : 50

Name : Voice

Status : Port-based

Voice : Yes

Jumbo : No

Private VLAN : none

Associated Primary VID : none
Associated Secondary VIDs : none

Port Information Mode Unknown VLAN Status
1 Tagged Learn Up
5 MACAUTH Learn Up
6 802.1x | Learn Up

8021X 50



Enterprise company

Task: Connect a PC to the Cisco

Phone, authenticate the user
Via 802.1X



Debug 2930F

2930F-8P# debug security port-access mac-based > MAC Authentication

2930F-8P# debug security port-access authenticator

2930F-8P# debug security radius-server e 802.1X Authentication

2930F-8P# debug destination session ______________““————————___,

2930F-8P# Prints debug messages to terminal

802.1X EAP process start:

0000:09:40:57.48 1X m8021xCtrl:Port 6: added new client 3c18a@-9c2ad6.
0000:09:41:04.19 1X mB8021xCtrl:Port 6: sent Reqld #B83 to 3cl1l8a®-9c2adb6.

802.1X EAP process continues:

0000:09:41:04.24 1X mBO21xCtrl:Port 6: received Rspld #83 from 3cl18a@-9c2ad6.
0000:09:41:04.24 1X mBO21xCtrl:Port 6: enterAuthState for client
3c18a@-9c2adb6, State SM_AUTHENTICATING for adolfo.bolivar

User is authenticated, VLAN 90 and Employee Role are assigned:

0000:09:41:04.35 RAD tRadiusR:ACCESS ACCEPT id: 227 from 172.16.0.65 received.

0000:09:41:04.35 1X m8021xCtrl:Port 6: Received Auth Success for client
3c18a@-9c2adb, User adolfo.bolivar.

0000:09:41:04.35 1X m8021xCtrl:Port: 6 MAC: 3c18a@-9c2ad6 RADIUS Attributes,
vid: 90.



Access Tracker - Clearpass

Request Details

Input Output Accounting

Login Status: ACCEPT

Session Identifier: R00000028-01-5cedacda

Date and Time: May 28, 2019 16:49:15 COT

End-Host Identifier: 3¢-18-a0-9c-2a-d6 Open in AirWave
Username: adolfo.bolivar

Access Device IP/Port: 172.16.100.1:6 (2930F switch / Aruba)

System Posture Status: UNKNOWN (100)

Policies Used -
Service: Wired_802.1X
Authentication Method: EAP-PEAP,EAP-MSCHAPv2
Authentication Source: Local:localhost
Authorization Source: [Local User Repository]
Roles: Employee, [User Authenticated]
Enforcement Profiles: [Allow Access Profile], Wired_Employee Enforcement
Service Monitor Mode: Disabled

14 <« Showing 3 of 1-20 records » »i Change Status Show Configuration Show Logs




Show command — 2930F

PC connected to Cisco 7821, EMPLOYEE Role assigned:

Port Access Client Status

Port Client Name MAC Address IP Address User Role Type VLAN

5 001bd584d932 ©01bd5-84d932 10.10.0.8 VOICE-ROLE MAC 50
adolfo.bol... 3clBa®-9c2ad6 192.168.8.2 EMPLOYEE-ROLE 8021X 90
CP-7821-SE... e@d173-e55320 10.10.0.5 VOICE-ROLE 8021X 50

7 AP303H - 1... 204c03-202290 172.16.100.2 ACCESS_POINT-ROLE 8021X 100

PC connected to Cisco 7960 , EMPLOYEE Role assigned :

Port Access Client Status

Port Client Name MAC Address IP Address User Role Type VLAN
adolfo.bol... 3c1Ba®-9c2ad6 192.168.8.2 EMPLOYEE-ROLE 8021X 90
001bd584d932 ©01bd5-84d932 10.10.0.8 VOICE-ROLE MAC 50

6 CP-7821-SE... e0@d173-e55320 10.10.0.5 VOICE-ROLE 8021X 50

7 AP303H - 1... 204c03-202290 172.16.100.2 ACCESS_POINT-ROLE 8021X 100



PC connected directly to the switch , EMPLOYEE Role assigned :

2930F-8# sh port-acc client

Port Access Client Status

Show command — 2930F

Port Client Name MAC Address IP Address User Role Type VLAN
[:] adolfo.bol... 3c18a®-9c2ad6 192.168.8.2 EMPLOYEE-ROLE 8021X 90
5 901bd584d932 ©01bd5-84d932 10.10.0.8 VOICE-ROLE MAC 50
6 CP-7821-SE... e@d173-e55320 10.10.0.5 VOICE-ROLE 8021X 50
7 AP303H - 1... 204c03-202290 172.16.100.2 ACCESS_POINT-ROLE 8021X 100



If the device unplugs from behind the phone, the switch cannot rely on link state
to know when to clear the session:

* Proxy EAPoL-Logoff can provide a solution for 802.1X-authenticated data devices.
Proxy EAPolL-Logoff enables the phone to transmit an EAPoL-Logoff message on
behalf of the data device when the phone detects that an 802.1X device has
unplugged from behind the phone.



Debug — 2930F

As soon as PC is disconnected, Cisco Phone sends a EAPOL logoff message, then the switch clears the
User authentication session:

0000:09:42:28.65 1X mBO21xCtrl:Port 6: received EAPOL Logoff from
3c18a@-9c2ad6.

0000:09:42:28.65 1X m8021xCtrl:Port 6: stopping Acct session for client
3c18a@-9c2ad6, user adolfo.bolivar termination code is 1.

0000:09:42:28.65 1X mB8@21xCtrl:Port 6: removed client 3c18a@-9c2ad6 from all

VLANSs.
No. Time Source Destination Protocol Length Info
939 82.492719 MagicCon_c2:3f:2d Nearest EAPOL 60 Logoff

» Frame 939: 60 bytes on wire (480 bits), 6@ bytes captured (480 bits) on interface @
v Ethernet II, Src: MagicCon_c2:3f:2d (@0:05:1b:c2:3f:2d), Dst: Nearest (01:80:c2:00:00:03)
» Destination: Nearest (01:80:c2:00:00:03)
» Source: MagicCon_c2:3f:2d (00:05:1b:c2:3f:2d)
Type: 802.1X Authentication (@x888e)
Padding: ©000000000000000000000000000000000000000000000000. ..
v 802.1X Authentication
Version: 802.1X-2001 (1)

Type: Logoff (2)

Length: @



arvba

a Hewlett Packard
Enterprise company

Task: Test QoS



CoS and DSCP tags

Time Source Destination Protocol Length Info
179 11.586860 10.10.0.5 10.10.0.8 RTP 218 PT=ITU-T G.711 PCMU, SSRC=0xF2C@B203, Seq=56795, Time=1953080467
180 11.600876 10.10.0.8 10.10.0.5 RTP 218 PT=ITU-T G.711 PCMU, SSRC=0x32D984DE, Seq=1535, Time=190496
181 11.606838 10.10.90.5 10.10.90.8 RTP 218 PT=ITU-T G.711] PCMU, SSRC=0xF2C@B203, Seq=56796, Time=1953080627

ann An_Aan oo Aan_Aan o r AT AAN DT T T A TIAA DALY o anr ~ Arae- L - ~

Frame 179: 218 bytes on wire (1744 bits), 218 bytes captured (1744 bits) on interface @
Ethernet II, Src: Cisco_e5:53:20 (e@:d1:73:e5:53:20), Dst: Cisco_84:d9:32 (00:1b:d5:84:d9:32)
802.1Q Virtual LAN, PRI: 5, DEI: @, ID: 50
|101. wess ssss waes = Priority: Voice, < 1@ms latency and jitter (5)|
vee®@ 4iues wusws 2a.. = DEI: Ineligible
.... 0000 0011 0010 = ID: 50
Type: IPv4 (0x0800)
v Internet Protocol Version 4, Src: 10.10.0.5, Dst: 10.10.90.8
0190 .... = Version: 4
«+.. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: @xb8 (DSCP: EF PHB, ECN: Not-ECT
1011 10.. = Differentiated Services Codepoint: Expedited Forwarding (46)
«evs +.00 = Explicit Congestion Notification: —~Capable Transport (@)
Total Length: 200
Identification: @xlee9 (7913)
» Flags: 0x00
Fragment offset: @
Time to live: 64
Protocol: UDP (17)
Header checksum: @x4664 [validation disabled]
[Header checksum status: Unverified]
Source: 10.10.0.5
Destination: 10.10.0.8
[Source GeoIP: Unknown]
[Destination GeoIP: Unknown]
» User Datagram Protocol, Src Port: 19104, Dst Port: 18162
» Real-Time Transport Protocol

| — -3 2
4 vy g




a Hewlett Packard
Enterprise company

Task: Install CUCM



Cisco Unified Communications Manager (CUCM) configuration that supports up to
1000 users per node:

- Red Hat Enterprise Linux 6 (64-bit) CPU
- 2vCPU

- Memory: 4 GB

- Disk: 1 - 80 GB disk

a Hewlett Packard
Enterprise company



Create a new VM

#5) New virtual machine - CUCM 10.5 (ESXi 6.7 virtual machine)

(ST  Select creation type

2 Select a name and guest 0S How would you like to create a Virtual Machine?
3 Select storage

4 Customize settings . . . ; .

Greate a new virtual machine This qptlon gmd'es you through creaFmg a new virtual
5 Ready to complete machine. You will be able to customize processors,
Deploy a virtual machine from an OVF or OVA file memory, network connections, and storage. You will need
to install a guest operating system after creation.

Register an existing virtual machine

Back Next Finish Cancel




Name of VM

31 New virtual machine - CUCM 10.5 (ESXi 6.7 virtual machine)

v 1 Select creation type

2 Select a name and guest OS

3 Select storage
4 Customize settings

5 Ready to complete

Select a name and guest OS
Specify a uniqgue name and OS

Name

| CUCM 10.5

Virtual machine names can contain up to 80 characters and they must be unique within each ESXi instance.

Identifying the guest operating system here allows the wizard to provide the appropriate defaults for the operating system
installation.

Compatibility ESXi 6.7 virtual machine v
Guest OS family Linux v
Guest OS version Red Hat Enterprise Linux 6 (64-bit) L

| Back || Next || Finish || cancel |




Assign hardware resources, Select the

CUCM - IS0 file

#3) New virtual machine - CUCM 10.5 (ESXi 6.7 virtual machine)

v 2 Select a name and guest 0S

¥ 1 Select creation type Customize settings

Configure the virtual machine hardware and virtual machine additional options

v 3 Select storage

4 4 Customize settings

5 Ready to complete » [ cPU

> @l Memory

» ) Hard disk 1

4 SCSI Controller 0

SATA Controller 0
USB controller 1
» MM Network Adapter 1
» 5y CD/DVD Drive 1

» 9] video Card

v O

4096

80

MB v

GB v

VMware Paravirtual

usB 2.0

VM Network

Datastore ISO file

Default settings

v Connect

v Connect

| Back || Next

H Finish || Cancel |




CUCM 10.5 Actions
isco Unified Communications 18.5.2.17988-13 x86_64

| Disc Found |

To begin testing the media before
installation press OK.

Choose Skip to skip the media test
and start the installation.

{Tab>/<3Shift,Tab> between elements i <Space> selects



CUCM 10.5 Actions

isco Unified Communications for x86_64

Unsupported Hardware Detected

This hardware (or a combination
thereof) is not supported by Red
Hat. For more information on
supported hardware, please refer
to http://www.redhat.com/hardware.

{Tab>/<Alt-Tab> between elements i <Space> selects



CUCM 10.5

isco Unified Communications

Product Deployment Selection

Select the product or product suite to be installed:

(%) Cisco Unified Communications Manager

{Tab>/<Alt-Tab> to move between elements. <Space> to select. <Enter> to proceeds



CUCM 10.5
isco Unified Communications Manager 18.5.2.179688-13

Proceed with Install

Uersions on the hard drive: NONE

The version on this DUD is: 18.5.2.17988-13
Do you want to proceed with the Install?

{Tab>/<Alt-Tab> to move between elements. <Space> to select. <Enter> to proceed:



CUCM 10.5
isco Unified Communications Manager 18.5.2.17986-13

| Platform Installation Wizard |

This Wizard sets up the initial configuration of the
platform.

Before proceeding, complete the pre-installation tasks
outlined in the installation guide.

Choose <Proceed> to continue with the wizard.
Choose <Skip> to skip the configuration until later.
Choose <Cancel> to end the installation.

Tab>/<Alt-Tab> to move between elements. <Space> to select. <Enter> to proceed:




CUCM 10.5
isco Unified Communications Manager 18.5.2.179688-13

{ Apply Patch

Would you like to apply an upgrade patch as part of this
installation?

This option will install the software from the DUD and
then prompt you for the location of the additional patch
to apply after the system reboots.

Tab>/<Alt-Tab> to move between elements. <Space> to select. <Enter> to proceeds:s



CUCM 10.5

isco Unified Communications Manager 18.5.2.17988-13

Basic Install

This is the “"Basic" installation option. This option
installs the software version from the DUD and does not
use any imported data. It asks for configuration

information and then completes the install.

Continue

{Tab>/<Alt-Tab> to move between elements. <Space> to select.

{Enter> to proceeds



CUCM 10.5
isco Unified Communications Manager 18.5.2.179686-13

| Timezone Configuraton |
Choose the correct timezone from the following list:

AmericasBelize
AmericasBlanc-Sablon
AmericasBoa_Vista
Amer icas/Bogota
Americas/Boise

Amer icasCambridge_Bay
Amer icasCampo_Grande

Arrow Up/Down> to select, <Tab> to move to another field, <OK> to exit screen.i



CUCM 10.5
isco Unified Communications Manager 18.5.2.179868-13

Auto Negotiation Configuration

NIC speed and duplex in a virtual machine are determined
by the Host.

They do not need to be configured in the Guest.

Please select “"Continue"” to proceed with the
installation.

Continue

Tab>/<Alt-Tab> to move between elements. <Space> to select. <Enter> to proceed:



CUCM 10.5
isco Unified Communications Manager 18.5.2.179686-13

MTU Conf iguration

Do you want to change the MTU size from the 0S default?

liiiil\ 1!!%!!'\ IIEIIII IHHIHI

Tab>/<Alt-Tab> to move between elements. <Space> to select. <Enter> to proceed:




CUCM
isco Unified Communications Manager 18.5.2.17988-13

DHCP Configuration

Do you want to use Dynamic Host Configuration Protocol
(DHCP) on this machine?

Tab>/<Alt-Tab> to move between elements. <{Space> to select. <Enter> to




CUCM 10.5

isco Unified Communications Manager 18.5.2.17988-13

| Static Network Configuration

Host Name

IP Address IWgAmiiiI:1%

IP Mask 255.255.255.8_
Gl Address |IX4Ei N

Tab>/<Alt-Tab> to move between elements.

{Space> to select. <Enter> to proceed:



CUCM
isco Unified Communications Manager 18.5.2.179688-13

DNS Client Configuration

Do you want to enable Domain Name System (DNS) Client on
this machine?

Tab>/<Alt-Tab> to move between elements. <Space> to select. <Enter> to proceeds




CUCM
isco Unified Communications Manager 18.5.2.17988-13

| Administrator Login Configuration |

Enter the Platform administration username and password.
Choose Help for username and password guidelines.

Administrator ID
Password

Confirm Password R R R

i<Tab>/<Alt-Tab> to move between elements. <Space> to select. <Enter> to proceeds




CucM

isco Unified Communications Manager 18.5.2.179686-13
| Certificate Information |

Enter information about your organization. This is used to
generate security certificates for this node.

Organization

Unit

Location

State

Country Cocos (Keeling) Islands

olombia
Comoros

Tab>/<Alt-Tab> to move between elements. <Space> to select. <Enter> to



CucM
isco Unified Communications Manager 18.5.2.179688-13

First Node Configuration

Is this server the First Node in the cluster?

{Space> to select. <Enter> to proceed:



CUCM
isco Unified Communications Manager 18.5.2.17988-13

Network Time Protocol Client Configuration

NTP Server 208 .1608.7.193

NTP Server
NTP Server

E——
E——
NTP Server —— 1
1

NTP Server

{Tab>/<Alt-Tab> to move between elements. <Space> to select. <Enter> to proceeds




CUCM 10.5
isco Unified Communications Manager 18.5.2.17988-13

| Security Configuration |

Enter the system security password. This password is used
to secure communication between cluster nodes and will
also be used by DRS for encryption of backup tar files.
Choose Help for username and password guidelines.

Security Passuord  EEEEECECEEEENEN

Confirm Password

{Tab>/<Alt-Tab> to move between elements. <Space> to select. <Enter> to proceed:




CUCM 10.5
isco Unified Communications Manager 18.5.2.179686-13

SMTP Host Conf iguration

Do you want to configure a Simple Mail Transfer Protocol
(SMTP) host for this machine?

‘l!!%!!ﬁl ]!iiiﬁl IIEIIII IEEH!II

KTab>/<Alt-Tab> to move between elements. <Space> to select. <Enter> to proceed:




CUCM 10.5
isco Unified Communications Manager 18.5.2.17968-13

Smart Call Home Enable Page

( ) Enable Smart Call Home on System Start
( ) Enable Anonymous Call Home on System Start
( ) Remind me later to configure Smart Call Home

() Disable All Call Home on System Start

{Tab>/<Alt-Tab> to move between elements. <Space> to select. <Enter> to proceeds




CUCM 10.5
isco Unified Communications Manager 18.5.2.179686-13

Application User Configuration

The Application User username and password are used to
log into the Application administrative webpage(s).

Application User Username
Application User Password
Confirm Application User Password

Tab>/<Alt-Tab> to move between elements. <{Space> to select. <Enter> to proceed:



CUCM
isco Unified Communications Manager 168.5.2.179688-13

| Platform Configuration Confirmation

The Platform Configuration is complete.

Select OK to continue or Back to change the
conf iguration.

Warning: Once you select OK, you will no longer be able
to modify the Platform Conf iguration.

I<KTab>/<Alt-Tab> to move between elements. <Space> to select. <Enter> to



CUCM 10.5

isco Unified Communications Manager 18.5.2.17988-13

| Component Install

Installing database component

Item - 4 of 4
Description: running a script (est. time 6:808:88)

Size
Total - 464 Mbytes
Completed: 464 Mbytes
Remaining: B8 Mbytes




CUCM 10.5

installation of Cisco Unified Communications Manager has completed successfu

isco Unified Communications Manager 18.5.2.17988-13
UCM login:

installation of Cisco Unified Communications Manager has completed successfu

isco Unified Communications Manager 18.5.2.17988-13
UCHM login: admin

ommand Line Interface is starting up, please wait

Welcome to the Platform Command Line Interface

Mware Installation:
2 VCPU: Intel(R) Core(TM) i5-7268U CPU @ 2.28GHz

Disk 1: 88GB, Partitions aligned
4896 Mbytes RAM

a Hewlett Packard
Enterprise company




Access Via browser

aliili,  Cisco Unified CM Administration (PR Cisco Unified CM Administration
CISCO  kor Cisco Unified Communications Solutions adminapp Search Documentation About Logout

System v Call Routing v Media Resources v Advanced Features v Device v Application v User Management v  Bulk Administration v Help

A The system is operating on demo licenses that will expire in 60 days. Add this system to a Cisco Prime License Manager and install sufficient licenses to cover its
*) usage before expiration in order to avoid losing the ability to provision users and devices.

‘/A WARNING: No backup device is configured. This is required to recover your system in case of failure.

Cisco Unified CM Administration

System version: 10.5.2.17900-13

VMware Installation: 2 vCPU Intel(R) Core(TM) i5-7260U CPU @ 2.20GHz, disk 1: 80Gbytes, 4096Mbytes RAM, Partitions aligned

Last Successful Logon: Unavailable

Copyright © 1999 - 2015 Cisco Systems, Inc.
All rights reserved.

This product contains cryptographic features and is subject to United States and local country laws governing import, export, transfer and use. Delivery of Cisco cryptographic products does not imply third-party authority to import, export, distribute or use
encryption. Importers, exporters, distributors and users are responsible for compliance with U.S. and local country laws. By using this product you agree to comply with applicable laws and regulations. If you are unable to comply with U.S. and local laws, return
this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at our Export Compliance Product Report web site.

For information about Cisco Unified Communications Manager please visit our Unified Communications System Documentation web site.

For Cisco Technical Support please visit our Technical Support web site.



Click on System -> Servers

almli,  Cisco Unified CM Administration (EVIET Cisco Unified CM Administration  { Go |
——— =P Solutions adminapp Search Documentation About Logout
Server |

N y rces v Advanced Features v Device v Application v User Management v Bulk Administration v Help v
Cisco Unified CM
Cisco Unified CM Group

Presence Redundancy Groups

Phone NTP Reference

Date/Time Group

BLF Presence Group

Region Information »

Device Pool Rpar m S0 3)
Device Mobility »

DHCP ) ldress 3| begins with 7/ Find || Clear Filter R || =

SDAky * | Host Name/IP Address Description Server Type
SAML Single Sign-On CUCM Voice/Video

Cross-Origin Resource Sharing

(CORS)

Location Info >

MLPP »

Physical Location

SRST
Enterprise Parameters
Enterprise Phone Confi on

Service Parameters
Security »
Application Server

Licensing »
Geolocation Configuration

Geolocation Filter

E911 Messages

https://172.16.0.90/ccmadmin/serverFindList.do



Click on CUCM

aliml,  Cisco Unified CM Administration PR Cisco Unified CM Administration 4

CISCO  kor Cisco Unified Communications Solutions adminapp  Search Documentation ~ About  Logout

System v Call Routing v Media Resources v Advanced Features v Device v Application v User Management v Bulk Administration v Help v

Find and List Servers

Status
@ 1 records found
Servers (1-1o0f1) Rows per Page 50 4%/
Find Servers where | Host Name/IP Address 3| begins with 3§/ Find | Clear Filter | qp =
Host Name/IP Address “ Description Server Type
ucm CUCM Voice/Video

Add New




Change the Name by |IP Address

alvaln Cisco Unified CM Administration (EWEERLTY  Cisco Unified CM Administration 4
cisco For Cisco Unified Communications Solutions adminapp Search Documentation About Logout

System v Call Routing v Media Resources v Advanced Features v Device v Application v User Management v Bulk Administration v Help v

Related Links: [ QCLIEC T I3

Server Configuration

Q Save x Delete 0 [ Add New

—-Server Information

Server Type CUCM Voice/Video
Database Replication Publisher

Host Name/IP Address* |]172_ 16.0.90
IPv6 Address (for dual IPv4/IPv6)

MAC Address

Description CUCM

-Location Bandwidth Management Information

LBM Intercluster Replication Group | < None > ¥ | View Details

Save Delete Add New

@ *_ indicates required item.



Enable Auto registration

alaln Cisco Unified CM Administration (EWEELRLIY Cisco Unified CM Administration #
cisco

For Cisco Unified Communications Solutions adminapp Search Documentation About Logout

System v CallRouting v Media Resources v Advanced Features v Device v Application v User Management v Bulk Administration v Help

Cisco Unified CM Configuration LEETELRRLTUTH Back To Find/List $l Go

lad save @ Reset 2 Apoly Config
@ Status: Ready

Cisco Unified Communications Manager Information

Cisco Unified Communications Manager: CM_CUCM (used by 10 devices)

~Server Information

CTIID 1
Cisco Unified Communications Manager Server* 172.16.0.90
Cisco Unified Communications Manager Name* CM_CucM

Description CUCM

Location Bandwidth Manager Group | < None > $

— Auto-registration Information

Universal Device Template | Sample Device Template with TAG usage examoles |
Universal Line Template* || Sample Line Template with TAG usage examples 4|
Starting Directory Number™| 1000

Ending Directory Number* | 1010

uto-registration Disabled on this Cisco Unified Communications Manager




Enter CUCM Group name

WEWEERLDY Cisco Unified CM Administration ¥ m

alali,  Cisco Unified CM Administration
CISCO .. cisco Unified C ications Soluti adminapp Search Documentation About Logout

System v Call Routing v Media Resources v Advanced Features v Device v Application v User Management v  Bulk Administration v Help «

COEERRNLTPH Back To Find/List 4 )| Go |

Cisco Unified CM Group Configuration

Q Save x Delete Copy %l Reset 4 Apply Config E% Add New

— Cisco Unified Communications Manager Group Information
Cisco Unified Communications Manager Group: CUCM-GP (used by 6 devices)

 Cisco Unified Communications Manager Group Settings

Name* lcycm-cp | |
v Auto-registration Cisco Unified Communications Manager Group

h

r Cisco Unified Communications M ger Group M s
Available Cisco Unified Communications Managers

vA
Selected Cisco Unified Communications Managers™ CM_CucC™M

<

Save Delete Copy Reset Apply Config Add New



Enter NTP server

WEWLELGLE Cisco Unified CM Administration &

aliml,  Cisco Unified CM Administration
CISCO k4 cisco Unified Communications Solutions adminapp  Search Documentation  About  Logout

System v Call Routing v Media Resources v Advanced Features v Device v Application v User Management v  Bulk Administration v Help v
Related Links: [ achacam 23

Phone NTP Reference Configuration

Q Save x Delete (3 Add New

- Status
@ Update successful

—Phone NTP Reference Information

IP Address*| 146.164.48.5
Description | NTP South America
Mode™* | Unicast

>

Save Delete Add New

@ *. indicates required item.

aruba

a Hewlett Packard
Enterprise company



Click on CMLocal

alal,  Cisco Unified CM Administration (VAR Cisco Unified CM Administration 4

CISCO  por Cisco Unified Communications Solutions adminapp  Search Documentation ~ About  Logout

System v Call Routing v Media Resources v Advanced Features v Device v Application v User Management v Bulk Administration v Help v

Find and List Date/Time Groups
cﬂa Add New @ Select Al @ Clear All % Delete Selected

Status
@ 1 records found

Date/Time Group (1-1o0f1) Rows per Page 50 3%/
Find Date/Time Group where | Group Name 3| hegins with %] Find || Clear Filter  dp =

m Name * Time Zone Copy

0 | CMLocal | Etc/GMT i)

Add New  Select All  Clear All  Delete Selected

aruba

a Hewlett Packard
Enterprise company



Enter timezone

vl
cisco For Cisco Unified Communications Solutions

Cisco Unified CM Administration

System v CallRouting v Media Resources v Advanced Features v Device v Application v User Management v

Date/Time Group Configuration

Search Documentation

Bulk Administration v

Related Links:

WEWLRELGLE Cisco Unified CM Administration ¥

About Logout

Back To Find/List 4

() sve P petete Copy @ Reset 2 Apply Config [ Add New

—Date/Time Group Information
Date/Time Group: CUCM-Time (used by 6 devices)

Group Name* CUCM-Time

Time Zone* | (GMT-5:00) America/Bogota 4| Entries with £ are compatible with legacy phone loads
Separator™* | / (slash) 4| (applies to Date Format only)

Date Format™* [ M/DsY v

Time Format* [ 24-hour v

—Phone NTP References for this Date/Time Group

Selected Phone NTP References**§ 146.164.48.5

v
~

Add Phone NTP References

Remove Phone NTP References

Save Delete Copy Reset Apply Config Add New

aruba

a Hewlett Packard
Enterprise company



Go to “Region”

alimln  Cisco Unified CM Administration Navigation [ Go |
CISCO -~ . feimea o
Server

Cisco Unified CM

ions Solutions adminapp Search Documentation About Logout

rces v Advanced Features v Device v Application v User Management v  Bulk Administration v Help +

Cisco Unified CM Group LCIEICLRRD | CH Back To Find/List
Presence Redundancy Groups

i}
Phone NTP Reference : Rt z Apply Config E% G

Date/Time Group

BLF Presence Group
Region Information 4 Audio Codec Preference List
Device Pool Region

Device Mobility »
DHCP »

by 6 devices)

LDAP * |rica/Bogota 4| Entries with # are compatible with legacy phone loads
SAML Single Sign-On

4+ | (applies to Date Format only)
Cross-Origin Resource Sharing N
(CORS) 2

a
Location Info » +)

MLPP 4

'e/Time Group

Physical Locati
sl 1164.48.5

SRST

v
Enterprise Parameters .S

Enterprise Phone Configuration

Service Parameters dd Phone NTP References = Remove Phone NTP References

Security >

Application Server Apply Config Add New
Licensing »
Geolocation Configuration
Geolocation Filter

es are ordered by highest priority
E911 Messages

https://172.16.0.90/ccmadmin/regionFindList.do



New Region

ahali,  Cisco Unified CM Administration PRl Cisco Unified CM Administration 3

CISCO  ror cisco Unified Communications Solutions adminapp Search Documentation About Logout

System v Call Routing v Media Resources v Advanced Features v Device v Application v User Management v  Bulk Administration v Help v

Region Configuration COETEARELTPH Back To Find/List 4 | Go |
Q Save

-Region Information

NamE*Icucm-Region l

Save

@ *_ indicates required item.



CUCM-Region to CUCM-Region =2 64Kbps

alim,  Cisco Unified CM Administration (BYPEEl Cisco Unified CM Administration 4
cisco

For Cisco Unified Communications Solutions adminapp Search Documentation About Logout

System v CallRouting v Media Resources v Advanced Features v Device v Application v User Management v  Bulk Administration v Help

Region Configuration COPZEREN T Back To Find/List 4 | Go |

Q Save x Delete %' Reset 2 ApplyConfig 3 AddNew

Status

@ Add successful

@ Click on the Reset button to have the changes take effect.

R Information

Name* cycM-region

—Region Relati hips
Region Audio Codec Preference List Maximum Audio Bit Rate Maximum Session Bit Rate for Video Calls Maximum Session Bit Rate for Immersive Video Calls

NOTE: Regions not displayed Use System Default Use System Default Use System Default Use System Default

— Modify Relationship to other Regions

Regions Audio Codec Preference List Maximum Audio Bit Rate Maximum Session Bit Rate for Video Calls Maximum Session Bit Rate for Immersive Video Calls
CUCM-Region
Default
| Keep Current Setting 4/ |° ! 64 kbps (G.722, G.711) % !I © Keep Current Setting © Keep Current Setting
ps "~ Use System Default "~ Use System Default
~'None ~'None
kbps B kbps

Save Delete Reset Apply Config Add New

@ *. indicates required item.



Config Device Pool

alili,  Cisco Unified CM Administration PRSI Cisco Unified CM Administration $
CISCO  ror Cisco Unified Communications Solutions adminapp Search Documentation About Logout

System » Call Routing v Media Resources v Advanced Features v Device v Application v User Management v  Bulk Administration v Help +

Device Pool Configuration COERRNETPH Back To Find/List 4 i Go |

Q Save

~ Device Pool Information
Device Pool: New
—Device Pool Settings
Device Pool Name* CUCM-DP
Cisco Unified Communications Manager Group™®| cUCM-GP v/
Calling Search Space for Auto-registration | < None > +)
Adjunct CSS | < None > 2
Reverted Call Focus Priority | Default 2
Intercompany Media Services Enrolled Group | < None > Sl
— Roaming Sensitive Settings
Date/Time Group™* | CUCM-Time 4
Region* | CUCM-Region 4]
Media Resource Group List | < None > 7
Location | < None > v
Network Locale | < None > 7
SRST Reference® [ Disable v
Connection Monitor Duration***
Single Button Barge* | Default )
Join Across Lines™* | Default 2
Physical Location | < None > 3/
Device Mobility Group | < None > 7
Wireless LAN Profile Group | < None > + | View Details
~1 nral Ranta Graun Sattinne




Change names by |IP Address

Nmm Cisco Unified CM Administration (FWEELRLTY Cisco Unified CM Administration *

CISCO  kor Cisco Unified Communications Solutions adminapp  Search Documentation ~ About  Logout

System v Call Routing v Media Resources v Advanced Features v Device v Application v User Management v Bulk Administration v Help v

Enterprise Parameters Configuration

Q Save Set to Default % Reset . Apply Config

~ Phone URL Parameters

URL Authentication http://172.16.0.90:8080/ccmcip/authenticate.jsp

URL Directories http://172.16.0.90:8080/ccmcip/xmldirectory.jsp

URL Idle

URL Idle Time 0 0
URL Information http://172.16.0.90:8080/ccmcip/GetTelecasterHelpText.js

URL Messages
1P Phone Proxy Address

URL Services http://172.16.0.90:8080/ccmcip/getservicesmenu.jsp

rSecured Phone URL Parameters

Secured Authentication URL https://172.16.0.90:8443/ccmcip/authenticate.jsp

Secured Directory URL https://172.16.0.90:8443/ccmcip/xmidirectory.jsp
Secured Idle URL

Secured Information URL https://172.16.0.90:8443/ccmcip/GetTelecasterHelpText.j
Secured Messages URL

Secured Services URL Ihttps://172.16.0.90:8443/ccmcip/getservicesmenu.jsp

 User Data Service Parameters

Enable All User Search * (True N True
User Search Limit * 64 64
Number of Digits to Match * 4 4

Personal Directory Timeout * 86400 86400




Go to Unified Serviceability = Service Activation

aliml,  Cisco Unified Serviceability
CISCO  For Cisco Unified Communications Solutions

Alarm v Trace v | Teols v | Snmp v CallHome v Help +

Service Actlvatlon Service Activation CEEVIRTEY  Control Center - Feature Services %

Control Center - Feature

B Save Services

Control Center - Network
- Status: ——— Services

@Ready Serviceability Reports [

ve

Audit Log Configuration

~Select Server—|

Locations »

Server* CDR Management re/Video v | Go
~1 Check All Servites
CM Services

Service Name Activation Status
B Cisco CallManager Deactivated
- Cisco Unified Mobile Voice Access Service Deactivated
- Cisco IP Voice Media Streaming App Deactivated
~ Cisco CTIManager Deactivated
a Cisco Extension Mobility Deactivated
~ Cisco Extended Functions Deactivated
= Cisco DHCP Monitor Service Deactivated
(] Cisco Intercluster Lookup Service Deactivated
- Cisco Location Bandwidth Manager Deactivated
(] Cisco Directory Number Alias Sync Deactivated
a Cisco Directory Number Alias Lookup Deactivated
(] Cisco Dialed Number Analyzer Server Deactivated
a Cisco Dialed Number Analyzer Deactivated

Cisco Tftp Deactivated



Check All Services = Save

alimli,  Cisco Unified Serviceability
CISCO  For Cisco Unified Communications Solutions

Alarm v Trace v Tools v+ Snmp v CallHome v Help «

Service Activation te Control Center - Feature Services :
= Savel &P Setto Default @ Refresh

—Status:
@Ready

—Select Server
Server* | 172.16.0.90--CUCM Voice/Video 4| Go

heck All Services

CM Services
| Service Name Activation Status

Cisco CallManager Deactivated
Cisco Unified Mobile Voice Access Service Deactivated
Cisco IP Voice Media Streaming App Deactivated
Cisco CTIManager Deactivated
Cisco Extension Mobility Deactivated
Cisco Extended Functions Deactivated
Cisco DHCP Monitor Service Deactivated
Cisco Intercluster Lookup Service Deactivated
Cisco Location Bandwidth Manager Deactivated
Cisco Directory Number Alias Sync Deactivated
Cisco Directory Number Alias Lookup Deactivated
Cisco Dialed Number Analyzer Server Deactivated
Cisco Dialed Number Analyzer Deactivated
Cisco Tftp Deactivated
CTI Services

| Service Name Activation Status



Services activated

aliml,  Cisco Unified Serviceability
CISCO  For Cisco Unified Communications Solutions

Alarm v Trace v Tools v Snmp v CalHome v Help v

Bervice Activation

leJ Save g Setto Default @ Refresh

—Status:
(@Ready

—Select Server

Server* 172.16.0.90--CUCM Voice/Video §| Go
~1 Check All Services

CM Services
Service Name Activation Status

Cisco CallManager Activated
Cisco Unified Mobile Voice Access Service Activated
Cisco IP Voice Media Streaming App Activated
Cisco CTIManager Activated
Cisco Extension Mobility Activated
Cisco Extended Functions Activated
Cisco DHCP Monitor Service Activated
Cisco Intercluster Lookup Service Activated
Cisco Location Bandwidth Manager Activated
Cisco Directory Number Alias Sync Activated
Cisco Directory Number Alias Lookup Activated
Cisco Dialed Number Analyzer Server Activated
Cisco Dialed Number Analyzer Activated
Cisco Tftp Activated



Go to OS Administration = Certificate
Management

almli,  Cisco Unified Operating System Administration BRI Cisco Unified OS Administration 4 | Go |
CISCO ko Cisco Unified Communications Solutions admin Search Documentation About Logout

Show v Settings v | Security v | Software Upgrades v Services v Help v
[ certfate Managemert |
Certificate Monitor
[A WARNI Certificate Revocation figured. This is required to recover your system in case of failure.

IPSEC Configuration

Bulk Certificate Management

Cisco UnilBEr s ‘em Administration

System version: 10.5.2.17900-13

VMware Installation: 2 vCPU Intel(R) Core(TM) i5-7260U CPU @ 2.20GHz, disk 1: 80Gbytes, 4096Mbytes RAM, Partitions aligned

Copyright © 1999 - 2015 Cisco Systems, Inc.
All rights reserved.

This product contains cryptographic features and is subject to United States and local country laws governing import, export, transfer and use. Delivery of Cisco cryptographic products does not imply third-party authority to import, export, distribute or use
2ncryption. Importers, exporters, distributors and users are responsible for compliance with U.S. and local country laws. By using this product you agree to comply with applicable laws and regulations. If you are unable to comply with U.S. and local laws, return this
aroduct immediately.

& summary of U.S. laws governing Cisco cryptographic products may be found at our Export Compliance Product Report web site.

“or information about Cisco Unified Communications Manager please visit our Unified Communications System Documentation web site.

“or Cisco Technical Support please visit our Technical Support web site.




ownload the Manufactoring root certificate

alml  Cisco Unified Operating System Administration

cisco

For Cisco Unified Communications Solutions

Show v  Settings v

E{I) Generate Self-signed gé Upload Certificate/Certificate chain

CallManager-
trust

CallManager-
trust

CAPF

CAPF-trust Cisco_Manufacturing_ CA_SHA2
ICAPF-trust Cisco Root CA 2048

Security v  Software Upgrades v Services v Help v

Certificate List

Cisco_Manufacturing_CA
ACT2 SUDI CA

CAPF-f4b5a296

N

CAPF-trust Cisco Root CA M2
CAPF-trust CAPF-fab5a296
CAPF-trust CAP-RTP-001
CAPF-trust CAP-RTP-002
|%;:—trust Cisco Manufacturing_CA
-trust ACT2 SUDI CA

ipsec cucMm

ipsec-trust cucMm

ITLRecovery ITLRECOVERY CUCM
tomcat cucMm

tomcat-trust v(es;;Sign Class 3 Secure Server CA -
tomcat-trust @

VS cucm

—rmge e

CA-signed
CA-signed

Self-
signed
CA-signed
Self-
signed
Self-
signed
Self-
signed
Self-
signed
Self-
signed
CA-signed
CA-signed
Self-
signed
Self-
signed
Self-
signed
Self-
signed
CA-signed

Self-
signed
Self-
signed

E{I) Generate CSR

Cisco_Manufacturing_CA
ACT2_SUDI_CA
CAPF-f4b5a296

Cisco_Manufacturing_CA_SHA2
Cisco_Root_CA_2048

Cisco_Root_CA_M2
CAPF-f4b5a296
CAP-RTP-001
CAP-RTP-002

Cisco_Manufacturing_CA
ACT2_SUDI_CA
cucm

cucMm

ITLRECOVERY_CUCM

cucm
Ven;SIgn_CIass_3_Secure_Server_CA_-
cucm

CUCM

Cisco_Root_CA_2048
Cisco_Root_CA_2048
CAPF-f4b5a296

Cisco_Root_CA_M2
Cisco_Root_CA_2048

Cisco_Root_CA_M2
CAPF-f4b5a296
CAP-RTP-001
CAP-RTP-002
Cisco_Root_CA_2048
Cisco_Root_CA_2048
CucMm

cucMm
ITLRECOVERY_CUCM

CucMm

VeriSign_Class_3_Public_Primary_Certification_Authority_-
G5

CucM

CUCM

WEWEELGLE Cisco Unified OS Administration §

admin
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Search Documentation About Logout

Self-signed certificate generated by system

Self-signed certificate generated by system
Trust Certificate

Self-signed certificate generated by system
Self-signed certificate generated by system
Call Home Server Certificate

Trust Certificate

Self-signed certificate generated by system

Generate Self-signed | Upload Certificate/Certificate chain

Generate CSR




.PEM file to your computer

alialn
cisco

Cisco Unified Operating Syste

For Cisco Unified C ications

Show v Settings v Security v Software Upgrades v  Services

> - |
@ Generate Self-signed E;é Upload Certificate/Certificate chain [iij
= |

CallManager-
trust

CallManager-
trust
CAPF

CAPF-trust
CAPF-trust

CAPF-trust
CAPF-trust
CAPF-trust
CAPF-trust

CAPF-trust
CAPF-trust
ipsec

ipsec-trust
ITLRecovery
tomcat
tomcat-trust
tomcat-trust

TVS

Cisco Manufacturing_CA
ACT2 SUDI CA
CAPF-f4b5a296

Cisco Manufacturing_CA SHA2
Cisco Root CA 2048

Cisco Root CA M2
CAPF-f4b5a296
CAP-RTP-001
CAP-RTP-002

Cisco Manufacturing_CA
ACT2 SUDI CA
cucm

CucMm
ITLRECOVERY CUCM
CucM

VeriSign Class 3 Secure Server CA -

(

-

L

D L T

-

insm inoem

Certificate Detaills for Cisco_Root_CA_2048, CAPF-trust

x Delete al Download .PEM File

. Certificate Settings
File Name Cisco_Root_CA_2048.pem
Certificate Purpose CAPF-trust
Certificate Type trust-certs
Certificate Group product-cm

Description(friendly name)

r Certificate File Data

Version: V3
Serial Number: SFF87B282B54DC8D42A315B568C9ADFF
SignatureAlgorithm: SHA1withRSA (1.2.840.113549.1.1.5)
Issuer Name: CN=Cisco Root CA 2048, O=Cisco Systems
Validity From: Fri May 14 15:17:12 COT 2004

To: Mon May 14 15:25:42 COT 2029
Subject Name: CN=Cisco Root CA 2048, O=Cisco Systems
Key: RSA (1.2.840.113549.1.1.1)

Key value:
308201080282010100b09ab9aba7af0a77a7e271b6b4666294788847c66255844032bfcOab2ea51c71d
6bcbe7baBaababed2158848459da2fc83d0ccb98ce02668704a78df21179ef46105¢915¢8cf16da35618
99443a884283198789bb94e6f2c53126ccd1dad2b24bb31c42bff83446fb63d247709eabf22a81f6a56f6
200f1154978175a725ce596a8265efb7eae7e28d758bbef2dd4fa65e629¢ccf100264d04e6dce2bec5bfS6
0a527478d69f47fce1b70de701b20d66ecda601a83c12d2a93fa06bSebb8e208b7291e3b568eeale7c40,

Delete |Download .PEM File I

Close

admin
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Search Documentation About Logout

Self-signed certificate generated by system

Self-signed certificate generated by system
Trust Certificate

Self-signed certificate generated by system
Self-signed certificate generated by system
Call Home Server Certificate

Trust Certificate

Self-signed certificate generated by system




* Out of the box, Cisco IP phones are capable of 802.1X but they are not enabled for 802.1X. it is
possible to enable 802.1X on phones by enabling 802.1X in the phone configuration file.

* Next time the phone resets and downloads its configuration file, 802.1X is enabled for all
supported EAP methods. There is no way to disable individual EAP methods on a Cisco IP phone.

* Enabling 802.1X on phones first is a best practice:
* Bring up new phones in a physically secure staging area where the access ports are not
enabled for 802.1X. This allows the phones to access the network and download the needed
configuration files.



Register the Cisco IP Phone to CUCM

WEWGELGLE Cisco Unified CM Administration §

alim,  Cisco Unified CM Administration
adminapp Search Documentation About Logout

cisco For Cisco Unified Communications Solutions
Advanced Features v Device v Application v User Management v

Bulk Administration v Help +»

System v Call Routing v Media Resources v
CCEVCLRRL T Actively Logged In Device Report ¢ §| Go

Find and List Phones
r:% Add New @ Select Al @ Clear Al @ Delete Selected %' Reset Selected Apply Config to Selected

-Status

@ 1 records found
Rows per Page 50 %/

Phone (1-1o0f1)

| Find | ClearFilter dh =

4| contains v/7821

Find Phone where | Device Type

| Select item or enter search text v
(] Device Name(Line) “ Description Device Type Device Protocol Status IPv4 Address Copy Super Copy
(] = I SEPEOD173E55320 I Auto 1002 Cisco 7821 SIP Registered with 172.16.0.90 10.10.0.5 [ [in
= 7521

Add New  Select All | Clear All  Delete Selected = Reset Selected = Apply Config to Selected




Enable 802.1X Authentication

Nmm Cisco Unified CM Administration (FWEELLTY Cisco Unified CM Administration 4 m
CISCO  Eqr Cisco Unified Communications Solutions adminapp  Search Documentation ~ About  Logout

System v Call Routing v Media Resources v Advanced Features v Device v Application v User Management v  Bulk Administration v Help +

Phone Configuration Related Links: [EE QN AR 4l Go |

QSave xDeleme Copy %Reset 4 Apply Config E%AddNew

IPv6 Log Server ]
Outbound Rollover* | Disabled 2 O
Cisco Discovery Protocol (CDP): Switch Port* | Enabled $) O
Cisco Discovery Protocol (CDP): PC Port* | Enabled v O
Link Layer Discovery Protocol - Media Endpoint Discover (LLDP-MED): Switch Port™* | Enabled 4| 0
Link Layer Discovery Protocol (LLDP): PC Port* | Enabled S| 0
LLDP Asset ID

LLDP Power Priority* | Unknown 2

[0271x Authentication* | | Enables | D]
Automatic Port Synchronization* | Disabled ) O
Switch Port Remote Configuration™* | Disabled v/ O
PC Port Remote Configuration* | Disabled v O
SSH Access™® | Disabled $) O
Incoming Call Toast Timer* 5 3 O
Line Key Barge™* | cBarge v

Ring Locale* | Default + O
TLS Resumption Timer* 3600 O
FIPS Mode* | Disabled 3 O
HOLD/RESUME Key* | HOLD/RESUME Key vl O
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Add the switch as Device

Edit Device Details (<)

m SNMP Read Settings SNMP Write Settings CLI Settings OnConnect Enforcement Attributes

Name: 12930F switch| |
IP or Subnet Address: 172.16.100.1 (e.g., 192.168.1.10 or 192.168.1.1/24 or 192.168.1.1-20)

Description: Aruba Access Switch

VA

RADIUS Shared Secret: Verify:
TACACS+ Shared Secret: Verify:

Vendor Name: |Aruba [+]

Enable RADIUS CoA: RADIUS CoA Port: 3799 |

Enable RadSec: @)

Ccory I save [ Cancal




Import Cisco Root certificates

aruvba ClearPass Policy Manager Menu =—
Dashboard Administration » Certificates » Trust List
[&] Monitoring Certificate Trust List & Add
. Configuration This page displays a list of trusted Certificate Authorities (CA). You can add, view, or delete a certificate.
m Administration o)
 Licensing Filter: _Subject contains[§ cisco [ Go | ClearFilter | Show 20 g records
- | External Servers Subject Validity Enabled v

#° SNMP Trap Receivers
#° Syslog Targets
#” Syslog Export Filters

CN=Cisco Manufacturing CA,0=Cisco Systems Valid Enabled

~ | CN=Cisco Root CA 2048,0=Cisco Systems Valid Enabled

1
2
Sh
4
5

1 CN=CAP-RTP-001,0=Cisco Systems Valid Disabled
#° Messaging Setup
. | CN=CAP-RTP-002,0=Cisco Systems Valid Disabled
#” Endpoint Context Serve
#* File Backup Servers ‘ ] CN=Cisco Manufacturing CA SHA2,0=Cisco Valid Disabled
- 1 Certificates Showing 1-5 of 5 Delete

#° Certificate Store
st List
& Revocation Lists
+ || Dictionaries
- % Agents and Software Updates
#° OnGuard Settings
#° Software Updates
- % Support
#° Contact Support
#° Remote Assistance

42 Documentation
© Copyright 2018 Hewlett Packard Enterprise Development LP May 28, 2019 09:29:39 COT ClearPass Policy Manager 6.7.9.109195 on CLABV platform




Create the role “IP-Phone”




Create the role “CiscoPhone”

Edit Role ©

Name: CiscoPhone] Tag Cisco Phone MAC Addresses

Description: Cisco Phone - Role Definition

[ Save Ji| Cancel

Name: 1P-Phond Map Cisco Phones to “IP-Phone” Tag

Description: Role in Clearpass




Click on “Guest Roles”

aruvba ClearPass Policy Manager Menu —=
Dashboard Configuration » Identity » Role Mappings
[Z] Monitoring Role Mappings - ;\dd it
Q%Conﬁguratlon © &, Tmpo
& Export All
£¥ Methods After authenticating a request, a ClearPass service invokes its role-mapping policy, resulting in assignment of a role(s) to the client. This role
£ Sources becomes the identity component of enforcement policy decisions.
- Q Identity

£z Single Sign-On (SSO)

{¥ Local Users - '
£ Endpoints Description Default Role

System-defined mapping to identify the protocol version of an
AirGroup request

Filter: Name contains B m Clear Filter Show 20 records

{} Static Host Lists il 1 [AirGroup Version Match]
£k Roles 2. ~|  [Guest Roles] The roles used by Guest. [Employee]
Fe3 Role Mappings

+ i Posture | Showing 1-2 of 2 | Copy | | Export | | Delete |

[AirGroup v1]

-1 $ Enforcement
£z Policies
£ Profiles
-} =% Network
{x Devices
{x Device Groups
{Z Proxy Targets
£z Event Sources
-1 [+ Profile and Network Scan
£ Network Scan

#* Administration o

© Copyright 2018 Hewlett Packard Enterprise Development LP Apr 11, 2019 16:40:51 COT ClearPass Policy Manager 6.7.9.109195 on CLABV platform



Click on “Add Rule”

aruvba ClearPass Policy Manager Menu —
.. - Dashboard Configuration » Identity » Role Mappings » Edit - [Guest Roles]
[] Monitoring Role Mappings - [Guest Roles]

oy
LAy Configuration © Summary Policy Mapping Rules

Rules Evaluation Algorithm: @ Select first match () Select all matches

1 Methods

{x Sources
- Q Identity Role Mapping Rules:

£x Single Sign-On (SSO) Conditions

{Z Local Users 1.| (GuestUser:Role ID EQUALS 1)

£ Endpoints
{x Static Host Lists
{xRoles
e
+ [ Posture |
-1 & Enforcement
{x Policies
£z Profiles
-} =% Network
£z Devices
{x Device Groups
{x Proxy Targets
{x Event Sources
- |44 Profile and Network Scan
£ Network Scan

e o . < Back to Role Mappings
#7 Administration o

© Copyright 2018 Hewlett Packard Enterprise Development LP

[Contractor]
[Guest]
[Employee]
| MoveUp 1 | | Move Down | | | EditRule | | Remove Rule |

cory i seve J Cancel |

Apr 11, 2019 16:41:46 COT ClearPass Policy Manager 6.7.9.109195 on CLABV platform



Map the “CiscoPhone” Role

Rules Editor

Conditions

Matches @ ANY or () ALL of the following conditions:
Type Name Operator Value

1. ||/Guestuser v Role ID v EQUALS . | @ @

2. | Click to add...

Role Name: I CiscoPhoneI




Click on “save”

arvba ClearPass Policy Manager Menu =—

Dashboard ] Configuration » Identity » Role Mappings » Edit - [Guest Roles]

[] Monitoring i Role Mappings - [Guest Roles]
=
1 Methods -
Rules Evaluation Algorithm: @ Select first match Select all matches

{x Sources

= Q Identity Role Mapping Rules:
£} Single Sign-On (SSO) Conditions Role Name
£ Local Users 1.| (GuestUser:Role ID ¢ [Contractor]
{¥ Endpoints 2.| (GuestUser:Role ID EQUALS 2) [Guest]
{} Static Host Lists 3. ‘ (GuestUser:Role ID [Employee]
{X Roles 4

I Roi Mapp “(GuestUser:Role 1D CiscoPhone
ole Mappings
./ Posture | JYERUTS | Move Up1 | | Move Down | | | EditRule | | Remove Rule |

-1 §& Enforcement
{x Policies
£ Profiles
-} =% Network
{x Devices
{x Device Groups
{x Proxy Targets
£z Event Sources
-1 4+ Profile and Network Scan
£ Network Scan

L . < Back to Role Mappings [ Copy |
#7 Administration o

© Copyright 2018 Hewlett Packard Enterprise Development LP Apr 11, 2019 16:47:20 COT ClearPass Policy Manager 6.7.9.109195 on CLABV platform




Create a role mapping

aruba ClearPass Policy Manager Menu =—

[] Configuration » Identity » Role Mappings » Add

[] Monitoring i Role Mappings
(ﬁ;““ﬁg""ﬂm‘ © m Mapping Rules  Summary
g ::::zstemplates & Wizards Policy Name: I'ml
- & Authentication Description:
£ Methods 4

Qe —— = ST Vowpuate T oaty
£ Single Sign-On (SSO)
£ Local Users
£ Endpoints
£ Static Host Lists
{ZRoles
bt

+ i Posture

- & Enforcement
£ Policies
{3 Profiles

-} 4. Network
£ Devices
{x Device Groups
{x Proxy Targets
£ Event Sources

=1 [ Profile and Network Scan
£{x Network Scan
£} Profile Settings

£ Policy Simulation

— < Back to Role Mappings -I BE3
#- Administration o
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“IP-Phone” role is mapped to “CiscoPhone”
Guest role

Rules Editor

Matches @ ANY or () ALL of the following conditions:

1. | Authorization:[Guest Device Repository] Device Role ID
2. | Click to add...




Map anything else to “Other” role

Rules Editor

Matches @ ANY or () ALL of the following conditions:

1. | Authorization:[Guest Device Repository]

Device Role ID

NOT_EQUALS 4 ]

2. | Click to add...

Actions

Role Name:

I\[ [Other] |




“Wired-Policy” Role mapping

aruba ClearPass Policy Manager Menu =

Dashboard [{] Configuration » Identity » Role Mappings » Add

[ Monitoring i Role Mappings

o
fo ) Configuration © Policy UIETTILCILUIEYE Summary

£ Service Templates & Wizards

Rules Evaluation Algorithm: @ Select first match () Select all matches

{x Services :
-1 & Authentication Role Mapping Rules:
£% Methods Conditions Role Name
1. | (Authorization:[Guest Device Repository]:Device Role ID EQUALS 4 IP-Phone
{x Sources
-1 Q Identity 2. | (Authorization:[Guest Device Repository]:Device Role ID NOT_EQUALS 4) [Other]

{x Single Sign-On (SSO) JYELUT | MoveUpt | [ MoveDown| | [ EditRule | [ RemoveRule |

£{Z Local Users
£ Endpoints
{x Static Host Lists
{X Roles
!
7 M Posture
-1 $ Enforcement
£z Policies
£ Profiles
-} =% Network
{x Devices
{x Device Groups
{x Proxy Targets
{x Event Sources
-1 [ Profile and Network Scan
£ Network Scan
£ Profile Settings
£ Policy Simulation

< Back to Role Mappings | save |
#7 Administration o
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Create IP Phone Enforcement Profile

aruba ClearPass Policy Manager Menu =—

Dashboard 1] Configuration » Enforcement » Profiles » Edit Enforcement Profile - IP Phone Enforcement

[&] Monitoring i Enforcement Profiles - IP Phone Enforcement
(}% Configuration ©  summary lman Attributes
- a4 laenuty
{3 Single Sign-On (SSO) Name: [F Phone Enforcement |
4 Local Users Description: IP Phone Enforcement
1 Endpoints
1 Static Host Lists “
1 Roles Type: RADIUS
4% Role Mappings Action: © Accept () Reject () Drop
- ! Posture Device Group List: [ Remove | Add New Device Group
1 Posture Policies - -
{2 Audit Servers @J
- & Enforcement [ Modity |
{2 Policies --Select--
e’
- =% Network
1 Devices

1 Device Groups

1 Proxy Targets

1 Event Sources
- |44 Profile and Network Scan
1 Network Scan

£ Back to Enforcement Profiles m m m
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Create the Enforcement Profile to sen
the VOICE-ROLE as Radius VSA

aruvba ClearPass Policy Manager Menu =—
Dashboard [] Configuration » Enforcement » Profiles » Add Enforcement Profile

[} Monitoring W Enforcement Profiles

o Confiourain ¢ _prorie [T summer

£ Service Templates & Wizards

£} Services .
- & Authentication Radius:Hewlett-Packard: HPE-User-Role (25)
{x Methods 2. | Click to add...
£ Sources
- Q Identity

{x Single Sign-On (SSO)
{Z Local Users
£ Endpoints
{3 Static Host Lists
{ZRoles
{Z Role Mappings

+ [ Posture

-1 & Enforcement
£ Policies
gedProfiles

-} 4. Network
{x Devices
{ Device Groups
{X Proxy Targets
{x Event Sources

-1 4 Profile and Network Scan
{x Network Scan
£ Profile Settings

£ Policy Simulation

< Back to Enforcement Profiles l Next — ] m
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“IP Phone” Enforcement Profile summary

arvba ClearPass Policy Manager Menu =—
Dashboard Configuration » Enforcement » Profiles » Add Enforcement Profile
[2) Monitoring Enforcement Profiles
(}% Configuration © Enforcement profile has not been saved
gzervTce Templates & Wizards N (e —
ervices
-} & Authentication Profile:
£ Methods Template: Aruba RADIUS Enforcement
{3 Sources Name: IP Phone Role Enforcement
: Qldeg:lg le Sign-On (SSO) Description: IP Phone Role Enforcement
ingle Sign-On
£ Local Users e e
£ Endpoints Action: Accept
£ Static Host Lists Device Group List: -
£ Roles Attributes:
£ Role Mappings
+ M Posture
- & Enforcement 1. | Radius:Hewlett-Packard-Enterprise HPE-User-Role = VOICE-ROLE
£z Policies
ed Profiles|
- =% Network
{x Devices
£ Device Groups
{x Proxy Targets

£ Event Sources
- 4 Profile and Network Scan
£ Network Scan
£ Profile Settings
£ Policy Simulation

< Back to Enforcement Profiles [ Next —
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Create the Enforcement Policy to authenticate
Cisco Phones via EAP-TLS

arubaQ ClearPass Policy Manager Menu —

Dashboard [{] Configuration » Enforcement » Policies » Edit - Wired-IP-Phone_TLS EP

[ Monitoring 4l Enforcement Policies - Wired-IP-Phone_TLS EP
g Contguraten RIILTLLTE crorcement T
oranes
- L Identity Name: IWired-IP-Phone_TLS EP I
Q Single Sign-On (SSO) Description: IP Phone Enforcement Policy
4 Local Users
£ Endpoints 4
1 Static Host Lists Enforcement Type: RADIUS
Roles - i
g Role Mappings Default Profile: I [Deny Access Profile] I Add New Enforcement Profile
- Posture

1 Posture Policies
12 Audit Servers
- & Enforcement
o’
1 Profiles
- % Network
1 Devices
12 Device Groups
£ Proxy Targets
1z Event Sources
- |44 Profile and Network Scan
£ Network Scan

1 Profile Settina
# Administration

< Back to Enforcement Policies m m
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Create the rules

Rules Editor

Conditions

Match ALL of the following conditions:

Authorization:[Guest Device Repository]
Tips
Certificate

Certificate

Operator

AccountStatus EQUALS
Role EQUALS

Issuer-DN EQUALS

Subject-CN BEGINS_WITH

0

IP-Phone

CN=Cisco Manufacturing CA,0=Cisco
Systems

cp-

Enforcement Profiles

Profile Names: [RADIUS] IP Phone Enforcement | Move Up 1

--Select to Add--

A
v

Account Status:

225 =disabled

226 = expired

0 = enabled and valid



“Wired-IP-Phone TLS” Enforcement Policy

summary

aruba

DET L LETL o

m Monitoring o
5} - -
Fo ™) Configuration O

1 Service Templates & Wizards
1 Services
- & Authentication
1 Methods
1z Sources
- & Identity
1 Single Sign-On (SSO)
1 Local Users
1 Endpoints
1 Static Host Lists
12 Roles
1 Role Mappings
- 1 Posture
1 Posture Policies
£ Audit Servers
- & Enforcement
edPolicies
1 Profiles
- =% Network
1 Devices

# Administration (]

© Copyright 2018 Hewlett Packard Enterprise Development LP

ClearPass Policy Manager

Configuration » Enforcement » Policies » Edit - Wired-IP-Phone_TLS EP

Enforcement Policies - Wired-IP-Phone_TLS EP

Enforcement Rules
Enforcement:
Name: Wired-IP-Phone_TLS EP
Description: IP Phone Enforcement Policy

Enforcement Type: RADIUS

Default Profile: [Deny Access Profile]

Rules:

Rules Evaluation Algorithm: First applicable

Conditions

(Date:Day-of-Week BELONGS TO Monday, Tuesday, Wednesday, Thursday,
Friday, Saturday, Sunday)

AND  (Authorization:[Guest Device Repository]:AccountStatus FQUALS 0)
1.| AND (Tips:Role EQUALS IP-Phone)

AND  (Certificate:Issuer-DN EQUALS CN=Cisco Manufacturing CA,0=Cisco
Systems)

AND  (Certificate:Subject-CN BEGINS WITH CP-)

< Back to Enforcement Policies

May 28, 2019 08:08:47 COT
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Create the Enforcement Policy to authenticate
Cisco Phones via MAC-AUTH

aruvba ClearPass Policy Manager Menu —

Dashboard (1] Configuration » Enforcement » Policies » Edit - Wired-IP-Phone_MAC EP

[&] Monitoring i Enforcement Policies - Wired-IP-Phone_MAC EP
~ : S

. N o _sommary [EDESNGT Rues

-~ a4 laenuty
{2 Single Sign-On (SSO) Name: I Wired-IP-Phone_MAC EP I
1’ Local Users Description: IP Phone Enforcement Policy
1 Endpoints
1 Static Host Lists z
X Roles Enforcement Type: RADIUS
2 Role Mappings Default Profile: [ Deny Access Profile] | View Details Add New Enforcement Profile

- i Posture
1 Posture Policies
£ Audit Servers
- & Enforcement
e
1 Profiles
- =% Network
1z Devices
12 Device Groups
1 Proxy Targets
1z Event Sources
- |44 Profile and Network Scan
1 Network Scan

< Back to Enforcement Policies m m m
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Create the rules

Rules Editor

Conditions

Match ALL of the following conditions:
Type Name Operator Value

Monday, Tuesday, Wednesday,
Thursday, Friday, Saturday, Sunday

Authorization:[Guest Device Repository] AccountStatus EQUALS 0 . Account Status:
Tips Role EQUALS IP-Phone = 2 25 d .
= disabled

Click to add...
226 = expired
0 = enabled and valid

Date Day-of-Week BELONGS_TO

Enforcement Profiles

Profile Names: [RADIUS] IP Phone Enforcement | Move Up 1

--Select to Add--




“Wired-IP-Phone MAC” Enforcement Policy
summary

aruba ClearPass Policy Manager Menu =

Dashboard (1] Configuration » Enforcement » Policies » Edit - Wired-IP-Phone_MAC EP

[&] Monitoring bl Enforcement Policies - Wired-IP-Phone_MAC EP
& . :
i, Configuration © m Enforcement  Rules
- 4 lOEenuty
{2 Single Sign-On (SSO) Enforcement:
1¥ Local Users Name: Wired-IP-Phone_MAC EP
{3 Endpoints Description: IP Phone Enforcement Policy
1 Static Host Lists
Enforcement Type: RADIUS
X Roles
% Role Mappings Default Profile: [Deny Access Profile]
- i Posture Rules:

1 Posture Policies
£ Audit Servers

- & Enforcement

- (Date:Day-of-Week BELONGS TO Monday, Tuesday, Wednesday, Thursday,
Q 1 Friday, Saturday, Sunday)

‘ Rules Evaluation Algorithm: First applicable

Conditions

Actions

1 Profiles AND  (Authorization:[Guest Device Repository]:AccountStatus FQUALS 0) IP Phone Enforcement
- =% Network AND  (Tips:Role EQUALS IP-Phone)

1 Devices

1 Device Groups

1 Proxy Targets

1z Event Sources
- |4 Profile and Network Scan
1 Network Scan

# Administration

< Back to Enforcement Policies m m m
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Create the 802.1X EAP-TLS service

aruba

DELLLLET

@ Monitoring

\} -
o Configuration

1 Service Templates & Wizards

edServices

- s Authentication
1% Methods
1 Sources
- L Identity

12 Single Sign-On (SSO)

1 Local Users
1.2 Endpoints

1 Static Host Lists

1% Roles
1 Role Mappings
-/ Posture
1 Posture Policies
1 Audit Servers
- ¥ Enforcement
1Z Policies
12 Profiles
- % Network
1.2 Devices

Name:

Description:

Type:
Status:

Monitor Mode:

‘ More Options:

ClearPass Policy Manager Menu —

[1] Configuration » Services » Edit - 802.1X EAP-TLS Wired Phone

b4 Services - 802.1X EAP-TLS Wired Phone

© Summary m Authentication Roles Enforcement

802.1X EAP-TLS Wired Phone

802.1X Wired Access Service

802.1X Wired

Enabled

| Enable to monitor network access without enforcement

| Authorization [ Posture Compliance [ Audit End-hosts (| Profile Endpoints (| Accounting Proxy

Service Rule

#° Administration (]

Matches

i

2.
3.
4.
5.

Type
Radius:IETF
Radius:IETF

Connection
Radius:IETF

Connection

<€ Back to Services

© Copyright 2018 Hewlett Packard Enterprise Development LP

 ANY or @ ALL of the following conditions:

Name Operator Value

NAS-Port-Type EQUALS Ethernet (15) i
Service-Type BELONGS_TO '(‘;;-;,ir;iiirniilc)a’ggr:sd('g)ser .
NAD-IP-Address EQUALS 172.16.100.1
User-Name BEGINS_WITH CP-
Client-Mac-Vendor EQUALS Cisco Systems, Inc

oicabie J Copy J§ Seve J} ancel |
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EAP-TLS as Authentication Method

arubaQ ClearPass Policy Manager Menu —

Dashboard [{] Configuration » Services » Edit - 802.1X EAP-TLS Wired Phone

[&] Monitoring i Services - 802.1X EAP-TLS Wired Phone
a"oConﬁguration ~  Summary Service Roles  Enforcement
G Authentication Methods: EAP TLS]

Add New Authentication Method
- & Authentication
{2 Methods |__Move Down |
1 Sources Remove
- Q Identity View Details
1z Single Sign-On (SS0O) :Modiw

1 Local Users

Q Endpoint --Select to Add--
ndpoints
{} Static Host Lists Authentication Sources: [Local User Repository] [Local SQL DB] Add New Authentication Source
| [Guest Device Repository] [Local SQL DB] P1

{ZRoles | Move Down |

1 Role Mappings Remove

- 1 Posture : i
View Details

1 Posture Policies

Q Audit Servers m

- # Enforcement --Select to Add--

1 Policies Strip Username Rules: ~ | Enable to specify a comma-separated list of rules to strip username prefixes or suffixes

1 Profiles Service Certificate: --Select to Add-- View Certificate Details
- =% Network

1 Devices

£ Device Groups ¢ Back to Services “cory I "save I Cancel |

# Administration o
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Select “Wired-Policy” as Role Mapping

policy

aruvba

Dashboard

g Monitoring

o3 i
X Configuration O

tedServices

- M Authentication
1 Methods
12 Sources
- L Identity
1Z Single Sign-On (SSO)
1’ Local Users
12 Endpoints
1 Static Host Lists
12 Roles
1 Role Mappings
- H Posture
1. Posture Policies
12 Audit Servers
- & Enforcement
12 Policies
12 Profiles
- % Network
1. Devices
12 Device Groups

ClearPass Policy Manager Menu =

Configuration » Services » Edit - 802.1X EAP-TLS Wired Phone
Services - 802.1X EAP-TLS Wired Phone

Summary Service Authentication m Enforcement

Role Mapping Policy: Add New Role Mapping Policy

Role Mapping Policy Details

Description:
Default Role: [Other]

Rules Evaluation Algorithm: first-applicable

Conditions Role

\ 1. (Authorization:[Guest Device Repository]:Device Role ID EQUALS 4) IP-Phone
2. (Authorization:[Guest Device Repository]:Device Role ID EQUALS 6) AccessPoint
3. (Authorization:[Guest Device Repository]:Device Role ID NOT EQUALS 4) [Other]

¢ Back to Services [ Copy Jii Save Ji Cancel
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Select “Wired-IP-Phone

aruba

Dashboard

g Monitoring

\} - - )
Fo ) Configuration O

B services

- b Authentication
1 Methods
1 Sources
- & Identity
1z Single Sign-On (SS0O)
1Z Local Users
12 Endpoints
1.2 Static Host Lists
i’ Roles
12 Role Mappings
- 1 Posture
1. Posture Policies
1 Audit Servers
- & Enforcement
1 Policies
1 Profiles
- % Network
1.2 Devices
1.2 Device Groups

#= Administration o

© Copyright 2018 Hewlett Packard Enterprise Development LP

ClearPass Policy Manager

Configuration » Services » Edit - 802.1X EAP-TLS Wired Phone

Services - 802.1X EAP-TLS Wired Phone

Summary Service Authentication

LS” Enforcement policy

Menu

Use Cached Results:

Enforcement Policy: | wired-IP-Phone TLSEP |

~ Use cached Roles and Posture attributes from previous sessions

Add New Enforcement Policy

Enforcement Policy Details

Description: IP Phone Enforcement Policy
I[Deny Access Profile] I

Rules Evaluation Algorithm: first-applicable

Default Profile:

Conditions

(Date:Day-of-Week BELONGS TO Monday, Tuesday, Wednesday, Thursday,
Friday, Saturday, Sunday)

AND  (Authorization:[Guest Device Repository]:AccountStatus FQUALS 0)
1. AND  (Tips:Role EQUALS IP-Phone)
AND  (Certificate:Issuer-DN EQUALS CN=Cisco Manufacturing CA,0=Cisco
Systems)
AND  (Certificate:Subject-CN BEGINS WITH CP-)

€ Back to Services

May 28, 2019 10:45:00 COT

Enforcement Profiles

IP Phone Enforcement
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302.1X EAP-

aruvba

DETLGET [{] Configuration » Services » Edit - 802.1X EAP-TLS Wired Phone

Authentication

Roles Enforcement

LS Wired Phone summary

ClearPass Policy Manager

802.1X EAP-TLS Wired Phone
802.1X Wired Access Service
802.1X Wired

[Z] Monitoring i Services - 802.1X EAP-TLS Wired Phone
d:? Configuration © A Service
1 Service Templates & Wizards Service:
’E) Name:
- = Authentication Description:
12 Methods
1 Sources Type:
- Q Identity e

12 Single Sign-On (SSO)
1J Local Users
1.2 Endpoints
1 Static Host Lists
X Roles
1.2 Role Mappings
~ i Posture
1.2 Posture Policies
12 Audit Servers
- & Enforcement
1.2 Policies
1 Profiles
- =% Network
1.2 Devices

#° Administration o

Monitor Mode:

More Options:

Match ALL of the following conditions:

Type
1. | Radius:IETF

2. | Radius:IETF

Connection
Radius:IETF

Connection

£ Back to Services

© Copyright 2018 Hewlett Packard Enterprise Development LP

Name
NAS-Port-Type
Service-Type
NAD-IP-Address

User-Name

Client-Mac-Vendor

May 28, 2019 10:49:12 COT

Service Rule

Operator
EQUALS

BELONGS_TO

EQUALS
BEGINS_WITH
EQUALS

Value

Ethernet (15)

Login-User (1), Framed-User (2),
Authenticate-Only (8)
172.16.100.1

CP-

Cisco Systems, Inc

oisabie Ji Cory J Save J Cancel
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Create the MAC Authentication service

aruba ClearPass Policy Manager

Dashboard (1] Configuration » Services » Edit - 2930F MAC Authentication

[&] Monitoring Ll Services - 2930F MAC Authentication

o3 : )
%Conﬁguratlon o Summary m Authentication Roles Enforcement

14X Service Templates & Wizards

23 Name: 2930F MAC Authentication
B % Authentication Description: MAC-based Authentication Service 2930F
12 Methods p
1z Sources T T
- Q Identity ype: uthentication
0 Slngle Sign-On (SSO) Status: Enabled
£ Local Users Monitor Mode: | Enable to monitor network access without enforcement
1 Endpoints | More Options: | Authorization (| Audit End-hosts [ Profile Endpoints (| Accounting Proxy
1 Static Host Lists Service Rule
Q Eo:esM . Matches ) ANY or @ ALL of the following conditions:
ole n
: @ appings Type Name Operator Value
- 1 Posture B
H . - . - 'I-[T
{3 Posture Policies 1. | Radius:IETF NAS-Port-Type BELONGS_TO Ethernet (15)
3 Audit Servers 2. | Radius:IETF Service-Type BELONGS_TO Login-User (1), Call-Check (10) b
- & Enforcement 3. | Connection Client-Mac-Address EQUALS %<{Radius:IETF:User-Name} o
1% Policies 4. | Connection NAD-IP-Address EQUALS 172.16.100.1 i
{3 Profiles 5. | Click to add...
- %« Network
3 Devices < Back to Services [‘oisable i Copy J save i Cancel |
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“Allow all MAC AUTH” as Authentication Method

aruba ClearPass Policy Manager Menu —

Dashboard (1] Configuration » Services » Edit - 2930F MAC Authentication

[Z] Monitoring i Services - 2930F MAC Authentication
%Conﬂguration © Summary Service Roles Enforcement

1’ Service Templates & Wizards

o Authentication Methods: [Allow All MAC AUTH] | Move Up 1 Add New Authentication Method
- sk Authentication Move Down |
Q Methods Remove
1 Sources View Details
- L Identity

Modify

{2 Single Sign-On (SS0O)
1 Local Users

1 Endpoints Authentication Sources: [Guest Device Repository] [Local SQL DB]
O Static Host List [Endpoints Repository] [Local SQL DB]
atic S IStS

X Roles
1 Role Mappings
- H Posture

1 Posture Policies
{2 Audit Servers --Select to Add--

--Select to Add--

Move Up 1 Add New Authentication Source

Move Down |
Remove
View Details
Modify

UL

- & Enforcement Strip Username Rules: ~) Enable to specify a comma-separated list of rules to strip username prefixes or suffixes
1 Policies
1 Profiles
- =% Network
1 Devices

# Administration

< Back to Services [ Save i Cancel
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Select “Wired-Policy” as Role Mapping policy

| aruba ClearPass Policy Manager Menu —

Dashboard 1] Configuration » Services » Edit - 2930F MAC Authentication

[ Monitoring Ll Services - 2930F MAC Authentication

|

\

i, Configuration Y sSummary Service Authentication m Enforcement
1 Service Templates & Wizards . . . .
S vices Role Mapping Policy: Wired-Policy Add New Role Mapping Policy
- & Authentication Role Mapping Policy Details
Methods
ESO o Description:
urces
Q Identity Default Role: [Other]
{3 Single Sign-On (SSO) Rules Evaluation Algorithm: first-applicable
17X Local Users Conditions Role
L Endpoints 1. (Authorization:[Guest Device Repository]:Device Role ID FQUALS 4 IP-Phone
S Host L i
tatic Host Lists
o 2. (Authorization:[Guest Device Repository]:Device Role ID EQUALS 6) AccessPoint
12 Roles
£ Role Mappings 3. (Authorization:[Guest Device Repository]:Device Role ID NOT_EQUALS 4) [Other]
-1 i Posture

1.2 Posture Policies
12 Audit Servers

- & Enforcement

1.2 Policies
12 Profiles

- =% Network

1.2 Devices

¢ Back to Services Cisable [l "Cory Ji save Jil Cancel
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Select “Wired-IP-Phone MAC” Enforcement policy

aruba ClearPass Policy Manager Menu —

Dashboard Configuration » Services » Edit - 2930F MAC Authentication

[l Monitoring Services - 2930F MAC Authentication

Iy . )
L4 Configuration © Summary  Service Authentication Roles m

1 Service Templates & Wizards

o Use Cached Results: Use cached Roles and Posture attributes from previous sessions
- & Authentication Enforcement Policy: | wired-ip-Phone_MAC EP | Add New Enforcement Policy
L Methods Enforcement Policy Details
5 Q Idei}tif:urces Description: IP Phone Enforcement Policy
£ Single Sign-On (SSO) Default Profile: I [Deny Access Profile] I
1 Local Users Rules Evaluation Algorithm: first-applicable

1% Endpoints ‘ Conditions Enforcement Profiles
12 Static Host Lists

(Date:Day-of-Week BELONGS TO Monday, Tuesday, Wednesday, Thursday,

S Roles 1 Friday, Saturday, Sunday) IP Phone Enforcement
1 Role Mappings : AND  (Authorization:[Guest Device Repository]:AccountStatus FQUALS 0)
- Posture AND  (Tips:Role EQUALS IP-Phone)

1. Posture Policies
12 Audit Servers
- & Enforcement
1 Policies
1 Profiles
- =% Network
1 Devices

¢ Back to Services [savo [ cancel |
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MAC Authentication summary

aruvba ClearPass Policy Manager

Dashboard (1] Configuration » Services » Edit - 2930F MAC Authentication

—
Menu ——
-—

[£] Monitoring b4 Services - 2930F MAC Authentication
wConflguratlon w Service Authentication Roles Enforcement
1Z Service Templates & Wizards Servi
ervice:
e Services|
- & Authentication Name: 2930F MAC Authentication
ethods escription: -based Authentication Service
12 Method D ipti MAC-based Authentication Service 2930F
1% Sources Type: MAC Authentication
- K Identity Status: Enabled
Single Sign-On (SSO
gL gl U g ( ) Monitor Mode: Disabled
ocal Users
£ Endpoints | More Options: -
1 Static Host Lists Service Rule
L EO:GSM ) Match ALL of the following conditions:
ole n
w appings Type Name Operator Value
- 1 Posture
£ Posture Policies 1. | Radius:IETF NAS-Port-Type BELONGS_TO Ethernet (15)
£ Audit Servers 2 Radius:IETF Service-Type BELONGS_TO Login-User (1), Call-Check (10)
= §Enforcement 3. ‘ Connection Client-Mac-Address EQUALS % {Radius:IETF:User-Name}
1% Policies 4. ‘ Connection NAD-IP-Address EQUALS 172.16.100.1
1 Profiles X
Authentication:
- =% Network
1 Devices

€ Back to Services

# Administration

© Copyright 2018 Hewlett Packard Enterprise Development LP May 28, 2019 11:11:57 COT

bisabio [ Copy Ji Save [l Cancel |

ClearPass Policy Manager 6.7.9.109195 on CLABV platform



a Hewlett Packard
Enterprise company

Task: Upload Phone MAC
Addresses to Clearpass



Click on Export phone details

alimh,  Cisco Unified CM Administration

cisco For Cisco Unified Communications Solutions

Bulk Administration

System » Call Routing ¥ Media Resources v Advanced Features »+ Device v Application v User Management v Help «

Upload/Download Files

Find and List Phones To Export

Phones

. flexi Users

Phones & Users

Status

@ 4 records found

@ Browse the complete search result before submitting the job.

Managers/Assistants
User Device Profiles

Gateways

Forced Authorization Codes

Phones (1-4o0f4) Client Matter Codes

Call Pickup Group
Mobility

4| begins with 4] Using [ AND #] Fin

[ Select item or enter search text #]

Find Phones where ( Device Name

Region Matrix

Device Name(Line) * Description (B (e Import/Export
=2 SEP001BD584D932 Auto 1001 Default L
7950 Phone Migration
Es SEP006440B58F2D Auto 1000 Default O
79@55 SEP64168DBBI670 Auto’1003 Default Intercompany Media Services
= SEPEOD173E55320 Auto 1002 Default R ———
Next TAPS

Directory URIs and Patterns

Job Scheduler

adminapp

CEEICLRELIEH View Device Summary 5

Phone Template
Phone File Format
Validate Phones
Insert Phones
Update Phones

Delete Phones

»

WEWEERGLE Cisco Unified CM Administration ¥ m

Search Documentation About Logout

Export Phones 4 Specific Details '7
Add/Update Lines 14 All Details |H 100 +
Reset/Restart Phones »

Wipe And Lock Phones
Generate Phone Reports
Migrate Phones

Add/Update Intercom

UTrCgTSTETET
Unregistered

Registered with 172.16.0.90

IP Address

10.10.0.8
10.10.0.5
10.10.0.10
10.10.0.9

https://172.16.0.90/ccmadmin/bulkphoneexportallEdit.do




Submit bulk export

WEWERGLE Cisco Unified CM Administration 3

alali,. Cisco Unified CM Administration
cisco For Cisco Unified Communications Solutions

adminapp Search Documentation About Logout

Application » User Management » Bulk Administration v Help

System » Call Routing v+ Media Resources v Advanced Features v Device v
Export Phones Configuration

-Export Phones

<>
—

Select the Device Type * [ All Phone Types

File Name * MAC_address

—-Job Information

Job Description Export Phones - All Details

© Run Immediately 'Run Later (To schedule and activate this job, use Job Scheduler page.)

Submit

@ *- indicates required item.



Download the report

alimli,  Cisco Unified CM Administration

cisco For Cisco Unified Communications Solutions

Find and List Files

|:‘l"‘a Add New @ Select Al @ Clear All % Delete Selected |a'|I Download Selected

—Status

System » Call Routing * Media Resources v Advanced Features » Device v Application » User Management = | Bulk Administration «

Help «

Upload/Download Files

@ 4 records found

File (1-4o0f4)

Find File where [ Name 4| begins with #][ ]Using[ AND %) Find
| Select item or enter search text o)

File Name *
M MAC_address_04112019142341.txt

bat.xlt
o test_04112019141157.txt
) test_04112019141209.txt

Add New  Select All  Clear All Delete Selected Download Selected

https://172.16.0.90/ccmadmin/bulkfileuploadFindList.do

Phones

Users

Phones & Users
Managers/Assistants

User Device Profiles
Gateways

Forced Authorization Codes
Client Matter Codes

Call Pickup Group

Mobility

Region Matrix
Import/Export

Phone Migration

EMCC

Intercompany Media Services
Confidential Access Level
TAPS

Directory URIs and Patterns
Job Scheduler

adminapp

\EWELLLE Cisco Unified CM Administration &

Search Documentation About Logout

Rows per Pag

Phones - All Details
cel CSV Tool

Phones - All Details
Phones - All Details

Function Type




Report generated by Callmanager — CSV format

* CSV format report shows IP Phone MAC Addresses:

A B C D E F G H I J

Device Name,Description,Device Pool,Phone Button Template,CSS,AAR CSS,Location,Extension Mobility,Network Locale,Media Resource Group List,User Hold MOH Audio Source,Network Hold MOH Audi
Sample Device Template with TAG usage examples,#FirstName# #LastName# (#Product# #Protocol#),Default,Universal Device Template Button Layout,,,Hub_None,f,,,,,,None,0,Default,Default,t,f,,..,,.,0:0».
Auto-registration Template,#FirstNamett #LastName# (#Product# #Protocol#),Default,Universal Device Template Button Layout,,,Hub_None,f,,,,,,None,0,Default,Default,t,f,,,,,,,.,..,.https://CUCM:443 /cucrr
SEP006440B58F2D,Auto 1000,Default,Universal Device Template Button Layout,,,Hub_None,f,,,,,,None,0,Default,Default,t,f,,,,,,,,...,.,,Default,Default,,Cisco 7975,,Standard Common Phone Profile,,t,Standa
SEP001BD584D932,Auto 1001,Default,SEPO01BD584D932-SCCP-Individual Template,,,Hub_None,f,,,,,,None,0,Default,Default,t,f,,,...,,...,,.,,Default,Default,,Cisco 7960,,Standard Common Phone Profile,,t,St
SEPEOD173E55320,Auto 1002,Default,Universal Device Template Button Layout,,,Hub_None,f,,,,,,None,0,Default,Default,t,f,,,,,,...,...,,Default,Default,,Cisco 7821,,Standard Common Phone Profile,,t,Standa
SEP64168DBB9670,Auto 1003,Default,Universal Device Template Button Layout,,,Hub_None,f,,,,,,None,0,Default,Default,t,f,,,,,,,....,.,,Default,Default,,Cisco 7975,,Standard Common Phone Profile,,t,Standz

00N OYWUTL B WN B



Create the MAC Address file — CSV format

* File will be used to upload MAC Addresses to Clearpass

M v Jd #h Cisco Phone MAC Address
Page Layout Formulas Data Review View
ol Cut I — — -
. v 3(; . Calibri(Body) ~ 12 ~ A=« Aw = | = == 6°/ v \—J@ Wrap Text General v
{1
'\ Copy ~
Paste & Format B | I |U|v||id|> S . A - = | = | = 6= 0= Merge & Center $ 1v(% | 3 || %20
A B C D E F G H I J
1 Username Role Activation Expiration Lifetime Expire Action MAC Address Is Device
2 |00-64-40-B5-8F-2D lCiscoPhone 4/11/1917:20 N/A 0 0 00-64-40-B5-8F-2D 1
3 00-1B-D5-84-D9-32  CiscoPhone 4/11/1917:20 N/A 0 0 00-1B-D5-84-D9-32 1
4 E0-D1-73-E5-53-20  CiscoPhone 4/11/1917:20 N/A 0 0 EO0-D1-73-E5-53-20 1
5 64-16-8D-BB-96-70  CiscoPhone 4/11/1917:20 N/A 0 0 64-16-8D-BB-96-70 1
6




Click on “Import Guest Accounts”

aruvba ClearPass Guest Menu —
ﬂsum ® Home » Guest » Manage Devices
=) Start Here Manage Devices

€' Active Sessions
a Create Account
4 Create Device
@ Create Multiple
i/ Export Accounts
ﬁ Import Accounts
$) Manage Accounts

The following table shows the devices that have been created. Click an account to modify it.
o Quick Help @ Create B’ More Options

Export Guest Accounts
Export a list of all current guest accounts to a file. You can
select the format you want to export to here.

LN Import Guest Accounts

ﬂ:'} Manage Multiple Accounts

Import a list of guests from a text file and create a guest
account for each entry in the list.

Choose Columns
Add or remove columns from the list.

Filter:

& MAC Address Device Name Expiration Sponsor

o There are no devices to display.

No matching accounts found

c Refresh =
¥ Onboard | 20 rows per page
-, |
%. Configuration a} Back to guests
Administration (4 @ Back to main

https://172.16.0.65/guest/guest_import.php ClearPass Guest 6.7.9.109195 on CLABV platform




Choose CSV file - Click on “Next Step”

ﬂ Guest O]
Upload User List

&) Start Here
€' Active Sessions Size Limit: [\

ClearPass Guest

Maximum file upload size: 15.0 MB.
A maximum of 1000 records can be imported at one time.

& Create Account

| Choose File ' Cisco Phone MAC Address |

i Accounts File:
'ﬂ Create Device Upload a file containing a list of user accounts. This field may be left blank if you provide the list in the field below.

f Create Multiple

i/ Export Accounts

5

8] Manage Accounts

1" Manage Devices

€. Manage Multiple Accounts Accounts Text:

4

Type in or paste the list of user accounts. This field may be left blank if you upload a file.

Advanced:

| Show additional import options

| ™ Next Step I

* required field

§ Onboard
8. Back to guests

“%. Configuration

Administration = Back to main

© Copyright 2019 Hewlett Packard Enterprise Development LP

ClearPass Guest 6.7.9.109195 on CLABV platform



Cl

k on “Next Step”

aruba
ﬂGueﬂ

=) Start Here

€} Active Sessions
43 Create Account
4 Create Device
@ create Multiple
Export Accounts

mport Accounts

8) Manage Accounts

oI Manage Devices
aj‘, Manage Multiple Accounts

N Onboard

P

%“. Configuration

Administration

ClearPass Guest

Import: Step 2 of 3

Data was imported from the ‘csv’ format. The first 5 records in the imported data are shown below. There are a total of 5 records in the imported data.

Username Device Name Role Activation Expiration Lifetime Expire Action MAC Address Is Device
00-64-40-B5-8F-2D Cisco Phone  CiscoPhone 4/11/1917:20 N/A 0 0 00-64-40-B5-8F-2D 1

00-1B-D5-84-D9-32 Cisco Phone  CiscoPhone 4/11/19 17:20 N/A 00-1B-D5-84-D9-32 1

u oA W N
-

0 0
E0-D1-73-E5-53-20 Cisco Phone  CiscoPhone 4/11/19 17:20 N/A 0 0 E0-D1-73-E5-53-20
0 0

64-16-8D-BB-96-70 Cisco Phone  CiscoPhone 4/11/19 17:20 N/A 64-16-8D-BB-96-70 1

You can edit this data by 4 returning to Step 1.

To create user accounts from this data, use the form below to match each of the fields in the imported data with each of the parameters needed to create a guest account.

Match Flelds

Username
The username of the created guest accounts.

* Username:

Generate random passwords B
The password for the created guest accounts.

* password:

* Role

Role:

The role to assign to each of the created guest accounts.
Activation

The date and time at which to enable the guest accounts.

* Activation Time:

Expiration

* Expiration Time:
The date and time at which a guest account will expire and be deleted.

* PN Lifetime

Account Lifetime:

The amount of time after the first login before the account will expire and be deleted.

Expire Action: _EXPire Action

Select an option for controlling the expiration of this account. Note that a logout can only occur if the NAS is RFC-3576 compliant.
None

A note stored with each of the guest accounts.

* Notes:

MAC Address
Auto-Detected Fields: @ s Device

The above fields were auto-detected in your file. Check the ones you wish to import.

1
The number of rows shown in the imported data that do not correspond to user accounts.

= Next Step

* Header Rows:

* required field

© Copyright 2019 Hewlett Packard Enterprise Development LP

ClearPass Guest 6.7.9.109195 on CLABV platform



Click on “Create Guest Accounts’

o) Start Here

€' Active Sessions

& Create Account

4 Create Device

f Create Multiple

|i# Export Accounts

8] Manage Accounts

1" Manage Devices

€, Manage Multiple Accounts

B Onboard

“%. Configuration

Administration

ClearPass Guest

®| Home » Guest » Import Accounts

Import Accounts

Import: Step 3 of 3

There are 4 user accounts in the imported data. These are shown below.

You can change this data by 4 returning to Step 2.

To create user accounts from this data, select the user accounts that should be created.

Import Accounts

Select:

Total number of records currently selected: 4

Username Password Role

5 00-64-40-B5-8F-2D 729196 CiscoPhone
Accounts: 43 00-1B-D5-84-D9-32 043309 CiscoPhone
45 E0-D1-73-E5-53-20 424335 CiscoPhone

43 64-16-8D-BB-96-70 640126 CiscoPhone

' Refresh

Activation

2019-04-11 17:20
2019-04-11 17:20
2019-04-11 17:20

2019-04-11 17:20

i

This Page (4) » All (4) « None » 43 New (4) « [ Existing (0)

Expiration Lifetime Expire Action MAC Address Is Device

N/A

N/A

N/A

N/A

V4

N/A
N/A
N/A

N/A

0

0

00-64-40-B5-8F-2D 1
00-1B-D5-84-D9-32 1
E0-D1-73-E5-53-20 1

64-16-8D-BB-96-70 1

Showing 1 - 4 of 4
20 rows per page

Select the accounts to import.

| = Create Guest Accounts

© Copyright 2019 Hewlett Packard Enterprise Development LP
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Accounts created in Clearpass Guest

arvba

€7 Guest o

=) Start Here

€ Active Sessions

& create Account

4 Create Device

e Mt

|47 Export Accounts

3 Import Accounts

8) Manage Accounts

1" Manage Devices

€. Manage Multiple Accounts

N Onboard

%, Configuration

Administration o

Home » Guest » Create Multiple

Finished Creating Guest Accounts

Finished creating 4 guest accounts.

The details about each of the accounts created are shown below.
Account Detalls

(gl MAC Address 00-64-40-B5-8F-2D
8} Role CiscoPhone

Current State Pending
Account Activation Thursday, 11 April 2019, 5:20 PM

Account Expiration No expiration time set

Account Detalls
“n“ MAC Address 00-1B-D5-84-D9-32
8} Role CiscoPhone

Current State Pending

Account Activation Thursday, 11 April 2019, 5:20 PM

Account Expiration No expiration time set

Account Detalls

(@ MAC Address E0-D1-73-E5-53-20

Role CiscoPhone
Current State Pending
Account Activation Thursday, 11 April 2019, 5:20 PM

Account Expiration No expiration time set

Account Detalils

(gl MAC Address 64-16-8D-BB-96-70
8} Role CiscoPhone

Current State Pending

Account Activation Thursday, 11 April 2019, 5:20 PM

Account Expiration No expiration time set

&2 Open print window using template...

© Copyright 2019 Hewlett Packard Enterprise Development LP

ClearPass Guest

H Save list for scratch cards (CSV file)

8] Manage accounts

ClearPass Guest 6.7.9.109195 on CLABV platform



Enterprise company

Task: Config Aruba Controller to
support uplink Auth on APs



Config AP Authentication via

From 8.2.0.0, APs support for both EAP-TLS. APs can use Aruba factory certificate or custom certificate supplied
during EAP-TLS exchange https://arubapedia.arubanetworks.com/arubapedia/index.php/How-
To: Aruba Access Point Authentication via EAP-TLS with Factory Certificate

Campus APs Remote APs Mesh APs  Whitelist Provisioning Rules

AP group: PoC v
Controller discovery: ©/ Use AP discovery protocol (ADP) Static
IP: ® DHCP Static
Deployment: ®) Campus Remote Mesh Remote mesh portal
Coverage area: Indoor v
Single chain mode: Radio 0 Radio 1
None
EAP-PEAP
) _— ® EAP-TLS
Uplink authentication:
se factory certificates
Append domain name: O

Hide advanced options



Clearpass = Enable Aruba Root certificate

arvba ClearPass Policy Manager
Dashboard (] Administration » Certificates » Trust List
[2] Monitoring o] Certificate Trust List
#+., Configuration W This page displays a list of trusted Certificate Authorities (CA). You can add, view, or delete a certificate.
3¢ Administration ©)
& Server Configuration Filter: Subject contains [ aruba =3

&” Log Configuration

#° Local Shared Folders

P Licensing L. -
-1 | External Servers

# @ Subject

emailAddress=dd37d60f-3580-49af-922e-d8c3f3396b43@example.com,CN=ClearPass Onboard Local Certificate
Authority (Signing),O=Aruba Networks,L=Sunnyvale,ST=California,C=US
emailAddress=dd37d60f-3580-49af-922e-d8c¢3f3396b43@example.com,CN=ClearPass Onboard Local Certificate

#° SNMP Trap Receivers 2 Authority,O=Aruba Networks,L=Sunnyvale,ST=California,C=US
#° Syslog Targets oi CN=Aruba Networks Trusted Computing Root CA 1.0,C=US,0=Aruba Networks,OU=0perations,OU=DeviceTrust
éBSyslog Export Filters 4. 1 L=Bogota,ST=Cundinamarca,CN=CAPF-f4b5a296,0U=Aruba,O=Test-CUCM,C=CO

o= Add

Show 20 [ records

Validity

Valid

Valid

Valid
Valid

Enabled v

Enabled

Enabled

Disabled
Disabled

#° Messaging Setup
#° Endpoint Context Servers
&” File Backup Servers
- & Certificates
& Certificate Store

P rrus: List

& Revocation Lists

Showing 1-4 of 4



Click on Enable

View Certificate Details

Subject DN: CN=Aruba Networks Trusted Computing Root CA
1.0,C=US,0=Aruba
Networks,OU=0perations,OU=DeviceTrust

Issuer DN: CN=Aruba Networks Trusted Computing Root CA
1.0,C=US,0=Aruba
Networks,OU=0perations,OU=DeviceTrust

Issue Date/Time: Sep 13, 2007 22:12:06 COT

Expiry Date/Time: Sep 13, 2032 22:21:14 COT

Validity Status: Valid

Signature Algorithm: SHA1WithRSAEncryption

Public Key Format: X.509

Serial Number: 155386889284515228762147431949179635633
Enabled: false

I =revie J|| exvor [ ciose
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