Management Authentication using Windows 2008 as a Radius Server

Given below are the steps on how to configure a Windows 2008 Active Directory to work as a
RADIUS server for authenticating AMP users.

e Please navigate to Start > All Programs - Administrative Tools = Network Policy
Server.

e Please navigate to RADIUS Clients and Servers = RADIUS Clients.
® Right click on RADIUS Clients and select New.
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e Under Settings, please enable the option Enable this RADIUS client.
® Type in a friendly name, for example, you may give the FQDN of your AMP server.
® Enter the IP Address of your AMP server under Address.
e Set None for Select an existing Shared Secrets template.
e Select Manual and create a Shared secret.
Mew RADIUS Client l

Settings | Advanced I

¥ Enable thiz BADIUS client
[T Select an existing template:

| 2

—Mame and Address
Friendly name:

I happy. carp. ainsasye. com

Addrezs [IF ar DRSS

Ihapp_l,l. Carp. ainMaye. com Werify... |

~ Shared Secret
Select an existing Shared Secrets template:

INDne j

To manually twpe a shared zecret, click Manual. To automatically generate a zhared
gecret, click Generate. You must configure the BADIUS client with the zame shared
zecret entered here. Shared secrets are caze-zenzitive.

' hanual i Generate

Shared zecret;

Confirm shared zecret:

k. I Cancel




e Please navigate to Policies > Network Policies.
® Right click on Network Policies and select New.

ShNetwork Policy Server =
File  Action Wiew Help
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@ NP3 (Local) Network Policies

=[] RADIUS Clienks and Servers

ﬂ RADIUS Clients © Metwork, policiesz allow vou to designate who iz authorized to connect to the nebwork, and the circumstances
:-E] Remaote RADILS Server G J under which they can or cannot connect.
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¢ Enter a Policy Name.
e Select the option Type of network access server and set it to Unspecified and then click
on Next.

l Specify Network Policy Name and Connection Type

You can specify a name for your network policy and the type of connections ko which the paolicy is applied.
p—

Policy name:
hapod

— Mebwork connection method
Select the type of network, access server that sends the connection request to NPS. You can zelect either the netwark, access zerver
twpe or Yendor specific, but neither iz required. [ vour network, access server iz an B02. 1% authenticating switch or wireless access point,
zelect Unspecified.

% Tupe of network access server:

I Unzpecified j
" Wendaor specific:
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Brevious | Mest I Eirish Cancel




e (Click on Add to create a condition.

few networicpotiey T
I Specify Conditions
(]

Specify the conditions that determine whether this network palicy is evaluated For a connection request. & minimum

~ aof one condition is required.

Conditions:

| Condition | W alue

Condition description:

The MAS IP Addrezs condition specifies & character ztring that iz the [P address of the MAS. ou cah uge pattern matching syntas bo
zpecify [P networks.

add. || Edi. | Femoe |

i Previous | et I Eirizh | Cancel |




e Select a UserGroup and click on Add.

! Mew Network Policy .
0
i '

o | Specify the conditions that determine whether this netwark policy is evaluated for a connection request. A minimum
i of ane condition is required.

l Specify Conditions

T )

] Select condition E3
b

Select a condition, and then click Add.

Groups JI==1 [
e, Windows Groups
d B~ The Windows Groups condition specifies that the connecting user ar computer must belang to one of the zelected
Y araups.

+/  Machine Groups

ThE-' [¥13 ll' J[OLIC) lllll pecf QEe ll ] L 1 L [ o ) e =] =

User Groups

, The User Gro ndition = hat the connecting user must belong to one of the cted groups.

+  Location Groups |
.,i:;.-f.,i The HCAP Location Groups condition specifies the Haost Credential Authorization Protocol [HCAP)] location groups
required to match this policy. The HCAP protocol iz used for communication betwesn MPS and some third parky
network, access servers [MASs). See your MAS documentation before uzing this condition.

Add.. Cancel |

Add... | Edit... I Hemove I

Previouz | et | Eirizh | Cancel |
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e Please click on Add Groups.

| User Groups Ed |

Specify the group memberzship required to match thiz policy.

Eroups |

k
| Add Groups... Hemowve |

[F Cancel |

¢ Enter the desired name of User Group and then click on OK.

Select Group

Select thiz object tupe:

IGn:uup Object Tepes...

Fram thiz location;

Isuppn:nrt-ad.carp.airwave.cam Locations. ..

Enter the object name to zelect [examples]:
RADIUSUSERS Check Mames

Advanced... | | k. I Cancel
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e Here the entered User Group would be displayed, now click on OK.

HUser Groups | x|

Specify the group membership required to match thiz policy.

[Eroups
SUPPORT-ADARADIUSIUSERS

I Add Groupz... I Hemowve |

] Cancel |




® C(Click on Add, again to create one more condition.

[ew networic poliey
' I Specify Conditions
]

specify the conditions that determine whether this network policy is evaluated For a connection request. & mininum

il of one condition is required.
Conditions:
| Condition | Walue
#2 User Groups SUPPORT-&DA\RADIUSUSERS

Condition description:
The Uzer Groups condition specifies that the connecting uzer must belong to one of the zelected groups.

| Add. Edt. | Bemove |

; Previous | Mest | Einizh | Cancel |




e Select NAS IPv4 Address and then click on Add.

Select condition |

Select a condition, and then click Add.

L")—| HAS Identifies -
-,_"J W The MAS |dentifier condition specifies a character string that iz the name of the network, access zerver [MAS). You
can uge pattern matching syntax to specify NAS names.

MNAS IPv4 Address

w#, The MAS [P Addr ifies a character sting that is the IP address of the MAS. ou can use pattern
:hing spnkax

ﬁ MAS IPv6 Address
T B The MAS IPvE Address condition specifies a character sting that iz the |PvE address of the MAS, You can uze
pattern matching syntax to specify [PvE networks.

=0 MAS Port Type
—ﬁu The MAS Port Type condition specifies the type of media used by the access client, such az analog phone lines,
ISDM, tunnels or virtual private networks, [EEE 802,11 wireless, and Ethernet switches.

Add... Cancel

¢ Enter the IPv4 Address of your AMP server and click on OK.

NAS IPv4 Address | x| |
Specify the |Pwd address of the network, access server zending the access
request message. Tou can uze pattern matching syntasx,

10.162.111.11|

] I Cancel




e Please click on Next on the Conditions screen.

I Specify Conditions
]

Specify the conditions that determine whether this network policy is evaluated for a connection request, & minimoam

i aof one condition is required,
Conditions:
| Condition | W alue
82 User Groups SUPPORT-ADVRADISLISERS

e WAS |Prvd Address 10.162.111.28

Condition description:

The MAS IP Addiez: condition zpecifies a character string that iz the |P address of the NAS . Y'ou can uze pattern matching syntas to
zpecify [P netwarks.

sdd. | Edt. | Remove |

Previous | Mext I Eirist | Cancel |




e Select Access granted and then please click on Next.

New Network Policy

Configure whether wou want to grant nebwork access or deny netwark, access if the connection request matches this
— . -
policy.

l Specify Access Permission

¥ Access granted

Grant access if client connection attempts match the conditions of this policy.

= fccess denied

Deny accesz if client connection atkermpts match the conditionz of this policy.

[T fwccess is determined by User Dial-in properties [which overide NP5 policy)

Grant or deny access according to uzer dial-in properties if client connection attempts match the conditions of thiz policy.

Presvious | Mext I Eirizh Cancel




e Please select the authentication methods as shown below:

Mew Metwork Policy Ed

. Configure Authentication Methods

. Configure one or more authentication methods required For the connection request to match this policy, For EAP
il = authentication, wou must configure an EAP bype, IF wou deploy NAP with 802, 1% or WP, wou must configure
Protected EAP in conneckion request palicy, which owverrides network policy authentication setkings.

EAP tppes are negotiated between NP5 and the client in the arder in which they are listed.

EAP Types:
Mave |
I iae Do |
Y Remove

Less zecure authentication methods:
¥ Microzoft Encrypted Authentication version 2 [M5-CHAP-2|
[ User can change password after it has expired
v Microzoft Encrypted Authentication [M5-CHAP)
[ User can change password after it has expired
¥ Encrypted authentication [CHAP]
¥ Unenciypted authentication [PAP, SPAF)
[ Allow clients to connect without negotiating an authentization method.
[ Petform machine health check only

Previous | Mext I Firzsh Cancel




* You may get a pop-up regarding a Connection Request Policy, please click on NO.

You may configure constraints (but this can be left with default values) and then please
click on Next.

! Mew Metwork Policy |

I Configure Constraints
]

Constraints are additional parameters of the network policy that are required to match the connection request, IF a
= S constraint is not matched by the connection request, NP3 aukomatically rejects the request. Constraints are
optional; if wou do nok want to configure constraints, click Mext,

Canfigure the canstraints for this netwark palicy.
It all constraints are not matched by the connection request, nebwark. access i denied.

Conztraints:

Constraints

Specify the maximum time in minutes that the server can remain idle before the connection
W Idle Timeout iz dizconnected

- . .
g Seszion Timeout

k=] Called Station [D

[T Disconnect after the masximunm idle time

Day and time
restictions

MAS Port Type

Previous | Hest I Eirish Cancel




e Under Configure Settings = RADIUS Attributes = Vendor Specific > Add.

Irewetworcpobiey ...
. Configure Settings

i
g MPS applies sektings to the conmection request if all of the network policy conditions and constraints For the policy
= S Gre matched.

Configure the settings for thiz netwark. palicy.
If conditionz and conztraints match the connection request and the policy grant: access, settinge are applied.

Settings:
i UKD To zend additional attributes to BADIUS clients, select a%endor Specific attribute, and
@. Standard then click Edit. If pou do not configure an attribute, it is not zent to RADIUS clientsz. See
I wour BADIUS client docurnentation For required attributes.
' EA Yendar Sp
Network Access Protechon
B, NAP Enforcement Attibutes:
1B Extended State Mame | ‘Yendaor | Walue
Routing and Remaote
Access
3 kultilink. and
Bandwidth Allocation
Protocol [BAP)
gl IP Filters
gty Encryption
7] IP Settings add.. || Edi Remaove
H

i Presious | M et I Firizh Cancel




e Set the Vendor to Custom from the drop down menu and then select Vendor-Specific and

then please click on Add.

]
Add ¥endor Specific Attribute
To add an attribute ta the zettings, zelect the attribute, and then click Add.

, To add aWendaor Specific attribute that is not listed, select Custom, and then click Add.

| Attributes:

M ame I Yendor |
Alloveed-Certific ate-010 RADIUS Standard
Generate-Class-Attibute RADIUS Standard
Generate-Sezsion-Timeouwt BADIUS Standard

A =

WVendor-Specific

RaADIUS Standard

Dezcription;

Specifies the suppart of propretary HAS features.




e  Under Attribute information, click on Add:

Attribute Information Ed |

Altribute name:
Yendor-5pecific

Altribute number:
2B

Altribute farmat;
OctetString

Attribute values:
Yendor | W alue |

BHemoyve |

e g |
fmwe Dawn |

[ I Canicel

o Enter the Aruba vendor code — 14823.

e Choose Yes. It conforms and please click on Configure Attribute.

¥endor-5Specific Attribute Information

Attribute name:
Yendor Specific

Specify network, access server vendor.

" Select from list [RADIS Standard =l

' EnterVendor Code: I 14823 ﬁ

Specify whether the attribute conforms ta the RADIUS RFC specification for
vendor specific attnbutes.

' Yes. |t conforms

" Mo, It does not confarm

Configure Attribute. .

k. I Canicel




¢ The Vendor assigned attribute number should be set to 4.
The Attribute format should be set to String.

e The Attribute value should be set to the name of the user-role that would be later created
under the AMP Setup - Roles page. Here we have entered Admin user-role.

| Configure ¥5A {RFC Compliant) E3 |

Wendor-azzigned attribute number:

|4 =

Attribute faormat;

! IString j |
1

Attnbute value;

Jsdrmir|

ak. I Cancel




e Please click on Finish.

T - |
' I Completing New Network Policy
]

!

ou have successfully created the following netwaork. policy:

happy
Policy conditions:
Condition | Walue
| izer Groups SUPPORT-ADAVRADIUSUUSERS

HAS [Pvd Address 10.162111.11

Policy settings:

Condition | Yalue -
Authentication Method M5-CHAP +1 OR MS-CHAP «1 [User can change password after it has expired] OR MS-CHAP 2 ...
Accezs Permizzion Grant Access

Update Moncompliant Clientz  True

M&AP Enforcement Allow full network, access |
Frarmed-Pratocal FPPF

Service-Tupe Framed -

To cloze thiz wizard, click Finish.

; Previous [Hest | Finizh I Cancel

e Please create a user-role Admin under AMP Setup - Roles page:

Home Groups APs/Devices Users Reports  System Device Setup QEUUET W RAPIDS  VisualRF

Guest Users  Authentication  MDM Server  Device Type Selup _ WILSE __ ACS

Add New Role
Name a Enabled Type Access Level Top Folder Visible Groups  Allow authorization of APs/Devices RAPIDS VisualRF Allow user to disable timeout
% Admin Yes AMP Administrator - Top All Yes Administrator  Read/Write  Yes

% Read-Only Monitoring & Auditing  Yes AP/Device Manager  Audit (Read Only) Top All Yes None Read Only  No




e Please navigate to AMP Setup = Authentication page = RADIUS Configuration.
e Set Enable RADIUS Authentication and Authorization to Yes.
e Enter the Primary Server Hostname / IP Address and the Shared Secret.

Home Groups APsfDevices Users Reporis System Device Setup QA0 EEITT]

General Network Users Roles Guest Users Authentication MDM Server Device Type Setup

Login Configuration

Max AMP Liser Idle Timeout {Greater than or equal

to 5 min): 240

Login message:

TACACS+ Configuration

Enable TACACS+ Authentication and Authorization: I Yeg @ No
RADIUS Configuration

Enable RADIUS Authentication and Authorization: @ Yes () No

Primary Server Hostname/IP Address: 10.162.111.40

Primary Server Port (1-65535): 1812

Primary Server Secret: SEBEERRIRS

Confirm Primary Server Sacret: I

Secondary Server Hostname/IP Address:
Secondary Server Port (1-65535): 1812
Secondary Server Secret:

Confirm Secondary Server Sacret:

e (Click on Save.

Now you should be able to authenticate all the users in your User Group on the Windows 2008
server when they login to the AMP.



