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ENTERPRISE CHALLENGES TODAY
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BUSINESS NEEDS

DISPARATE LIMITED
SYSTEMS AND VISIBILITY AND
SECURITY CONTEXT

ENTERPRISES NEED INTELLIGENT AND RESILIENT NETWORKS FOR
TRANSFORMATIVE BUSINESS SUCCESS



EVOLUTION OF CENTRAL
A Decade of Customer-Driven Innovation
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HPE E&‘g’ag Central Intelligent Edge Platform Q New Central

Acme Store 019334 e Ce e e

- . L e e AT Qe I ]
Network and connectivity information about this site. ' ! " " e I

Properties

Device Type Health Location
Access Points ¢ 1 701 Boston Post Rd E Marlborough, MA 01752

reachable, United States

Switches
Configuration deployment issue affecting 12 ™
. Gateways vpe
devices, Branch
jent Type
Suboptimal wireless coverage on Floo Wi Tine Zone

America/New_York (UTC-05:00)
Wired

Remote

INTRODUCING

—_—
Clients
20

Acme Store 019334

\ Security 0
\ July 10 July 11 July 12 July 13 July 14 July 15 Today
: \ \ @ Throughput [ Clients
- N Risk

Events
Occurred Category Event
Today at 13:56 Connectivity Client PoE re-negotiation

N Today at 10:25 Connectivity Client 802.1x RADIUS timeout
Today at 8:52 RF Radio interference

\
o | Today at 8:03 Security Client DHCP timeout
\\' \ Yesterday at 23:34 Infrastructure Device restarted




Intelligent Network Command Center
Directing Attention with a Powerful ¢
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HPE networking Central Intelligent Edge Platform

Network Overview

N

Network and connectivity information about the network.

Sites
Sites by health.
Acme Store

19 devices are offline

HPE Office

356 clients have poor experience

Google Inc
DHCP server is down

LA Cafe

3 devices are offline

Motel Vermont

S clients have poor experience

San Jose Museum

High non-wifi interference detected

San Jose Warehouse

22 cliens have fair experience

Vermont Cafe

S clients have poor experience

Los Angeles Office
Everything is good

New Jersey Office
Everything is good

New York Office

19 devices are offline

San Jose Office

19 devices are offiine

35 more sites

Device Inventory
Device distribution.

B Access points

1233 Switches

Devices Gateways
Require Site Assignment Added in the Last 7 Days
12 28

WAN

Status of the sites for main carriers.

Carriers. Sites per Status

W Verizon *15 43 5
& AT&T West *2 1 125
& ATAT East 1 0 1

'View

Licenses
Status of the licenses for the managed devices.

Foundation Advanced
1200 300
B Assigned Available

User Activities
User logins and configuration changes over the last 7
days.

Activities
79 configuration changes made by 12 users.

Logins Configuration Changes
20 40
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Jul9  Jul10 Julll Jul12 Juli13 Julls  Jul1S
@ User logins Configuration changes

Q

New Central n 23 a
} rd
Customize &5
Applications
Status of the sites for the monitored applications.
Applications Sites per Status
(5 Google @ 145 3 5
[ Adobe *2 1 125
‘V. Dropbox *1 190
% Slack 23 102
@ Amazon 8 64
Reports e

Upcoming and latest generated reports.

Generated in the Last 7 Days Scheduled in the Next 7 Days
10 6
Recent

Security, 3 hours ago
WAN Utilization, 12 hours ago
Wireless Coverage, 12 hours ago

Scheduled

Inventory at 1:00 AM

Guest at 9:00 PM

Configuration & Audit at 23:59 PM
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Corel ’ : Core 2
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Aggregation 1 Aggregation 2 Aggregation 3 Aggregation 4
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Corel 7 , - Core 2

Aggregation 1 Aggregation 2 v % Aggregation 3 Vi Aggregation 4
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Corel Core 2

Aggregation 1 Aggregation 2 Aggregation 3 Aggregation 4
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ACCESS 18
ACCESS 17

AGGREGATOM g

A MODERN APPROACH WITH DE

ACCESS 13

vy &

ACCESS 10

Core2

Core1 -
Aggregation 2 o : |
Gy

Aggregation 1

AGGREG, TioN ¢

7
3
Y
33
vy

Ac

Cess 2
ACCESs 3

ACCESS 4




PROGRESSIVE ‘SUNBURST’ TOPOLOGY VIEWS
ENHANCE TROUBLESHOOT'NG" f FANALYSIS WITH A BIRD’S EYE VIEW

Layers

Select Information to Display
v

Devices

Health

Campus Town
Type

a
%
2
2
2
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Intelligent visualization of physical
and logical network connectivity

~ Simplifies large network
visualization, overcoming node and
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link overload

Robust filters and adjustable
reference points for enhanced
network exploration




lients

CLIENTS

cted © Failed Offline
1 1

CLIENTS
Y client Name atus I= | ¥ 1P Address k Y AP Nam

- 20:4c:03:41:43:e3 Failed EBC-14-WIK.

« TROUBLESHOOTING HISTORICAL ISSUES | B

SKTOP-KP2FOFK = 102 EBC-14-WK

* MULTIPLE TOUCHPOINTS REQUIRED .c.k oftine a0zt |2

93 GB | Sent: 642.17 MB)

[T W



TIME TRAVEL
ISSUE FORENSICS







Problem Identified!
COMPLETE NETWORK SNAPSHOT

7 DAY PLAYBACK
1 MINUTE GRANULARITY




Aruba Central Q New Cenfral L Q @ R
Poor® | wllte w wifia Bos foovalomn ulle o s mm oa ale s ales wll o b bl | @
Fair
o MIA Good @ J{{{I1furtintiRTI=theon RN Pene b PR e b el e e et gl ©
=) Network and connectivity information about this 20 21 2 23 24 25 26 .
site. April Now oo @ t; ‘m‘
% Alerts
Client did not Receive — ——
\ 4 an IP Address from Any (35)  Critical (20) Major (&) Minor (&) Info (7) Any (35)  Active (35)  Cleared (0)
DHCP Server Q 7 ok
Client Falled to obtain an IP
35 ifems
Actie Sifios Description Occurred On Category Status

Today at 8:55 AM

AP Assoclation Threshold Exceeded
Root Causes ° 04/26/2023, 8:55:00 AM ASSOCIATION Active
Info - The maximum number of WI-FI...

» DHCP Server (10.21.36.165) was not
reachable. Link MTU Mismatch

* 04/26/2023, 8:55:00 AM SWITCH Actlve
Critical - The Max Transmisslon Unit...

i Client did not Recelve an IP Address...
Recommendation v 04/26/2023, 8:55:00AM DHCP Active
Minor - Client Falled to obtaln an IP

= Check DHCP Server Health
« Check If DHCP Server conflguration Is URL Name Resolution Failed

correct Major - DNS Server falled to lookup the...
= Check PCAP for deeper analysis

04/26/2023, 8:55:00 AM DNS Active

Client(s) WPA Passphrase Is Incorrect
- 04/26/2023, 8:55:00 AM AUTHENTICATION Actlve
Info - 4-Way Handshake Falled for WPA...

Impact

Clients Devices
Client did not Recelve an IP Address...
5 1 Access Point x v 04/26/2023, 8:55:00 AM DHCP Active
Minor - Client Falled to obtain an IP
Go to Alert



AI-POWERED CLIENT INSIGH
VIA BEHAVIOR ANALYSIS
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Profile Apps / Traffic Behavior

ACCURACY FOR A TRUE IDENTITY!



ONE-STOP EXPERIENCE VIEWS

Q Aruba Central Q | NewCentral @) _O 9
-

JaCk-ArIdl"Oid F‘:a_ro - i .o . . e | @

air oo
Information about the client. od ) 8 © ‘ 7
1

ao

9
July

Experience Properties Connectivity Performance

Connected, has a communication issue with the Host Name User Name ’ Communication issue with the network.
Site * network due to a missing VLAN in the datapath. Jack-Android jack1234
Throughput Retry Frames
Acme Stare Conneched Since MAC Address Type X Obps 2 6%
019334 July 92021, 12:15 20:4c:03:4a:13:22 Wireless &, Obps 3y

IP Address Access Role Signal Quality Transmit/Receive Rare
Network 10.1.50.4 admin 317 dB A 144 Mbps
&, 54 Mbps

Fair

sp-oakmead-01

Connectivity " Classification

Manufacturer Tag

Applications Huawei Mobile & Gadgets

z *
1e ,:‘ WLAN mismatch Category Family ‘»
Jack-Android 3 O oz PortEO Port 0/0/4 EL»G: LAG 1 For 11 Smart Device Android ,-‘
Connected - VLAN Jack-Android Acme 1 o GW-0 kup Internet
Type
. mismatch

Android

Security

Low High Events e
Risk
Alerts Occurred Category Event
1e Today at 13:56 Connectivity Client PoE re-negotiation
1
"’3) Today at 10:25 Connectivity Client 802.1x RADIUS timeout
Today at 8:52 RF Radio interference

Today at 8:03 Security Client DHCP timeout
Yesterday at 23:34 Infrastructure Device restarted

3045 more items




Connectivity
For Jack-Android.

Connection Path

Tx rate: 144 Mbps
Mbps
Signal quality: 43 dB

Rux rate

~—
L~
o

Acme Employees
9¢:8c:d8:12:20:b0
WPA-Enterprise

Jack-Android
20 ik 2
10.1.50.4

Statistics

Over the last 7 days.

Total Time Connected

36h 45m 23s

Number of Connections.

8

Average Connection Duration

4h 52m 41s

ONE-STOP EXPERIENCE VIEWS

802.11ac
Channel 42
VLAN mismatch
Part &
AP-Oakmead-01
0Ol:a6:32:a2:be:65
192.168.101.7

Connection Steps

For latest connection attempted at Mar 21, 2021, 8:53.

Step Details
Association

Authentication
® DHCP No response.

DNS -

HHHEEH

Port 25

Oakmead-Backbone
24:77:03:92:f3:d0
fe80:56f5:748b:2f80:eaa3
192.254.63.45

Associated to Acme Employees on AP-Oakmead-01.

Assigned to VLAN 12 by RADIUS server 168.10.112.16.

Port &

Completed In
852 ms

121 ms

GW-0Oakmead-Backup
dcab:32
10.1.

Port 11

Latency

LAN Latency
69 ms

WAN Latency
123 ms

Internet




APPLICATION PERFORMANCE THAT’S EASY TO SEE

0 Aruba Central Q | New Central " @) O 9
>
R

Jack-Android Poor ¢ i - o | @

air oo
Information about the client. Off‘ﬁf,: o oo @ ‘ TF T
|

00

9
July

Applications

site Q Y ‘ Actions v O |
Acme Store 3 items
019334

Application Category Usage Sent Received

Facetime

104 MB 86 MB 193 MB Streaming
Fair Very high latency

speoakmead-01

Zoom

267 MB 512 KB 272 MB Streaming
Very high latency

Applications

Office 365

ie Poor experience
Jack-Android ﬁ

’ Connected - VLAN

mismatch

Security

*
il




GIVING VISIBILITY INTO THE DATACENTRE

Aruba Central Q New Central

Application Flows

For Asset Tracking
Status
Virtual Machines

Virtualization Tags
Production:WebApp Production:Bookinfo

£
g
H
2
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®m k8s-worker-2 to k8s-master




Create Rule

Create a Policy .

e wat@Pres 0

Standardized workflows that.are desi

R - @@ . reflect business intent
Description - CLI Editor

e ’—___’———
o : Advanced data modelllng to automafically
| Finance generaTe device specific conﬂgurauons

‘ | Enabled Destination

Applies to Device Functions® ‘Nerwcrk— I .
ewictmamoed | N [T _ 1007 API support unified across dewc: types

Options
Q e e

" IPv4 Subnet ‘

Allow access to finance server for Finance

Name

= All Device Functions o
| | I1Pvé Prefix
| Branch Gateway _—

B vty 4P e , Network Engineer, Advanced
1 | -~ o 9 5
L] Microbranch AP —_— - User with advanced automation skills, tasked

‘7| Mobility Gateway ‘ 105.151.163.149/28

] switch 10011716 with an automation framework including 3rd
| 274163.134/9 . [ pa rTy inTeg rations

Service/Application
‘ Any

Action

| Allow

B -
B
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