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Port-access Concurrent Onboarding
Concurrent Onboarding = Faster Clients onboarding

Clients Without Concurrent Onboarding Enabled or 10.5 10.6 Concurrent Onboarding Enabled

dot1x client Same time onboarding Same time onboarding

Mac-auth client
As per default auth-precedence, dot1x authentication will 
be attempted first and then Mac-authentication will be 
trigger, means mac-auth clients need to wait!

Onboarding will be faster because all 
auth methods will be trigger 
concurrently.

PC behind Phone
As started above, for every client first dot1x 
authentication will be trigger followed by mac-
authentication.

Both auth methods, dot1x and mac-auth 
access-request will be triggered at same 
time/concurrently. Hence onboarding 
clients becomes faster

(config-if)#
aaa authentication port-access dot1x 
authenticator
enable
aaa authentication port-access mac-auth
enable

(config-if)#
port-access onboarding-method concurrent enable
aaa authentication port-access dot1x 
authenticator
enable
aaa authentication port-access mac-auth
enable



Use cases
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Concurrent onboarding from 10.6

1- Faster onboarding Mac authentication Clients
• With default precedence, it takes 162 sec to onboard the mac-

auth clients.
• Dot1x timers can be tuned to reduce this time but still it takes 60sec 

to start mac-auth with below recommended config.
• Reducing the eapol-timeout to aggressive value further makes dot1x 

to fail in some cases.

With concurrent onboarding mac-auth clients can be onboarded quickly.

2- Clients like PXE to download supplicant
The PXE clients expect the IP address to be assigned with in 15-20 sec 
to continue further with PXE process to connect to server to download 
and install the images and supplicants.
With concurrent onboarding, this can be achieved as mac-auth gets 
authenticated quickly that gives access to PXE network and continues 
the process.
Once supplicant is downloaded, PXE client will reboot and start 
dot1x!

C1C2

C3

2/1/3

3/1/1 C4

2/1/1



Details and Caveats
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Concurrent Onboarding
Details

– Default priority for concurrent onboarding is 802.1x followed by mac-auth and device-profile.

– When the authentication method with the highest priority fails, the profile of the next successful authentication method is applied.

– Once after the authentication, authorization profile for the client is applied based on the auth-priority order configured on the port.

– When enabling concurrent onboarding on the port, existing clients will be de-authenticated and freshly onboarded concurrently.

– When concurrent onboarding is enabled, then auth-precedence will be ignored. 

– If all methods fail, the reject or critical role is applied based on the 802.1X authentication failure reason and continues to 
reauthenticate with the 802.1X method.

– If concurrent onboarding is configured, the client will stay in pre-auth role till it gets succeeded by one authentication method or 
gets failed by all the authentication methods. 

– Reauthentication will be triggered for all high priority methods and not just the final successful authentication method.



9

Concurrent Onboarding
Faster Clients onboarding process

– Some RADIUS server may block the client when it receives two requests, mac-auth and 802.1X, from the 
same client at the same time.

– This is because the RADIUS server allows only one authentication request. In such cases, concurrent 
onboarding is not feasible. To prevent such scenarios, configure auth-precedence with auth-priority.
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Concurrent Onboarding
concurrent onboarding enables all authentication methods to start concurrently for faster onboarding the clients!

aaa authentication port-access dot1x 
authenticator enable
aaa authentication port-access mac-auth enable

(config-if)#
port-access onboarding-method concurrent enable
aaa authentication port-access dot1x 
authenticator
enable

aaa authentication port-access mac-auth
enable
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dot1x EAP Identity Request from Switch to Client
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Dot1x EAP Identity Response from Client to Switch
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Radius Access-Request from Switch to Radius-Server
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Radius Access-Challenge from Radius-Server to Switch
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dot1x EAP-Challenge Request sent from Switch to Client
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dot1x EAP Challenge Response from Client to Switch
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dot1x Access-Request from Switch to Radius-Server
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dot1x Access-Accept from Radius to Switch
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dot1x EAP Success from Switch to Client
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Mac-auth Radius Access-Request 
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Mac-auth Radius Access-Accept



Configuration and 
Supported Platforms
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Concurrent onboarding Configuration and supported CX 
platforms
– Enabling or Disabling concurrent onboarding on a port:

– Auth-precedence will be ignored as below:

interface 1/1/1 
no shutdown 
no routing 
vlan access 999 
!aaa authentication port-access auth-precedence mac-auth dot1x
port-access onboarding-method concurrent enable

switch(config)# interface 1/1/1 switch(config-if)# port-access onboarding-method concurrent enable / disable 

Platform 6200 6300 6400 8320 8325 8360 8400 Simulator

Concurrent 
onboarding Yes Yes Yes NA NA NA NA Yes



Best 
Practices/Configuration 
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Recommendation
CX 10.5 10.6 – Concurrent Onboarding

CX_6xxx# show running-config interface 1/1/12
interface 1/1/12
no shutdown
no routing
vlan access 1
spanning-tree bpdu-guard
spanning-tree root-guard
spanning-tree tcn-guard
spanning-tree port-type admin-edge
aaa authentication port-access allow-cdp-bpdu
aaa authentication port-access allow-lldp-bpdu
aaa authentication port-access client-limit 2
aaa authentication port-access critical-role CriticalRole
aaa authentication port-access preauth-role PreauthRole
aaa authentication port-access reject-role RejectRole
aaa authentication port-access auth-role AuthRole
aaa authentication port-access dot1x authenticator
cached-reauth
cached-reauth-period 86400
eapol-timeout 30
max-eapol-requests 1
max-retries 1
reauth
enable
aaa authentication port-access mac-auth
cached-reauth
cached-reauth-period 86400
quiet-period 30
reauth
enable
client track ip enable
client track ip update-interval 60
loop-protect
exit
CX_6xxx#

CX_6xxx# show running-config interface 1/1/12
interface 1/1/12
no shutdown
no routing
vlan access 1
spanning-tree bpdu-guard
spanning-tree root-guard
spanning-tree tcn-guard
spanning-tree port-type admin-edge
port-access onboarding-method concurrent enable
aaa authentication port-access allow-cdp-bpdu
aaa authentication port-access allow-lldp-bpdu
aaa authentication port-access client-limit 2
aaa authentication port-access critical-role CriticalRole
aaa authentication port-access preauth-role PreauthRole
aaa authentication port-access reject-role RejectRole
aaa authentication port-access auth-role AuthRole
aaa authentication port-access dot1x authenticator
cached-reauth
cached-reauth-period 86400
eapol-timeout 30
max-eapol-requests 1
max-retries 1
reauth
enable
aaa authentication port-access mac-auth
cached-reauth
cached-reauth-period 86400
quiet-period 30
reauth
enable
client track ip enable
client track ip update-interval 60
loop-protect
exit
CX_6xxx#
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AOS-Switch vs AOS-CX
AOS-Switch 10.6 – Concurrent Onboarding

interface 2/15
untagged vlan 1
aaa port-access authenticator
aaa port-access authenticator reauth-period 3600
aaa port-access authenticator client-limit 2
aaa port-access authenticator cached-reauth-period 86400
aaa port-access mac-based
aaa port-access mac-based addr-limit 2
aaa port-access mac-based quiet-period 30
aaa port-access mac-based reauth-period 3600
aaa port-access mac-based cached-reauth-period 86400
aaa port-access critical-auth user-role "CriticalRole"
aaa port-access open-auth user-role "OpenauthRole"
aaa port-access initial-role "InitialRole"
spanning-tree admin-edge-port
spanning-tree root-guard tcn-guard bpdu-protection
loop-protect
exit

CX_6xxx# show running-config interface 1/1/12
interface 1/1/12
no shutdown
no routing
vlan access 1
spanning-tree bpdu-guard
spanning-tree root-guard
spanning-tree tcn-guard
spanning-tree port-type admin-edge
port-access onboarding-method concurrent enable
aaa authentication port-access allow-cdp-bpdu
aaa authentication port-access allow-lldp-bpdu
aaa authentication port-access client-limit 2
aaa authentication port-access critical-role CriticalRole
aaa authentication port-access preauth-role PreauthRole
aaa authentication port-access reject-role RejectRole
aaa authentication port-access auth-role AuthRole
aaa authentication port-access dot1x authenticator
cached-reauth
cached-reauth-period 86400
eapol-timeout 30
max-eapol-requests 1
max-retries 1
reauth
enable
aaa authentication port-access mac-auth
cached-reauth
cached-reauth-period 86400
quiet-period 30
reauth
enable
client track ip enable
client track ip update-interval 60
loop-protect
exit
CX_6xxx#



Demo
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Demo1: Concurrent onboarding
Client onboarding will be faster

C3

2/1/1

00:50:56:8e:43:7f

aaa authentication port-access dot1x authenticator 
enable
aaa authentication port-access mac-auth enable

(config-if)#
description printer_mac-auth
port-access onboarding-method concurrent enable
aaa authentication port-access dot1x authenticator

max-eapol-requests 1
max-retries 1
reauth
enable

aaa authentication port-access mac-auth
cached-reauth
cached-reauth-period 86400
quiet-period 30
enable

00:50:56:8e:cc:03

3/1/1

aaa authentication port-access dot1x authenticator 
enable
aaa authentication port-access mac-auth enable

(config-if)#
description Phone_mac-auth
aaa authentication port-access dot1x authenticator

max-eapol-requests 1
max-retries 1
reauth
enable

aaa authentication port-access mac-auth
cached-reauth
cached-reauth-period 86400
quiet-period 30
enable
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Demo2: Concurrent onboarding

C1C2

2/1/3
(config-if)#
port-access onboarding-method concurrent enable
description pc behind IP_phone

no routing
vlan trunk native 10
vlan trunk allowed 10,112
no sflow
aaa authentication port-access client-limit 2
aaa authentication port-access dot1x authenticator

reauth
enable

aaa authentication port-access mac-auth
enable



Troubleshooting 
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Feature/Solution Troubleshooting
Basic level

6300-1-VSF#

– show mac-address-table detail

– show lldp neighbor-info

– show cdp neighbor-info

– show radius-server detail

– show port-access clients detail

– show aaa authentication port-access dot1x 
authenticator interface all client-status

– show aaa authentication port-access mac-
auth interface all client-status

– show aaa authentication port-access 
interface all client-status

6300-1-VSF# 

show events -r -d port-accessd

– Daigdump

6300-1-VSF# diagnostics

diag-dump port-access basic

diag-dump dot1x-authenticator basic

diag-dump mac-auth basic

– Debugs

6300-1-VSF#

debug radius all

debug port access all

debug destination buffer

6300-1-VSF#

show debug buffer
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Troubleshooting – CX Mirroring

Mirror session 1 

Source interface 1/1/1 both

Destination CPU

enable

diag utilities tshark file

copy tshark-pcap tftp://10.80.2.187/djky.pcap vrf mgmt

Mirror session 1 

Source interface 1/1/1 both

Source interface 1/1/48 both

Destination interface 1/1/3

enable

Note: 
• Disable enabled mirroring once work is done. You must disable one for destination CPU.
• Source vlan is also supported
• Destination CPU or interface or Tunnel is supported
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ClearPass Packet Capture 
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Feature/Solution Troubleshooting
Advance level
6300-1-VSF# start-shell

6300-1-VSF:~$ pwd

/home/admin

6300-1-VSF:~$ sudo bash

6300-1-VSF:/home/admin#

6300-1-VSF:/home/admin# ovs-appctl -t port-accessd fastlog show

6300:~$ cd /var/log/

6300:/var/log$ ls -l

6300:/var/log$ journalctl -n 100 | grep lldpd



Additional 
Resources
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Feature/Solution References

– AOS-CX 10.06 Security Guide 
– https://www.arubanetworks.com/techdocs/AOS-CX/10.06/HTML/5200-7723/index.html
– https://support.hpe.com/hpesc/public/docDisplay?docId=a00108360en_us&docLocale=en_US
– https://support.hpe.com/hpesc/public/docDisplay?docId=a00108317en_us&docLocale=en_US

https://www.arubanetworks.com/techdocs/AOS-CX/10.06/HTML/5200-7723/index.html
https://support.hpe.com/hpesc/public/docDisplay?docId=a00108360en_us&docLocale=en_US
https://support.hpe.com/hpesc/public/docDisplay?docId=a00108317en_us&docLocale=en_US
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