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Background

The Customer is one of the oldest institutions in Hong Kong. It is a non-profit organization providing
horse racing, sporting and betting entertainment in Hong Kong. It holds a government-granted
monopoly in providing pari-mutuel betting on horse racing, the Mark Six lottery, and fixed odds betting
on overseas football events. The organization is the largest taxpayer in Hong Kong, as well as the
largest community benefactor. It donated a record HK$3.6 billion in 2014 to support the different
needs of the society and contribute to the betterment of Hong Kong. The Club also proactively
identifies, funds and develops projects which anticipate and address social issues and pressing needs
in Hong Kong. It also provides dining, social, sport and recreation facilities to its approximately 23,000
members.

Objective

The POC test is to prove that HUAWEI WLAN device can interwork with Aruba Clearpass NAC server
in customer network, including machine authentication, AD account authentication and posture check.
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Network Diagram

Domain
Controller

10.140.1.1
MS NPS

server

10.140.1.51

Test Network

DHCP Aruba
server Clearpass
10.140.1.12 10.140.1.241
Server Farm
Gateway
VLAN 2103 Vlan 2103 (Server farm)
10.140.1.0/24 is the server farm subnet
10.140.1.254
(subnet 255.255.255.0 GW: 10.140.1.254)
S5720-HI
L3 Switch

AC6005

Wireless

Controller 85720-P_WR

PoE Switch
10.140.1.246
) AP5030
Access
Point
10.140.1.247

SSID - NAP(hidden), WPA2-AES
SSID - NON_NAP(hidden), WPA2-AES
Service VLAN for SSIDs

a) NAP SSID (Normal): Vlan 2102 (IP subnet 10.138.0.0/16)
b) NAP SSID (Alert):  Vlan 2106 (IP subnet 10.128.0.0/16)
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Equipments
Equipment ‘ Name Version

WLC AC6005 V200R007C10SPC300
WIFI AP AP5030 V200R007C10SPC300
NAC Aruba Clearpass 6.6
Termial Lenovo Laptop Win7

Test Case

Machine authentication

Test Item Machine Authentication

Test Objective | Validate that WLAN system supports machine Authentication

Pre-conditions:

1) All devices work normally

Test Setup . ) )
2) Establish the test environment according to the above topology
3) Adding WLC in clearpass server
1) Configure AC correctly, AP deliver SSID: “H-NAP”, the security
policy is WPA2-802.1x;
2) Configure Machine authentication service in Clearpass;
] BE » BF » i - PoC-HKIC-NAP Huawei 802,1X Wireless_MachineAuthenOnly
] FE% - PoC-HKIC-NAP Huawei 802.1X Wireless_MachineAuthenOnly
i —
03 MR |13 AE B i ST SR
bt Bk PoC-HKIC-NAP Huawei 802.1X Wireless_MachineAuthenOnly
Test o L HER: To authenticate users ta an Cisco wireless netwark via 802.1X.
u-i[é’ i Aruba 802.1X Wireless
7 Q 8 s Enabled
Procedure o EERR AR Disabled
o §E BT EESa0H 1. #4
e 2. RET RS
EE
LREE EEUTRAR:
{3 RIEEHT Za E=1] BHE
£} Event Sources 1“pad.u5;1m: NAS-Port-Type EQUALS
{x BB hE . -
£ Profile &F 2“Rad|us:IETF Service-Type BELONGS_TO
3“Radius:IETF User-Name BEGINS_WITH
4“Curme:tmn SSID EQUALS
WhIEAE: 1. [EAP PEAP]
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aruba ClearPass Policy Manager
(] EE » BE » Hi§ - PoC-HKIC-NAP Huawei 802.1X Wireless_MachineAuthenonly
(] BE% - PoC-HKJIC-NAP Huawei 802.1X Wireless_MachineAuthenOnly
o R ® -
E w5 | W R me  sang RIE
e W S TR BRI BT
B = 2 TR 27 B -
= : AR AR ERAEIURT
Foyr ] Remove
irE
Qe — Select — v
. gzzg;h RS L [Aruba Teminate Session] [l View Details | Modity |
+] T
SR NCT
i
LiEa
£ fe EE
4% Event Sources
3 IR (R
L2 profile %%
3) Reboot laptop and login in, check endpoint log in clearpass
server, Expected result 1.
1) Machine authentication is successful in clearpass.
aruba ClearPass Policy Manager
HRE: Request ID v mE Ol o | Clear Filter |
Ean - &  Server Source Username Service Legin Statu
5 Il.l.;r. 1. 10.140,1.241 RADIUS " - ACCEPT
Fum 2] 1 WEBAUTH
Expected Foncuerd 8 i
i 3 10.140.1.241 RADIUS
B in o dais
ReSU|t L AT 4. 10.140,1,241 WEBAUTH
Feavary 5] 10.140.1.241 RADIUS
& Discovery 6 10.140.1.241 WEBAUTH
& Discovered Devices - | [ . ADIUS
¥ 63 10.140.1.241 RADIUS
8. 10.140,1,241 WEBAUTH
94 10.140.1.241 RADIUS
10. 10.140.1.241 ADIUS
Remark

Signature by

Customer

Signature by
Vendor

AD account authentication

Test Item

AD account Authentication

Test Objective

Validate that WLAN system supports AD Authentication

Test Setup

Pre-conditions:

1) All devices work normally

2) Establish the test environment according to the above topology

3) Adding WLC in clearpass server
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Test
Procedure

1) Configure AC correctly, AP deliver SSID: “H-NAP”, the security

policy is WPA2-802.1x;
2) Configure dotlx authentication service in Clearpass;

aruba
=]
foo. 3

L7 thhhF s

GEEHAER
GEAERS
= Sl
e gEL
Fol:3-3
EEn
{3 REEE
£¥ Event Sources
o HE A
{3 Profile W&

Q)

ClearPass Policy Manager

BE » W5 » 3% - TestingHuawei 802.1X Wireless

] % - TestingHuawei 802.1X Wireless

B =] BT e

B
B
HAA:
#E:
s
W E:
=10

B L TR AR
xm
LlRad\'us:IErF

2.|Radius:IETF

3 |Cunne(t\'un
4‘|Rad\'us:IErF
5‘|Rad\'us:IErF

TestingHuawei 802.1X Wireless

To authenticate users to any wireless network via 802.1X.
802.1X TH

Enabled

Disabled

1. 84
2 BAXMHRA

EH EHF
NAS-Port-Type EQUALS
Service-Type BELONGS_TO
SSID EQUALS
NAS-Identifier EQUALS
NAS-IP-Address EQUALS

iF:

<

[ (]
= =8

i EE

Eo Aubis )

O EZHRARR
LRSS
o 8RBT
= R
EE
QiEd
L BB
£ Event Sources
{3 BRI
{3 profile B8

ClearPass Policy Manager

BiE » BF » W48 - TestingHuawei 802,1X Wireless
(] fE% - TestingHuawei 802.1X Wireless

R =) HlihiT AfE

k=il

CEIE O EE® @ LUTRESE:

TestingHuawei 802 1X Wireless

To authenticate users to any wireless
network via 802.1X. 4

802.1X K
Enabled
B EL R th TR RIZE T i8]
v R T2 HIE M WHEREY W mMEZ RS L Accounting Proxy

-] =t BHE &
1.|Radius:1ETF NAS-Port-Type EQUALS Wit
2.|Radius: IETF Service-Type BELONGS_TO ':z.%
3“Cannact\'om SSID EQUALS H-1
4. ‘Rad\'us:IErF NAS-Identifier EQUALS H-1
5. |Radius: [ETF NAS-IP-Address EQUALS 10.
6. |Click to add...

<
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ClearPass Policy Manager

L] mE » BE » W4\ - TestingHuawei 802.1X Wireless
[l FR% - TestingHuawei 802.1X Wireless

%Eﬁ ] =
HE JBS ARE B RS AR
2 Lk Frig
Q HRAEENER: 7 #RE M E-SEREFRNRENEZZHRE
B A SEHT R TestingHuawei 802 1X Wireless Enforcement F v
bodika B TEREREE
ng ! :
=P i BB TestingHuawei 802.1X Wireless Default Profile
GEphREE M first-applicable
LR ESE ‘ F3:3 3 lth TR S
T (Tips:Posture £ UNKNOWN (100))
el N 1. (Author’\zat\un.]c:;zpl_gs_rup.sztj;).com.Nested Group TestingHuawei 802.1X Wirel
e (Tips:Role [Machine Authenticated])
LriREA (Tips:Posture HEALTHY (0))
FEE (Tips:Role [Machine Authenticated]) -
L RER 2 (Authorization:jedca1.corp.hkjc.com:Nested Group TestingHuzawel 802.1X Wirel
£ Event Sources NAP-CP-Users)
3 BB R (Authorization:jcde21.corp.hkjc.com:Nested Group NAP-CP-
o Users) ]
{3 profile B 3. (Tips:Posture HEALTHY (0)) TestingHuawei 802.1X Wirel
(Tips:Role [Machine Authenticated])
<

3) Using laptop connect H-NAP ssid, input the AD account and
password for authentication, check endpoint log in clearpass

server, Expected result 1,2.

1) AD authentication is successful in clearpass.

aruba ClearPass Policy Manager
HRE: Request ID v mE +
- Server Source Username Service Login Statwu:
1) 10.140.1.241 RADIUS RHKIC_DM\CPtester2 ACCEPT
2. 10.140.1.241 WEBAUTH e8b1f 5348 ACC
Expected 3. 10.140.1.241 RADIUS ;II“F_EIN CPtaster2 ACCEPT
4. 10.140,1.241 WEBAUTH edblfc0igide ACCEPT
Res u It 5] 10.140,1.241 RADIUS RHKIC_DM\CPtestar? ACCE
6] 10.140.1.241 #8b1fe03634e
;E'.—iia 74 10.140.1.241
FrrEas 8. 10.140.1.241
S nmdtE
W Blacklisted Users 9 10.140.1.241
2) Laptop get the ip address of 10.128.0.0/16(VLAN 2102);
Remark

Signature by

Customer

Signature by

Vendor

Posture check

Test Item

Posture check

Test Objective

Validate that WLAN system supports Posture check

Test Setup

Pre-conditions:

1) All devices work normally
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2) Establish the test environment according to the above topology
3) Adding WLC in clearpass server

Test

Procedure

1) Configure AC correctly, AP deliver SSID: “H-NAP”, the security
policy is WPA2-802.1x;

2) Configure posture check service in Clearpass;

aruba ClearPass Policy Manager
C L e L] EE - BRE » W - TestingHuawel 802.1X Wireless Posture Checks
=k | ] fR% - TestingHuawei 802.1X Wireless Posture Checks
o mE ) Note: This Service is created by Service Template
L HAL T BE | M EOWR | S
o EE:
- & E = -
oy E=1o TestingHuawei 802.1X Wireless Posture Checks
8 B To authenticate users to any wireless network via 802.1%
0 Q5 A Web-based Health Check Only
SRk +2he ) R Enabled
{3 EEIRRER P B Disabled
{3 wH SR | BH A T IR M
o T
bR WL AR
fed .23 el £H BHE
fEs
& REas 1.‘Hnst CheckType MATCHES_ALL
£} Event Sources 2.‘Hust InterfaceType EQUALS
L3 IR (12 e
{3 profile #2 AEMYEE: =
FRRRRH:
€ _EEES
(= |
aruba ClearPass Policy Manager
= L] R » RS » HRIE - TestingHuawei 802.1X Wireless Posture Checks
= &n [l k% - TestingHuawei 802.1X Wireless Posture Checks
(ﬁ; mE @ Note: This Service is created by Service Template
L it A = 0 re | zexs | mwa
=t TestingHuawei 802.1X Wireless Posture Checks
{rh% HAA: To authenticate users to any wireless
GF network via 802.1X 4
S QEhn ES-E Web-based Health Check Only
Sl o) R Enabled
{3 B2 RRRE EOR e R LB T3 AT RIS
L3 AHIRSE | B5 i B ¥ EakRian
o EWINT
S WBIR O f£88; © BT
{riEE Heal E=3 1 EHF it
LmE 1 ‘Hust CheckType MATCHES_ALL He
L HIEEH -
{3 Event Sources 2 ‘Hust InterfaceType EQUALS w1
LrHERE 3“C\ick to add...

L profile §&
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aruba

@

3RS ERER
LW RSE
o 8 @bl
- ARl
o3t
fFwEa
{3 REAR
£% Event Sources
£ R A
{3 Profile #E

-

aruba

Fo1 Q|

L3 b F o

L EERRER
Lr Rt RESE
= 38 AT |
e
fegd
LraEd
{rRERE
4J Event Sources
3 HERE
{3 profile 8%

ClearPass Policy Manager

EE » RF » i - TestingHuawei 802.1X Wireless Posture Checks

[ o|
fE% - TestingHuawei 802.1X Wireless Posture Checks

Note: This Service is created by Service Template

E FES biil=] RZeRR T
TR RAR:
EERRHER: A# OnGuard RBAAZE RARRERTHES
TestingHuawel B02.1X Wireless Windows Posti « |
[ View Defails |
L\ Modity |
—Select to Add—- v
| HuFERRSE: QUARANTINE (20) v
232K ¥ BRFMTHAEMNEMRRINBHBEN I
23 URL:
€ _EEES

ClearPass Policy Manager

BE » BRS » 3§ - TestingHuawei 802.1X Wireless Posture Checks

[ o
fR% - TestingHuawei 802.1X Wireless Posture Checks

Note: This Service is created by Service Template
= By mes | zenn EL
BREENER: BEMAL-SECERNASNESAREY
BT R TestingHuawei 802 1X Wireless OnGuard Ager ¥

33 175 B

B
B EX [Aruba Terminate Session]
R first-applicable
323 B flth, TR S
. TestingHuawei 802.1X Wirel
: (Tips:Posture HEALTHY (0)) [ArubagTermmatE Session]
5 (Tips:Posture HEALTHY (0)) TestingHuawei 802.1X Wirel:

Terminate Session]

ClearPass Policy Manager

BE » BEIRA » TEIRAER » W\ - TestingHuawei 802.1X Wireless Windows Posture Checks

[ o|
ZERNFERE - TestingHuawei 802.1X Wireless Windows Posture Checks

S 2 IRRIGH Al

e ©
& i
ey

5 B

= Q8h

- e

« $E E I
SR N
1EEE
fogii-£ )
{3 KBB4
13 Event Sources
LFHERE
{xprofile #%

Note: This Posture policy is created by Service Template

o

HE B
e
ZEHRAE:
EMRERSR:

Restrict by Roles:

TestingHuawei 802.1X Wireless Windows Posture Checks

Web Agent
WINDOWS

‘ The list of selected plugins:

Plugin Name

1. | ClearPass Windows Universal System Health Validator

Plugin Configuration

Rl
MR E

Conditions

First applicable

1 |iﬁﬂﬁﬁﬁ SHV # % - ClearPass Windows Universal System Health Validator
2‘|*EE—A§$@¢ SHV 1% - ClearPass Windows Universal System Health Validator

3) Configure postrue check policy to mark the testing laptop status is

health. Enable posture check in laptop, expected result 1,2;
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4) Configure postrue check policy to mark the testing laptop status is
unhealth. Enable posture check in laptop, expected result 3,4;

1) The posture check result in client is health.

Expected 2) Laptop get the ip address of 10.138.0.0/16(VLAN 2106);

Result 3) The posture check result in client is unhealth.

4) Laptop get the ip address of 10.128.0.0/16(VLAN 2102);

Remark

Signature by

Customer

Signature by
Vendor
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