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Welcome to the Technical Climb Webinar

—

Listen to this webinar using the computer
audio broadcasting or dial in by phone.

The dial in number can be found in the audio
panel, click additional numbers to view local
dial in numbers.

If you experience any difficulties accessing
the webinar contact us
using the questions panel.

(=] Audio

Audio Mode: ® Use Telephone ®
O Use Mic & Speakers

Dial: (702) 824-9512
Access Code: 613-970-293
Audio PIN: 25
If you're already on the call, press #25# now.
(and additional numbers ..)

(=] Questions 5]
Questions Log

0:1s there a volume discount?

A:Yes! We will send you more info after the
event.

Yes

GoTo\\Vebinar™




Housekeeping

This webinar will be recorded ] Questns

Questions Log

(s there a volume discount?
A:Yes! We will send you more info after the

All lines will be muted during the event
webinar

Yes

Send

How can you ask questions?
® |  Use the question panel on your screen

o7

GoTo\Vebinar™
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* The recorded presentation will be posted on Arubapedia for
Partners (https://arubapedia.arubanetworks.com/afp/)
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Need for domain account & domain join

- TT——

» The first task in preparing Clearpass for Active Directory (AD) authentication via EAP-PEAP-CHAP-v2 is to join
the Clearpass server to an Active Directory domain.

» Joining Clearpass Policy Manager to an AD domain allows you to authenticate users and computers that are
members of an AD domain.

* |t also creates a computer account for the clearpass node in the AD database.

» Users can then authenticate to the network using 802.1X and EAP methods, such as PEAP-MsCHAPvV2, with
their own AD credentials.

» A one-time procedure to join ClearPass Policy Manager (CPPM) to the domain must be performed from an
account that has the ability to join a computer to the domain.




Need for domain account & domain join

_

Why does Clearpass need to join AD to perform EAP-PEAP-MS-CHAP-v2 authentication for 802.1x?

» ClearPass Policy Manager needs to be joined to AD because when performing authentication for a client using
EAP-PEAP-MS-CHAPV2, only the password hashes supplied by the user are used to authenticate against AD.

» This process is done NT LAN Manager (NTLM) authentication. Which requires AD domain membership.
 If you need to authenticate users that belong to multiple AD forests or domains in your network, and there is no
trust relationship between these entities, then you must join Clearpass to each of these untrusting forests or

domains

* You do not need to join Clearpass to multiple domains belonging to the same AD forest, because a one-way trust
relationship exists between these domains. In this case, you should join CPPM to the root domain.




AUTHENTICATION WORKFLOW



Workflow

- TT——

CPPM ports:
* Authentication port: 1812, 1645
* Accounting port: 1813, 1646

AD ports:
* 389 Non-Secure Connection
* 636 Secure Connection

é B021X EAP . RADIUS » LDAP/NTLMv2 \ — \
Client Wireless LAN Active - Pasewerd
en ireliess Directory . as§wor

Controller ClearPass : ?:kr;r:cate

Policy Manager

» User connects to the WLAN network from his laptop and an 802.1x EAP-PEAP authentication process begins
» The client’s authentication request is sent to the mobility controller.
* When the mobility controller receives the authentication request, it sends a RADIUS access-request to Clearpass
with encrypted username and password
» The Clearpass server checks the AD database for a matching username and password
+ If the match is a success — Clearpass server sends an access-accept message to the mobility controller
+ If the match is a failure — Clearpass server sends an access-reject message to the mobility controller
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Domain Controller

- TT——

* Adomain is defined as a logical group of network objects (computers, users and devices) that share
the same AD.

» The domain controller is the Microsoft AD server responsible for responding to requests for

authentication from users and computer accounts (for example, logging in and checking
permissions)

* |tis common for an AD domain controller to function as a DNS server. AD domain controllers can

also be LDAP servers, as well as perform any number of additional functions that are loaded on the
same server.

» By default, a domain controller stores one domain directory partition consisting of information about
the domain in which it is located, plus the schema and configuration directory of the entire forest.
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Confirming Date/Time are in Sync

- TT——

Assuming that the Clearpass server has never been joined to the AD domain before, first make sure
that the date and time are correct and in sync on both the clearpass server and the AD domain
controller that you will use for the join domain operation.

In the clearpass policy manager,
navigate to —

Administration > Server Manager >
Server configuration

Once the server configuration screen
appears,

On the top right corner, you will see
“Set Date & Time”

M - . -
& Administration

&° ClearPass Portal
+ = Users and Privileges
i1 Server Manager
Pidserver Configuration
& Log Configuration
#” Local Shared Folders
&° Licensing
1 External Servers
Certificates
+ || Dictionaries
“. Agents and Software Updates
“. Support

< Set Date & Time

‘2" Change Cluster Password

’#" Manage Policy Manager Zones

#" NetEvents Targets

7" Virtual IP Settings

‘2" Clear Machine Authentication Cache
¢ Make Subscriber

‘7" Cluster-Wide Parameters
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Confirming Date/Time are in Sync

- TT——

In the Change Date and Time dialog box, there are

Change Date and Time o

Couple of options, you can either set the date and time or This will change Date & Time for all nodes in the cluster
sync time with NTP server Time zone on publisher
Synchronize time with NTP server
+ To synchronize with a NTP server, the Synchronize Date Time ——
Use yyyy-mm-dd Hour  Minute Second
time with NTP server check box must be enabled. 2016-11-29 b4 =ps Ep =

Not more than two NTP servers can be specified.

* You can return to the server configuration page by
clicking cancel

» Compare the clock time displayed at the bottom of the
Clearpass Server Configuration page against the
clock time on the AD server.

: After command execution Policy Manager services need to be

» Max allowed clock skew between Clearpass server restarted. This may take a while.
and AD server is 5 mins [ save | Cancel
© Copyright 2015 Aruba Networks. All rights reserved. Nov 29, 2016 04:30:04 GMT ClearPass Policy Manager 6.5.3.75367 on CP-VA-500 platform
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Joining an Active Directory Domain

- TT——

To join a Clearpass server to an Active Directory Domain,

In the Server Configuration screen, click the name of the Clearpass server that you want to join
to the domain.

The server configuration screen for the selected server opens, you can now join the Active
Directory domain.

Click Join AD Domain

Domain controller: enter the FQDN of the domain controller and then press Tab

The following message is displayed,
Trying to determine the NetBIOS name...

Where, Clearpass searches for the NetBIOS name for the domain.
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Joining an Active Directory Domain

- TT——

m Services Control Service Parameters System Monitoring Network

FIPS
Hostname: [barath-srinivasan-webinar.com |
FQDN:
Policy Manager Zone: default s Manage Policy Ma
Enable Profile: Enable this server for endpoint classification
Enable Performance Monitoring Display: Enable this server for performance monitoring display
Insight Setting: | Enable Insight
Span Port: -~ None -- 4
IPv4 IPv6 Action

IP Address 10.17.164.231
Management Port Subnet Mask 255.255.255.0

Default Gateway 10.17.164.254

IP Address
Data/External Port Subnet Mask

Default Gateway

Primary 10.17.164.193
DNS Settings Secondary 4.2.2.2
Tertiary
AD Domains: Policy Manager is not part of any domain. Join to domain here.

Join AD Domain
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Joining an Active Directory Domain

_

Once the NetBIOS domain name has been populated with the correct name,

In case of a controller name conflict,

a. Use specified Domain controller: Accept the default setting.

b. Use default domain admin user [administrator]: Accept the default setting

In a production environment, it is likely that an Administrative username that has permissions to join machines to the
domain would be used for the default domain admin user, In that case, 1) disable (uncheck) the Use default domain
admin user [Administrator] check box and

Enter the Administrative username and password in the fields provided

c. Password: Enter the password for the user account that will join Clearpass with the domain and then click Save

The Join AD Domain screen opens. The screen displays the message “Adding host to AD domain” and status during
the joining process. Once it is complete — you see the message “Added host to the domain”
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Joining an Active Directory Domain

- TT——

The Join AD Domain status screen indicates that the services have restarted. The final line states that the
selected Clearpass server joined the domain.

Click Close

You return to the Server Configuration page, and it now shows that the ClearPass server is joined to the
domain.

Now that the ClearPass Policy Manager server has joined the domain, the server can authenticate users with
the Active Directory.
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Authentication Source & Authorization Process

- TT——

» During the NTLM authentication process, Clearpass queries Active Directory for a
suitable domain controller to use to handle the authentication.

» Please note that when used with 802.1x EAP-PEAP-MsCHAPV2 services, the
authentication process is separate from the Active Directory source in Clearpass,
which in this context only handles authorization.

» Optionally, you can configure a list of domain controllers to be used for MsCHAPv2
authentication.

+ If you do not specify this list of domain controllers, all available domain controllers
obtained from DNS will be used for authentication.
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Manually Specifying AD DC’s for Authentication

- TT——

To Manually specify AD domain controllers
for authentication

Go to Administration > Server Manager >
Server Configuration

Select the Clearpass server name

The Server Configuration page for the
selected server opens by default on the
System tab

Click the Modify Password Servers as
shown in the image below

AD Domains:

Domain Controller NetBIOS Name

1 HIGHER.EDU HIGHERED

<., Back to Server Configuration

M - = - (v
@ Administration

#° ClearPass Portal
+ i Users and Privileges
\# Server Manager
Pid server Configuration
& Log Configuration
& Local Shared Folders
& Licensing
+ & External Servers
Certificates
+ | Dictionaries
“. Agents and Software Updates

“.. Support
Password Servers Action
-
| Modify Password Servers ‘ -
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Manually Specifying AD DC's for Authentication

- TTR—

Configure AD Password Servers [

Configure an (optional) restricted list of domain controllers to be used for
In the Password Servers text bOX, enter the + MSCHAPv2 authentication. If not specified, all available domain controllers »

. \ obtained from DNS will be used for authentications.
names of the domain controllers that will be
used for authentication (one entry per line)

The Configure AD Password Servers
screen appears

Domain Controller: HIGHER.EDU
When finished, click Save NEtBIOS Name: HIGHERED
Password Servers: ad3dc1.higher.edu

: Enter Hostname or IP Address in the Password Servers textbox,

one entry per line
=
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Disassociating the clearpass server from AD domg

- TT——

If a Clearpass Policy Manager server is already part of multiple AD domains, follow this procedure to disassociate the
Clearpass appliance from an AD domain.

To disassociate a Clearpass server from an Active Directory domain,

|
Navigate to Administration > Server Manager >

Server Configuration Domain Controber HIGHERED

Leave doman even if AD s Down

Select the name of the Clearpass server which you
want to disassociate from the domain V] Use default domain admin user [Administrator]

Click Leave AD Domain

Password oooooooo{ ]
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Disassociating the clearpass server from AD dome

- TT——

Once the Leave AD Domain dialog opens,
Enter the Administrator account password

The administrator account does not have to be the same account that is used to join the server to the domain, it
only has to be an account with permissions to do this operation.

Click Leave

The Leave AD Domain status screen appears,
with the message “Removing host from the AD

domain”, when the process is complete the

status screen displays the message, “Removed e riERE
host from the domain” o
Leave domamn even iIf AD 1= Down
Click Close Vi Use default domain admin user [Administrator]
When you return to the Server Configuration > Password ‘eesesess ]

System page, the Clearpass server is no longer
listed in the AD Domains section

Click Save
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THANK YOU!




