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Aruba Central :

- TT——

* Aruba Central is a cloud-based platform that enables you to manage your Aruba Wi-Fi network. Designed as a
software-as-a-service (SAAS) subscription, Central provides a standard web-based interface that allows you to
configure and monitor multiple Aruba Wi-Fi networks from anywhere.

Central offers the following key features:

+ Streamlined management of devices

+ Dashboard for network view and client monitoring

* Application Analytics

- Easy grouping of devices n Centralized configuration of APs and Switches
- Easy management of user accounts

«  Subscription based access to devices

«  Guest Wi-Fi access configuration

* Report Generation n Troubleshooting devices




Operational Modes and Interfaces:-

_

Aruba offers the following variants of the Central web interface:

Standard Enterprise mode :- The Standard Enterprise interface is intended for customers who manage their

respective accounts end to end. In the Standard Enterprise mode, the customers have complete access to their
accounts. They can also provision and manage their respective accounts.

Managed Service mode:-Central offers the Managed Service Portal for managed service providers who need to
manage multiple customer networks. With Managed Service Portal, the MSP administrators can provision customer
accounts, allocate devices, assign licenses, and monitor customer accounts and their networks. The administrators
can also drill down to a specific tenant account and perform administration and configuration tasks. The tenants can
access only their respective accounts, and only those features and application services to which they have

subscribed




Flexible and Cost-Effective Cloud Networkin

HARDWARE CLOUD MANAGEMENT
Includes Limited Lifetime Warranty License Per Managed Device

OPTIONAL SERVICES
License Per Service Per Device
Transferrable Between Devices

— INSTAN'I: ARUBA-OS 1/3/5'yr Su bscrlptlons
ACCESS POINTS SWITCHES Includes Tech Support

Transferrable Between Services
1/3/5-yr Subscriptions
Includes Tech Support

o onbo . oo

Low entry point for cloud-managed networks adoption.
Flexibility to transfer subscriptions across different devices and services.
Easy to add new services as needed.
Additional support not required.
Low Effort management and monitoring (wizards, updates, menus, CLI support, an so on).
For ArubaOS (IAP, switches) only.




ACCOUNT CREATION:-




Account Creation Process:-

- TT——

1. Customer signs up for eval account using the following URL:

www.arubanetworks.com/solutions/central/eval/

HOME > PRODUCTS > NETWORKING PRODUCTS > NETWORK MANAGEMENT > ARUBA CENTRAL > TRY ARUBA CENTRAL

Sign up with Aruba Central

Aruba Central, a cloud based Software-As-a-Service solutior

Email Address:

€ e-mail required




0 days free eval accoun
_

Email Address.

Password

Confirm Password

First Name:

Company:

Address(Line1)

Address(Line2)

Country:
City:
No Aruba Dial Code
Activate
account
required.

Last Name:
L4
L4
L4
L4
L4
L4
2
L4
L4
L4
L4
L
v State: v V7
L4
L4
2P Code: :
L4
L 4
L4
Phone Number: S
L4
L4
I have an Aruba Activate account &
L4
L4
L4
v 1 agree to the Terms and Conditions L

One last step.

Resend Verification Email

]
]
]
Welcome to Aruba Central
Please activate your account
Hello,
Welcome to Aruba Central, a cloud-based service to help you m: our wireless LAN from anywhere

n the world!

Your account is ready to be activated, and you are minutes away from using Aruba Centra

Registration with Aruba Central
Your registration has been processed

Activate your account ACCO unt

Click here to activate your account. confirmation
If the link does not work, please copy and paste following URL in the ad bar of your .

browser. Iln k.

URL: htt rks.com/global signup/vi/signup/verify/

Enjoy Aruba Central!




Eval to Paid account conversion:
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Paid account workflow:-

- TTR—

N oA N-=

©

Customer places order (PO) with reseller or distributor.

Those orders will be placed with Aruba (SAP).

SAP generates a Subscription Key and emails it to distributor/Reseller/End user
End user receives the Subscription key via e-mail.

If end user doesn’t get email VAR/VAD can forward the Subscription Key.

End user “CLAIMS” the Subscription key on his Central account.

Start date for subscription will be on the day of actual activation from Central (not when the customer receives the
e-mail)

At this point the Subscription Key gets activated

Central account is now a PAID account.

1"



Types of Subscriptions:

—

Aruba Central supports the following types of subscriptions:

Device management subscriptions:-Allows you to add and manage devices (Instant APs and Switches), and avail
basic services such as device configuration, monitoring dashboard, reports, and application analytics. The device
subscriptions can be assigned only to the devices managed by Central. For example, if your account has any
Instant APs managed by AirWave, you can assign only service subscription to these devices.

Cloud service subscriptions:-Enables access to a cloud service on any capable device. For example, access to
application services such as Presence Analytics is based on the cloud service subscription. As of today, the cloud
services portfolio includes Clarity, Guest Access, and Presence Analytics.

12



Aruba Central Ul:-

- TTR—

https://portal.central.arubanetworks.com/

aruba

a Hewlett Packard
Enterprise company

Log in to Aruba Central

Meet the new cloud and loT ready

Aruba 2540 campus switch series.

0\
Learn more 2)

Sign In
email

password

Need help?

4

Provide the e-mail
and password used
to create the Aruba
Central test account.

13



ARUBA CENTRAL Ul:-




Aruba Central Ul (cont):-
—

FILTER MONITORING & REPORTS

TEMPORAL
Y ail Groups (0 Total Devices | 0 Down ACCESS POINTS | 0 Down SWITCHES ) W

O BHOURS ¥

. | B S7mrmnG & ReporTs
* You have to define the Default — ]
GrouP password in the fi rSt “O:’i“e"a"'”ir"c'l‘jzr:nt e Please set a password for devices in the group 'default’ Clients
access of a new Central
account. LGl 1o B
— All new subscribed devices will be Confirm Password:
associated to the Default Group.
« About this password: Reports _

- It's different from the one used to
access the Aruba Central Account.

- It's the console password (CLI and
GUI) for devices associated to the
Group.

Bandwidth Usage Per Network

No data to display

Feedback Need Help?

Client Count Per Network

15
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aruvba

W CURRENT APP ‘

@ MONITORING & REPORTS

Q Search Current App

Search Monitoring & Reports
Network Overview
View Aruba device performance and security

Client Overview

ietailed information on connected

Reports

Schedule and gener

B2 A

FILTER MONITORING & REPORTS
V All Groups (0 Total Devices | 0 Down ACCESS POINTS | 0 Down SWITCHES ) W

=
1 Q1

23 |

Welcome to Aruba Central!

Before you can start monitoring and managing your networks, you will have to
bind your devices to an Aruba Central subscription. The Device Provisioning page
in the Global settings section displays the list of devices that belong to your
account.

To get started, proceed to bind your devices to a subscription.
Manage my subscription

04:00 04 01:00 01:30 02:00 02:30

03:00 03:30

Bandwidth Usage Per Network Client Count Per Network

2

No data to display

Feedback Need Help?

03:00

03:30

TEMPORAL

O BHOURS ¥

04:00

04:

m

On the first access in a
new account, Aruba
Central will ask for you
to provision devices
(IAPs, SWs).

16



entral U|cont
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On-line Aruba Central
Manual and
documentation.

>

arvba

l BEE current aPe ‘

MONITORING & REPORTS

Q Search Current App

Search Monitoring & Reports
Network Overview
View Aruba device performance and security

Client Overview

View detailed information on connected

AppRF™
View app usage and configure web policy
enforcement

Notifications

Set, edit, and view notifications

Reports

Schedule and generate reports

Y o o o o N
1

Documentation ]
-

View

Update Case

\: Open New Case 4

V FILTER MONITORING & REPORTS

All Groups (0 Total Devices | 0 Down ACCESS POINTS | 0 Down SWITCHES ) W

Bandwidth Usage In out
2018-01-11 04:29:50 0 0
bps :
2
2
01:00 01:30 02:00 02:30 03:00 03:30 04:00 04

Bandwidth Usage Per Network

Feedback Need Help?

TEMPORAL FILTER

‘O3HOURS ¥

v SECURITY ¥
Clients Count Clients F
2018-01-11 04:29:50 N

2

m

o

01:00 01:30 02:00 02:30 03:00 03:30 04:00 04

Client Count Per Network
2

17



DEVICE MANAGEMENT:-
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Device provisioning:-
_

Procedure:

] App Icon » GS (Global Settings)

« Confirm available licenses:
- Key Management »

» Associate (provision) devices to an Aruba Central account:
— Device Inventory »

* Assign licenses:

- Subscription Assignment »
» Device Subscriptions » Select Devices
* Network Service Subscriptions (select the IAP and drag & drop over the service)

19



Subscription Key Management:-

- TTR—

CPLAICR| conv KEY MANAGEMENT

WEE cuRRenT APP ; _— e ) o
B A TN ‘ View and manage your subscription keys here. When you order new subscription keys, Aruba sends an email containing the

keys to the address listed on the order. If you're looking for a key that you purchased, and you can't find it in this list, consult
your Aruba reseller.

Manage Groups
View, edit, and add configuration groups

MANAGE KEYS

Device Inventory

View an inventory of all your devices Y KEY NUMBER Y TYPE TILL EXPIRATION QUANTITY
ACEEEEEEEEEEES
I Key Management | | empwHATUCN3VQSOG Device 13 days 5
Track all your subscription keys 1
EUFT QMT6HHIS Device 5
E8JXBHAY7DN4GAKO Service 20
Labels 3 Key(s)

Create and manage labels for monitoring

Users & Roles
Manage user access control to Aruba Central Add Key

0 Assigned Device Subscriptions

0 IAP
0 Switches

10 Available Device Subscriptions

4

The Aruba Central free test

account includes:

* 10 Device licenses (lAPs,
switches).

° 20 Services licenses (Network
Analytics, Presence Analytics,
Guest Access).

* 90 days use period.

20



Addition of devices to Central:-

- TTR—

——

arubaQ centra

BEE CURRENT APP
B84 GLOBAL SETTINGS ‘

Manage Groups

View, edit, and add configuration groups
o

Device Inventory 1

View an inventory of all your devices 1
R —

Key Management

Track all your subscription keys

Subscription Assignment
Assign and modify device and service
subscriptions

Labels

Create and manage labels for monitoring

Users & Roles

Manage user access control to Aruba Centra

DEVICE INVENTORY

When you place an order for new devices, those devices will automatically appear in your Aruba Central inventory once the
order is processed. If you don't see a purchased device in your inventory, you can manually add it. Aruba Central allows you
to add up to 32 devices manually by entering the valid MAC and serial number combination for each device. If you need to
add more than 32 devices, you can use the Aruba Cloud Activation Key to do so.

ADD DEVICES

oo ocon 1 oo
“"**==» ADD DEVICES

DEVICES

Y SERIALN...1¥ | Y MAC ADDHR Central supports adding up to 32 total devices manually.
e DNO0009376 | 00:0B:86:ED:
SERIAL NUMBER MAC ADDRESS
SERIAL NUMBER MAC ADDRESS
SERIAL NUMBER MAC ADDRESS
m &
SERIAL NUMBER MAC ADDRESS

SERIAL NUMBER

+ 5 more rows

Options:

* MAC/NS: manual entry the
MAC addresses and serial
numbers (found this info in
the device’s labels).

e Cloud Activation: aggregate
several devices of the same
purchase with a single
activation code (show
about, or, Maintenance >
About)

* Activate: imports all devices
present in an Aruba Activate
account.

(o ]

21



dding Subscriptio Yy
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arubaQ cental

BEE CURRENT APP
E88 GLOBAL SETTINGS ‘

Manage Groups

View, edit and add configuration groups

Device Inventory
View an inventory of all your devices

e ———

Key Management 1

Track all your subscription keys I

T

Subscription Assignment

Assign and modify device and service

KEY MANAGEMENT

View and manage your subscription keys here. When you order new subscription keys, Aruba sends an email containing the keys to the
address listed on the order. If you're looking for a key that you purchased, and you can't find it in this list, consult your Aruba reseller.

MANAGE KEYS

Y KEY NUMBER Y TYPE EXPIRATION DATE QUANTITY

AUNRKSILGTKLP7D Device 11/25/2026 10 i
Device 11/25/ 5
Service 11/25/2026 20

criptions 3 Key(s)
Labels
Create and manage labels for monitoring
Add Key o,

Users & Roles 4, »
Manage user access control to Aruba Centra 4, .

. ) L Ay s 4.

3 Assigned Device Subscriptions” ¥ & . . E nte r YOU r SU bscrl pt|0 n Key
L
2 IAP tea, N Already received the Aruba Central Subscription key?
1 Switches a ¥ . -
Yy Enter it below to activate your account!
L
12 Available Device Subscriptions .‘
= p—

A

Device licenses: assigned and
available

oz ()

4

4

Account’s licenses
table, includes the
expiration date.

To aggregate Device
or Service licenses,
add a subscription
key.

22
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bscriptio

u P ssignmen

aruba

BAL SETTINGS

Manage Groups

Device Inventory

Key Management

SUBSCRIPTION ASSIGNMENT

Aruba Central has two types of subscriptions: Device Management and Network Services. A device management subscription entitles the subscribed device to be managed in Aruba Central and enables most

functionalty. Network Service subscriptions enable devices to participate in Cloud Guest networks, to be included in Presence Analytics, and to be monitored through Clarity.

Selecting Auto-Subscribe will automatically apply a Device Management subscription to a device as soon as it appears in your Aruba Central inventory. Regardless of whether Auto-Subscribe is enabled, any

subscribed device that has an expired subscription will automatically be assigned a new valid subscription, if you have any available. You can check your available subscriptions on the Key Management page.

DEVICE SUBSCRIPTIONS

D AUTO SUBSCRIBE DEVICE SUBSCRIPTION KEYS (RECOMMENDED)

l Keys are applied first come, first serve.

NO SUBSCRIPTIONS 1

CRIPTIONS

1 Device(s)

Device subscription:
assign a Device
License to the IAP or
switch.

Service subscription:
{ assign a Service
License to the IAP.

23



Manage Groups
View ectt, and ac configuration g

Device Inventory

Key Management

Subscription Assignment

 mocity cev

of to Aruba Ces

SUBSCRIPTION ASSIGNMENT
ﬁl

Aruba Central has two types of subscriptions: Device Management and Network Services. A device management subscription entitles the subscribed device to be managed in Aruba Central and enables most
functionalty. Network Service subscriptions enable devices to participate in Cloud Guest networks, to be included in Presence Analytics, and to be monitored through Clarity.

DEVICE SUBSCRIPTIONS

Selecting Auto-Subscribe will automatically apply a Device Management subscription to a device as soon as it appears in your Aruba Central inventory. Regardless of whether Auto-Subscribe is enabled, any
sigl

subscribed device that has an expired subscription will automatically be assigned a new valid subscription, if you have any available. You can check your available subscriptions on the Key Management page.

D AUTO SUBSCRIBE DEVICE SUBSCRIPTION KEYS (RECOMMENDED)

Keys are applied first come, first serve.

SELECT DEVICES IIIIIIIIIIIIIIII>

NO SUBSCRIPTIONS

UBSCRIPTIONS

APPLY SUBSCRIPTIONS

0 Selected
1 Remaining
-

EL
Device Subscription

—

"1" devices have been assigned subscriptions
"0" devices have been unsubscribed

24




nment of Service licenses:-

aruvba

Users & Roles

SUBSCRIPTION ASSIGNMENT

Aruba Central has two types of subscriptions: Device Management and Network Services. A device management subscription entitles the subscribed device to be managed in Aruba Central and enables most
functionalty. Network Service subscriptions enable devices to participate in Cloud Guest networks, to be included in Presence Analytics, and to be monitored through Clarity.

Selecting Auto-Subscribe will automatically apply a Device Management subscription to a device as soon as it appears in your Aruba Central inventory. Regardless of whether Auto-Subscribe is enabled, any

subscribed device that has an expired subscription will automatically be assigned a new valid subscription, if you have any available. You can check your available subscriptions on the Key Management page.
DEVICE SUBSCRIPTIONS

D AUTO SUBSCRIBE DEVICE SUBSCRIPTION KEYS (RECOMMENDED)

Keys are applied first come, first serve.

SELECT DEVICES

NO SUBSCRIPTIONS 1 i

Confirm Action

20 TOTAL SUBSCRIPTIONS
20 AVAILABLE

Clarity will be applied to device

1 Device(s)
~

Select the IAP.
Drag & Drop over
the required
service.

Confirm.

25



How does licensing works in Central?

- TT——

+  Central doesn’t bind license key with devices, instead central maintain license pool.
- Whenever license key is added (irrespective of paid or eval), associated quantity of license is added into license pool.
- Whenever device is licensed, quantity is consumed from the license pool.

+ Whenever license is expired(No matter whether eval or paid), licenses quantity is deducted from the license pool
- If remaining licenses are sufficient, there won’t be any impact on existing licensed devices.

- Licenses are unassigned upon license expiry if remaining licenses are not sufficient for existing devices. Devices which were
licensed first will be unlicensed first upon license expiry.

26
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- Aruba Central defines a Group as a Aruba Central

subset of the devices that share
common configuration settings.

— The group configuration is shared across all et s

devices. (Stack 1) (Stack 1)
. vC2 vC2
— For example, if one or several VCs are (stack 2) (stack2)

grouped together with a cluster of APs, you

can configure the APs associated with each (stack ) (stack )
VC as a single unit from the Central Ul.

These configuration parameters are Group N

assigned with the same default value.

Group 1 Group 2

vC1l
(Stack 1)

* A Group can have a size from one o2,
device to hundreds of devices.

VCn

* An Aruba Central account supports (Stack)
several Groups.




uration and maintenance:-

- TTR—

Procedure
] App Icon » Global Settings » Manage Groups

* Create Groups:
-“+ New Group”
- Define name.

—Define password. This one will be used for accessing the devices’ CLI or GUI; all devices in
the Group has this console password.

- Save.

» Associate a VC to a Group:
- Select the VC.
—Drag & Drop over the Groups name.
- Confirm.

28



Manage Groups

View, edit, and add configuration groups

Device |

View an in

ntory

f all your devices

Key Management
Track all your subscription keys

Subscription Assignment

and modi ice and service

Labels

Create and manage labels for moni

Users & Rol

Manage user acc

0 Aruba Central

GROUPS

A group is the primary configuration element in Aruba Central. Aruba IAPs are automatically organized into clusters, which
allows IAPs to work together as a virtual WLAN controller. Group policies will be automatically applied as you add switches
and IAP clusters to a group.

MANAGE GROUPS
DRAG AND DROP CLUSTERS AND SWITCHES BETWEEN GROUPS
TO SELECT MULTIPLE DEVICES SHIFT+CLICK OR CTRL+CLICK

Y NAME Y LOCATL.. | Y TYPE

oo o) CREATE NEW GROUP

UNASSIGNED DEVICES 0

default 0
otor GROUP NAME

r llllllll-Illllll-l-> DUSEASATEMPLATE GROUP (optional)
gmmmmnm |
@ nNewGroyp mmmmEE mmn This allows configuration template to be applied for all the devices in
the device group. Once designated as a Template Group, Ul based
1 Group(s) configuration wizards cannot be used for this device group
g |
PASSWORD

CONFIRM PASSWORD

29



MANAGED SERVICE PROVIDER(MSP):
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How Does MSP works ?

Purchase Create

Service APs & Create customers & Assign devices to Change config, manage

. L templates for . . customers & firmware, troubleshoot,
(T subscription . : assign config . . :
starting config licenses to devices / terminate account

s from Aruba templates
. View dashboard(s),
: : Plug in AP &
T Slgn_up with _ light up network change PSK & guest.
Service Provider in minutes! portal, terminate service

& retain AP config

31



MSP — No license Needed:

arubaQ centra

Network Managemen

All Groups v

Overview for the last 3 hours

Monitorin
g

ACCESS POINTS

12
up

Down

SWITCHES
4 4
Up Down

CLIENTS
18 0
Wireless  Wired

B &= 2 A&

vmann@arubanetworks.com

ArubaNetworks
Monitoring Bandwidth Usage e Clients Count ID: 5001098
2017-09-27 04:20:00 357 2017-09-27 04:35:00
Overview . coteh Cuet
wWitc ustomer
100M 24 E
nable
Access Points ™ 22
20 MSP[ Change Password
Switches 10k 18 o
itori 16 No special User settings
Clients Monitoring . :
) . license
Focus “ Managed Service Mode
AppRF™ 0 10 needed
8
Terms of Service
Wireless Security 10k 6
™ N
Notifications 2 Logout
100M 0
Configuration 01:30 02:00 0230 03:00 03:30 04:00 04:30 05:00 01:30 02:00 0230 03:00 03:30 04:00 04:30 05:00
Reports Top APs By Usage Top 5 Clients
. 2017-09-27 04:35 2017-09-27 04:35
Maintenance
ACCESS POINTS SWITCHES CUSTOMERS DEVICE SUBSCRIPTIONS
arubQ central All Groups  « (52} ? A

Network Management

Monitoring
Overview
All Customers
Notifications
Configuration
Customers

Maintenance

Overview

15 2
AVAILABLE  USED

Top Customers

Management

Focus

Subscription Renewal Schedule (Next 12 Months)

May 17 Jun"17 Jul17 Aug17

Sep'17

Disable
MSP! if all
Custome

are deleted!

vmann@arubanetworks.com

ArubaNetworks

ID: 5000726

Switch Customer

Change Password

User Settings

Mar'18
Terms of Service
Logout

a Hewlett Packard
Enterprise company



Enablin

MSP Mode:

ORTS

Q Search Current App

TER MONITORING & REPORTS

1
; All Devices 1

Dew

nsingla@arubanetworks.com

Find devi c and n orks Bandwidth Usage ArubaNetworks
18
ID: 8024600
Network Overview 2
v Arv ce perforr
Overview
Terms of Service
=) > Logout
15:-30 5 &:3¢ 0C = o S
FILTER MONITORING & REPORTS
aruvba central Y’ All Devices (1 Total Devices | 0 Down v

AONITO

o3

Q Search Current App

Clie

nsingla@arubanetworks.com

ArubaNetworks

ID: 8024600

er Settings

33




MSP INTERFACE:

Header
_ Pane
IACCESS POINTS SWITCHES CUSTOMERS DEVICE SUBSCRIPTIONS 5
arubaQ central All Groups v 116 10 7 150 34 o
AVAILABLE  USED Ownership'
Overview
Network Management
Monitoring op Customers Subscription Renewal Schedule (Next 12 Months)
Overview Name Device (Total) Licensed Device =
All Customers 5001621 Chrispy Coffee 17 10
. . 5001380 Jefferson Schools 1 0
Notifications -
0
Configuration
Customers
Sep"17 Oct'17 Nov'17 Dec'17 Jan"18 Feb'18 Mar'18 Apr'18 May'l8 Jun'18 Juitg Aug'18 Sep'18  Oct"18
Maintenance
Data for the last 6 months
Added Total
Device Under Management Customers Added
5 3
10 2
5 1
0 0
Mar '17 Apr'17 May 17 Jun"17 Jul7 Aug'17 Sep'17 Oct'17 Mar 17 Apr17 May ‘17 Jun"17 Jul"17 Aug"17 Sep'17 Oct'17

34



MSP Customer Interface:

ACCESS POINTS SWITCHES CLIENTS
All Groups v 2 0 1 0 5 0
Up Down Up Down Wireless ~ Wired
< Return to MSP View Customer: Chrispy Coffee
EER T Overview for the last 3 hours
™
Monitoring 1o ©
100
| Overview
0 4
Access Points 100
Switches 106 PR S SN 7~ 2
™ i
Clients St B —
100M 0o
14:00 14:30 15:00 15:30 16:00 16:30 17:00 17:30 14:00 14:30 15:00 15:30 16:00 16:30 17:00 17:30
AppRF™
Wireless Security Top APs By Usage Top 5 Clients
2017-09-1317:25 2017-09-1317:25
Notifications
. Home AP (I 5.55 localhost (. 5.46
Configuration
VaishaliPhone6s | 81.68
Reports Vaishalis-iPad 2.03
. 02AA01AC461409WQ 632
Maintenance
02AA01AC461409WQ 5
Application Usage
App Categories Apps Web Categories Web Reputation

Streaming netflix.com Category Trustworthy
unknown

98.2% 97.9% 1.3%

97.8%

aruvba

a Hewlett Packard
Enterprise company



IAP TO CENTRAL COMMUNICATION:
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How does |IAP Joins Central -

11

&P ©

IAP
M3
|
DNS pool.ntp.org . :
I Configures folder and rules
: Upon boot up get IP, DNS ﬁ : I : :: 8 ::
1
] . . . I 1
<!Master Election for AP{ running same flrme : I : 1
1 7 I 1
i 1 i ! I i !
I i H I i 1
Clustef formed M1 is the master 1 1 1 1 1
1 T DNS resolution for pool.ntp.org ] 1 1 I
| I~ 1 1 1 1 :
1 1 S d_}' ti 1 |
ync deVice time | n
I 1< i I
1 1 1 H o : :
1 [ X K ERate ~ 1 1
Master reaches out to activate in HTTPS periddically [ 27 n
1 {_&(—é 2 crocca — : 1
1 1 T \ I p’ '
H . H M1 IAP-VC, M2 & M3 are IAP-SUB & part bf ABC Inc Account e i
I I I H I i I
1 1 1 I 1 !
: : : Devices are in Central licensed folder vsfth provisioning rule :
: 1 Send provisionirig rule configuration to master,lncludes Central URL | 1 :
I« T T 1
i I 1 : 1 I !
L N,
: : 20 'Wwwhmim (2 ! >
i 1 \ 8 A W) T 1
1 H 1 H 1 H
o Master sends configura{ion & Central URL to slaves | 1 1 : 1
[l 1 Tl e [ A S
: : = ol
1 Slaves also create an HTTPS session with Central for AppI(F stats and live trouthr\nﬁmJ H . 1
Lo H 3 —) 1 2 H | A= SN
v 1 1 < - 1 H L




|AP_with default configuration joining central:

- TTR—

. Devices on default configuration
o Create groups & pre-provision devices to groups
o If not, devices move into default group:

o Create groups
o Move device into respective groups
DEVICES

sevsermsen e | R sepicssoas _——_m—m

Device Inventory
View an inventory of all your devices

Key Management
Track all your subscription keys

2 Device(s)

Users & Roles
Manage user access control to Aruba Centra ASSIGN GROUP

ASSIGN A GROUP TO THE SELECTED DEVICE

DEVICES

ADD BY MAC/SN ADD WITH CLOUD ACTIVATION KEY ﬂ . ,k
default ~

crosre N - g —

o " 2 Device(s)
e oo

ASSIGN GROUP




Continued..

ASSIGN A GROUP TO THE SELECTED DEVICE
DEVICES

Y GROUP NAME
ADD BY MAC/SN ADD WITH CLOUD ACTIVATION KEY m

CT0347249 94:B4:0F.C6:9B:36 m
e CT0080772 1

JS

{& Unsubscribed
S —
ASSIGN GROUP

2 Device(s)

39



. Create groups & pre-provision devices to groups (same as before) which will move the device automatically to the provisioned
group.
. If not, devices move into un-provisioned section,

MANAGE GROUPS

Y GROUP NAME DEVICES ¥ NAME Y LOCATION ¥ TvPE ¥ SERIAL # Y MAC ADDR.

ALL CONNECTED DEVICES _ SetMeUp-C6:9B:36 Bengaluru,India VC (10347249 94:b4:0:c6:9b:36
IUNASSIGNED DEVICES 1 I

default 0

TAC 0

- Move to existing group — which will override the configuration on IAP and push group config

CONFIRM ACTION

/N Moving devices to another group changes the configuration of
the selected devices and reboots in a few minutes. Do you want to

continue?
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IMPORTING IAP CONFIGURATION TO A GROUP:-

_

- Create a new group using device configuration - which will help to import the configuration
from IAP to central

GROUPS

MANAGE GROUPS

-=asex| IMPORT CONFIGURATION

e = T S N R N
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Cluster formed

IAP can be added to central with existing
configuration on device

| A 1 Device(s) with existing configuration has checked in. Import

I
dlaup with IAP config

Add to existing group
Chennai

IAP
Mast 1
K I
L
) HTTPS (!
1 1
I
E> =
2 HTTPS L&
1 1 I
: Configuration : Configuration
< > > Is the IAP provisioned into a group?
1 1 o Vo e
1 1 Bangalore group Configuration j
< 1< Bangalore ghoup
I I
I I
: I
e ———————
: . _— ' * !
F !: Default group Configuration ¢ Default group :
I
1 1 1
1 1 1
1
1 : 9 Un-provisioned
I
1 : =TT 1
| 1 1
1
1 : G Create a new gri
: : Chennai group Configuration
1, le
¢ <
1 I
1 I
1 I
I I
1 1
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|JAP CLI Statistics:

- TT——

IAP has been added on Central but there is no license assigned to it.

Activate has not received any rules from Central

* |IAP shows as locally managed.

4:b4:0f:¢c6:9b:36# show activate status

IAP MAC Address :94:b4:0f:c6:9b:36
IAP serial Number :CT0347249

ACtivate Server

:device. arubanetworks. com
ACtivate Status

:fail-prov-no-rule

94:b4:0f:c6:9b:36# show ab debug cloud-server

IAP mgmt mode :local-mgmt
cloud config recved :FALSE
GULUJUIII mouuc sdiIoawv <

state diff :disable
Device Cert status :SUCCESS
94:b4:0f:c6:9b:36# |




|JAP CLI Statistics:

- TT——

* lAP has been assigned device subscription on Central.

«  Activate provides the Central URL to the IAP

« |AP initiated HTTPS connection with Central.

4:b4:0f:c6:9b:36# show activate status

AP MAC Address
AP serial Number

ctivate Server
ctivate Sstatus
ruba Central server
ast provision time

:94:b4:0f:c6:9h:36
:CT0347249

:device. arubanetworks. com
1success
:appl. central. arubanetworks. com
:2018—05—20 11:04:55

== T
4:b4:0F:c6:9b:36# show 1og provision | include

un May 20 10:55:08
un May 20 10:55:10
un May 20 10:55:48
un May 20 10:55:50
un May 20 10:56:49
un May 20 10:56:51
un May 20 10:57:50
N Mav 20N 1N-857-81
Sun May 20 10:58:50
Sun May 20 10:58:52
Sun May 20 10:59:51
Sun May 20 10:59:53
Sun May 20 11:04:53
Sun May 20 11:04:55
Sun May 20 11:04:57

04 :h4:0f:ch:9h:36# A

2018
2018
2018
2018
2018
2018
2018
2018
2018
2018
2018
2018
2018
2018
2018

Activate In progress
Activate Debug
Activate In progress
Activate Debug
Activate In progress
Activate Debug
Activate In progress
Artivata  nNahun
Activate 1In progress
Activate Debug
Activate In progress
Activate Debug
Activate In progress
Activate Deb u?
Activate Completed

Activate
Attemptin? provisioning
sent challenge response
Attemptin? provisioning
sent challenge response
Attempt1n? provisioning
sent challenge response
Attempt1n? provisioning
cant rhallanna racnnnca
Attemptin? provisioning
sent challenge response
Attemptin? provisioning
sent challenge response
Attemptin? provisioning
sent challenge response

Received instruction from Activate Server to connect to Aruba Central server at appl. central. arubanetworks. com

via Activate server:

to Activate Server:

via Activate server:

to Activate Server:

via Activate server:

to Activate Server:

via Activate server:

tn Artivata Sarvar:

via Activate server:

to Activate Server:

via Activate server:

to Activate Server:

via Activate server:

to Activate Server:

device. arubanetworks. com
device. arubanetworks. com
device. arubanetworks. com
device. arubanetworks. com
device. arubanetworks. com
device. arubanetworks. com
device. arubanetworks. com
daviira aruvhanatwnrlbc rom
device. arubanetworks. com
device. arubanetworks. com
device. arubanetworks. com
device. arubanetworks. com
device. arubanetworks. com
device. arubanetworks. com
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|JAP CLI Statistics:

- TT——

* |AP establishes connection with Central.

R ——
94:b4:0f:c6:9b:36# show ap debug cloud-se

:athena-mgmt I
recved : TRUE
Tdisapie
:disable
T_status :SUCCESS
Central server 152.24.202.83
central proxy server :None
Central redirect from :appl.central. arubanetworks. com
central Protocol 1WSS
central uptimes :43s
central status :Login_done
Cloud Debug statistics
Key value
Connect establish success 1(1)
Login done times 1(1)
Connect retry times 1)

Cloud Last connect status

Last connect ID :1
Last connect time :2018-05-20 11:05:55
Last connect trigger :athena redirect

Cloud Last login done status

Last connect done :2018-05-20 11:05:58

94:h4:0f:c6:9h:36# show loa nrovision | dinclude central

sun May 20 11:04:56 2018 UAP ADP warning ADP info: Save the Central rule from cloud into flash.

Sun May 20 11:04:57 2018 Activate cCompleted Received instruction from Activate Server to connect to Aruba Central server at appl.central.arubanetworks.com
sun May 20 11:05:54 2018 central In progress connecting to Aruba Central server at appl.central.arubanetworks.com

Sun May 20 11:05:57 2018 cCentral In progress cConnecting to Aruba Central server 52.24.202.83, triggered by athena redirect
sun May 20 11:05:57 2018 central In progress Received new Aruba Central server address: 52.24.202.83
sun May 20 11:05:58 2018 central In progress Estabished connection with Aruba Central server 52.24.202.83, authenticating...

Sun May 20 11:05:59 2018 central completed Login done to Aruba Central server 52.24.202.83 by websocket

sun May 20 11:06:00 2018 central In progress Received configuration audit command from Aruba central

Sun May 20 11:06:00 2018 central In progress Sent current config to Aruba Central for audit

sun May 20 11:06:04 2018 central completed Applied new configuration settings from Aruba Central, provisioning completed

Sun May 20 11:06:05 2018 central In progress Received configuration audit command from Aruba central
Sun May 20 11:06:05_2018 central In progress Sent current config to Aruba Central for audit
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bleshooting Comm

1. We need to ensure that IAP has a DNS server configured on it so that it can resolve activate.arubanetworks.com. In case of missing or non-

functioning DNS, we will see the following error:

94:b4:0f:c6:9b:36# show activate status

IAP MAC Address :94:b4:0f:c6:9b:36
IAP Serial Number :CTO347249

- -

Activate Server :device. arubanetworks. com
Activate Status :connection-failed
Activate fail reason :dns error

2. We need to check if we are able to ping activate server.

S ——

94 :b4:0fT :c6:9b:36% ping device. arubanetworks. com

Press q”~ To abort.

PING 104.36.249.201 (104.36.249.201): 56 data bytes

64 bytes from 104.36.249.201: icmp_seqg=0 Tttl=46 Ttime=244._1
64 bytes from 104. 36.249. 201 icmp_seg=1 Tttl=46 time=243_8
64 bytes from 104. 36.249. 201 icmp_seg=2 Tttl=46 time=243_8
64 bytes from 104. 36.249.201L icmp_seg=3 Tttl=46 time=243_.2
64 bytes from 104. 36.249. 201 Hdicmp_seqg=4 Tttl=46 time=243.5

——— 104.326.249.201 ping statistics ———

5 packets Ttramsmitted, 5 packets received, 0% packet Tloss
round—-trip m1n/avg/max = 243.2/2a43.6,/2a44. 1 ms

94 :b4:0f:c6:9b:26%¥ ping device. arubanetworks. com

Press "gq° To abort.

PING 104.36.249.201 (104.326.249.201): 56 data bytes

64 bytes from 104. 36.249. 201
64 bytes from 104. 36.249. 201
64 bytes from 104. 36.249. 201
64 bytes from 104. 36.249. 201
64 bytes from 104. 36.249.201L

HdTcmp_seq=0 Tttl=46 time=244.3
Hdicmp_seqg=1 ttl=46 time=243. 3
Hdicmp_seq=2 Tttl=46 time=243.3
dicmp_seqg=3 ttl=46 time=244.2
Hdcmp_seqg=4 Ttl=46 time=243.7

——— 104.326.249.201 ping statistics ———
s packets Ttransmitted, 5 packets received, 0% packet Tloss
round—-trip m1n/avg/max = 243.3/2a43_.7/2a44a. 3 ms

S9a4a:ba:0f:c6:9b:36¥ N

ms
ms
ms
ms
ms
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Troubleshooting CONTD:

- TT——

« 3. IAP sets up a SSL connection with Activate server over port 443. So, it needs to validate the certificate used for building the connection which
requires the clock to be correct on the IAP.

« In case, the clock in incorrect, we will see the following message:

+ 1AP# show clock
Current Time  :1999-12-31 20:09:32
IAP# show log ap-debug | include awc

+ Dec 31 20:06:48 awc[1594]: isc_exit: 603: disconnected

.

Dec 31 20:07:47 awc[1594]: awc_init_connection: 2004: connecting to device.arubanetworks.com:443

* Dec 3120:07:47 awc[1594]: tcp_connect: 163: recv timeout set to 5

*  Dec 3120:07:47 awc[1594]: tcp_connect: 170: send timeout set to 5

+  Dec 31 20:07:47 awc[1594]: awc_init_connection: 2043: connected to device.arubanetworks.com:443

+  Dec 3120:07:47 awc[1594]: awc_init_connection: 2085: Loading local CA certificates

+  Dec 3120:07:47 awc[1594]: awc_init_connection: 2092: Failed to load CA root certificate: ASN date error, current date before

+  Dec 3120:07:47 awc[1594]: isc_init failed

Please refer to the following link to get more insight in to the ports needs for successful communication with Central:

http://help.central.arubanetworks.com/2.4.1/documentation/online _help/content/public _cloud/get started/communication ports.htm?Highlight=ports
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Cloud Guest:

- TTR—

+ User guide section for Aruba Central provides valuable information on how to configure Aruba
Central for Cloud guest.

aruvba

a Hewlett Packard
Enterprise company

Home Getting Started Central Interface Managed Service Portal Resources

Network Management ,,
Aruba Central APIs

Search Y I K

Presence Analytics
Clarity

== Central Interface > Guest Access d Guest Access

Guest Access Global Settings

The guest management feature allows guest users to connect to the network and at the same time, allows the administrator to control guest user
access to the network

Guest Access Dashboard
Creating Apps for Social Login
Configuring Splash Page Profiles
Configuring Visitor Accounts

Guest Access

Central allows administrators to create a splash page profile for guest users. Guest users can access the Internet by providing either the credentials

Guest Access Dashb
configured by the guest operators or their respective social networking login credentials. For example, you can create a splash page that displays a

corporate logo, color scheme and the terms of service, and enable logging in from a social networking service such as Facebook, Google +, Twitter, Creating Apps for Social Login
and Linkedin. Configuring Splash Page Profiles
Businesses can also pair their network with the Facebook Wi-Fi service, so that the users logging into Wi-Fi are p with a Confiuring Visitor Accounts
page, before gaining access to the network.

To enable logging using Facebook, Google+, Twitter, and Linkedin credentials, ensure that you create an application (app) on the social networking
service provider site and enable authentication for that app. The social networking service provider will then issue a client ID and client secret key that are required for configuring guest profiles based on social logins.

Guest operators can also create guest user accounts. For example, a network administrator can create a guest operator account for a receptionist. The receptionist creates user accounts for guests who require temporary
access to the wireless network. Guest operators can create and set an expiration time for user accounts. For example, the expiration time can be set to 1 day.

See Also:

e al Login

Configuring a Cloud Guest

Page Profile

= Confiquring Visitor Accounts
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CLOUD GUEST:




Architecture:

®

. DNS server

Slave IAP Master IAP

Cloud Guest
e —

TCP port 2083 for RADIUS authentication

Cluster formed for guest management. If 2083 port is
blocked, the HTTPS protocol is used.

Wireless client
on guest SSID.
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How to check cloud guest server status::

_

1. We can run the command “show radius status” on |AP to check status of connectivity with cloud guest servers.

94:b4:0f:¢6:9b:36# show radius status

Radius server status

Name Server Ip source IP Server Name Protocol  Port NAS IP Connected sockets Status Last connection tried at  Next connection g
InternalServer 127.0.0.1 10.17.171,190 Not configured RADIUS/UDP 1616 127.0.0.1 Not Applicable aimipadiaii e Not Applicable Not Applicable
AS2_#quest#_  52.220.83.99  10.17.171.190 aswl-elb.cloudguest.central.arubanetworks.com RADIUS/TLS 443  10.17.171.190 1 CONNECTED 2018-05-24 21:33:38.150335 Not Applicable
AS1_#quest#_  52,74.197.151 10.17.171.190 aswl.cloudquest. central. arubanetworks. com RADIUS/TLS 2083 10.17.171.190 1 CONNECTED 2018-05-24 21:33:39.154289 Not Applicable

04:b4:0f:6:9b:36#

2. If time on IAP is not correct, the authentication will fail as RADSEC can not be set. Status will be set to INIT.

Iladius server status

ane Server IP Source IP Server Name Protocol ~ Port NAS IP Connected sockets Status Last connection tried

nternalServer 127.0.0.1 192.168.8.111 Not configured RADIUS/UDP 1616 127.0.0.1 Not Applicable  Not Applicable Not Applicable
52 fquestd  54.243.236.65 192.168.6.111 nawl-glh.clondguest.central.arubanctuorks.con RADIUS/TLS 443 192.168.8.111 0 INIT 1990-05-23]19:16:20.82
INIT 1990-05-23119:20:04.44

S1 fguestt  54.163.253.5 192.168.8.111 nawl.gloudguest.central.arubanetworks. com RADIUS/TLS 2083 192.168.6.111 0




We should not change the RADSEC certificate mapped under Security settings. In case, this is changed, IAP won’t be able to establish TLS
connection with cloud guest servers.

(—) Certificate Usage

Certificate Authority:
Authentication Server:

Captive Portal:

I Radsec: default ~ I

RadsSec Certificate Authority:

2. In case | change it to different one, we would see the following :

> Certificate Usage

Certificate Authority: default

Authentication Server:

Captive Portal:

I Radsec: aruba_default - I

RadsSec Certificate Authority:




Cloud Guest troubleshooting Contd:

- TT——

+  Changing RADSEC certificate results in TLS failure.

Radius server status

Server IP

sSource IP Server Name

InternalServer 127.0.0.1

AS2_#quest#_
AS1_#quest#_

10.17.171.190 Not configured

54,254,175.140 10.17.171,190 aswi-elb. cloudquest. central, arubanetworks. com RADIUS/TLS 443
52,74.197.151  10.17.171,190 asul. cloudguest. central. arubanetworks. con

94:b4:0F :¢6:9b:36# show Tog security

May 24 07:44:36
May 24 21:33:38
May 24 21:33:39
May 25 04:52:40
May 25 04:52:40
May 25 04:52:40
May 25 04:52:41
May 25 04:52:41
May 25 04:52:41
May 25 04:52:51
May 25 04:52:51
May 25 04:52:51
May 25 04:52:51

st
stm
stm
stm
stm
st
st
st
stm
stm
stm
stm
stm
st
st

oA +hAnfrR+0h2R4 W

3870]:
3870]:
3870]:
3870]:
3870]:
3870]:
3870]:
3870]:
3870]:
3870]:
3870]:
3870]:
3870]:

3870

protocol Connected sockets Status Last connection tried at  Next commection at

RADIUS/UDP 1616 127.0.0.1  Not Applicable
10,17.171.190 0
RADIUS/TLS 2083 10.17.171.190 0

Port NAS IP

Nor_annlicable Not Applicable Not Applicable
INIT 2018-05-25 04:52:50,883899 2018-05-25 04:53:10. 20883899
INIT 2018-05-25 04:52:50.782227  2018-05-25 04:53:10.20782227

<121030> <ERRS> |AP 94:b4:0f :¢6:9b:36610.17.171.190 stm| |aaa| RADIUS: Error 98, Address already in use in rfc3576 bind

<199802> <ERRS> |AP 94:b4:0f:c6:9b:36610,17,171,190 stm|
<199802> <ERRS> |AP 94:b4:0f:c6:9b:36610,17.171.190 stm|
<199802> <ERRS> |AP 94:b4:0f:c6:9b:36610,17.171.190 stm|
<199802> <ERRS> |AP 94:b4:0f :¢6:9b:36610.17,171.190 stm|
<199802> <ERRS> |AP 94:b4:0f:c6:9b:36610.17.171,190 stm|
<199802> <ERRS> |AP 94:b4:0f:c6:9b:36610.17.171,190 stm|
<199802> <ERRS> |AP 94:b4:0f:c6:9b:36610,17.171,190 stm|
<199802> <ERRS> |AP 94:b4:0f:c6:9b:36610.17,171,190 stm|
<199802> <ERRS> |AP 94:b4:0f:c6:9b:36610.17,171,190 stm|
<199802> <ERRS> |AP 94:b4:0f:c6:9b:36610,17.171.190 stm|
<199802> <ERRS> |AP 94:b4:0f :¢6:9b:36610.17,171.190 stm|
<199802> <ERRS> |AP 94:b4:0f:c6:9b:36610.17.171,190 stm|

+ <199802> <ERRS> [AP 94:bd:0f :c6:9b:36610.17.171,190 stm|
3870]:

<199802> <ERRS> |AP 94:b4:0f :¢6:9b:36@10,17.171.190 stn|

rcrad_tls.c, RadsecStatusServerResponseTimeoutHandler:199: Terminate the connection since server stopped responding the status server 54,25
rcrad_tls.c, RadsecStatusserverResponseTimeoutHandler:199: Terminate the connection since server stopped responding the status server 52.74,
rcrad_tls.c, RadsecTLSNegotiationHandler:515: Failed to open TLS socket error reved alert fatal error

rc_rad_tls.c, s e i v
rerad_tls.c,
rcrad_tls.c,
rcrad_tls.c,
re_rad_tls.c,
rc_rad_tls.c,
rc_rad_tls.c,
rc_rad_tls.c,
rerad_tls.c,
rcrad_tls.c,
rcrad_tls.c,

radsec_start_connection_retry_timer:110: Failed to establish TLS connection to server AS1_#quest#_. Retry in 10 seconds
RadsecTLSNegotiationHandler:515: Failed to open TLS socket error reved alert fatal error
RadsecTLSNegotiationandler:517: calling cleanup for 54,254.175.140

radsec_start_connection_retry_timer:110: Failed to establish TLS connection to server AS2_#quest#_. Retry in 10 seconds
RadsecTLSNegotiationHandler:515: Failed to open TLS socket error reved alert fatal error
RadsecTLSNegotiationandler:517: calling cleanup for 52.74,197.151

radsec_start_connection_retry_timer:110: Failed to establish TLS connection to server ASL_#quest#_. Retry in 20 seconds
RadsecTLSNegotiationHandler:515: Failed to open TLS socket error reved alert fatal error
RadsecTLSNegotiationHandler:517: calling cleanup for 54,254.175.140

radsec_start_connection_retry_timer:110: Failed to establish TLS connection to server AS2_#quest#_. Retry in 20 seconds
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Cloud Guest troubleshooting Contd:

_

Users will notice the following error on the cloud guest page.
In case cloud guest license is not assigned to IAP, the error shown in the screenshot on the right would be seen.

ecee = 5:00 PM @ B 77% -
€ ) ® & | https://nawl.cloudguest.central.arubanetw & Search w

& nawl.cloudguest.central.arubanetworks.com C

fi Most Visitedv @ Getting Started  Free Online Notepad | ... EEJICNN & Youtubev G

ki This network may require you to login to use the internet.

Access Denied

p— ILogin error. Please retry.l

]

© Access is denied for the following reasons:

* Network controller is not configured for guest
access




ARUBA SWITCH COMMUNICATION WITH
CENTRAL.:

a Hewlett Packard
Enterprise company



Supported Switches:

- TTR—

«  The Aruba switches enable secure, role-based network access for wired users and devices, independent of their location or application.

Switch Platform Supported Software Versions Recommended Software Versions

Aruba 2530 Switch Series YA/YB.16.04.0008 or later YA/YB.16.05.0008 or later
Aruba 2540 Switch Series ‘ YC.16.03.0003 or later YC.16.05.0007 or later
Aruba 2920 Switch Series WB.16.03.0003 or later WB.16.05.0007 or later
Aruba 2930F Switch Series ‘ WC.16.03.0003 or later WC.16.05.0007 or later
Aruba 2930M Switch Series | WC.16.04.0004 or later WC.16.05.0007 or later
Aruba 3810 Switch Series | KB.16.03.0003 or later WC.16.05.0007 or later
Aruba 5400R Switch Series KB.16.04.0008 or later KB.16.05.0007 or later

Mobility Access Switch Series

Supported Software Versions

S1500-12P
S1500-24P
S2500-24P
S3500-24T

ArubaOSs 7.3.2.6
ArubaOSsS 7.4.0.3
ArubaOSs 7.4.0.4
ArubaOSsS 7.4.0.5
ArubaOSs 7.4.0.6
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Switch Communication with Central:-

1
I Configures folder and rules
P

NT

(%]
O

Upon boot up get IP, NTP, DNS settings

o

N 1
1 1 a)
< »
1 ! : : I
1 ! i 1
' DNS resolution for NTP server o | I I 1
< < : ! I
I ! i ] 1
- Sync device time 1 < I 1
i‘ 1 ri 1 I
1 1
[N 1 vy | I I
1 Switch reaches out to activate in HTTPS ONCE upon bootup, if onl z7 1 1
< ( default config T o1 q 1
1 1 I I
1 . i i 1
1 I 1 1 I
1 I 1 :
: 1 Device is part:of ABC Inc Account 1
I ! i i 1
1
1 I 1 I
: Devices is in Centyal licensed folder with provisioning rule :
1 Send provisioning rule configuration to device, ! cludes Central URL | 1 1
< I
¢ 1 H b i
1
i oy 1
< 2( ‘Wﬁ;ﬁﬁmﬁgmﬁm (2 ! >l
« \ L V) : i
' |
! I




Zero Touch Provisioning (ZTP):

Switch can be added to Central only with default config

DHCP
Server
a

DHCP DNS NTP

%I

s

2 HTTPS

T

Provisioning Rules & Central URL

N

HTTPS a4
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ZTP Cont:

o Switch can be added to Central only with default config

2( HTTPS

Configuration

»

California group Configuration

1 Default group Configuration

>

Californiajgroup

Default group
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Device Bootu

Filter:  (udp.port==123 or dns or ip.addr==104.36,249.200 or -p.addr::lﬂl}ﬁjl '1 Exon o
No. Time Source Destination
40 3.147621 0.0.0.0 255.255.255.255 \cmzo
50 3.460726 10.70.26.1 0.70.26.54 DHCP
133 7.047568 0.0.0.0 255.255.255.255 DHCP
134 7.049439 10.70.26.1 10.70.26.54 DHCP
240 12.048208 0.0.0.0 255.255.255.255 DHCP
241 12 0.70.26.1 10.70.26.54 DHCP
255 12. 10.1.10.10 DNS
256 12 10.70.26.54 DNS
257 . 154,16.245,246 NTP
258 12.851041 10.70.26.54 NTP
261 12.879205 10.1.10.10 DNS
262 12.879902 0.70.26.54 DNS
10.70.26. 54 104.36.249.201 TCP
104.36.249.201 10.70.26.54 TCP
10.70.26.54 104.36.249.201 TLSV1.2
104,36 G 10.70.26. 54 TCP
104.36.249.201 0.70.26.54 TLSv1.2
104.36.249.201 10.70.26.54 TCP
104.36.249.201 10.70.26.54 TLSv1.2
10.70.26.54 .249,201 TCP
10.70.26.54 249.201 TLSv1.2
10.70.26.54 .249.201 TLSV1.2
10.70.26. 54 104.36.249.201 TLSv1.2
104.36.249.201 10.70.26.54 TCP
104.36.249.201 10.70.26.54 TLSV1.2
10.70.26.54 104.36.249.201 TLSV1.2

666

313 14.960756
314 14.960770
315 14.961324
320 15.032640
321 15.032642
322 15.055271
354 15.333265
355 15.333266
356 15.334061
357 15.334070
1200 33.255000

.249.201

10.70.26.54
10.70.26.54
104.36.249.201
104.36.249.201
104.36.249.201
10.70.26. 54

10.70.26. 54

10.70.26

104.36.249.201
104.36.249,201
0.70.26.54
10.70.26. 54
10.70.26. 54
104.36.249.201
104.36.249.201
10.1.10.10

10.1.10.10

DHCP Discover - Transaction ID 0x88de2bd0

DHCP offer - Transaction ID Ox88de2bd0
DHCP Discover - Transaction ID Ox88de6096
DHCP offer - Transaction ID Ox88de6096 —
DHCP Request - Transaction ID Ox88de6096
DHCP ACK - Transaction ID Ox88de6096

Standard query 0x0001 A pool.ntp.org

Standard query response 0x0001 A pool.ntp.org A 45.33.84.208 A 208.7\ | A 154.16.245.246
NTP version 1, reserved

NTP version 1, server

Standard query 0x0002 A device.arubanetworks.com
standard query response 0x0002 A device.arubanetworks.com A 104.36.249.201

52553 - 443 [SYN] Seq=0 win=65535 Len=0 MSS=1460 wS=2 SACK_PERM=1 TSval=192490 Tsecr=0

443 - 52553 [SYN, ACK] Seqe0 Acke=l Wine=28960 Len=0 MSS=1460 SACK_PERM=l TSval=3442508729 TSec
Client Hello

443 - 52553 [ACK] Seq=l Ack=174 win=30080 Len=0 TSval=3442508730 TSecr=192500

Server Hello

[Tcp segment of a reassembled PDU]

Certificate

F
2490 ws=128

52553 - 443 [ACK] Seq=174 Ack=3014 Win=66608 Len=0 TSval=192500 TSecr=3442508730
Client Key Exchange

change Cipher Spec

Hello Request, Hello Request

443 - 52553 [ACK] Seq=3014 Ack=492 win=31104 Len=0 TSval=3442508776 TSecr=192540
Change Cipher Spec, Encrypted Handshake Message

Application pata

Application Data

52553 ~ 443 [ACK] Seq=71

CP _Dup ACK 295#2] 52

[TcP segment of a reassembled PDU]

Application pata

443 - 52553 [ACK] Seq=3583 Ack=3183 Win=37120 Len=0 TSval=3442510804 TSecr=194570

Application pata

443 - 52553 [FIN, ACK] Seq=3942 Ack=3183 win=37120 Len=0 TSval=3442510875 TSecr=194570

52553 - 443 [ACK] Seq=3183 Ack=3943 wWin=65678 Len=0 TSval=194640 TSecr=3442510875

52553 - 443 [FIN, PSH, ACK] Seq=3183 Ack=3943 win=65678 Len=0 TSval=194940 TSecr=3442510875 L
Standard query 0x0003 A internal.central.arubanetworks.com

443 - 52553 [ACK] Seq=3943 Ack=3184 win=37120 Len=0 TSval=3442511177 TSecr=194%40 \

Standard query response 0x0003 A internal.central.arubanetworks.com CNAME prod-internal2-public-device-eTB®282623156.us-west-2.elb. amazonaws.com
Standard query 0x0004 A internal.central.arubanetworks.com

A internal.central. arubanetworks. com chNAME prod-internal2_public_device-elb-282623156. us_west-_2.elb. amazonaws. com |
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Activate SYNC:

- TT——

Following message will appear in logs:

*  Aruba-2930F# show log -r

105/02/18 13:26:57 05226 activate: Successfully resolved the Activate server
address device.arubanetworks.com to 104.36.249.201.
«  Trigger a forced activate provision by:

Aruba-2930F (config)# activate provision force

How to interpret activate response as per logs ?:

1. Device has not been added in a central account:

105/02/18 13:26:57 05228 activate: Received failure response from the Activate

server with status code: fail-prov-no-shipped
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Switch Status:

- TT——

« 2. Device has been added into a central account, but not assigned a license

105/02/18 13:26:57 05228 activate: Received failure response from the Activate
server with status code: fail-prov-no-rule

« 3. Device has been added and assigned a license in central

105/02/18 13:26:57 05223 activate: Successfully established connection with the

Activate server;parsing final provision service response.
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How to validate status of connectivity to Aruba Central?

—

"During Zero Touch Provisioning, the Aruba Switches can join Central only if they are running the

factory default configuration, and have a valid IP address and DNS settings from a DHCP server."

Aruba-2930F # show activate provision

Configuration and Status - Activate Provision Service
Activate Server Address : device.arubanetworks.com
Activate Provision Service : Enabled

Activation Key : 1IKDSCEAV

Aruba-2930-F# show aruba-central

Configuration and Status - Aruba Central

Server URL : https://internal.central.arubanetworks.com/ws
Connected :Yes
Mode : Managed

Last Disconnect Time : Tue May 19 19:15:56 2018
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- TT——

Debugging for Zero Touch Provisioning:

HP-2920-24G-PoEP# debug ztp

For Aruba Central:-

HP-2920-24G-PoEP# debug aruba-central

Validating Debug:

Aruba-2930-F# show debug

Debug Logging

Source IP Selection: Outgoing Interface
Origin identifier: Outgoing Interface 1P
Destination:

Session

Enabled debug types:

aruba-central

ztp
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Debugging contd:- :-

- TT——

Switch checks into activate every 5 minutes to look for any provisioning rule configured.
HP-2920-24G-PoEP# show log -r
Keys: W=Warning I=Information
M=Major D=Debug E=Error
---- Reverse event Log listing: Events Since Boot ----
| 05/18/18 20:39:47 05221 activate: The device is provisioned with the Central

https://internal.central.arubanetworks.com/ws.

| 05/18/18 20:39:47 03125 mgr: Startup configuration changed by SNMP. New seq. number 11
| 05/18/18 20:39:46 05223 activate: Successfully established connection with the
Activate server;parsing final provision service response.

| 05/18/18 20:39:45 05226 activate: Successfully resolved the Activate server address device.arubanetworks.com to 104.36.249.201.
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Debugqging Contd:- :-

- TT——

ZTP debug for the previous command:

0002:14:32:55.52 ZTP mwsCloudCtrl:IP: 104.36.249.201:443

0002:14:32:55.52 ZTP mwsCloudCtrl:socket created

0002:14:32:55.52 ZTP mwsCloudCtrl:socket in progress: 36

0002:14:32:55.52 ZTP mwsCloudCtrl:connect passed

0002:14:32:55.52 ZTP mwsCloudCtrl:set session passed

0002:14:32:55.66 ZTP mwsCloudCtrl:Registration with Activate started.

0002:14:32:56.81 ZTP mwsCloudCtrl:activate connection established

0002:14:32:56.81 ZTP mwsCloudCtrl:Central URL is  https://internal.central.arubanetworks.com/ws
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Debugging Contd:-

- TT——

Following outputs are seen when ZTP & Central debugs are enabled.

HP-2920-24G-PoEP(config)# aruba-central disable

0002:14:31:13.32 cloud mwsCloudCtrl:Received ARUBA CENTRAL DISABLE request.

HP-2920-24G-PoEP(config)# aruba-central enable
0002:14:31:19.11 cloud mwsCloudCtrl:Received ARUBA CENTRAL ENABLE request.
0002:14:31:19.11 cloud mwsCloudCtrl:Aruba Central server has been updated to

https://internal.central.arubanetworks.com/ws.
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Stacking Suppor

Yes
Yes
No
No
No
No
Yes

No
No
Yes
No
No
Yes
No

No
No
Yes via template group only
No
No
No
No

Templates Only
Template & Ul
Template & Ul
Template & Ul
Template & Ul
Template & Ul
Template & Ul
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Provisioning Switches:

1. Switch Provisioning through Ul Groups:

Central allows switches to join groups only if the switches are running factory default configuration. Switches with factory
default configuration are automatically assigned to the default group.

The administrators can either move the switch to an existing group or create a new group.

Device Confiquration:

Central allows the following configuration operations at the following levels for switches in a group:

1. Per group configuration:— Central allows you to maintain unique configuration settings for each group.

However, these settings are applied to all devices within that group. For example, all switches within a group
can have common VLAN settings.

2. Per Device Configuration:—Although the Switches inherit group configuration, the users can maintain

device-specific configuration, for example, ports or DHCP pools.
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Provisioning Switches:-

—

2. CLI Snippets:

For switches, Central currently includes limited configuration options in the Ul. If certain configuration parameters, are not available in
the Ul, Aruba recommends that you use CLI snippets to push configuration changes to switches.

Central does not support CLI snippets for Aruba Mobility Access Switches and Instant APs.

The following configuration conditions apply to CLI snippets:

1. The Ul configuration overrides the configuration changes pushed through the CLI snippets. Hence, CLI snippets must be used only
if the configuration parameters are not available in the Ul menu options for switch configuration.

2. The configuration changes pushed through CLI snippets are stored in the flash memory of a switch. When this switch reloads, the
configuration changes applied through the CLI snippet persist.

3. If the switch resets to factory default configuration, the configuration changes applied through the CLI snippets are overwritten.

4. If the CLI snippet configuration changes are applied on a device in a group, the new devices joining this group will not inherit these
changes
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Provisioning Switches:-

- TT——

3. Device Provisioning through Template Groups:

You can set a group as a template group, so that a common configuration is applied through CLI configuration
templates for all devices in that group. For the devices in a template group, you can use a configuration
template with a standard set of CLI scripts, configuration commands, and variables to push changes to a

device.

Configuration Templates and Variable Definitions:

You can also provision devices using CLI configuration templates. To use the CLI configuration templates, the
devices must provisioned in template group. The configuration options for the devices in a template group

include adding and uploading CLI configuration templates and variable definitions.
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Questions?




THANK YOU!




