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Service  Authentication  Roles  Enforcement

Servi

Name: HomeLAB - Policy Manager Admin Network Login Service
Description: Service for access to Policy Manager Admin for network users
Type: TACACS+ Enforcement

Status Enabled

Monitor Mode: Disabled

More Options: -

Service Rule
Match ANY of the following conditions:
Type Operator Value

EQUALS 127.0.0.1

Connection
Authentication:
Authentication Sources: HomeLAB - dc01.marcelkoedijk.nl
Strip Username Rules: -

Roles:

Role Mapping Policy: =

Enforcement:

Use Cached Results: Disabled

Enforcement Policy: HomelAB - Admin Network Login Policy
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£{¥ Methods Description:
£ Sources

Q Identity
£ Single Sign-On (SSO) Type:
£¥ Local Users Status:
£ Endpoints Monitor Mode:
£¥ Static Host Lists More Options:
¥ Roles
{% Role Mappings

|HomeLAB - Policy Manager Admin Network Login |

Service for access to Policy Manager
dmin for network users

TACACS+ Enforcement
Enabled
En

) Authorization

Service Rule

+ [ Posture
- & Enforcement
L% Policies ‘

Matches © ANY or

1. | Connection

ALL of the following conditions

Name Operator

NAD-IP-Address EQUALS

£% Profiles 2. | Click to add...

127.0.0.1
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Authentication Sources:

Authen
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HomeLAB - dcO1.marcelkoedijk.nl [Active Directory] ]

|-Select to Adg. v/

[Strip Username Rules:

J Enable to specify a comma-separated list of rules to strip username prefixes or suffixes ]

not needed in my case

Add New Authentication Source
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Summary  Service  Authentication Enforcement
Role Mapping Policy: _Select— v ] Add New Role Mapping Policy

Role Mapping Policy Details
Description -
Default Role: =

Rules Evaluation Algorithm: -

Role

No role-mapping in my case
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Use Cached Results: L

[HomeLAB - Admin Network Login Policy v \

Enforcement Policy: Add New Enforcement Policy

Enforcement Policy Details

Description

Enforcement policy controlling access to Policy Manager Admin
[TACACS Deny Profile]

Rules Evaluation Algorithm: evaluate-all

Default Profile:

Conditions Enforcement Profiles

(Authorization:HomeLAB - dc01.marcelkoedijk.nl:memberOf (i

Switchadmin)

[TACACS Super Admin]

2. (Tips:Role 1, [TACACS Help Desk]) [TACACS Help Desk

3, (Tips:Role [TACACS Network Admin]) [TACACS Network Admin]
4, (Tips:Role [TACACS Receptionist]) [TACACS Receptionist]

5. (Tips:Role /. [TACACS Super Admin]) [TACACS Super Admin]

6. (Tips:Role 1, [TACACS Read-only Admin]) [TACACS Read-only Admin]
7 (Tips:Role 1, [TACACS API Admin]) [TACACS APT Admin]

8. (Authorization:[Admin User Repository]:Role_Name 5 Help Desk) [TACACS Help Desk]

9. (Authorization:[Admin User Repository]:Role_Name Network Administrator) [TACACS Network Admin]

10. (Authorization:[Admin User Repository]:Role_Name [TACACS Receptionist]
[TACACS Super Admin]
[TACACS Read-only Admin]

[TACACS API Admin]

Receptionist)
11. (Authorization:[Admin User Repository]:Role_Name Super Administrator)
12. (Authorization:[Admin User Repository]:Role_Name Read-only Administrator)

API Administrator)

13. (Authorization:[Admin User Repository]:Role_Name




Access Tracker - Radius Request

TACACS+ Session Details

summary QCENITEE Ppolicies

Authorizations

& Date-1ime
Tacacs:AuthSource
Tacacs:UserName

Tips:Service

Authorization Attributes

2020-02-20 11:46:25
HomelAB - dc01.marcelkoedijk.nl
marcelkoedijk

HomelLAB - Policy Manager Admin Network Login Service

Authorization:HomeLAB - dcO1.marcelkoedijk.nl:Account Expires 9223372036854775807
Authorization:HomeLAB - dcO1.marcelkoedijk.nl:Email marcelkoedijk@gmail.com

[Authorization:HomeLAB - dc01.marcelkoedijk.nl:memberOf ] CN=HomeLAB-
Switchadmin,CN=Users, DC=marcelkoedijk,DC:

CN=NPS
Users, CN=Users,DC=marcelkoedijk,DC=nl|

Authorization:HomeLAB - dcO1.marcelkoedijk.nl:Name marcel koedijk

Authorization:HomelAB - dc01.marcelkoedijk.nl:UserDN CN=marcel

4
I« « Showing 1 of 1-20 records » »

koedijk,CN=Users, DC=marcelkoedijk,DC=nl

>

[Export J show Logs I Glose
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44, Configuration ©  Enforcement Profiles - [TACACS Super Admin]
¥ Service Templates & Wizards profile ETlvD
¥ Services
& Authentication Profile:
£ Methods Name [TACACS Super Admin]
£ Sources Description: Super admin access for Policy Manager Admin
Q Identity Type: TACACS

{¥Single Sign-On (SS0O)

4¥ Local Users

£ Endpoints

£x Static Host Lists Services:

4 Roles Privilege Level: 1

£ Role Mappings Selected Services 1. cpass:HTTP
+ i posture 2. cpass:CLI
~ $ Enforcement Authorize Attribute Status: ADD

4% Policies

i F Service Attributes

= etworl

L% Devices

L% Device Groups

Action:

Device Group List:

‘ Custom Services: -

cpass:HTTP
{¥ Proxy Targets 2. | cpass:CLI AdminPrivilege
£x Event Sources

£ Network Scan

£ Policy Simulation

Super Administrator

Super Administrator
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