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class ip any-traffic

    10 match any any any count

policy Remark_on_Exceed

    10 class ip any-traffic action cir kbps 1000 cbs 15625 exceed dscp CS5

interface 1/1/1

    apply policy Remark_on_Exceed in

    ! apply policy Remark_on_Exceed in per-interface ! unique policy not shared

class ip any-traffic

    10 match any any any dscp CS0 count

    20 match any any any dscp CS1 count

    30 match any any any dscp EF count

    40 match any any any dscp AF21 count

policy Remark_on_Exceed

    10 class ip any-traffic action cir kbps 1000 cbs 15625 exceed dscp CS5

interface 1/1/2

    apply policy Remark_on_Exceed out

    ! apply policy Remark_on_Exceeed out per-interface ! unique policy not shared



class ip any-traffic

    10 match any any any count

policy Remark_on_Exceed

    10 class ip any-traffic action cir kbps 1000 cbs 15625 exceed dscp CS5

interface 1/1/1

    apply policy Remark_on_Exceed in

class ip any-traffic

    10 match any any any dscp CS0 count

    20 match any any any dscp CS1 count

    30 match any any any dscp EF count

    40 match any any any dscp AF21 count

policy Remark_on_Exceed

    10 class ip any-traffic action cir kbps 1000 cbs 15625 exceed dscp CS5

interface 1/1/2

    apply policy Remark_on_Exceed out

acl basic 2001

rule permit source any any

traffic classifer any-traffic

if-match acl 2001

traffic behavior Remark_on_Exceed

car cir 1024 cbs 15625 ebs 0 green remark-dscp-pass CS0 red remark-dscp-pass CS5

qos policy car  

classifer any-traffic behavior Remark_on_Exceed

interface gi1/0/1 

qos apply policy car inbound

acl basic 2001

rule permit source any any

traffic classifer any-traffic

if-match acl 2001

traffic behavior Remark_on_Exceed

car cir 1024 cbs 15625 ebs 0 green remark-dscp-pass CS0 red remark-dscp-pass CS5

qos policy car  

classifer any-traffic behavior Remark_on_Exceed

interface gi1/0/1 

qos apply policy car outbound



policy-map INGRESS_QOS

 class ANY

  police cir 1000 bc 15625

   conform-action transmit

   exceed-action set-dscp-transmit dscp table MARKDOWN

interface gi0/1

   service policy input INGRESS_QOS

class ip any-traffic

    10 match any any any count

policy Remark_on_Exceed

    10 class ip any-traffic action cir kbps 1000 cbs 15625 exceed dscp CS5

interface 1/1/1

    apply policy Remark_on_Exceed in

class ip any-traffic

    10 match any any any dscp CS0 count

    20 match any any any dscp CS1 count

    30 match any any any dscp EF count

    40 match any any any dscp AF21 count

policy Remark_on_Exceed

    10 class ip any-traffic action cir kbps 1000 cbs 15625 exceed dscp CS5

interface 1/1/2

    apply policy Remark_on_Exceed out

ip access-list extended ANY

 permit any any any dscp cs0

 permit any any any dscp cs1

 permit any any any dscp ef

 permit any any any dscp af21

class-map match-all ANY

 match access-group name ANY

policy-map EGRESS_QOS

 class ANY

  priority level 1

  police rate percent 10

   conform-action transmit

   exceed-action set-dscp-transmit dscp table MARKDOWN

interface gi0/2

   service policy output EGRESS_QOS



class ip any-traffic

    10 match any any any count

policy Remark_on_Exceed

    10 class ip any-traffic action cir kbps 1000 cbs 15625 exceed dscp CS5

interface 1/1/1

    apply policy Remark_on_Exceed in

class ip any-traffic

    10 match any any any dscp CS0 count

    20 match any any any dscp CS1 count

    30 match any any any dscp EF count

    40 match any any any dscp AF21 count

policy Remark_on_Exceed

    10 class ip any-traffic action cir kbps 1000 cbs 15625 exceed dscp CS5

interface 1/1/2

    apply policy Remark_on_Exceed out

class ipv4 "any-traffic"

     10 match ip 0.0.0.0 255.255.255.255 0.0.0.0 255.255.255.255

   exit

policy qos "qos-policy"

     10 class ipv4 "any-traffic" action rate-limit kbps 1000 action dscp 

default

   exit

switch(eth-1)# service-policy qos-policy in

 in                    Apply the policy to inbound packets on the port.

 out                   Apply the policy to outbound packets on the port.

class ipv4 "any-traffic"

     10 match ip 0.0.0.0 255.255.255.255 0.0.0.0 255.255.255.255

   exit

policy qos "qos-policy"

     10 class ipv4 "any-traffic" action rate-limit kbps 1000 action dscp 

default

   exit

switch(eth-1)# service-policy qos-policy out

 in                    Apply the policy to inbound packets on the port.

 out                   Apply the policy to outbound packets on the port.

Cannot apply qos policy with action to remark 802.1p priority or ip-precedence

 or DSCP to port or vlan in the outbound direction.



#!/bin/bash

curl --noproxy 127.0.0.1 -k -X POST \

-c /tmp/cookie \

-H 'Content-Type: multipart/form-data' \

"https://127.0.0.1/rest/v10.13/login" -F 'username=admin' -

F 'password=somepass'

#!/bin/bash

curl -k --noproxy 127.0.0.1 -X POST -b /tmp/cookie \

"https://127.0.0.1/rest/v10.13/system/classes" -H "accept: 

*/*" \

-H "Content-Type: application/json" -d '{

"cfg_version":0, 

"name":"iperf3-traffic", 

"type":"ipv4" 

}' 

#!/bin/bash

curl -k --noproxy 127.0.0.1 -X POST -b /tmp/cookie \

"https://127.0.0.1/rest/v10.13/system/classes/iperf3-

traffic,ipv4/cfg_entries" -H "accept: */*" \

-H "Content-Type: application/json" -d '{

"count": true,

"dscp": 46,

"dst_ip": "192.168.0.56/255.255.255.255",

"protocol": 6,

"sequence_number": 10,

"src_ip": "192.168.0.1/255.255.255.255",

"src_l4_port_max": 5001,

"src_l4_port_min": 5001,

"type": "match"

}'

#!/bin/bash

curl -k --noproxy 127.0.0.1 -X PUT -b /tmp/cookie \

--url "https://127.0.0.1/rest/v10.13/system/classes/iperf3-traffic,ipv4" –d \   

'{"cfg_version":1}’

6300# show class commands

class ip iperf3-traffic

    10 match tcp 192.168.0.1 eq 5001 192.168.0.56 dscp EF 

count



#!/bin/bash

curl --noproxy 127.0.0.1 -k -X POST \

-c /tmp/cookie \

-H 'Content-Type: multipart/form-data' \

"https://127.0.0.1/rest/v10.13/login" -F 'username=admin’ 

-F 'password=somepass'

#!/bin/bash

curl -k --noproxy 127.0.0.1 -X POST -b /tmp/cookie \

"https://127.0.0.1/rest/v10.13/system/policies" -H "accept: 

*/*" \

-H "Content-Type: application/json" -d '{

"cfg_version":0, 

"name":"Remark_on_Exceed"

}' 

#!/bin/bash

curl -k --noproxy 127.0.0.1 -X POST -b /tmp/cookie \

"https://127.0.0.1/rest/v10.13/system/policies/Remark_on_Ex

ceed/cfg_entries" -H "accept: */*" \

-H "Content-Type: application/json" -d '{

"class": "/rest/v10.13/system/classes/iperf3-traffic,ipv4",

"policy_action_set": null,

"sequence_number": 10

}'

#!/bin/bash

curl -k --noproxy 127.0.0.1 -X PUT -b /tmp/cookie \

--url "https://127.0.0.1/rest/v10.13/system/policies/Remark_on_Exceed" –d \   

'{"cfg_version":1}’

#!/bin/bash

curl -k --noproxy 127.0.0.1 -X POST -b /tmp/cookie \

"https://127.0.0.1/rest/v10.13/system/policies/Remark_on_Ex

ceed/cfg_entries/10/policy_action_set" -H "accept: */*" \

-H "Content-Type: application/json" -d '{

"cbs": 15625,

"cir": 1000,

"exceed_dscp": 40

}'

6300# show policy commands

policy Remark_on_Exceed

    10 class ip iperf3-traffic action cir kbps 1000 cbs 15625 

exceed dscp CS5 







class ip any-traffic

    10 match any any any count

policy Remark_on_Exceed

    10 class ip any-traffic action cir kbps 1000 cbs 15625 exceed dscp CS5







class ip iperf3-traffic

    10 match any any any dscp EF 

    20 match any any any dscp CS1

    30 match any any any dscp AF21

    40 match any any any dscp CS5

policy Count_Packets

    10 class ip iperf3-traffic

interface 1/1/3

    apply policy Count_Packets out

6300-1# show policy hitcounts Count_Packets 

Statistics for Policy Count_Packets:

Interface 1/1/3 (out):

     Matched Packets  Configuration

10 class ip iperf3-traffic 

                1045  10 match any any any dscp EF count

                   0  20 match any any any dscp CS1 count

                   0  30 match any any any dscp AF21 count

                8169  40 match any any any dscp CS5 count



6300-2# show interface 1/1/1 queues

Interface 1/1/1 is up

 Admin state is up

               Tx Bytes         Tx Packets         Tx Drops

 Q0                   0                  0                0

 Q1                   0                  0                0

 Q2                   0                  0                0

 Q3                   0                  0                0

 Q4                   0                  0                0

Q5            13733686               9557                0 

 Q6                   0                  0                0 

 Q7                   0                  0                0



6300-2(config)# show class commands

class ip iperf3-traffic

    10 match any any any dscp EF count

    20 match any any any dscp CS0 count

    30 match any any any dscp CS1 count

    40 match any any any dscp CS5 count

6300-2(config)# show policy commands 

policy Count_Packets

    10 class ip iperf3-traffic 

interface 1/1/1

    apply policy Count_Packets out

6300-2(config)# show policy hitcounts Count_Packets 

Statistics for Policy Count_Packets:

Interface 1/1/1 (out):

     Matched Packets  Configuration

10 class ip iperf3-traffic 

873  10 match any any any dscp EF count

                  18  20 match any any any dscp CS0 count

                   0  30 match any any any dscp CS1 count

951  40 match any any any dscp CS5 count





6300-1:/home/admin# ovsdb-client dump Policy -flist

Policy table

_uuid               : 4699f64a-2e01-409e-ba8f-19fae3c52d61

cfg_entries         : {30=23545d75-6754-45e3-aaf7-812e1dec7a06}

cfg_version         : -6667536666265929

cur_entries         : {30=23545d75-6754-45e3-aaf7-812e1dec7a06}

external_ids        : {}

global_conform_rate : {}

global_in_conform_rates: {}

global_in_statistics: {}

global_statistics   : {}

in_progress_entries : {30=23545d75-6754-45e3-aaf7-812e1dec7a06}

in_progress_version : -6667536666265929

interfaces_in_conform_rates: {1=994}

interfaces_in_statistics: {{1={packets=10}}, {2={packets=0}}, {3={packets=1452}}}

interfaces_out_conform_rates: {}

interfaces_out_statistics: {}

interfaces_routed_in_conform_rates: {}

interfaces_routed_in_statistics: {}

l3vnis_routed_in_conform_rates: {}

l3vnis_routed_in_statistics: {}

name                : Remark_on_Exceed

origin              : []

other_config        : {}

parent_policy       : []

routed_in_statistics_clear_performed: {}

routed_in_statistics_clear_requested: {}

statistics_clear_performed: {all="1"}

statistics_clear_requested: {all="1"}

statistics_requested_vrf: []

status              : {code="0", message="", state=applied, version="-6667536666265929"}

subinterfaces_in_conform_rates: {}

subinterfaces_in_statistics: {}

subinterfaces_out_conform_rates: {}

subinterfaces_out_statistics: {}

subinterfaces_routed_in_conform_rates: {}

subinterfaces_routed_in_statistics: {}

vlans_in_conform_rates: {}

vlans_in_statistics : {}

vlans_out_conform_rates: {}

vlans_out_statistics: {}

vlans_routed_in_conform_rates: {}

vlans_routed_in_statistics: {}

vsx_sync            : []



client# iperf3 –c 192.168.0.56 –i –t 10 –u –b 2000k –S 0xB8 (EF)

client# iperf3 –c 192.168.0.56 –i –t 10 –u –b 2000k –S 0x48 (AF21)

client# iperf3 –c 192.168.0.56 –i –t 10 –u –b 2000k –S 0x20 (CS1)

client# iperf3 –c 192.168.0.56 –i –t 10 –u –b 2000k (CS0)

client# iperf3 –c 192.168.0.56 –i –t 10 –u –b 2000k –S 0xA0 (CS5)

server# iperf3 –s

bash-5.0# iperf3 -s

-------------------------------------

Server listening on TCP port 5001

TCP window size: 85.3 KByte (default)

-------------------------------------







H3# iperf3 –s

bash-5.0# iperf3 -s

-------------------------------------

Server listening on TCP port 5001

TCP window size: 85.3 KByte (default)

-------------------------------------

H1/H2# iperf3 –c 192.168.0.56 –i –t 10 –u –b 2000k –S 0xB8 (EF)

H1/H2# iperf3 –c 192.168.0.56 –i –t 10 –u –b 2000k –S 0x48 (AF21)

H1/H2# iperf3 –c 192.168.0.56 –i –t 10 –u –b 2000k –S 0x08 (CS1)

H1/H2# iperf3 –c 192.168.0.56 –i –t 10 –u –b 2000k (CS0)

class ip iperf3-traffic

    10 match any any any dscp CS0 

    20 match any any any dscp CS1

    30 match any any any dscp EF

    40 match any any any dscp AF21

class ip any-traffic 

    10 match any any any 

policy Remark_on_Exceed

    10 class ip any-traffic

    20 class ip any-traffic action cir kbps 1000 cbs 15625 exceed drop

    30 class ip any-traffic action cir kbps 1000 cbs 15625 exceed dscp CS0

interface 1/1/1

    apply policy Remark_on_Exceed in

interface 1/1/2

    apply policy Remark_on_Exceed in

class ip iperf3-traffic

    10 match any any any dscp CS0 count 

    20 match any any any dscp CS1 count

    30 match any any any dscp EF count

    40 match any any any dscp AF21 count

policy Count_Packets

    10 class ip iperf3-traffic

interface 1/1/1

    apply policy Count_Packets out




	Opening
	Slide 1: AOS-CX 10.13 Update: QoS Policing – Exceed action of Remark 
	Slide 2: Agenda

	Overview
	Slide 3: Overview
	Slide 4: Overview
	Slide 5: QoS Policing Exceed Action of Remark DSCP Overview

	Use Cases
	Slide 6: Use Cases
	Slide 7: Use Cases – Single or Dual ISP with Bandwidth Allocation Contracts

	Details
	Slide 8: Details
	Slide 9: Details

	Configuration
	Slide 10: Configuration
	Slide 11: Configuration
	Slide 12: Equivalent Configurations
	Slide 13: Equivalent Configurations
	Slide 14: Equivalent Configurations
	Slide 15: REST – class creation
	Slide 16: REST – Policy Creation
	Slide 17: REST with Swagger UI

	Best Practices
	Slide 18: Best Practices
	Slide 19: Best Practices

	Troubleshooting
	Slide 20: Troubleshooting
	Slide 21: QoS Policing Exceed Action of Remark
	Slide 22: Troubleshooting
	Slide 23: Troubleshooting
	Slide 24: Troubleshooting
	Slide 25: Troubleshooting
	Slide 26: Troubleshooting - Software
	Slide 27: Troubleshooting
	Slide 28: Troubleshooting 

	Demo
	Slide 29: Demo
	Slide 30: Feature Demo #1 - IPerf

	Closing
	Slide 31: Thank you


