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Source Interface for SFTP/SSH

ip source-interface ssh-client interface <>
ip source-interface ssh-client <IP>
ipvé source-interface ssh-client <IP>

SSH Secure Remo‘l’e ManagemenT ipv6 source-interface ssh-client <IP> vrf <vrf name>

e Admins control which network interface Aruba switch uses for secure connections.

ip source-interface sftp-scp interface <>
ip source-interface sftp-scp <IP>
ipvé source-interface sftp-scp <IP>

SFTP Secure File Transfer: ipvé source-interface sftp-scp <IP> vrf <vrf name>

e Enhances security and management session consistency.

e Ensures file transfers adhere to predefined network paths.

o Specifies network interface for secure file transfers to and from remote server.

Why is it important? SFTP and outgoing SSH client commands to use one interface IP rather
than any from the switch for easy identification of the switch in traffic

It can align firewall rules to permit traffic originating from a specific
interface, facilitating firewall traversal

1 Note:Source-interface is not configurable on management VRF
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