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class gbp-ip class_iot

    10 match icmp internet iot

    20 match icmp intranet iot

    30 match tcp intranet eq ssh guest







gbp enable

gbp role camera 110

gbp role infra 2

gbp role internet 3

gbp role intranet 4

gbp role isl 5

gbp role printer 100

gbp role signage 120

gbp enable

gbp role camera 110

gbp role infra 2

gbp role internet 3

gbp role intranet 4

gbp role printer 100

gbp role signage 120



8360-01(config)# profile core-spine

Save this config and reboot the switch for the 

changes to take effect

object-group ip address v4prefixes

vrf vrf1

10 11.1.0.0/255.255.0.0

20 12.1.0.0/255.255.0.0

30 13.1.0.0/255.255.0.0

! Intranet IPv4 prefixes

object-group ipv6 address v6prefixes

vrf vrf1

10 11:1:1::/64

20 12:1:1::/64

30 13:1:1::/64

! Intranet IPv6 prefixes

gbp role-access-list ip inet-acl

     10 permit iot 69.1.1.0/255.255.255.0 vrf vrf1

gbp role-access-list ipv6 v6inet-acl

     10 permit iot 69:1:1::0/64 vrf vrf1

8360-01(config)# apply gbp role-access-list ip inet-acl

8360-01(config)# apply gbp role-access-list ipv6 v6inet-acl

8360-01(config)# gbp enable

8360-01(config)# gbp role intranet object-group ip v4prefixes

8360-01(config)# gbp role intranet object-group ipv6 v6prefixes



class gbp-ip class_iot

    10 match icmp internet iot

    20 match udp internet eq snmp iot

    30 match icmp intranet iot

    40 match tcp intranet eq ssh iot

    50 match udp intranet eq snmp iot

    60 match tcp intranet eq rdp iot

class gbp-ipv6 class_iot

    10 match icmpv6 internet iot

    20 match udp internet eq snmp iot

    30 match icmpv6 intranet iot

    40 match tcp intranet eq ssh iot

    50 match udp intranet eq snmp iot

    60 match tcp intranet eq rdp iot

class gbp-mac class_iot

    10 match any iot arp count

port-access gbp policy_iot

    10 class gbp-ip class_iot

    20 class gbp-ipv6 class_iot

    30 class gbp-mac class_iot

port-access role iot

    associate gbp policy_iot

    vlan access 10

switch(config)# gbp enable



#!/bin/bash

curl --noproxy 127.0.0.1 -k -X POST \

-c /tmp/cookie \

-H 'Content-Type: multipart/form-data' \

"https://127.0.0.1/rest/v10.13/login" -F 'username=admin' -

F 'password=somepass'

#!/bin/bash

curl -k --noproxy 127.0.0.1 -X POST -b /tmp/cookie \

"https://127.0.0.1/rest/v10.13/system/gbp_internet_role_acl

s" -H "accept: */*" \

-H "Content-Type: application/json" -d '{

"cfg_version":0,

"name": "myinet-acl",

"list_type":"ipv4"

}'

#!/bin/bash

curl -k --noproxy 127.0.0.1 -X POST -b /tmp/cookie \

"https://127.0.0.1/rest/v10.13/system/gbp_internet_role_acl

s/myinet-acl,ipv4/cfg_aces" -H "accept: */*" \

-H "Content-Type: application/json" -d ‘{

“action": “permit”,

“count": true,

"dst_ip": "192.168.0.56/255.255.255.255",

"sequence_number": 10,

"src_role": “iot",

“vrf": “/rest/v10.13/system/vrfs/VRF1"

}'

#!/bin/bash

curl -k --noproxy 127.0.0.1 -X PUT -b /tmp/cookie \

--url "https://127.0.0.1/rest/v10.13/system/gbp_internet_role_acls/myinet-

acl,ipv4" –d \   

'{"cfg_version":1}’

8360(config)# show gbp role-access-list commands

gbp role access-list ip myinet-acl

    10 permit iot 192.168.0.56 vrf VRF1 count





Cisco DNA Center
Cisco Calls it SGT ID 

• (Security Group Tag) – prior to SD-Access

• (Scalable Group Tag) - SD-Access

cts role-based sgt-map 192.168.0.0/16 sgt 192

cts role-based sgt-map 192:168::/64 sgt 192

cts role-based sgt-map vrf green 10.2.201.10 sgt 101

cts role-based sgt-map vlan-list 101 sgt 101

cts role-based sgt-map vlan-list 102 sgt 102

SG ACLs = contracts

Policy Extended Nodes (PENS) = VTEP

EGRESS PEN provides the enforcement

VN = VNI

Security Group Firewalls (SGFWs) support policies that 

may be based on SGTs for networks outside the fabric

gbp enable

gbp role camera 110

gbp role infra 2

gbp role internet 3

gbp role intranet 4

gbp role printer 100

gbp role signage 120

object-group ip address v4prefixes

vrf vrf1

10 11.1.0.0/255.255.0.0

20 12.1.0.0/255.255.0.0

30 13.1.0.0/255.255.0.0

object-group ipv6 address v6prefixes

vrf vrf1

10 11:1:1::/64

20 12:1:1::/64

30 13:1:1::/64

8360-01(config)# gbp role intranet object-

group ip v4prefixes

8360-01(config)# gbp role intranet object-

group ipv6 v6prefixes



NO GPO/GBP policies 

gbp enable

gbp role camera 110

gbp role infra 2

gbp role internet 3

gbp role intranet 4

gbp role printer 100

gbp role signage 120

object-group ip address v4prefixes

vrf vrf1

10 11.1.0.0/255.255.0.0

20 12.1.0.0/255.255.0.0

30 13.1.0.0/255.255.0.0

object-group ipv6 address v6prefixes

vrf vrf1

10 11:1:1::/64

20 12:1:1::/64

30 13:1:1::/64

8360-01(config)# gbp role intranet object-

group ip v4prefixes

8360-01(config)# gbp role intranet object-

group ipv6 v6prefixes

NO GPO/GBP policies 





class gbp-mac iot_camera_ALLOW

1 match any iot_camera any







Campus-Core-8360-A/B# show gbp role-access-list commands

gbp role access-list ip Intranet-ACLs_To_External

    10 permit printer 192.168.40.0/255.255.255.0 vrf VRF1 count

    20 permit signage 192.168.40.0/255.255.255.0 vrf VRF1 count

    30 permit signage 192.168.41.0/255.255.255.0 vrf VRF1 count

    40 deny camera 192.168.40.0/255.255.255.0 vrf VRF1 count

    apply gbp role-access-list ip Intranet-ACLs_To_External

Campus-Core-8360-A/B# show object-group commands

object-group ip address Intranet_Subs

    vrf VRF1

   10 192.168.8.0/255.255.255.0

   20 192.168.9.0/255.255.255.0

   30 192.168.40.0/255.255.255.0

Campus-Core-8360-A/B# show gbp role-mapping 

GBP status : Disabled

GBP_ROLE                      GBP_ROLE_ID

-------------                 ---------------

camera                        110

default                       0

infra                         2

internet                      3

intranet                      4

isl                           5

printer                       100

signage                       120

Campus-Core-8360-A/B #show run gbp

gbp enable

gbp role camera 110

gbp role infra 2

gbp role internet 3

gbp role intranet 4

gbp role isl 5

gbp role printer 100

gbp role signage 120

gbp role intranet object-group ip Intranet_Subs



Campus-Core-8360-A/B# show gbp role-access-list hitcounts ip Intranet-ACLs_To_External

Statistics for GBP_ACL Intranet-ACLs_To_External (ipv4):

     Matched Packets  Configuration

                  33  10 permit printer 192.168.40.0/255.255.255.0 vrf VRF1

                  18  20 permit signage 192.168.40.0/255.255.255.0 vrf VRF1

                  19  30 permit signage 192.168.41.0/255.255.255.0 vrf VRF1

                   5  40 deny camera 192.168.40.0/255.255.255.0 vrf VRF1

Campus-Core-8360-A/B# clear gbp role-access-list hitcounts ip Intranet-ACLs_To_External



Campus-Core-8360-A/B# show mirror 1

 Mirror Session: 1

 Admin Status: enable

 Operation Status: enabled

 Source: vlan rx none

 Source: vlan tx none

 Source: interface 1/1/1 both

 Source: interface 1/1/2 both

 Destination: cpu

 Output Packets: 1679241

 Output Bytes: 219979655



Access VTEP11# show port-a gbp policy_icmp1 hitcounts 

Port Access GBP Hit-Counts Details:

======================================

GBP Name   : policy_icmp1

GBP Type   : Local

GBP Status : Applied

SEQUENCE    CLASS                            TYPE     ACTION

----------- -------------------------------- -------- -----------------------

10          class_icmp1                      gbp-ipv4 permit                          

20          v6class_icmp1                    gbp-ipv6 permit                          

30          class_gbpmac1                    gbp-mac  permit                          

Class Name : class_icmp1

Class Type : gbp-ipv4

SEQUENCE    CLASS-ENTRY                                             HIT-COUNT

----------- ------------------------------------------------------- -----------

10          match icmp internet camera count                       150         

20          match icmp infra camera count                          5           

Class Name : v6class_icmp1                                     

Class Type : gbp-ipv6

SEQUENCE    CLASS-ENTRY                                             HIT-COUNT

----------- ------------------------------------------------------- -----------

10          match icmpv6 internet camera count                     0           

Class Name : class_gbpmac1

Class Type : gbp-mac

SEQUENCE    CLASS-ENTRY                                             HIT-COUNT

----------- ------------------------------------------------------- -----------

10          match arp any camera count                             45 



Campus-Core-8360-A/B# show mirror 1

 Mirror Session: 1

 Admin Status: enable

 Operation Status: enabled

 Source: vlan rx none

 Source: vlan tx none

 Source: interface 1/1/1 both

 Source: interface 1/1/2 both

 Destination: cpu

 Output Packets: 1679241

 Output Bytes: 219979655

gbp role access-list ip myinet-acl

    10 deny camera 1.1.1.1 count



8360(config)# show debug buffer module gbpacl

------------------------------------------------------------------------------------------------------------------------------------------------

show debug buffer

------------------------------------------------------------------------------------------------------------------------------------------------

2023-11-20:17:14:34.196043|ops-switchd|LOG_ERR|AMM|-|GBPACL|GBPACL|Unable to find the GBP ACL Global

2023-11-20:17:15:05.424772|ops-switchd|LOG_ERR|AMM|-|GBPACL|GBPACL|Unable to find the GBP ACL Global

2023-11-20:17:17:23.730060|ops-switchd|LOG_ERR|AMM|-|GBPACL|GBPACL|gbp_acl_populate_src_role_id Invalid source role name in GBP ACL Entry iot

Resource Usage:

Mod  Description

         Resource                                   Used Reserved    Free

------------------------------------------------------------------------------

1/1  Flex Lookup

         Ingress TCAM Entries                      14634    16384

     Total

         Ingress TCAM Entries                      14634    16384   49152

         Egress TCAM Entries                           0        0    8192

         Ingress Lookups                               0                9

         Ingress Flex Lookups                          1                0

         Egress Lookups                                0                4

         Ingress Policers                              0             8191

         Egress Policers                               0             4095










	Opening
	Slide 1: AOS-CX 10.13 Update: Reserved GBP Tag for Internet Traffic 
	Slide 2: Agenda

	Overview
	Slide 3: Overview
	Slide 4: GBP (Group Based Policy) Overview
	Slide 5: GBP (Group Based Policy) Overview
	Slide 6: Reserved GBP Tag for Internet/Intranet Traffic
	Slide 7: GBP Feature Platform Support

	Use Cases
	Slide 8: Use Cases
	Slide 9: Use Cases

	Details
	Slide 10: Details
	Slide 11: Details

	Configuration
	Slide 12: Configuration
	Slide 13: Configuration
	Slide 14: Configuration
	Slide 15: Configuration
	Slide 16: Configuration
	Slide 17: REST Interfaces
	Slide 18: REST Interfaces
	Slide 19: Equivalent Configurations
	Slide 20: Equivalent Configuration

	Best Practices
	Slide 21: Best Practices
	Slide 22: Best Practices

	Troubleshooting
	Slide 23: Troubleshooting
	Slide 24: Reserved GBP Tag Troubleshooting
	Slide 25: Troubleshooting Steps
	Slide 26: Troubleshooting Steps
	Slide 27: Troubleshooting Steps
	Slide 28: Troubleshooting Steps
	Slide 29: Troubleshooting Steps
	Slide 30: Troubleshooting Steps

	Demo
	Slide 31: Demo
	Slide 32: Feature Demo
	Slide 33: Demo Configurations

	Closing
	Slide 34: Thank you


