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CX Simulator - Before 10.13

Only L2 VXLAN was supported.

DC AS#65001
OSPF Area 0

CX-simulator

192.168.11

L2 VNI VXLAN

[ m— O m—
[ =— O =—
0 = O —
Host -1 10.1.10.3/24 Host 2-10.1.10.4/24

192.168.1.2

Host 3-10.1.10.5/24
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Symmetric IRB - Overview & What is it ?

035?51?231 19216811 T G| 216812 ~— .. » Symmetric Integrated Routing and Bridging
e o enables routing for traffic between different
/'3\ > VLANS.
, %}Q e Routing on the ingress and egress VTEPs
192.168.1.3 /) 192.168.1.4, 192.168.1.5 . . . . .
Lot 1 T ] Q. [ » Bi-directional fraffic uses symmetric L3 VNI
f)’; 3\3 |2>C§ e VTEPs do not need to hold unnecessary
ARP/MACs
— L — e Destination VLAN/VNI does not have to be
= = T— configured on source VTEP
Host -1 10.1.10.3/24 Host 2-10.1.10.4/24 Host 3-10.1.12.5/24

VTEP - Virtual Tunneling Endpoint

VNI - Virtual network Identifier
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CX Simulator - From 10.13

e AL3VNIis used to route be As#eso0L
’ OSPF Area 0
between VTEP’s S 19216811 m ‘ 19216812 L
e The ingress and egress VTEP éIB_&b
. > il
performs routing
e Each L3VNI is associated to a
user created VRF. 1921813 f 19216814 19216815
e Distributed L3 Gateways can be @l{_/ =/ £ E‘\L
deployed across the overlay 2)(., f}\.) ’f.Xi
network to optimize L2/L3
. . vlan 10 vlan 10 vlan 12
network connectivity L] L] [ ]
[ m— O — [ m—
0 m— [ —— O m—
0— 0— 0—
Host -1 10.1.10.3/24 Host 2 -10.1.10.4/24 Host 3-10.1.12.5/24

How will this help ?

Symmetric IRB enhances the simulator's ability to model complex network environments,
—1 making it a valuable resource for test more versatile and integrated network configurations.
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Use Cases

e Minimize hardware requirements and to learn, test and validate

e Deploy in vSphere
& OVA-Spine-A 08 & & | iacmons
Summary Monitor Configure Permissions Datastores
Guest 0S £ Virtual Machine Details

Power Status

Guest 05

DNS Name (1)

1P Addresses (3)

LAUNCH REMOTE consoLe | @

Encryption
LAUNCH WEB CONSOLE

VM Hardware

U 2 CPU(s), 943 MHz used
Memory 4GB, 1GB memory active
Hard disk 1 10.426 GB | Thin Provision ()
£ letra
Network adapter1(of10)  TOR Network (connected) | 00:50:56:9¢:69:52
Compatibility ESXi 5.5 and later (VM version 10)
EDIT

E—

or EVE-NG

Networks ~ Snapshots  Updates

ACTIONS v

€% Powered On

{ otersxtin

10.80.2.70
1c00:10:80:2:860:774c:
AND 1 MORE

Not encrypted

Snapshots

®

No snapshot taken

MANAGE

Usage
Last updated: 10/20/23, 1:07 PM

CcPU

592 MHZ use

Memory

T5573 MB e

Storage

2546 GB wces

VIEW STATS

Related Objects

Host

f 1080261
Networks

@ OVA Spine-A to Leaf-01
eaf-02

OVA Spine-A
© OVA Spine-A to Leaf-03
OVA Spine-A to Spine-B
@ TOR Network

Storage

B ESAP-Alletra

PCl Devices

oIt

®

No PCl devices

DC
AS#65001
OSPF Area 0
CX-simulator
10.1.10.1/24
Hosts [o—]
[a—]
vlan 10 - 10.1.10.3/24

L2/L3 VNI
VXLAN
tunnels

10.1.10.1/24

vlan10-10.1.10.4/24

10.1.12.1/24

E—]
vian 12 - 10.1.12.5/24



Details and Caveats

9



Details

e Both IPV4 and IPV6 are supported on distributed gateways in CX-simulators.
e Default VRF cannot be attached to a L3VNI

e Active gateway MACs should be the same across all VTEP’s in CX-simulators.

DC
AS#65001

CX-simulator VXLAN tunnels

19216811 z’) 192.168.1.2
A~ =
/

active-gateway ip mac 12:00:00:00:01:00 F active-gateway ip mac 12:00:00:00:01:00 \ active-gateway ip mac 12:00:00:00:01:00

active-gateway ipv6 mac 12:00:00:00:01:00 active-gateway ipv6 mac 12:00:00:00:01:00 active-gateway ipv6 mac 12:00:00:00:01:00

19216813 19216814 19216815

-
10.1.10.1/24 10.1.10.1/24 10.1.12.1/24
Hosts |8 —— o — o—
O — O — [ —
o— O — O —
vlan 10 - 10.1.10.3/24 vlan10-10.1.10.4/24 vian 12 - 10.1.12.5/24
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Details

e Virtual MACs are required for symmetric IRB for CX hardware switches, but this is not required on CX-
S|mu|aTors virtual-mac 02:00:00:00:01:00

e CPU generated traffic does not get encapsulated in Symmetric IRB on AOS-CX simulators
-Active Gateway IPs are not reachable from Remote VTEP’s and hosts.
e For e.g,, ping from VTEP1 to Gateway of VTEP2 or
ping from Host1 (connected to VTEP1) to gateway of VTEP2
Ping fails in the above scenario since ping packets here are CPU generated.

DC

AS#65001 Spine- A 0 19216812
CX-simulator x ( >
/$ \>< ,?\
- 1 -
19216813 ) L amasers L 24& [ Leaf 3 | 19216815
- N N
Ve > %
o8 B 23
10.1.10.1/24 10.1.10.1/24 10.1.12.1/24
Hosts [B—] = =
[o—] o—]| [o—]
vlan10-10.1.10.3/24 vlan10 -10.1.10.4/24 vlan12-10.1.12.5/24
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Configuration

Spine - A <

interface 1/1/1
description Downlink to OVA-Leaf-01 interface loopback 0
no shutdown ip address 192.168.1.1/32 bc L2/L3VNI
mtu 9198 ip ospf 1 area 0.0.0.0 AS#65001 VXLAN tunnels
. OSPF Area 0
dp mEw 91DE ! 192.168.1.2
ip address 192.168.3.0/31 ) 19216811
ip ospf 1 area 0.0.0.0 !
ip ospf network point-to-point router ospf 1
interface 1/1/2 router-id 192.168.1.1
description Downlink to OVA-Leaf-02 area 0.0.0.0
no shutdown router bgp 65001
mtu 9198 bgp router-id 192.168.1.1 19216813 19216815
ip mtu 9198 neighbor leaf peer-group
ip address 192.168.3.2/31 neighbor leaf remote-as 65001 10.1.10.1/24 10.1.10.1/24 10.1.12.1/24
ip ospf 1 area 0.0.0.0 neighbor leaf description leaf RR clients
. ip ospf network point-to-point ne%ghbor leaf update-source loopback 0 Hosts E E E
interface 1/1/3 neighbor 192.168.1.3 peer-group leaf [o—] [o— [o—]
oSy ek o oveares ST R wnsh-ionioss  eoasuiouss | vei-ioiaso
mtu 9198
ip mtu 9198 address-family 1l2vpn evpn
ip address 192.168.3.4/31 neighbor leaf route-reflector-client
ip ospf 1 area 0.0.0.0 neighbor leaf send-community extended
ip ospf network point-to-point neighbor 192.168.1.3 activate
interface 1/1/4 neighbor 192.168.1.4 activate
ip ospf network point-to-point neighbor 192.168.1.5 activate
exit-address-family
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Configuration

Spine - B

interface 1/1/1
description ova Leaf-1 ! DC L2/L3 VNI
no shutdown AS#65001 VXLAN tunnels
mtu 9198 | OSPF Area 0
ip mtu 9198 ! 19216811 192.168.1.2
ip address 192.168.3.8/31 !
ip ospf 1 area 0.0.0.0 !
ip ospf network point-to-point router ospf 1
interface 1/1/2 router-id 192.168.1.2
description ova Leaf-2 area 0.0.0.0
no shutdown router bgp 65001 19216813
ip mtu 9198 b router-id 192.168.1.2
ig address 192.168.3.10/31 nzpi)ghbor leaf peer-group 10.1.10.1/24 10.1.10.1/24 10.1.12.1/24
ip ospf 1 area 0.0.0.0 neighbor leaf remote-as 65001
ip ospf network point-to-point neighbor leaf description Leaf RR clients Hosts E E
interface 1/1/3 neighbor leaf update-source loopback 0 == o—]| o —]
e e e S P woio-asesns | weiowsseus v
ip mtu 9198 neighbor 192.168.1.5 peer-group leaf
ip address 192.168.3.12/31 address-family 12vpn evpn
ip ospf 1 area 0.0.0.0 neighbor leaf route-reflector-client
ip ospf network point-to-point neighbor leaf send-community extended
interface loopback 0 neighbor 192.168.1.3 activate
ip address 192.168.1.2/32 neighbor 192.168.1.4 activate
ip ospf 1 area 0.0.0.0 neighbor 192.168.1.5 activate
exit-address-family
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(] (] DC L2/L3 VNI
Configuration As#85001 VXLAN funnels
OSPF Area 0 19216812
—
Leaf -1 (VTEP-1)
evpn 19216813
vlan 10
rd auto 10.1.10.1/24 10.1.10.1/24 10.1.12.1/24
route-target export auto
route-target import auto | Hosts E E

redistribute host-route
interface vlan 10
vrf attach VRF1
ip address 10.1.10.1/24
active-gateway ip mac 12:00:00:00:01:00
active-gateway ip 10.1.10.1
ipv6 address 1010::1/64
active-gateway ipv6 mac 12:00:00:00:01:00
active-gateway ipv6 1010::1
interface vxlan 1
source ip 192.168.1.3
no shutdown
vni 10010
vlan 10
vni 100001
vrf VRF1
routing
1
1
1
!
router ospf 1
area
0.0.0.0

1

vlan 10 - 10.1.10.3/24 vlan10-10.1.10.4/24

router bgp 65001

bgp router-id 192.168.1.3

neighbor spine-RR peer-group

neighbor spine-RR remote-as 65001

neighbor spine-RR description Spine and RR peer-group
neighbor spine-RR update-source loopback 0

neighbor 192.168.1.1 peer-group spine-RR
neighbor 192.168.1.2 peer-group spine-RR
address-family 12vpn evpn
neighbor spine-RR send-community extended
neighbor 192.168.1.1 activate
neighbor 192.168.1.2 activate

exit-address-family

vrf VRF1
address-family ipv4 unicast
redistribute connected
redistribute local loopback
exit-address-family
address-family ipv6 unicast
redistribute connected

exit-address-family

vian12-10.1.12.5/24



L2/L3 VNI
VXLAN

192.168.1.2

Configuration ey 226813

— OSPF Area 0 tunnels
Leaf -2 (VTEP-Z) 192.16813 192.168.15
evpn router ospf 1
vlan 10 router-id 192.168.1.4
rd auto area 0.0.0.0 10.1.10.1/24 10.1.10.1/24 10.1.12.1/24
route-target export auto
route-target import auto router bgp 65001 Hosts E E
redistribute host-route bgp router-id 192.168.1.4 = =] =
interface vlan 10 neighbor spine-RR peer-group vlan 10 - 10.1.10.3/24 vlan10 -10.1.10.4/24 vian 12 -10.1.12.5/24
vrf attach VRF1 neighbor spine-RR remote-as 65001
ip address 10.1.10.1/24 neighbor spine-RR description Spine and RR peer-group
active-gateway ip mac 12:00:00:00:01:00 neighbor spine-RR update-source loopback 0
active-gateway ip 10.1.10.1 neighbor 192.168.1.1 peer-group spine-RR
ipv6 address 1010::1/64 neighbor 192.168.1.2 peer-group spine-RR
active-gateway ipv6 mac 12:00:00:00:01:00 address-family 12vpn evpn
active-gateway ipv6 1010::1 neighbor spine-RR send-community extended
interface vxlan 1 neighbor 192.168.1.1 activate
source ip 192.168.1.4 neighbor 192.168.1.2 activate
no shutdown exit-address-family
vni 10010 !
vlian 10 vrf VRF1
vni 100001 address-family ipv4 unicast
vrf VRF1 redistribute connected
routing redistribute local loopback
! exit-address-family
! address-family ipv6 unicast
! redistribute connected
! exit-address-family
1




Configuration

—
Leaf -3(VTEP -3)
evpn 4
vlan 10 router ospf 1
rd auto router-id 192.168.1.5
route-target export auto area 0.0.0.0
route-target import auto router bgp 65001 e 1921681 L2/L3 VNI 192.168.1.2
redistribute host-route bgp router-id 192.168.1.5 AS#65001 VXLAN
vlan 12 neighbor spine-RR peer-group OSPF Area 0 tunnels
rd auto neighbor spine-RR remote-as 65001
route-target export auto neighbor spine-RR description Spine and RRpeer-group
route-target import auto neighbor spine-RR update-source loopback 0 19216813
redistribute host-route neighbor 192.168.1.1 peer-group spine-RR
interface vlan 12 neighbor 192.168.1.2 peer-group spine-RR
vrf attach VRF1 address-family 12vpn evpn
ip address 10.1.12.1/24 neighbor spine-RR send-community extended 10.1.10.1/24 10.1.10.1/24 10.2.12/24
active-gateway ip mac 12:00:00:00:01:00 neighbor 192.168.1.1 activate E—] = E—]
active-gateway ip 10.1.12.1 neighbor 192.168.1.2 activate Hosts  [E— E=]
;i;’fvz(ﬁ;:iaiog;;glggiél 12:00:00:00:01:00 | B vian 10 - 10.1.10.3/24 vlan10 -10.1.10.4/24 vlan 12 - 10.1.12.5/24
active-gateway ipv6 2008::12 vrf VRF1

interface vxlan 1 address-family ipv4 unicast

source ip 192.168.1.5 redistribute connected
no shutdown

vni 100001
vrf VRF1
routing

redistribute local loopback
exit-address-family
address-family ipv6 unicast
redistribute connected
exit-address-family

: | 17
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Troubleshooting

e To view the BGP L2VPN information.

OVA-Leaf-01# show bgp l2vpn evpn

EVPN Route-Type 2 prefix:
EVPN Route-Type 3 prefix:
EVPN Route-Type 5 prefix:
default

VRF

[2]:[ESI]:[EthTag]:[MAC]:[OrigIP]
[3]1:[EthTag]:[OrigIP]

Local Router-ID 192.168.1.3

Network

Metric

LocPrf

Weight

Route Distinguisher:

*>
*>
*>
*>

*>
*>
*>

Route Distinguisher:

*>3i
=
*>3i
=

Total number of entries 47

[2]:[0]:
1:00]
1:[0]:
1:00]
[2]:[0]:

[2]:[0]:
[3]:[0]:

[5]:[0]:
[5]:[0]:
[5]:[0]:
[5]:[0]:

E—

[5]1:[ESI]:[EthTag]: [IPAddrLen]: [IPAddr]
Nexthop
192.168.1.3:10 (L2VNI 10010)
[0]:[00:50:56:9e:£0:5£]:[10.1.10.3] 192.168.
0]1:[00:50:56:9e:f0:5f]:[1010::10] 192.168.
0]1:[00:50:56:9e:£f0:5f]:1[] 192.168.
0]1:[00:50:56:9e:f0:5f]:[fe80::2511:473f:5elf:1dab]
192.168.
[0]1:[12:00:00:00:01:00]:[10.1.10.1] 192.168.
[0]:[12:00:00:00:01:00]:[1010::4] 192.168.
[192.168.1.3] 192.168.
65001:3 (L3VNI 100001)
[0]:[24]:[10.1.12.0] 192.168.
[0]:[24]:[10.1.12.0] 192.168.
[0]:[64]:[2008::] 192.168.
[0]:[64]:[2008::] 192.168.

=R e

(SRS S

ww w w

(G2, NC, BNC, ]

o

oo o o

o o o o

100
100
100

100
100
100
100

100
100
100
100

o

oo o o

o o o o

[N}

NIV

NS
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Troubleshooting

e To view the L3 VNI details

OVA-Leaf-01 (config) # show evpn vtep-neighbor all-vrfs

VTEP-IP L3VNI MAC VRF State
192.168.1.5 100001 08:00:09:48:£5:59 VRF1 Up
192.168.1.4 100001 08:00:09:42:0d:df VRF1 Up

* To view the detailed information for all EVPN instances.

OVA-Leaf-01(config)# show evpn evi detail
L3VNI : 100001

L2VNI : 10010 Route Distinguisher : 65001:1
Route Distinguisher : 192.168.1.3:10 VRF : VRF1
VLAN : 10 Status : up
Status : up RT Import : 65001:1
RT Import : 65001:268445467 RT Export : 65001:1
RT Export : 65001:268445467 Local Type-5 Routes B
Local MACs g 1 Remote Type-5 Routes : 8
Remote MACs g © Peer VTEPs 8 2
Peer VTEPs g 1
Peer-VTEP-Address Remote-Routes
Peer-VTEP-Address RemoteaMACSEEE =002 | e e e e L Lt S L B Ll S e et

—————————————————————————————————————————————————————— 192.168.1.4
192.168.1.4 0 192.168.1.5 2

E—



Troubleshooting

show arp all - displays information about ARP entries, including the IP address, MAC address, port, and state.

OVA-Leaf-01(config)# show arp all

Physical
VRFE

IPv4 Address MAC

Port

1;?1.10.3 00:50:56:
192.168.3.0 08:00:09:
192.168.3.8 08:00:09:
10.1.10.4 00:50:56:

OVA-Leaf-02# show arp all

:f0

:86:

:6e:

:bb:

g 5it

84

16

6d

vlanlO

1/1/1

1/1/2

vlanlO

1/1/3

1/1/1

1/1/2

vxlanl (192.168.1.4)

Physical
VRF

reachable

reachable

reachable

permanent

VRF1

default

default

VRF1

IPv4 Address MAC

Port

1;;.168.3.2 08:00:09:
192.168.3.10 08:00:09
10.1.10.4 00:50:56:
10.1.10.3 00:50:56:

—

b5:

tda:

9e:

79:

33

bb:

8iEM3

22

355

6d

5f

1/1/2

vlanlO

vlanlO

1/1/1

1/1/2

1/1/3

vxlanl (192.168.1.3)

reachable

reachable

reachable

permanent

default

default

VRF1

VRF1
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be 192.168.1.1

192.168.1.2

AS#65001 L2/L3 VNI VXLAN
OSPF Area 0 tunnels
CX - Simulator
192.168.1.3 192.168.1.5
VTEP-1
vlan 10 - 10.1.10.1/24 vlan 10 -10.1.10.1/24 vlan 12-10.1.12.1/24
1010:1/64 1010:2/64 2008:10/64
O — O — Host |B—
O— [ — O =—
0= O — O m—
Host -1 10.1.10.3/24 Host 2 -10.1.10.4/24 Host 3-10.1.12.5/24
1010:4 /64 1010:5/64 2008::12/64

L2
L3
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