Policy Based Routing
A policy-based routing rule is an ACL that can forward traffic as normal, or route traffic over a VPN tunnel
specified by an IPsec map, routed to a nexthop router on a nexthop list, or redirected over an L3 GRE tunnel or
tunnel group.
A Policy Based Routing rule does not become active until it is applied to a VLAN interface or user role.
To associate a policy based routing rule with a managed device:
1. In the Managed Network node hierarchy, navigate to Configuration> Interfaces > IP Routes.
2. Expand the Policy-Based Routing menu.
3. Click + below the Policies table to create a new policy. When you add a new policy, the Add Policy window
appears and prompts you to name the new policy. The policy type (route) is predefined in this window.
4. Select the policy in the Policies table. The Policies > (policy name) table appears.
5. Click + to add a new policy.
6. The New Rule window opens. Select a rule type
n Access Control: Applies the rule to all traffic, or traffic using a specific service, protocol, or TCP/UDP port
or range of ports.
n Application: Applies a rule to an traffic for an application or application category.
7. Configure the rule parameters.

Table 46: Policy Based Routing ACL Rule Parameters
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Targets for PBR Rules
Use the command routing-policy-map to associate a routing ACL with a specific user role on a managed device.
n If you selected the VLAN type, click the Target drop-down list and select a VLAN ID to apply the rule to
[bookmark: _GoBack]inbound traffic on the VLAN interface.
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Parameter

IP version

Assign IPv4 or IPv6 addresses

Pool Name

Give a name to the new address pool

Default router

IP address of the default router for the DHCP client. The client should be on the same
subnetwork as the default router. You can specify up to eight IP addresses.

DNS Server IP address of the DNS server. You can specify up to eight IP addresses. Multiple IP
addresses must be separated by spaces.

Import from Select this option to use the DNS server address obtained through PPPoE or DHCP.

DHCP/PPPOE

Domain Name

Domain name to which the client belongs.

WINS IP address of a NetBIOS Windows Internet Naming Service server. You can specify up
to eight IP addresses. Multiple IP addresses must be separated by spaces.

Import from Use the NetBIOS name server address obtained through PPPoE or DHCP.

DHCP/PPPOE

Lease Days The number of days that the assigned IP address is valid for the client.

Lease Hours The number of hours that the assigned IP address is valid for the client.

Lease Minutes

The number of minutes that the assigned IP address is valid for the client.

Network
IP Address Type

Choose Static to add a static IP address and netmask to the pool, or select Dynamic

to define a range of addresses that the DHCP server may assign to clients.

= Ifyou select Static, enter an IP address and netmask.

= Ifyou select Dynamic, enter the starting and ending IP address for the address
range, as well as the maximum number of hosts to be supported by the pool.





image2.png
Position (Optional) Define a position for the rule in the ACL. Rules processed according to their position num-
bers, and new Rules are added at the end of an ACL by default. A position of 1 puts the rule at the
top of the list.

3. Click Submit.
9. Click Pending Changes.
10.In the Pending Changes window, select the check box and click Deploy Changes.




