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Agenda

Part 1: Financial Services Customer Network Transformation

Part 2. Powering Ping An Finance Centre
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Part 1: Agenda

Customer Brief
Network Transformation Requirements

Mobile First Architecture
Why Aruba?
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Customer Brief
Global Financial Services Organisation

— Forbes Global 2000

— Headquartered in Australia

— Over 100 office locations across the globe
— Over 15,000 employees

— 24/7 market coverage

— Aruba WLAN customer for 8+ years

— Aruba ClearPass customer for 4+ years

dTMOSPHERe
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Project Drivers

- Customer Reorg

- Outsourced Managed Service moving to In-house Model
- End of Life Hardware

- New Office Build

- All* Wireless Office

dTMOSPHERe
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Network Transformation Requirements

— Simplify the Network

— Automate Deployment and Management
— Ensure Interoperability / Open Standards
— Security Without Compromises

— Enhance User Experience

— Deliver TCO Benefit

dTIMOSPHERE
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Simplification

Consistent end to end architecture

Aruba Mobile First Architecture

Technology GTM Al Airheads and BEST-IN-CLASS
Partners Partners ances Developers ECOSYSTEM

OPERATIONS & SD-WAN SECURITY LOCATION ANALYTICS AND ASSURANCE

H « (G @ Feo ==

Aruba OS AirWave / Central ClearPass | IntroSpect Netinsight | Cape Networks

- __ ——y SECURE
= ‘ “ VAN f=c q !l INFRASTRUCTURE
-

WI-Fl | BLE | TAGS REMOTE ACCESS WIRED ACCESS WIRED CORE/AGG WAN EDGE COMPUTE

SECURE | SMART | ENTERPRISE SCALE
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Simplification

Client

Consistent end to end architecture

@ ucc Clarity Traffic Analysis

Common management and

U Si 1 & Noi: dBi
: fone & e (dmm) monitoring platform
o
100 100
1] 15:15 19:30 J&: 5 oo 0:15 023 0:45 19:0 1 5 18:3 1 5 0:00 15 30 ]
Health SNR (dB)
100 — 100
o o
0 19:15 19: 4 00 20:1. 30 20:45 19:00 19:1 1 0 19:45 i) 0:15 0 0:45
Quality Match Events
Overall rating ) EVENT TIME ¥ FROM AP TO AP
No rows available.
ADDITIONAL INDICATORS (CLIENT) o rews ava
INDICATOR VALUE IDEAL
Auth Errors a =1
Avg. SMR 39dBE =35dB
Health 98% =50%
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Simplification

Consistent end to end architecture

Common management and monitoring
ClearPass platform

J\ =
LW

Unified network policy enforcement

Policy and
Context Engine
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Automation, Interoperability, and Open Standards

Open REST API Framework

— \. eee
--------------- [ p——— HE NN B = 8 a
: LIS ClearPass
ArubaOS-Switch
Illlllllllllllllllllllll:.ﬁ A.L.E. ARUBA
SEEENEEENEENNENEEEEEEEEE CENTRAL
Aruba0S-CX —
ALE

Aruba Central
Airwave 10
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Automation, Interoperability, and Open Standards

~[Desktop/Ansible Playbook/Firmware_Update.ym| . (functions

e Open REST API Framework

2

3 hosts: switches

4 connection: local

5 force_handlers: True
6

7

B

# environment:

# https_proxy: 10.251.61.162:8888
8
10
11 tasks:
12 - = name: login
13 ~ uri:
14 url: 'https://{{ inventory_hostname }}:443/rest/v3/login-sessions'
15 method: POST
16 return_content: yes
17 validate_certs: no
18 body_format: json
19 body: {"userName":"{{ username }}","password":"{{ password }}"}
20 = status_code: 201
21 - register: sessionld
22
23 - - debug:
24 var: sessionld.json.cookie
25 - var: sessionld.json
26
27 - — block:
28 - - name: upload new firmware
29 « uri:
30 url: 'https://{{ inventory_hostname }}:443/rest/v3/file-transfer’
31 method: POST
32 return_content: yes
33 validate_certs: no
34 body_format: json
35 -
36
37
38
39 -
49
41 = HEADER_cookie: '{{ sessionId.json.cookie }}'
42 = register: response
43
44 - - debug:

45 = var: response,json

46

47 - - name: check firmware

48 ~ uri:

49 url: 'https://{{ inventory_hostname }}:443/rest/v3/cli’
5@

method: POST

dTMOSPHERe
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Automation, Interoperability, and Open Standards

Open REST API Framework

AIRWAVE

NETWORK
MANAGEMENT

—

Zero-Touch Provisioning

New Switch - ;::::::::T::-:.': ::.........
/=
T e Tl |
]
DHCP Server
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Automation, Interoperability, and Open Standards

AirMatch ll Open REST API Framework

Power Distribution

Zero-Touch Provisioning
u m " = . . Self-Driving Network
8 ] 9.5 10 1 12 15 16 17 18 19 20 21 Pow::(dsm)
M sGHz 2.4 GHz
Channel Distribution (5 GHz)
80 MHz s F s ]
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Channel Distribution (2.4 GHz)
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— —
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Automation, Interoperability, and Open Standards

Dashboard > VoIP

Name

Version
1

Status
@ critical

Last Status
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Agent Details

Script Name
oip_queue_packets_monit

00000 %

admin ) &

Sl Open REST API Framework

Live Th 1d 10d 304 90d 180d 1y Custom
05/17/17 20-24:30 - 05/17/17 20:34:30

*A

Zero-Touch Provisioning

W Self-Driving Network

Lepend
— VolP Queue Tx (packets per second)
¥ wens-1 ) Config Checkpoints -3

Parameters
Alert_Pause - 2
G S
Interface_ID - 1/1/2
0 nterface monitored for VolIP traffic an
& Packets_Threshold - 600

@

Rate_Interval - 15

A Alerts —

Time Rule Action(s)

05/17/17 20:27:13  VolIP queue traffic anomaly ALERT_LEVEL_TRIGGERED

@ArubaNetworks | #ATM18APAC

14




Automation, Interoperability, and Open Standards

Open REST API Framework
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Security

Aruba ClearPass Access

Management System Pa|0 A|t0 NetWOI’kS Integrat|0n

— \
> anet
Palo Alto Networks g —

Next-Generation Firewall

/
/
/
/
\\/

e Legend
Aruba Mobility Aruba Mobility Ethernet
Accessf}wutch Controller WAN
" Aruba Access RADIUS
#‘ Point — — — XMLAPI

l ™

Clients
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Security

Aruba
Controllers

Palo Alto Networks Firewall Integration

y Eih Next-Gen Wired
--;,ﬁTum...........;EJ

y

./H_/;

\ 5400R

I 'l mmm -- - =

CLEARPASS
= ACCESS
MANAGEMENT

—
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Security

Palo Alto Networks Firewall Integration

| Aruba Mobility
Controller

End-to-end crypto boundary

Next-Gen Wired

Per-user virtual connection —

Security First

Q Security Boundary
gg Virtual AP 1 : AN
SSID: Corp

Virtual AP 2
@ SSID: Visitor

N

Enterprise
Network

Flow / Application
Classification

Policy Enforcement
Firewall

Centralized Crypto Role-based Access
Sessions J Control
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Unmatched User Experience

Live Upgrades
User and AP Load Balancing

Stateful Failover

Nonstop Wi-Fi and end-to-end
networking solution with self-tuning ClientMatch
performance and comprehensive assurance

AirMatch

dTIMOSPHERE
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Unmatched User Experience

O . 0 0 .
1% 15% 0% 20% Client Wirel Al ) ‘ ‘
3.9K/302... 6.5K/42.8K 16/67.6K ‘ 3.3M/16.6M 2346426625 Bl Bre - LRO3IENGAP2570 LR -
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SLROTHPEAP1030 [ ] [ ] [ ] 10.44.10.22 MAC Auth 65% (904/1407) 63
LR AL P P P 08/28/2018, 09:21:01 | 1 ms
SLROT-ENGOZ-AP3.. [ ] LJ L 08/28/2018, 09:21:0'1 | 739 ms
SLROTHPEAP1001 [ ] ® [ ]
SLROTHPEAP5014 e a a 08/25/2018, 23:34:13 | 1 ms
Total Records: 25 Details Total Records: 5 Details

08/25/2018, 23:3413 | 5 ms
DHCP = I DNS 1 08/25/2018, 04:02:47 | 1 ms
SERVERS DHCP TIME (MS) = SERVERS DNS FAILURES(%) DNS TIME(MS) = 0 50 100 150 200 250 300 350 400 450 500 550 600 650 700 750 800
10.44.10.12 323 103.86.99.100 100% (2/2) 10421 Association Bl Authentication W DHCP Time
192.168.32.1 322 103.86.96.100 100% (1/1) 10402

Clarity Live — Global — Site View

Clarity Live — Client Focus
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High Level Architecture

dTIMOSPHERE
2018 aPaC

Network Services Layer — Data Centre
CLEARPASS = AIRWAVE
ACCESS MOBILITY NETWORK

MANAGEMENT MASTER MANAGEMENT
— S— [

Wireless Control Layer — Data Centre or Branch

Mobility Controllers (Physical or Virtual or Controller-less)

Office Network Access

Campus Aggregation
8320 or 3810

Floor Switches
2930M
5400R

Access Points
AP-310
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Large Office DATA CENTRE Home Office / Portable Office

Virtual |
Appliance

Virtual
Appliance

Campus Aggregation

8320
CLEARPASS Mobility AIRWAVE
ACCESS NETWORK
MANAGEMENT Master MANAGEMENT
—_—
c—/ —
Floor Switches =

5400R - ))N z((

R 1

sSEESEE EEEEEE G mEEEEEEE

. .- . . .. . e ——

. . . . .e .

Mobility Controller

Access Points
AP-315

Medium Office
Small Office

Mobility Controller

Virtual or Hardware Mobility Controller
z N 2 N Virtual / Hardware / Controller-less
- 11 Bl al el |:3 P ~
Im““_._._._.“.tal et |

Campus Aggregation
3810

Floor Switch
2930M

2930M

Access Points
AP-315

Access Points
AP-315
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TR,y
Why Aruba?

- Class Leading Wireless Features
- Deep Platform Integration

- Zero-Touch Provisioning

- Colourless Ports

- Unmatched Security Pedigree

- Open Platform

- Innovative Core / Aggregation

- Unmatched Warranty

- Mobile First Architecture

dTMOSPHERe
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Part 2: Agenda

» PAFC ---- the First AWW project in China
» Requirements & Challenges

= Aruba Solutions

= Why Aruba

dTIMOSPHERE
2018 aPaC
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Ping An Insurance & PAFC PEIY
One of our biggest account in China. PING AN

— Ping An Insurance (Group) Company of China, Ltd was founded in 1988 and has its headquarter in Shenzhen. The
Group is the first insurance company in China. Ping An has about 900,000 life insurance sales agents and 300,000 full-
time employees.

= No0.10 in Forbes’ Global 2000 league table in 2018.

No.29 in U.S. Fortune Magazine’s Global 500 Leading Companies ranking.

The world's top global insurance brand, and as of 2018.

The third most valuable global financial services company in the world.

The world's largest and most valuable insurer, worth US$217 billion, as of January 2018.

— Ping An Finance Centre (also known as the PAFC) is a 118-storey Megatall skyscraper in Shenzhen, China. The
building was commissioned by Ping An Insurance and designed by the American architectural firmKohn Pedersen Fox
Associates. It is the 4th highest building in the world.

dTIMOSPHERE
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PAFC ---- a Megatall skyscraper

----------
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“All Wireless Workplace solution
that Aruba provided for our HQ
building is excellent. All the user
In this building including our
staffs, guests, even our CEO are
satisfied with this system.

They can access the network
wherever they are, even in the
elevators. Each mobile devices
and loT devices can be derived a
unique role with appropriated
policy.”

Anxin Fan, IT Architect , Ping An Insurance



Requirements & Challenges

First try to deploy AWW, very high density, VolP with Wi-Fl,
elevators Wi-Fi coverage, |0T devices secure access etc

dTIMOSPHERE
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How and Whether
No AWW experience and related case studies in China |r_0~. |

— Is it possible to deploy All Wireless Workspace?

— How to deploy very high density Wi-Fi solution?

— Is it a reliable Wi-Fi Solution?

— How to improve the experience for everyone?

— How to solve devices security challenges?

— How to simplify network monitor and management?

— Is it prepared for the future use?

dTIMOSPHERE
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Very High Density
AWW, modern and smart office

— Real AWW, no wire at all

— Design for 5 devices per seat
— Laptop + Wi-Fi IP Phone + mobile phone + tablet / 2"d mobile phone + MacBook / Future device

— Prepare for 6,500 employees

— Wi-Fi signal broadcast across 60 floors including tens of elevators

dTMOSPHERe
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Better Experience for everyone
Provide seamless wireless network service

— When employees move into their modern facility, they should embrace the new paradigms
— Enterprise-wide VIP experiences

— Simplify building and Wi-Fi access

— Dynamic intelligence delivers optimal experience

— Quiality of Services fine-tune the Voice over Wi-Fi application

R EXCe

0\\\\“\\\nuhmlu,,/”/
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Unifies and Streamlines Security
Tens of thousands devices access the Wi-Fi network

— Corporate Windows laptop secure access

— MacBook of senior manager secure access

— BYOD internet access

— Mobile apps development devices secure access

— Wireless IP phone secure access - | 2w 0L

— Future 10T devices access

dTMOSPHERe
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Elevators Wi-FiI coverage
No fibers, no ethernet cables, no telephone cables prepared

— 40 of the 70 elevators need Wi-Fi signal coverage requested by CEO
— Wi-Fi signal coverage in elevator cars

— Seamless Wi-Fi connectivity

— High quality voice application guarantee

— High performance Wi-Fi network guarantee

dTMOSPHERe
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Future-proof the network for next generation
Smart workspace, real-time location context, big data analysis

— Workspace management, improve workspace utilization
— Meeting room automatic check-in, maximized meeting room resources
— Employee behavioral analysis

— Smart energy, energy-saving in multi areas

| st w4 O W4 o BE MMk mw HTER

12\ SHiEE R R

L Ujivd =g
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Improved network reliability
Legacy AOS 6.x design, but still stable and reliable

— Four 7200 series controllers deployed in HQ Datacenter, two masters and two locals
— HA with two locals in Active-Active mode

— Planning to upgrade to AOS 8.x this year
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Very High Density design
System dimension & RF design

— 6,500 employees in 60 floors

— Five devices per seat

— Averagely deployed 16 APs per floor, 12 APs of them cover office area

Floorplan Heatmap
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Very High Density design (cont.)
System dimension & RF design

— ONLY 13 5GHz channels can be used in China, but 4 of them are DFS channels, so the actual number is 9
— Maximum 150 devices associating an AP

— Three regulatory-domain group,

chll_donain

2.4GHz: 1 2.4GHz: 6 2.4GHz: 11
5GHz: 36, 40, 149 5GHz: 44, 153, 157 5GHz: 48, 161, 165

o8 °8
8 °8
08 o8 ©8
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Very High Density design (cont.)
System dimension & RF design

— Adjust the ARM and ClientMatch configurations

— 20 MHz ONLY on both bands

— 6 dB higher on the dotlla ARM profile then dotllg ARM profile

— Increase the ClientMatch load-balance client thresh to 80

— Maximize rate of 802.11a and 802.11n data frames by “Trimming” low rates
— Increase data rate of control and management frames

— Enable Dynamic Multicast Optimization (DMO)

dTMOSPHERe
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Very High Density design (cont.)
System dimension & RF design

— Maximum 23,000 concurrent devices

— Maximum 129 devices associating a 5 GHz radio

Access Points (828)

Clients WLANs v Max Avg

25K AP Name Band
v
15F X

20K PA SZ IFC 15F AP12 5 GHz
PA_SZ_IFC_15F_APQO7 5 GHz
PA_SZ_IFC_15F_AP15 5 GHz
PA_SZ_IFC_15F_AP14 5 GHz

15K

PA_SZ IFC_15F_AP10 5 GHz
PA_SZ_IFC_15F_APO8 5 GHz
PA_SZ_IFC_15F_AP11 5 GHz
10K PA_SZ_IFC_15F_AP13 5 GHz
PA_SZ_IFC_15F_AP16 5 GHz

PA_SZ_IFC_15F_APO6 5 GHz

5K PA_SZ_IFC_15F_APO5 5 GHz
PA_SZ_IFC_15F_AP04 5 GHz

PA_SZ_IFC_15F_APO1 5 GHz

PA_SZ IFC_15F_AP02 5 GHz

25. Jul PA_SZ_IFC_15F_AP09 5 GHz
PA_SZ IFC_15F_APO3 5 GHz

19. Jul 20. Jul 21.Jul 22 Jul 23. Jul 24. Jul

Total Clients

dTIMOSPHERE
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Radios (1577)

Radic Mode

Y

Access
Access
Access
Access
Access
Access
Access
Access
Access
Access
Access
Access
Access
Access
Access
Access

Clients

Channel EIRP (dBm)... Noise Floor (dBm)... Channel Utilization..
h 4 Y v

165 21 95 -_—
36 23 96 =g
161 23 94 =me
44 18 95 ==
149 18 94 ==
157 21 95 =a
44 21 95 ==
149 1 93 B ==
44 18 96 p—
161 18 -95 (1
157 18 -95 - —
40 23 -95 T

40 9 -95 1=
48 9 96 =1
165 9 Q5 -
153 9 96 n
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Secure access for corporate devices, Wi-Fi IP phones, BYOD
ClearPass simplify connectivity, onboarding and endpoint configuration

— Corporate windows laptop access, user and machine two-factor authentication

— MacBook access, 802.1X + JAMF integrating

— Corporate Windows laptop and MacBook internet access, SSO with Sinfor Gateway

— Wi-Fi IP phone access, finger printing + PSK

— Mobile apps development devices access, ClearPass Onboard

SSID Authentication Roles Policy

PA WLAN 802.1X (For windows laptop, user and machine authentication) | Windows_role_x Zﬁgg;;‘: :Etggnvav:tﬂec?i?fgrznt role)

- 802.1X (For MacBook, JAMF integrating) MacBook_role_x Deny all
PA_Voice WPA2-PSK + Device Finger Printing Phone_role g:}?';ho Voice Gateway
PA_MA EAP-TLS MA_role Permit to MA server

Deny all
dTIMOSPHERE
2018 dPacC @ArubaNetworks | #ATM18APAC 42




Wireless Voice application significantly enhanced
Wireless IP phone secure access and QoS for voice application

— Over 6,500 Grandstream GXV3240D IP phones in PAFC

— User-defined device fingerprint and update fingerprint dictionary in ClearPass
— Fingerprint as one of the authentication factors

— Steering the IP phones to connect 5GHz radios

— Enable WMM and tagging, adjust the related radio configurations

. SR .= = Android OS

» Dual band wireless

= 4.3’ Touch monitor

2K * Video support

= No support 802.1X
dTIMOSPHERe
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Continuous Wi-Fi signal in Elevator Cars
Connecting the elevator cars to the network with Aruba Mesh technology

— Most of the elevators need Wi-Fi signal
coverage requested by CEO

Switches

— No any data cable prepared for PAFC
elevators, it will cost 1.5M USD per elevator
if add it in

— All Aruba APs support secure enterprise
mesh to expand network coverage

— Point-to-Point mesh link with AP-277 in
elevator shaft

/\

&R

— AP-325 establish secure tunnels to
controllers through AP-277 mesh links

Cable(Data)
Cable (Power)

AC cable

PoE injector

dlIMOSPHERE
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AP-277

AP-325

AP-325

AP-277 4

5GHz

5GHz
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Innovating for Today and Tomorrow
Ping An expects Aruba infrastructure to enable expanded Wi-Fi capabilities

— Mobility lets employees be more productive,
which increases satisfaction and loyalty.

— Embracing a digital workplace to improve
employee experience and to create smarter,
more efficient workspaces with intelligent
meeting rooms

— Extending VIP mobile experiences to
everyone, whether employees, customers or
partners

— Location services ready

— Future-proof the network for the next
generation of devices
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ARUBA'’S SOFTWARE-DEFINED

EDGE PLATFORM

SECURE SMART ENTERPRISE
Software-defined policy Learning for self-tuning Best-in-class, unified platform
and embedded security and contextual experiences for amazing experiences

Amazing Experiences with Amazing Simplicity.
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DIGITAL

WORKPLACE
EXPERIENCES
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MEET THE NEEDS OF THE ENTERPRISE
WHILE SAVING TIME

Put automation to work and handle mobile, IoT, and cloud
demands at scale, without compromising end user experiences

INDUSTRY’S ONLY
NONSTOP NETWORKING
+ Nonstop Wi-Fi and end-to-end
networking solution with self-tuning
performance and comprehensive assurance

UNMATCHED SCALE

From the pioneers of the industry’s
game-changing and prevailing controller-
based Wi-Fi architecture

Amazing Experiences with Amazing Simplicity.
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" "
MJ110 Grow Your Managed Services O I I e O r S a I
Practice with Aruba Central and Financial [ ] Down Ioad

the mobile app

Services
September 4, 2018 from 3:30 PM to 4:30 PM

Today's advanced networks have unleashed new h A A A h = I

opportunities for managed service providers (MSPs) to AcceSS t IS Sess I 0 n VI a t e m O I e ap p an
remotely deploy, monitor and manage technology .
through network as a service. Join this session to learn I t k h t th k
how to create a recurring stream of service revenue e u S n OW W a yo u I n .
leveraging Aruba's Central cloud network management
solution and HPE Financial Services.

World Ballroom B - Level 23

= 7 . .
© “ % Locate this session:

- > Agenda
Discussion Leaders > S e I eCt D ate

@ oves > Find this session ( \
> > Click Survey 0

L)

1]
aTMmOSPHERe % |

Collect the
breakout stamp

Map

Return your Sl
headset outside

#ATM2018APAC



Thank You to our sponsors

Platinum

| oo S - ‘.
Silver chargifi ~ ekahau bV <iana  skyfiio

WIRELESS DESIGN

Ecosystem & Microsemi C
Partner a 5\ MicrocHIR company wrlk bm

dTMOSPHERe
2018 aPaC @ArubaNetworks | #ATM18APAC 51




Q) AIRHEADS

COMMUNITY

Still not a part of the Airheads Community?
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