How To: Instant AP 3/4G Uplink

Instant supports the use of 3G and 4G USB modems to provide the Internet backhaul to an Instant
network. The 3G or 4G USB modems can be used to extend client connectivity to places where an
Ethernet uplink cannot be configured.

This network configuration setup focus on single IAP with 4G modem configuration and uplink
redundancy with wired DSL and 4G modem.

Network Setup
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Console PC

Note: Client IP assigned by internal DHCP server.

Hardware Tested:

e |AP-1AP-315,305 and 205H
o Version 6.5.2.0-6.5.2.0_59123
o DC powered.

¢ 4G Modem — Huawei E3372h-607



o List of supported 4G modems http://www.arubanetworks.com/support-
services/interoperability/#4g-usb-instant
e SIM card — Vodafone NZ

WEBUI Configuration:

Note: In this case, already created SSID on IAP with client ip assignment provided by VC.

1. Click the System link on the Instant main window.
2. Inthe System window, click the show advanced option settings link.
3. Click the Uplink tab.
4. Click 3G/4G and Uplink Priority List and configure the following parameter as shown in
Figure below.
System Help
General | Admin | Uplink | L3 Mobility | Monitoring | WISPr | Proxy | Time Based Services |
Management
Enforce uplink: |N0ne v | Uplink Priority List
Pre-emption: |Enah|ed v | 3G/4G
. Wifi-sta
Pre-emption interval: |6IZID |
Etho
WPN failover timeout: |ISD |
Internet failover: |Disabled v |
Internet failover IP: |8.8.8.8 |
3G/4G
Country: | None v | ISP: | MNone ¥ |
USE type: | huawei-cdc v | Use dial: | |
4G USB type: | | USBE mode switch: | |
USE dev: [px12d1155¢e | USB auth type: | None \
USB tty: ity USB2 | USB user: | |
USE init: | | USB password: | |
WiFi
PPPOE
APLX
Hide advanced options OK Cancel

5. Click OK.



http://www.arubanetworks.com/support-services/interoperability/#4g-usb-instant
http://www.arubanetworks.com/support-services/interoperability/#4g-usb-instant

6. Reboot the IAP for changes to take effect.
Maintenance Help

About | Configuration | Certificates | Firmware | Reboot | Convert |

Select the access point yvou wish to reboot:
00:0b:86:ed:d0:30

Reboot selected Access Point

Reboot All

Close

7. After Reboot access the WEBUI via the ip address of your VC (it can be using the special
ip address provided by your 4G modem link provider or gateway ip address which is IAP
internal DHCP server).
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Help Logout

Lmeveec | cONTROUER  SetMeUp-C1:51:B0 oo ]

& 1 Network L) 1 Access Point El 2 clients

Name - Clients Name « Clients Name 1P Address ESSID Access Point
Zion_4G 2 a8:bd:27:c1:51:b0 * 2 DELOSELE3 172.31.99.109 Zion_4G aB:bd:27:c1:51:b0
New Samsung-Galaxy-S7. 172.31.99.201 Zion_4G a8:bd:27:c1:51:b0

SetMeUp-C1:51:B0

Monitoring  1DS  AirGroup  Configuration

Info RF Dashboard Usage Trends
g:u'“niw oder z;‘MEUp'C""E" Signal Speed Access Points Utilization Noise Errors Clients
Virtual Controller IP: 0.0.0.0 Al clients al - a8:bd:27:c1:51:b0 _ J =
VCIPVG Address: 1t
Ve bNS 0.0.0.0
1P Mode: va-prefer
Management: Local
Master: 100.84.232.180 )
1Pv6 Address: fe80:1a2bd: 27ffifecl:51b0 2135
Uplink type: 36/4G
Uplink status: up Throughput (bps)
c
English B Aruba Central

Check the cellular status and configuration under support tab. Cellular uplink must be
up with IP address provide by ISP. You can check your 4G connection status by issuing
show log Ite in CLI.

Command: AP 3G/4G Status = Target: a8:bd:27:c1:51:b0 (VC) + sueRun| | [ ] Fiter] | clear Save
a8:bd:27:c1:51:b0
5/19/2817 15:39:34 PM Target: ag:bd:27:c1:51:be command: show cellular status
197@-@1-81 @8:982:27,cCellular uplink is up with IP 188.94.232.180
5/19/2817 15:38:34 PM Target: ag:bd:27:c1:51:be command: show cellular config
Kellular configuration
Type Value
4g-usb-type
usb-type huawei-cdc
usb-dev @x12d1155¢
usb-tty ttyuss2
lsb-Init
usb-auth-type
usb-user
usb-passud
usb-dial
usb-modeswitch
modem-1sp
moden-country
supportad modem Types
ption option
‘acn
airprie airprine
hso nso
sierra-evdo  sierra-evdo M
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9. Verify that Client get an ip address and connect to the internet using 4G modem uplink.



Uplink Redundancy: 4G Modem and Wired DSL.
In this testing we will be using 4G modem as backup link for the Ethernet-based Instant network.
Preemption is enabled and if the current Ethernet uplink fails, the IAP tries to find a available uplink based

on the priority configured. If current uplink is active, the IAP periodically tries to use higher-priority uplink
and switches to the higher-priority uplink even if the current uplink is active.
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Client phone
IP: 172.31.99.201

Cliemt PC
IP: 172.31.959.109

Vodafone NZ 4G Network

551D - Use internal 1AP DHCP
IP Address: 172.31.98.x/23
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Console PC

1. Both Ethernet and 4G modem uplinks connected to IAP.
2. Configure Uplink priority where Ethernet uplink use higher priority than 4G modem.

System For Help, click any textin green italics Done |

| General [ admin | uplink | L3 Mobility | Monitoring | WIsPr | Proxy | Time Based Services

A Management

Enforce uplink: [None v] Uplink Priority List
Pre-emption: Enabled v Etho
Pre-emption interval [15 N ] e
- i b
L — wifi-sta
VPN failover timeout: 180
Internet failover: [Enabled v]
Internet failover IP: k’:ﬁ‘,-,“-e,

Max allowed test packet loss: (10
Secs between test packets: 30
Internet check timeout: 10 |



3. Verify uplink priority in CLI:

4. Pull out the Ethernet Cable on IAP and uplink failover to 4G modem ( base on my test
setup less than 30 seconds). Verify in CLI if 4G modem is In Use by using the command
show uplink status.

5. Insert the Ethernet cable on IAP and in 15 seconds it will go back to Ethernet uplink.
(Uplink preemption time is configurable at minimum of 15 seconds).



IAP configuration settings for different type of Huawei 4G dongle.

Huawei 3872 Configuration:
e Tested using AP-515 with version 8.5

ClrUbQ SetMeUp-C1:51:B0
Overview
Networks [=] 3Gi4G
Access Points Countey None w
Clients ISP None w
USB type huawei-cdc iV
L Configuration
USB dial
Networks
4G USB type

Access Points
USB mode switch

System

USB dev 0x12d114db
RF

USB auth type None w
Security

USB tty
IDS

USB user
Routing

USB init
Tunneling

USB password



Huawei K5160 Configuration:
o Tested using AP-515 with version 8.5

&« c @ @ & https;//172.31.98.1:4343/configuration/system
arvba
[l Dashboard =
Country None
Overview
ISP None
Networks
USB type huawei-cdc ad
Access Points
USB dial
Clients
4G USB type
£ configuration USB mode switch
Networks USB dev 0x12d11571
Access Points USB auth type None
System USB tty
RF USB user
Security USB init
Ios USB password
Routing
= wifi
Tunneling Name (SSID)
Services Key management WPA2-Personal v
DHCP Server Band 24GHZ v



