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Overview

The principle is that the user connects to a wireless network, and the network must be open. An
open network with captive portal always starts with providing access to the network with an IP
address, and in this phase DNS implicitly allowed. The principle is to make an http-redirect at the
first http-request, and here the WLC will spoof the original destination IP address, and the browser
think that it communicates with the requested web page.

Redirect http on Cisco WLC is either to a local web page or to an external web page.

In both cases the web page must guide the user's web browser to send the login credentials to the
virtual interface (1.1.1.1). When login is delivered as https and the authentication may be made
locally from WLC itself or via a RADIUS. With RADIUS the login can be approved by Windows AD.

The process of external web authentication is illustrated here:

WLC DNS Web Auth
S
o
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10.100.200.78

DNS for www.dr.dk
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http://www.dr.dk

>

<Redirect = http://10.100.200.78/guest/cisco.php D

Get = http://10.100.200.78/guest/cisco.php

Login page (skin)
URL=http://10.100.200.78/guest/cisco.php?
Switch_url=https://1.1.1.1/login.html
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Aruba Clearpass Win-AD

Submit login
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Success page
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For authentication via RADIUS the Cisco WLC by default uses PAP and can be set to either PAP, CHAP
or MD5-CHAP under Security -> General.
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Aruba Clearpass

An overview of the service rule, enforcement policy and enforcement profile is:

Authentication source
Windows AD

NAS-Port-Type = Wireless-802.11
Service-Type = Login-User

WLC
(NAD)

Authentication method
PAP

Service
”CWA-WLAN-service”

Enforcement policy
”"CWA-WLAN-enforcement”

RADIUS:IETF
Session-Timeout =
3600

Enforcement profile
”"CWA-WLAN-profile”
The enforcement profile uses the attribute Session-Timeout to set the timer for the session.
The session time is stored on the Cisco WLC after successful authentication.

In this example the session-timeout is set to 1 hour (3600s), and the user is approved for 1 hour.
When reaching 1 hour the captive portal is displayed again, and the user must re-enter their login.

In practice the session timeout can be set to a higher value than 1 hour.
On Aruba Clearpass the configuration tasks are:

Authentication source from Windows AD.
Enforcement profile
Enforcement policy to set the session timeout

P wbhe

Service rule with authentication source, authentication method and enforcement policy
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Enforcement profile

Configuration -> Enforcement -> Profiles

Enforcement Profiles - CWA-WLAN-profile

Profile Attributes

Profile:
Name: CWA-WLAN-profile
Description: Timeout = 3600
Type: RADIUS
Action: Accept

Device Group List: =

Attributes:
Type Name Value
l.lRadius:IETF Session-Timeout = 3600

Enforcement policy

Configuration -> Enforcement -> Policies

Enforcement Policies - CWA-WLAN-enforcement

Enforcement Rules

Enforcement:
Name: CWA-WLAN-enforcement
Description:
Enforcement Type: RADIUS
Default Profile: [Deny Access Profile]
Rules:

Rules Evaluation Algorithm: Evaluate all

Conditions Actions

(Date:Day-of-Week Monday, Tuesday,
& Wednesday, Thursday, Friday, Saturday, Sunday) CWA-WLAN-profile
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Service rule

Configuration -> Services

Services - CWA-WLAN-service

Service Authentication Roles Enforcement
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Service:

Name: CWA-WLAN-service

Description: Central Web Authentication service
Type: 802.1% Wireless - Identity Only
Status: Enabled

Monitor Mode: Disabled

More Options: =

Service Rule

Match ALL of the following conditions:

Type Name Operator Value
1.|Radius:IETF NAS-Port-Type EQUALS Wireless-802.11 (19)
2.|Radius:IETF Service-Type EQUALS Login-User (1)

Authentication:

Authentication Sources: SARS-AD

Authentication Methods: /Yourexternalsource

Strip Username Rules: =

Services - CWA-WLAN-service

Summary Service Authentication Roles m

Use Cached Results: " Use cached Roles and Posture attributes from previous sessions
|

Enforcement Policy: LCWA—WLAN—enforcement =l Modify
Enforcement Policy Details

Add new Enforcement

Description:
Default Profile: [Deny Access Profile]

Rules Ewvaluation Algorithm: evaluate-all

Conditions. Enforcement Profiles
(Date:Day-of-week Monday, Tuesday, . ~
Wednesday, Thursday, Friday, Saturday, Sunday) CWA-WLAN-profile
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External web page on Aruba Clearpass

Configuration -> Pages - Web Logins

aruvba ClearPass Guest

:l. Guest Home » Configuration » Pages » Web Logins

N’ Onboard Ll Web Login (Cisco WLC)

“4, Configuration (=)

&b Start Here Use this form to make changes to the Web Login Cisco WLC.

&b Advertising

"g Authentication -
, |C|sc0 WLC
Content M * Name: - -
+ y ontent Manager Enter a name for this web login page.
$ Guest Manager | Icisco |
5 83 Hotspot Manager Page Name: "Enter a page name for this web login.
The web login will be accessible from "/guest/page_name.php”.

- '@ Pages a a page_| php

* Start Here Cisco external web authentication

% Fields Description:

% Forms & Views Comments or descriptive text about the web login.

‘@ Guest Self-Registrations ) | Cisco Sysh =

= * vendor Settings: I 15c0 Systems J| ] )

rg Web Logins Select a predefined group of settings suitable for standard network configurations.

4, Web Pages I Contraller-initiated — Guest browser performs HTTP form submit j
¥ L@ Rece|pts Logln MEthOd: —seleLl TIUW e U C[. TIELWUTE |ugi|| Will oe Thanured.

Server-initiated logins require the uzer's MAC address to be available, usually from the
+ QSMS Services
+ @ Translations * Address: L2221
Enter the IP address or hostname of the vendor’s product here.

I Use vendor default j

Secure Login:| - : )
Select a =ecurity option to apply to the web login process.

| ¥ The controller will send the IP to submit credentials |

It is very important to select The controller will send the IP to submit credentials.

aruvba ClearPass Guest

‘-ll Guest Login Form
COptions for specifying the behaviour and content of the login form.

W Onboard

. . - | Credentials — Require a username and password j
“a, Configuration @ T ST TS T T T TSR

Access Code requires a single code (username) to be entered.

Authentication:
‘ Start Here Ancnymous allows a blank form requiring just the terms or a Log In button. A pre-existing
+ @ Advertising Auto is similar to anonymous but the page is automatically submitted.
h . . Access Code and Anonymous require the account to have the Username Authentication fie
“gAuthentmatmn =
- Enable bypassing the Apple Captive Network Assistant
* y Content Manager Prevent CNA: | The Apple Captive Network Assistant (CNA) is the pop-up browser shown when joining a r
%Guest Manager Mote that this option may not work with all vendors, depending on how the captive portal i
+ &} Hotspot Manager P — " Provide a custom login form
" | If selected, you must supply your own HTML login form in the Header or Footer HTML area
-1 @ Pages
&) Start Here Custom Labels: "' override the default labels and error messages
% Field " | If selected, you will be able to alter labels and error messages for the current login form.
ields
mi Forms & Views Username Suffix: I

The suffix is automatically appended to the username before submitting the login form to

-.4 Guest Self-Registrations
l‘ﬁ Web Logins * pra_auth Check INone— no extra checks will be made j .
ele ow the username and password shou e checked berore proceeding to the NAS

4, Web Pages ) . .
- Terms: "' Require a Terms and Conditions confirmation

+ L@ Receipts If checked, the user will be forced to accept a Terms and Conditions checkbox.
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Cisco Wireless LAN Controller
Start by checking that the Cisco WLC uses PAP.

Controller -> General

CIsco

MONITOR WL ANs

CONTROLLER

Credocom
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WIRELESS  SECURITY  MANAGEMENT

Controller

General
Inventory

Interfaces

Interface Groups

Multicast

» Network Routes
» Mobility Management

Ports
b NTP
» CDP
b IPvE
» mDNS

Advanced

-

General

Name

802.3x Flow Control Mode
Broadcast Forwarding

AP Multicast Mode 1

AP IPvE Multicast Mode 1
AP Fallback

CAPWAP Preferred Mode
Fast 5510 change

Link Local Bridging

Default Mobility Domain Name
RF Group Name

User Idle Timeout (seconds)

ARP Timeout (seconds)

=
Disabled *
Dizabled =
Unicast =
Unicast ~
Enabled =
ipvd ¥

Disabled *

LR

Dizabled =

|coc-rF

|coc-rF

300

00

Web Radius Authentication

4

PAP

Webauth Proxy Redirection Mode

Webauth Proxy Redirection Port

| Disabled x|
I

Next verification is that the installed certificate for Web Auth has the common name set to 1.1.1.1 or
the certificate has the SAN field set to 1.1.1.1 as an IP address.

Security -> Web Auth -> Certificate

Cisco

MONITOR  WILANs CONTROLLER

WIRELESS

SECURITY MAMAGEMENT COMMANDS]

Security

* AAR
General
» RADIUS
Authentication
Accounting
Fallback
DNS
Downloaded AVP
» TACACS+
LDAP
Local Net Users
MAC Filtering
Disabled Clients
User Login Policies
AP Policies
Password Policies

» Local EAP

Web Authentication Certificate

Current
Certificate
MName: bsnSslWebauthCert
Type: 3rd Party
Serial
1561052260650566679693912541907025704026917066
MNumber:
Valid: From 2016 Oct 5th, 08:28:00 GMT Until 2018 Oct 5Sth, 08:28:00 GMT
Subject .
Nan{le' C=DK, ST=Hovedstaden, L=Virum, O=Credocom, OU=IT,|CN=1.1.1.1
|lssuer Mame: DC=local, DC=Credocom, CN=Credocom-CDCAD-CA
MD5
) . 58:15:da:e6:a0:e9:36:c8:b7:37:96:96:4d:65:d9:20
Fingerprint:
SHA1
. . cc:9f:fb:2d:00:b1:c5:62:21:08:b7:4e:ca:c4:5d:31:fb:07:00:d6
Fingerprint:

In this example | have used a certificate from an internal PKI, and it can be used for testing purpose
only because the external users have not installed the root certificate from the internal PKI. In
practice a public certificate should be used for example from Verisign, GoDaddy, DigiCert etc.
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Radius

Security -> RADIUS -> Authentication

CISCO MONITOR  WLANs CONTROLLER WIRELESS SECURITY  MAMAGEMEN
Security RADIUS Authentication Servers
o LBL Auth Called Station ID Type I System MAC Address j
General
» RADIUS
e Use AES Key Wrap "' (Designed for FIPS customers and requires a key 1
Accounting MAC Delimiter [Fvphen |
Fallback
pns Metwork S
etwor erver
el e S User Management Index Server Address(Ipv4/Ipv6)
» TACACS+
LDAP |l7 [~ 1 10.100.200.78 |

In this example the Aruba Clearpass is the radius of the IP address 10,100,200.78.

Note: The name of the SSID can not be used as a condition for a service rule on Aruba Clearpass, and
this is because the Cisco WLC sends the index number of the SSID. If SSID index should be included in
a service rule, then Auth Called Station ID Type must be changed to a type where the SSID index is
included in RADIUS-request.

Security -> RADIUS -> Accounting

cisco MONITOR ~ WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT
Security RADIUS Accounting Servers
= Acct Called Station ID Type I Systemn MAC Address j

General

» RADIUS MAC Delimiter I Hyphen 'l

Authentication

Accounting Network Server
Fallback User Index Server Address(Ipv4/Ipv6)
DNS

Downloaded AVP M1 10.100.200.73'

Access Control Lists

Security -> Access Control Lists - Access Control Lists

General

Access List Name | Pre-Auth-BcternaI-Webl

Creny Counters o

Destination

Seq Action Source IPfMask IP/Mask Protocol Source Port Dest Port DSCP Direction
0.0.0.0 0.0.0.0

i Permit / ! Any Any Any Any CQutbound
0.0.0.0 0.0.0.0
0.0.0.0 0.0.0.0

2 Permit / ! UDP Any DHCP Server Any Inbound
0.0.0.0 0.0.0.0
0.0.0.0 10.100.200.78

3 Permit / ! TCP Any HTTR Any Inbound
0.0.0.0 255.255.255.255

The ACL gives access to the website on Aruba Clearpass and DHCP. DNS is allowed by the WLC.
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WLAN
In this example it is a setup with the SSID name Ford, and the management interface is used for WiFi
clients and they obtain their IP address from this interface.

General

General | Security | QoS | Policy-Mapping | Advanced |

Profile Name IFord

Type WLAN

SSID |Ford

Status ¥ Enabled
Security Policies Web-Auth

(Modifications done under security tab will appear after

Radic Policy All =

Interface/Interface
GrUUD(G) managemen

Security (open SSID), Layer 2

( General | Security | QoS | Policy-Mapping | Advanced |

Layer 2 | Layer 3 | AAA Servers |

Layer 2 Security & I None j

MAC Filtering® I

Fast Transition

Fast Transition [

Security (Web Auth), Layer 3

[ General N Security | QoS | Policy-Mapping | Advanced |
| Layer2 | Layer3 | AAAServers |

Layer 3 Security|| Web Policy =
* Authentication

o Passthrough

' Conditional Web Redirect

C Splash Page Web Redirect

' On MAC Filter failure18

Preauthentication ACL IPw4 | Pre-Auth-External-Web j IPvE I None j

Sleeping Client " Enable

Over-ride Global Config ¥ Enable

Web Auth type I External(Re-direct to external server) j

URL |http://10.100.200.78/guest/cisco.php

Pre Authentication ACL restricts traffic to Aruba Clearpass until the user is authenticated.
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Security (Radius), AAA Servers

i General N Security | QoS | Policy-Mapping | Advanced |

|'. Layer 2 | Layer 3 | AAA Servers

Select AAA servers below to override use of default servers on this WLAN
Radius Servers

Radius Server Overwrite interface | Enabled

Authentication Servers Accounting Servers
I Enabled ¥ Enabled
Server 1 ||1P:10.100.200.78, Port:1812 =||1P:10.100.200.78, Port:1813 ~||

Advanced

|'. General | Security | QoS | Policy-Mapping | Advanced

| Allow AAA Override ¥ Enabled | DHCP
Coverage Hole Detection ™ Enabled DHCP Server I override
Enable Session Timeout pIGUU
Session Timeout (secs) DHCP Addr. Assignment [ Required
Aironet IE ¥ Enabled OEAP
Diagnostic Channel 18 [~ Enabled r
Split Tunnel Enabled
Override Interface ACL ~ 1F¥4 x5E
I None d I Mone j
Management Frame Protection (MFP)
Layer2 Acl I None 'l
(PP (el Al I Disabled jv MFP Client Protection 2 | Optional ¥
i ion 2 60
drzm: Bl W Enabled DTIM Period (in beacon intervals)

Timeout Value (secs)

Maximum Allowed
Clients 8 fo 802.11a/n (1-255) |1
Static IP Tunneling 2 [ Enabled 802.11b/g/n (1 - 255) I1

P . NAC
Wi _Fl Direct Clients IW;'
Policy

NAC State | None =l

It is important to select the Allow AAA Override. This causes the session-timeout from RADIUS to
become the active session timer. If overide not selected, the value for Session Timeout on the Cisco
WLC (here 600) sets the session-timeout. For an open SSID the NAC State must be set to None.

Redirect af https

By default on Cisco WLC the redirect for https is disabled. You can enable https redirect with:
config network web-auth https-redirect enable

If selected there will always be a certificate warning because the DNS name in the URL does not
match with the Cisco WLC certificate for Web Auth (default CN = 1.1.1.1).
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Verification
Before approval

I- http://10.100.200.78/ guest/cisco.phpTswit O ~ & I Login - ClearPass g

Ul ViU uiearrass

Login

Please login to the network using your username and password.

| login |

Brugernavn: | |

Adgangskode: | |
Log pa

Contact a staff member if you are experiencing difficulty logging in.

Client Properties AP Properties
MAC Address  00:13:e8:80:f5:c5 AP Address lci6a:7a:89:d4:d0
IPv4 Address 10.100.200.227 AP Name APlcta.7aB6.78d4
IPv6 Address AP Type 802.11g
AP radio slot Id 0
WLAN Profile Ford
WLAN S5ID Ford
Data Switching Central
Authentication Central
Status Associated
Association ID 1

802.11 Authentication Open System

Reason Code 1

i _ Status Code 0
Client Type Regular
CF Pollable Mot Implemented
User Name
CF Poll Request Not Implemented
Port Number 1 < P
Short Preamble Implementsd
Interface management
PBCC Mot Implemented
V0LAN ID 0
. Channel Agili Mot Implemented
CCX Version CCXwvd e P
. Timeout 600
E2E Version E2Ewl
- WEP State WEP Disable
Mobility Role Local
Mobility Peer NT2
IP Address o
Policy

Manager State

Management
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After approval

Client Properties
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AP Properties

MAC Address 00:13:e8:80:f5:c5
IPv4 Address 10.100.200.227
IPv6 Address

Client Type Regular

User Name bon

Port Number 1

Interface management
WLAN ID 0

CCX Version CCXwvd

EZ2E Version E2Ev1

Mobility Role Local

Maobility Peer IP N/

Address o

Folicy Manager )

State R
Management
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AP Address

AP Name

AP Type

AP radio slot Id
WLAN Profile
WLAN SSID
Data Switching
Authentication
Status
Association ID
802.11 Authentication
Reason Code
Status Code
CF Pollable

CF Poll Request
Short Preamble
PBCC

Channel Agility
Timeout

WEP State

lci6a:7a:89:d4:d0
APlc6a.7aB6.78d4
802.11g

0

Ford

Ford

Central

Central
Associated

1

Open System

1

0

Mot Implemented
Mot Implementad
Implemented

Mot Implemented
Mot Implemented
3600

WEP Disable
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