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Agenda
16:30 Welcome and Opening note Zouheir Diab and Tareq Qutish
16:45 Hospitality Trends and Vision Graeme Kane

17:15 ARUBA Solutions for Hospitality

*Wireless Solutions Mohamed Heiba
*Network Security Mohamed Abu Ghalioun
*Aruba Switching and 10T Ahmed Ibrahim

*Mobile Engagement Mohamed Abu Ghalioun

18:15 Activities & Dinner

19:30 Dinner
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Building the Guestroom
of the Future

Connectivity for
In-Room Technology

(0D 9 = 2

Guest : Wi-Fi
ACCaES Location Calling IPTV

AN &

Analytics Staff IP Cameras Mobile
Ticketing Engagement / loT
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Why Hospitality and LPV Chooses Aruba

1 8-

Aruba infrastructure: Policy management Location analytics

Wi-Fi, BLE, Wired, WAN ClearPass with a unified API library Analytics and Location Engine

Micro-location services
Meridian with mobile app
development SDK and REST
APls

Network management Network controls
AirWave with northbound XML APIs AOS8 with REST APIs to share
for data consumption context and program infrastructure

aruvba
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Wireless Update

An Always On Network with ArubaOS 8

Mohamed Heiba
Solutions Architect —-HPE Aruba
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Wi-Fi went down for five
minutes, so i1 had

to talk to my

family. They

seem likRe
nice people.

DespicableMeMinions.org




TECHNOLOGY DISRUPTIONS STILL ON THE RISE

IT BUDGET

MOBILE

70%
Of all enterprise $127B . .
emp'loyees Cloud Spending Enterprllse loT Growth in IT
are mobile workers Devices Budgets

Gartner Forecast Overview: Enterprise Communications Services, Worldwide, 2017
IDC Forecast: Public IT Cloud Services
Gartner Forecast Overview: Devices, Worldwide, 2017 Update




MODERN DESIGN PHILOSOPHY:
ARUBA'’S HERITAGE AND VISION
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BORN IN THE O
MOBILE-CLOUD SOFTWARE-DEFINED,
AND IOT ERA API-FIRST

& &

OPEN, SECURITY
MULTI-VENDOR DRIVEN




Simplify & scale campus wireless LANs with virtualization

Autonomous APs

]

9 T
548

Controller based WLANSs to
enable seamless mobility, ease of
management and improved sec

] Mobility Master

1

(HWIVM)
ARUBAOS T~ ,




Aruba Mobility Master — Virtual and Hardware appliance

Aruba Mobility
Master-VA

Next generation Master controller

Aruba Mobility Centralized management

Master - HW

Aruba Mobility
Controllers
Aruba Virtual
Mobility
Controllers

Hitless failovers during controller failures
Real-time upgrade with no downtime
User and AP load balancing across controllers

Automated RF management for better network
throughput in congested environment

Multi-tenant wireless networks for better network
efficiency

Network intelligence with NBAPIs

MM VA/HW which one should | use?
Whatever works best with your operational standards.




Mobility Controller options — Virtual and hardware appliance

Mobility Controller Virtual Appliance
Ease of moves, changes and use
99% feature parity with hardware appliance
Cost effective if building for redundancy

Operate as a standalone controller or managed
by the Mobility Master

Virtual Mobility
Controllers

Mobility Controller Hardware
70xx and 72xx supported in 8.x
Simplified support model
Cost effective for high throughput needs

Operate as a standalone controller or managed
by the Mobility Master




Reliability at all levels- Always On Network

Automated user &
AP load-balancing
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Multi-OS support
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Cluster of
Mobility Controllers
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Network reliability- Controller Clustering

Mobility Master
(VA)

Mobility
Mobility Master Controllers
(HW) (MC-VA)

obility
Controllers
(MC-VA)

Controller Clustering

Seamless failovers in an event of a controller
failure, No disruption to real-time voice and
video apps

Automated user & AP load-balancing in a
controller cluster — better use experience in
congested area

Seamless roaming with clustering — better
user experience when roaming




Reliable network upgrade

-
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ARUBAOS

Live Upgrade
Real-time upgrade to the latest OS with min downtime

No need for through upgrade planning or maintenance
window

Healthcare, Higher Ed and manufacturing cannot
afford downtime
In-service Upgrade

Upgrade major features and functions, such as NB
APIs, AirGroup, AppRF, ClientMatch

Multi-OS support

Run multiple OS on the network- A gradual migration
tool to adopt new innovations while minimizing risk.

Only available on ArubaOS 8.2 +

The average Fortune 500 company experiences
1.6 hours of downtime per week. That’s $164m

in lost productivity every year.




AirMatch : Automated high density RF optimization

Collect RF
statistics

07\;

Mobility Master
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Optimize RF plan

AirMatch

Enhanced user experience while roaming in
large dense environments

Next-gen self-optimizing RF planning -
enhancement to ARM

Even channel assignment, dynamic channel

width adjustment and automated power
planning for APs

Mobility Master required




Reliable performance with Aruba ClientMatch™

Predictable Wi-Fi performance across the network

Intelligently steers devices to the best AP
Reduces “sticky” clients issues => fewer helpdesk tickets
No client-side software required

REAL-TIME RF CORRELATION

0 @ @ e =

DEVICE TYPE LOCATION CONGESTION INTERFERENCE ‘MU-MIMO Aware’




Intelligent traffic control with AppRF ™
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Medium priority
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Lower priority

Automatically identifying t




Ease of network scaling —Hierarchal Config

aruba

X Managed Network > corp

£ Mobility Master Performance Summary

ArubaMM-Poclab | Hierarchical configuration

Clients
£ Managed Network (1) N K .
eower Total One centralized place to push all

246H2 0 - configuration to all controllers
RS Potential Issues ’

£ Retail (0) Traffic Analysis

Estore1(0) AirGroup Client Health (%) Reduce time to configure network
£ Store_2 (0) = o=

£ store_3(0)
£ Warehouse (0)

Usage

More modern and simple Ul

ucc i oo coeemm Provision APs and wireless networks with
Controllers S G simple StepS

WLANSs
Speed (bps)

Access Points - o

12M  54M  108M 300M 450M 13G 17

Clients Goodput (bps)

Configuration . __

108 300M 450M 136G




More flexibility for license deployment

Mobility Master Licenses Managed Node Licenses

AP

Centralized licensing

Centralized licensing — all licenses hosted from
one single location MM

Optional segmentation of license pools across
different departments within the same
organization

Chemistry
300 license

Mathematics
200 license




MultiZone : Multiple tenants on the same access point

.
MultiZone

Multiple secure separated networks
SSIDs terminate on different controllers

Efficient use of Wi-Fi resources

Secure data separation

Multiple vertical use cases:
Government (classified vs. unclassified)
Airports (public, airport security, airline staff)

Shopping malls (staff, service provider,
retail stores)

Service providers such as AT&T and
Verizon

vvvvvvvvvvvvvvvvv



Tunneled Node : Unified wired & wireless policy

@)

C} )3 e
Aruba Controllers Mobility Master

A
Tunnel ——
AR 4 - v v T ARUBAOS
4 e N —
Tunnel

"\‘(\‘\e\ "

Tunnel node
Unified and centralized policy control

CIearPass\"/ Specific traffic user/device role is sent to
the Controller

Extending controller access roles such as
firewall to wired access users

vvvvvvvvvvvvvvvvv
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MOBILE FIRST ARCHITECTURE

e S L LSS

360.Secure Fabric

IT SERVICES BUSINESS AND USER FACING APPLICATIONS

Deloitte. @ rwoieron  Infoblox s CiTR!x splunk> ) skyoe for Business e i lext BEST-IN-CLASS

API >

U McAfee accenture

Juniper pue @ $e3 Aislelabs \l_l, Robin ECOSYSTEM
1B paloglte — : ..
ArcSIgntss pagerduty G okta \U ru=nexr I3 eventboard Skyﬁpo

MANAGEMENT SECURITY L@CATION

ARUBAGS 2 = SOFTWARE
— (a, ! — = p—— PLATFORM

—_
BYRASA niara
NetInsight ClearPass IntroSpect Meridian

AirWave
Central

PS . ' AN\ S SECURE
[ ] VIA CLIENT R INFRASTRUCTURE
* - =

WIRED ki
Wi-Fi | BLE | TAGS REMOTE ACCESS ACCESS WIRES

CORE/AGG
— ———T
Mobile First | Secure | Open | Insightful and Autonomous

Aruba OS

API D




INHERENTLY SECURE

360 Secure Fabric

Embedded in the Network Secure Boot | Trusted Platform Module | VPN | DPI | IPS | AMON

RBAC and NAC with Common Criteria | Multi-Vendor |
Tunneled Node | User & Entity Behavioral Analytics

Best-in-Class Ecosystem BUS ArcS S h T%: U McAfee

C
okta




Aruba RF Protect




Why Wireless Intrusion Protection?

Uncontrolled wireless devices
- Rogue APs
- Laptops acting as bridges
- Misconfigured laptops
- Ad-Hoc networks

Attacks against the WLAN

- Denial of Service/flooding

- Forged de-authenticate/disassociate
- Man-in-the-Middle

- WEP cracking

- WPA-PSK cracking

27



RFProtect: Protect the Air

-t FET

Prevent threats and eliminate vulnerabilities
- Prevent DoS, man-in-the-middle and other attacks
- Identify and contain uncontrolled wireless devices

- Automatic classification of security threats vs non-
threats

Complete spectrum visibility
- ldentify sources of RF interference
- Channel optimization from noise sources via ARM
- Capture and playback of intermittent interference events

Lower cost of deployment
- Aruba 11n APs are WIP and spectrum analyzer ready

- No need for additional appliances, sensors, or laptop
clients

arvba

a Hewlett Packard
Enterprise company
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RF Protect Deployment Architecture

Access Point

Hybrid AP Dedicated Air Monitor Spectrum Monitor

Client Access Air monitor 2.4 and 5 GHz Air monitor 2.4 and 5 GHz

Scan 2.4 and 5 GHz Air monitor 4.9 GHz IDS detection

IDS detection IDS detection Rogue detection

Rogue detection Rogue detection Interference detection oruba
Interference detection Rogue containment Interference classification -
Interference classification Interference detection

Mobility Controller
«  WLAN Services

» RFProtect Software Module License
+  Wireless Security
e Spectrum Analysis

A|rwave Wireless Management Suite
Centralized monitoring, reporting, RF visualization

+ Location services

+ WIP policy/event management

+ Rogue classification rules

+  Wired switch polling & rogue correlation

« Compliance reporting services

arvba

a Hewlett Packard 29
Enterprise company



Knowing what is in the environment

SCAN NETWORK AND
CORRELATE RESULTS

CLASSIFY THREATS ALERT AND REPORT CONTAIN ROGUE DEVICES

* Wireline “fingerprint” scans

* Wireless rogue scans using
existing infrastrcure

* Router & switch polling

* Laptop client

* Attack signatures

@ Snsectes e e
|viie
@l i
by

3»
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Automatic classification of threats
and non-threats is critical
- Valid APs and stations
- Unauthorized employee-deployed APs
- Neighboring APs
- Hackers and malicious rogue APs
- Public Hotspots in range

Automatic rogue classification and
prevention
- Simple rule-based configuration

nnnnnnnnnnnnnnnnn

31



Contain rogues while scanning for
new threats

- Tarpit Containment

~ Establish fake associations to contain
rogues

- Low consumed bandwidth

- Protect Valid Station

- Prevents valid stations from associating with
interfering APs

- Wired AP Containment
- ARP poisoning

arvba

a Hewlett Packard
Enterprise company




rt and Audit

- Integrated management and
security dashboards

- WLAN health
- Single view of security threats

- Device inventory

- Visibility of Security Threats
- Integrated RF planning tool and live heat
map
- Location tracking from all APs, including
monitors and client APs

- Automated historical reporting
- One-click security compliance reporting

Discornect: Staton Attack (Staton) 1
NukProbe-Respores 4]

Station Associsted to Rogue AP 150
Station Liassodated from Rogue AP 150
7 Attack Types e

FE9225985
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RFProtect Spectrum Analyzer

Why is it required?
- RF interference is inevitable and unpredictable both
in type and location

- For ensured link availability and performance,
interfering devices need to be classified and
mitigated quickly

Benefits
- Operational cost savings through remote real-time
analysis
- Lowest capital investment - integrated in all Aruba
APs (802.11n and onwards)
- Single user interface for all reports ensures ease of
management

- Record and playback of captured data for ease of
troubleshooting

aruvbaQ
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Aruba Policy Enforcement Firewall




Role Based Security Architecture

Role-Based
Access Control

SSID-Based Access Rights

Access Control m—i

RADIUS
LDAP
AD

Virtual-AP 2 -

SSID: Corp w—i .

Corporate
Services

5

~ ClearPass

Voice

B vt -i

Signage SSID: GUEST ~

1
{

“ Captive Portal

Secure Tunnel
To DM

Guest

~

aruba
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Intelligent traffic control with application visibility

On-Board DPI

on

e — Depth - common apps

<

- Enterprise traffic

/I Prioritize business critical apps

skyped  $SREEEE

Cloud-Based Web Policy %

Enforcement
- Breadth - less common apps VI Block inappropriate content
- Web traffic
/I Enforce per user/device/location
GRANULAR VISIBILITY & CONTROL o
O  App category O Allow/deny
O  Individual app 0 QoS
0 Web category O  Throttle
O  Web reputation d  Log
0 Blacklist

aruvba



Rich Experience through
Intelligent Traffic Control with AppRF ™

€

HotSOS

Arml Samam

Medium priority
business apps

Critical communications and VIP traffic prioritized
Leisure apps can be bandwidth shaped by user type

CONFIDENTIAL © Copyright 2015. Aruba, a Hewlett Packard Enterprise Company. All rights reserved




ClearPass




ClearPass Policy Manager and NAC Solution

Built-in:

* Policy Engine
 RADIUS/CoA/TACACS
+ Profiling
» Accounting/reports —
 Identity store

Expandable Applications

 BYOD onboarding
« Simple guest access
* Health assessments

arv ‘Li; Q 40



Step Up Your
HSIA Experience

Custom portals
to showcase your property

Can be used to advertise mobile
app and deliver download link

Social logon support

One Wi-Fi login for repeat visitors

Integration with
leading PMS providers

aruba

a Hewlett Packard
Enterprise company

ClearPass Guest

woone ATAT T 54 P

LIEN
# clearpass.anbademonst C
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4 Mobilize Your
- Back-of-House
Operations

ClearPass Onboard

User and IT friendly:
One time user registration

Secure: 802.1x EAP-TLS

Visibility: Regain visibility
for policy and troubleshooting

CONFIDENTIAL © Copyright 2015. Aruba, a Hewlett Packard Enterprise Company. All rights reserved







i Hospitality Event Jeddah

Programmable Switches
Ahmed lbrahim SEM




LINE OF BUSINESS TECHNOLOGY ADOPTION IMPACTS ON IT

10T
MOCB |1I(-)EU?)N D Growth in connections, DATA

_ . different protocols, Too many data sources,
More business and mobile apps new traffic patterns, integration challenges,

are business critical, prioritization more exposure difficult to gain insights
and segmentation required
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Faster and
Advanced
Visibility

On-box, time series database
for event and correlation history

Real-time access to
network insights

Network Agility Operating
Through Change and Complexity

Faster Time to
Detect,
Diagnose, and
Resolve

Rules-based, real-time
monitoring and notifications

Intelligent naotifications
with automatic correlation to
config changes

Easier
Automation and
Integration

Business policy-based
automation to simplify
network functions

Easily programmable with
modern tools and languages
(e.g. Python)

(o

Improved
Network
Assurance

Carrier-grade reliability to
support growing traffic demands

Eliminate bottlenecks with multi-
terabit performance and high
speed, high port density




COMPLETE SOFTWARE-DEFINED CAMPUS
Automated and Intelligent Networking

Easy automation,
. control, integration

Unmatched network

assurance

Behavioral i
Analytics —
Cloud
Management Networking

Faster detection, Ilrr!rr.lgdigte
diagnosis, and visibility into

resolution Network — Location What S
Management “ - Analytics happening

= il — 4 J—
Network  c— Location-Based
Controls g1 Services

1
Aruba 8400




ARUBA NETWORK ANALYTICS ENGINE AUTOMATES
TROUBLESHOOTING

Relevant historical data
correlated with
configuration changes

Complete telemetry for
all system information

Automated service

impact and root Can capture info from
cause analysis neighbor infrastructure

»

NAE Agents

Intelligent monitoring

‘ ; Notification with
agents ‘always on

automatic diagnostics

It’s like having a 24/7 network technician as part of the network’




Aruba Network Analytics Engine Automates
Troubleshooting

BEFORE

needle in a
haystack
investigation




ARUBA NETWORK ANALYTICS ENGINE AT WORK

A Agents B Scripts —

Actlon(s)

VLANs

© queuve.depthmonitor — ®= © system.resource.monitor —

© system.memory.cpu.monitor —

~ VolP Queue Tx (pk

© acl.count.monitor 5 X O

]

) viancount — &=




TUNNEL NODE FOR UNIFIED POLICY AND DYNAMIC
MICROSEGMENTATION

Aruba Mobility
Controller

ArubaOS-Switch

Core
switch

* Tunnel Node is supported in 2920/2930F/2930M/3810/5400R. S




LEVERAGE HPE Smart Rate (802.3bz) TO BOOST SPEEDS USING

EXISTING CABLING

HPE Smart Rate Multi-gigabit Ethernet e
802.11n -
1GbE
. 2.5GDE  [s5ss vees vevs vees soew sews oy o M
802.11ac "IIIK paeseeds
Wave2 e
; Jl evver vevves rrevey veeees
APs Wired edge Aggregation

 NBASE-T: basis for IEEE 802.3bz standard
« Update to ArubaOS-Switch 16.04 for new IEEE 802.3bz standard




HPE’s Low Total Cost of Ownership

HPE’s Limited Lifetime Warranty

N

Hardware Warranty | ifctime for original owner*
Next-Business ship*
Replacements
Access to all posted SW

Software Updates  '¢leases

Lifetime, 8x5 As long as

Phone Support**  0/ned, 24790 days

N

* For details: hpe.com/networking/warrantysummary
** Best effort, product conformance

aruvba

a Hewlett Packard
Enterprise company

HPE’s licensing simplicity

» Out of box simplicity: HPE switches are
delivered fully licensed for all network OS
features

* No hidden costs: no additional licenses are
required to get full L2/L3 and IPv4/IPv6
dual stack A

/

53
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Personalizing Guest
Experience

Muhammad Ab
—__Senior SE, Jeddah
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What if hotels can personalize
their Guest Experience...

s |
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Engaging your customer as soon
as they are on premise

Greet your loyal customers
with a customized message i " S e

It's happy hour at the Bistro
with 50% off drinks until 7pm

3>
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What Can Venues Do with

Aruba Mobile Engagement?

156 feet

Exit the Museum Shop

Finding their Guest:Ropm

Indoor turn-by-turn directions =

g ) |

R
J ' :
-- v ——
1 SN !
! g

Guest Wi-Fi
Secure and customized network access portal\'_




Location Redefining
Our Dining Experiences

Way-Finding

Indoor turn-by-turn directions to restaurants

Integration with F&B ordering

Order on the application

r' 21 feet

Turn Right

:
L
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Building Conference Applic

Personalized Agenda

based on user credentials
il ] -~ R

Push Notifications
Receives important push information

Interacting with attendees
Conduct surveys and collect data

HPE Hospitality Industry
oY Seminar 2016

17 June 2016
s




Share your location

'\ 4 metres

Turn Left

Share your location profile i
So friends and colleagues can find you easily;




Upsell Services

Increase Share of Wallet

Promote Services and create awareness Hello, M. Yeo

Proximity-based push notifications allow retailers to alerts shopper, Enjoy 50% at the Spa

. : : . . 2 ith the bel
to services based on their dwell-time and their location in the hot e e

View




MOBILE ENGAGEMENT
TO REACH Guests

ClearPass Guest

Aruba Wi-Fi
j Self-registration, app delivery,
personalized advertising in the browser
ClearPass Guest prompts download of Leesl e arseel 2l

personalized content for apps

Meridian-powered app with beacon management

¥

Aruba Beacons Meridian App Platform

1 Mobile App
Indoor wayfinding with blue dot . « [ (AppMaker) o
and notifications based on real- . e Bluetooth () meridian
time position E

+ —_— LTE or Wi-Fi and
— Bluetooth required




Easily, Affordably Build an App




AppMaker: Deliver Self-Guided Wayfinding

Comet Start From

® Sugarcane Lounge

D Palazzo Lobby

D Prestige (23rd Floon Lounge Ele
¥ Links of London

P Lobster ME

QWERTYU I OFP

ASDFGHUJIKL

ZXICVBNM
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AppMaker: Add Location
Services for BluDot Location

@ h 4
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Personalized
Push Notifications

Targeted for most loyal customers

Triggered per location, per campaign

\e
Customized per time-of-day, identity.

-




SDK: Improve Existing Apps with Meridian SDK

SDK: BluDot Kit
for Adding “Blue Dot”
Mapping

jrovid)

STADIUM

SDK: NavKit for
Adding Self-
Guided Mapping

SDK: ZoneKit
for Proximity-Based
Notifications

)\"fimuMwm

eoe gt W LU LU SR L1 =

r? 105 feet
Tem gt




Aruba Beacons with
Bluetooth Low Energy (BLE)

Enterprise-grade and Battery life of 1.5 to 2 years
simple to deploy or USB powered

Compatible with Excellent accuracy

iBeacon API _ (<1m) for location
_ Bluetooth S Tp—

Low latency (<2sec)

Protects user privacy ~ for notifications




Managed BLE beacon infrastructure
for indoor mobile engagement

() meridian |
Battery powered
Bluetooth Low Energy (BLE) Aruba Meridian
Aruba Beacons Aruba 802.11ac Wave 2 mobile app and beacon

with integrated beacon management platform




No Aruba Wi-Fi? No Problem.

Manage Beacons over any Wi-Fi network with
ARUBA SENSOR (AS-100)

Dual band 802.11n 1x1 client radio

Bluetooth Low-Energy (BLE) radio

Advanced Cellular Coexistence (ACC)

Also acts as a normal Beacon with direct AC power plug-
in, with option to power over USB

CONFIDENTIAL © Copyright 2016. Aruba, a Hewlett Packard Enterprise company. All rights reserved




Beacon Analytics to Gain Deeper
Knowledge of Resource Utilization

Presence analytics can be recorded based 0
much smaller distances in terms of presen

' WA\ A \Y N
Same platform for beacon management,
campaigns and analytics

E { e & ‘
orubo .
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Thank You
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