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• AOS-CX Overview
• CLI philosophy and configuration defaults
• Layer-2 configurations

• Ethernet interface ranges
and how to reset an interface to its default values

• VLANs
– VLAN Interoperability
– VLAN ranges

• Link-Aggregation
– Link Aggregation Interoperability

• Layer-3 configurations
• Layer-3 VLAN-Interface
• L3 VLAN interface ranges
• Layer-3 Interface

• Additional Resources
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Aruba CX 8400

Aruba CX Switching Portfolio

Aruba CX 8320

Aruba CX 10000

Aruba CX 8325

Aruba CX 8360

Aruba CX 8100
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End-to-End Portfolio for the Enterprise
Aruba CX 6000/6100

Aruba CX 4100i

Ruggedized

Aruba CX 9300

Self-Healing and Restartable processes

Publish

Notify
PIM

SNMP BGP

MLAG

STP eAPI

IGMPDriver
State  
DB

Network Analytics Engine (NAE)
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IoT and User Security 
Aruba Dynamic Segmentation

High Availability with 
Aruba VSX or VSF

 Live Upgrades

Simplicity from access to data center 
with AOS-CX

Campus and DC Fabrics with
 BGP-EVPN VXLAN with GBP

Data center class performance with 
Gen7 ASIC

Aruba CX Switching
Next-gen switching designed for the network operator

Always-on
PoE

Unified mgmt and intelligent 
configs with Aruba Central

5



Time-Series Database

Aruba Network Analytics Engine

100% REST APIs

Accessible from System, NMS or Cloud 

AOS-CX

State Database

Microservices
Architecture

Modularity Programmability  

Resiliency Elasticity

Source: Gartner - Top Emerging Trends in Cloud Native Infrastructure (May’19)

Faster innovation 
with independent processes

Simplified 
operations

through automation

Stable and reliable
microservices 

design

One operating model from 
edge access

 to data center

Built on cloud-native principles
AOS-CX Operating System
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Unique switch architecture provides management choice
Simplify Operations with a Unified Infrastructure

Central

Cloud-based wired + wireless + SD-
WAN

network management 

Web GUI

Web interface for 
single switch network 

management 

CLI

NetEdit 
for AOS-CX

Fabric Composer

Software-defined orchestration solution for 
enterprise data center networks

COP (Central on-prem)

On-prem 
wired + wireless access
network management
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CLI Configuration



CLI philosophy and configuration defaults



• Intuitive
• Simple
• Short
• Consistent

• Commands are generally based on industry standard
• Port-based configuration vs. VLAN-based
• Port-based configuration vs. feature-based
• The “no” form of a command accept all parameters, even if they are unnecessary in the “no” form
• Enable/Disable commands for specific features

AOS-CX CLI Philosophy
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Industry standard-based CLI 
Configuration Example

interface lag 100
no shutdown
description VSX-link
no routing
vlan trunk native 1
vlan trunk allowed 1,10,20,30,40,201
lacp mode active

interface 1/1/2 
no shutdown
description vsx-link1
lag 100

interface 1/1/3 
no shutdown
description vsx-link2
lag 100

router ospf 1
router-id 99.99.99.2
passive-interface default
area 0.0.0.0

interface vlan201 
vrf attach guest
ip address 10.0.201.2/24

    ip ospf 1 area 0.0.0.0
no ip ospf passive

vrf guest

OSPF Configuration global:

Layer-3 Interface Configuration:

Link-Aggregation: VRF Configuration global:
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• Default configuration of an CX Access switch (6xxx) 
• Ports/interfaces are:

– L2 or Bridging by default
– Members of vlan-1 in access mode by default
– Admin ”up” by default (no shutdown)

• “interface vlan 1” or SVI for vlan-1 is created by default
– DHCPv4 is enabled on interface vlan-1 by default
– ZTP is enabled on interface vlan-1 by default

• HTTP service, REST in read/write mode and WebGUI are enabled by default on “mgmt” and “default” VRF
• SSH server is enabled in ”mgmt” and ”default” VRF
• Spanning-Tree is enabled by default

CX Access Switch Defaults
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Layer-2 configurations



Ethernet interface ranges
and how to reset an interface to its default values
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• Range contexts can be created by specifying the interface range using the below CLI in global 
configuration context.
• ‘ interface <RANGE>’

• Range can be specified using a hyphen ( - ) and / or a comma separated list.
Switch(config)# interface 1/1/1,1/1/7-1/1/8
Switch(config-if-<1/1/1,1/1/7-1/1/8>)#

• On successfully configuring a range of interfaces, the range shall appear on the context prompt

Configuring a range of Physical interfaces
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How to reset an interface to its default values?
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VLANs



VLAN Interoperability
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• End User ports (PCs, Printer,…)
• IP phone ports
• End User + IP phone ports
• Server ports for one VLAN
• Server ports for multiple VLANs
• Switch-to-Switch ports for multiple VLANs
• Link-Aggregation

Switch Port Roles

Server

PC

IP phone IP phone

PC

Link-Aggregation

Server

Switch
(L2-Switch)

Switch
(L2-Switch)

Routing Switch
(L3-Switch)
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Terminology Differences

Switch Port Role AOS-S Switch AOS-CX Switch

End nodes:
PCs, printers, and so on Untagged port Access port

PC + IP Phone
Untagged in data VLAN; tagged in 

voice VLAN
Trunk port with tagged voice VLAN

Switch-to-switch with multiple VLANs Tagged port Trunk port

Link aggregation Trunk port Link Aggregation
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Switch-to-Switch connection
VLAN Configuration Comparison

AOS-S Switch AOS-CX Switch

vlan 1
untagged a1

vlan 2
tagged a1

vlan 3
tagged a1

vlan 1-3

interface 1/1/2 

no shutdown

no routing

vlan trunk native 1

vlan trunk allowed 1-3

A1 1/1/2

AOS-S Switch AOS-CX Switch

Default

Default on Campus switches

Default on Campus switches
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Switch-to-End Node connection
VLAN Configuration Comparison

AOS-S Switch AOS-CX Switch

vlan 10
untagged a1

vlan 10 

interface 1/1/2

no shutdown

no routing

vlan access 10

Default on Campus switches

A1 1/1/2

AOS-S Switch AOS-CX Switch

Default on Campus switches
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Description AOS-S Switch AOS-CX Switch
Port status show interface brief show interface brief

Port counters / utilization show interface <port> show interface <port>

What VLAN are configured? show vlan show vlan

Specific information about a single 
VLAN.

show vlan <vlan-id> show vlan id <vlan-id>

Which untagged VLAN does a port 
belong to?

show vlan ports <port> detail show vlan port <port>,  show interface <port>

Which VLANs are configured on a port? show vlan ports <port> detail show vlan port <port>,  show interface <port>

Which ports exist with more than one 
VLAN

show interface status show interface brief

VLAN
Useful show commands

23



VLAN ranges
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• Range context for VLANs can be created by specifying the VLAN range using the below CLI in global 
configuration context.
• ‘vlan <RANGE>’

• Range can be specified using a hyphen ( - ) and / or a comma separated list.
Switch(config)# vlan 11,12-20
Switch(config-vlan-<11,12-20>)# 

• The range can be specified in any order. User is taken to a context with the range displayed on the 
prompt.
Switch(config)# vlan 10,9,8
Switch(config-vlan-<10,9,8>)# 

Configuring a range of L2 VLANs
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Link Aggregation



Link Aggregation Interoperability
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Static Aggregated Ports

AOS-S Switch AOS-CX Switch

trunk a1-a2 trk30 trunk interface lag 30
no shutdown
no routing

interface 1/1/1 
no shutdown
lag 30

interface 1/1/2 
no shutdown
lag 30

trk30 lag30

Here we do not use 
dynamic aggregation 
protocols like LACP

A2 1/1/2

A1 1/1/1

AOS-S Switch AOS-CX Switch

Default on Campus switches

Default on Campus switches
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IEEE 802.1AX (former 802.3ad)
Dynamic Aggregated Ports using LACP

AOS-S Switch AOS-CX Switch

trunk a1-a2 trk30 lacp interface lag 30
no shutdown
no routing
lacp mode active

interface 1/1/1 
no shutdown
lag 30

interface 1/1/2 
no shutdown
lag 30

trk30 lag30

A2 1/1/2

A1 1/1/1

AOS-S Switch AOS-CX Switch

enable LACP

Default on Campus switches

Default on Campus switches
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Description AOS-S Switch AOS-CX Switch

What ports belong to the 
aggregation?

show trunk show lacp interfaces

Which aggregation does a 
port belong to?

show trunk <port> show lacp interfaces <port>

What load-balancing 
algorithm is used for 
egress traffic?

show trunks load-balance interface … show lacp aggregates

Specific LACP information. show lacp … show lacp …

Link Aggregation
Useful show commands
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Layer-3 configurations



Layer-3 VLAN-Interface
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Layer-3 Interfaces (VLAN-based)

vlan100
  1.1.1.2

Network 1.1.1.0/30

int vlan 100
  1.1.1.1

Network 2.2.2.0/24 Network 3.3.3.0/24

User Network 1 Transfer Network User Network 2 

AOS-CX SwitchAOS-S Switch

1/1/2A1
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Layer-3 Interfaces (VLAN-based)

AOS-S Switch AOS-CX Switch
Layer-3 VLAN configuration:

vlan 100
untagged a1
ip address 1.1.1.2 255.255.255.252

Enabled layer-2 protocols by default:
- HP stacking (on most switches)
- LLDP

Layer-2 protocols need to be disabled per port if globally 
enabled:
Spanning-tree:
(config)# spanning-tree a1 bpdu-filter

Layer-3 VLAN configuration:

vlan 100

interface 1/1/2
no shutdown
no routing
vlan access 100

interface vlan 100
no shutdown
ip address 1.1.1.1/30

Enabled layer-2 protocols by default:
- LLDP
- Spanning-Tree

Layer-2 protocol to be disabled per port:
Spanning-tree:
interface 1/1/2

spanning-tree bpdu-filter

A separate VLAN for the transfer layer-3 network is required 

Default on Campus switches

Default on Campus switches

34



L3 VLAN interface ranges
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• Range contexts can be created by specifying the interface VLAN range using the below CLI in global 
configuration context.
• ‘ interface vlan <RANGE>’

• Range can be specified using a hyphen ( - ) and / or a comma separated list.
Switch(config)# interface vlan 1-3,5-6
Switch(config-if-vlan-<1-3,5-6>)#

• Any Interface VLAN can only be created if corresponding VLAN is already configured. If one or more 
interface vlans does not have corresponding VLAN(s) configured, they shall not be configured, and user 
will not be taken to the range context.

Configuring a range of L3 VLANs ( Interface VLAN )
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Layer-3 Interfaces (interface-based)

Network 1.1.1.0/30

Network 2.2.2.0/24 Network 3.3.3.0/24

User Network 1 Transfer Network User Network 2 

AOS-CX SwitchAOS-S Switch

vlan100
  1.1.1.2

int 1/1/2
  1.1.1.1

1/1/2A1

37



Layer-3 VLAN-Interface
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Layer-3 Interfaces (interface-based)

AOS-S Switch AOS-CX Switch

Layer-3 VLAN configuration:

vlan 100
untagged a1
ip address 1.1.1.2 255.255.255.252

Enabled layer-2 protocols by default:
- HP stacking (on most switches)
- LLDP

Layer-2 protocols need to be disabled per port if 
globally enabled:
Spanning-tree:
(config)# spanning-tree a1 bpdu-filter

Layer-3 interface configuration:

interface 1/1/2
no shutdown
routing
ip address 1.1.1.1 255.255.255.252

Enabled layer-2 protocols by default on L3 interface:
- LLDP

No direct IP address configuration 
on interface possible. VLAN-based 
approach is needed on AOS-S

Default on DC switches

Default on Campus switches
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Description AOS-S Switch AOS-CX Switch

What IP addresses are 
configured?

show ip show ip interfaces brief

Details of IP interfaces show run vlan <id> show ip interface <port/vlan>

What IP-MTU is used show jumbos show ip interface <port/vlan>

What does the routing 
table look like?

show ip route … show ip route …

IP addressing
Useful show commands
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Additional Resources



Documents
AOS-S / AOS-CX Switch Interoperability
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https://support.hpe.com/hpesc/public/docDisplay?docLocale=en_US&docId=emr_na-c04793912


Official Switching Fundamentals Trainings & Books

• Aruba OS-CX Switching Fundamentals, Rev. 20.21
• Aruba OS-CX Switching Fundamentals eLearning 

+ Self-directed lab
• (4-Hour) Self-Directed Lab - Aruba OS-CX 

Switching Fundamentals (ACSA)

Aruba Certified Switching Associate Official 
Certification Study Guide (HPE6-A72)
• Hardcover
• eBook 
• Kindle Edition

Aruba Certified Associate -
Campus Access (HPE6-A85)
• Hardcover
• eBook
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https://inter.viewcentral.com/events/cust/search_results.aspx?cid=aruba&pid=1&lid=15&tstamp=1700071162307&event_id=599
https://inter.viewcentral.com/events/cust/search_results.aspx?cid=aruba&pid=1&lid=15&tstamp=1700071162307&event_id=705
https://inter.viewcentral.com/events/cust/search_results.aspx?cid=aruba&pid=1&lid=15&tstamp=1700071162307&event_id=705
https://inter.viewcentral.com/events/cust/search_results.aspx?cid=aruba&pid=1&lid=15&tstamp=1700071162307&event_id=687
https://inter.viewcentral.com/events/cust/search_results.aspx?cid=aruba&pid=1&lid=15&tstamp=1700071162307&event_id=687
https://hpepress.hpe.com/product/Aruba+Certified+Switching+Associate+Official+Certification+Study+Guide+HPE6-A72-Hardcover-19378
https://hpepress.hpe.com/product/Aruba+Certified+Switching+Associate+Official+Certification+Study+Guide+HPE6-A72-Hardcover-19378
https://hpepress.hpe.com/product/Aruba+Certified+Associate+-+Campus+Access+Official+Certification+Study+Guide+HPE6-A85-Hardcover-19776
https://hpepress.hpe.com/product/Aruba+Certified+Associate+-+Campus+Access+Official+Certification+Study+Guide+HPE6-A85-Hardcover-19776


Free Switching Fundamental Online Courses

Networking Essentials eLearning
• Communication
• Packet encapsulation
• Protocols
• VLANs or Virtual LANs
• Link-Aggregation
• Static and dynamic routing

ArubaOS-CX virtual switchesAruba Campus Access Essentials eLearning
• Networking fundamentals
• Types of networking devices 
• Switching fundamentals and VLANs
• IP addressing and routing
• Aruba WLAN
• Aruba Central Management
• VSX switching virtualization 
• Aruba Gateways
• Aruba WLAN tunneled and mixed mode 
• Secure WLAN & 802.1X authentication
• Wired Port Access & Dynamic 

Segmentation
• VXLAN & Group-Based Policies 44

https://inter.viewcentral.com/events/cust/search_results.aspx?cid=aruba&pid=1&lid=15&tstamp=1700071162307&event_id=641
https://inter.viewcentral.com/events/cust/search_results.aspx?cid=aruba&pid=1&lid=15&tstamp=1700071497780&event_id=767
https://inter.viewcentral.com/events/cust/search_results.aspx?cid=aruba&pid=1&lid=15&tstamp=1700071617641&event_id=814


AOS-CX Switch Feature Navigator and Documentation Portal
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https://feature-navigator.arubanetworks.com/
https://www.arubanetworks.com/techdocs/AOS-CX/help_portal/Content/home.htm


Aruba Documentation Portal und Validated Solution Guide (VSG)
Validated Solution Guide (VSG)
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https://www.arubanetworks.com/techdocs/VSG/
https://www.arubanetworks.com/techdocs/ArubaDocPortal/content/docportal.htm


Aruba Airheads Community

community.arubanetworks.com
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https://community.arubanetworks.com/home


Airheads Broadcasting Channel
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https://www.youtube.com/@AirheadsBroadcasting
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