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Aruba CX Switching Portfolio Aruba CX 9300

Aruba CX 10000

100% RESTful i b
e AOS-CX e

Micro-Services Time-Series
State Database —
Architecture Database

Publish X

Aruba CX 8400

Self-Healing and Restartable processes

Network Analytics Engine (NAE)

Aruba CX 6400

" Aruba CX 6300

Aruba CX 6200

Aruba CX 6000/6100
End-to-End Portfolio for the Enterprise



Aruba CX Switching
Next-gen switching designed for the network operator

Simplicity from access to data center Unified mgmt and intelligent Campus and DC Fabrics with
with AOS-CX configs with Aruba Central BGP-EVPN VXLAN with GBP

High Availability with loT and User Security Data center class performance with

Aruba VSX or VSF Aruba Dynamic Segmentation Gen7 ASIC
O
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Always-
s 1L

Live Upgrades
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AOS-CX Operating System

Built on cloud-native principles

Accessible from System, NMS or Cloud

Programmability i
| Aruba Network Analytics Engine
: : Simplified |
Faster innovation operaTions | 8

1007% REST APIs

Modularity

Resiliency Elasticity
State Database

Stable and reliable One operating model from

microservices edge access

design to data center Microservices

Architecture

Gartner

: Source: Gartner - Top Emerging Trends in Cloud Native Infrastructure (May’19) I



Simplify Operations with a Unified Infrastructure
Unique switch architecture provides management choice

On-prem
— wired + wireless access
Web interface for network management
single switch network
management
a8
. Cloud-based wired + wireless + SD-
Software-defined orchestration solution for WAN
enterprise data center networks
or AOS.CX network management
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AOS-CX CLI Philosophy

e Intuitive

e Simple

e Short

e Consistent

e Commands are generally based on industry standard
« Port-based configuration vs. VLAN-based
e Port-based configuration vs. feature-based
e The “no” form of a command accept all parameters, even if they are unnecessary in the “no” form
o Enable/Disable commands for specific features

10



Industry standard-based CLlI
Configuration Example

Link-Aggregation:

interface lag 100
no shutdown
description VSX-link
no routing
vlan trunk native 1
vlan trunk allowed 1,10,20,30,40,201
lacp mode active

interface 1/1/2
no shutdown
description vsx-linkl
lag 100

interface 1/1/3
no shutdown
description vsx-1link2
lag 100

—

VRF Configuration global:

OSPF Configuration global:

router ospf 1
router-id 99.99.99.2
passive-interface default
area 0.0.0.0

Layer-3 Interface Configuration:
interface vlan201

ip address 10.0.201.2/24
ip ospf 1 area 0.0.0.0
no ip ospf passive
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CX Access Switch Defaults

e Default configuration of an CX Access switch (6xxx)

« Ports/interfaces are:
— L2 or Bridging by default
—Members of vlan-1 in access mode by default
— Admin "up” by default (no shutdown)
e “interface vlan 1” or SVI for vlan-1 is created by default
— DHCPvV4 is enabled on interface vlan-1 by default
—ZTP is enabled on interface vlan-1 by default
e« HTTP service, REST in read/write mode and WebGUI are enabled by default on “mgmt” and “default” VRF

e SSH server is enabled in "7mgmt” and "default” VRF
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Eihernet mterface ranges .
and how to reset an interface to its default values




Configuring a range of Physical interfaces

» Range contexts can be created by specifying the interface range using the below CLI in global
configuration context.

e ‘interface <RANGE>’

e Range can be specified using a hyphen (-) and / or a comma separated list.
Switch(config)# interface 1/1/1,1/1/7-1/1/8
Switch(config-if-<1/1/1,1/1/7-1/1/8>)#

e On successfully configuring a range of interfaces, the range shall appear on the context prompt
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How to reset an interface to its default values?

defaunlt interface <INTERFACE-ID>

Description
Sets an interface (or a range of interfaces) to factory default values.

Parameter Description

<INTERFACE-ID> Specifies the ID of a single interface or range of interfaces. Format:
member/slot/port or member/slot/port-member/slot/port to specify a range.

Examples
On the 6400 Switch Series, interface identification differs.

Resetting an interface:

switch(config) #default interface 1/1/1

Resetting an range of interfaces:

switch(config) # default interface 1/1/1-1/1/10

—
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Switch Port Roles

e End User ports (PCs, Printer,...)
e |P phone ports
e End User + IP phone ports
e Server ports for one VLAN
e Server ports for multiple VLANs
e Switch-to-Switch ports for multiple VLANs
e Link-Aggregation
Routing Switch
(L3-Switch)

Switch 99
(L2-Switch) | &

—\

™~ Link-Aggregation

=5
~ Server

Switch
(L2-Switch)

IP phone

o —. .

IP phone

19



Terminology Differences

End nodes:

PCs, printers, and so on Untagged port Access port

Untagged in data VLAN; tagged in

PC + IP Phone .
voice VLAN

Trunk port with tagged voice VLAN

Switch-to-switch with multiple VLANSs Tagged port Trunk port

: | 20




VLAN Configuration Comparison
Switch-to-Switch connection

vlian 1
untagged al <«——| Default

vlian 2
tagged al

vlan 3
tagged al

vlian 1-3
interface 1/1/2
no shutdown

no routing

<+—— Default on Campus switches

<«— Default on Campus switches

vlan trunk native 1

vlan trunk allowed 1-3

‘659
é:é Al

AQOS-S Switch

1/1/2

3

AOS-CX Switch
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VLAN Configuration Comparison
Switch-to-End Node connection

vlan 10
untagged al

IS

vlian 10
interface 1/1/2

no shutdown <+—— Default on Campus switches

no routing <+—— Default on Campus switches

vlan access 10

AOS-CX Switch

AOS-S Switch
P

Al

-

1/1/2

\\"



Useful show commands
V

LAN
Description | AOS-SSwitch | AOS-CXSwitch
_ show interface brief show interface brief

Port counters / utilization show interface <port> show interface <port>
What VLAN are configured? show vlan show vlan

Specific information about a single show vlan <vlan-id> show vlan id <vlan-id>
\"/W.\'R

Which untagged VLAN does a port show vlan ports <port> detail show vlan port <port>, show interface <port>
belong t0?

T R T X i N L T laed show vlan ports <port> detail show vlan port <port>, show interface <port>
Which ports exist with more than one show interface status show interface brief

\U¥.\,

I]
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Configuring a range of L2 VLANSs

» Range context for VLANSs can be created by specifying the VLAN range using the below CLI in global
configuration context.

e ‘vlan <RANGE>’

e Range can be specified using a hyphen (-) and / or a comma separated list.
Switch(config)# vlan 11,12-20
Switch(config-vlan-<11,12-20>)#

e The range can be specified in any order. User is taken to a context with the range displayed on the
prompt.
Switch(config)# vlan 10,9,8
Switch(config-vlan-<10,9,8>)#

25
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Static Aggregated Ports

trunk al-a2 trk30 trunk

interface lag 30

no shutdown <+—— Default on Campus switches

no routing S

Default on Campus switches

interface 1/1/1
no shutdown
lag 30

interface 1/1/2
no shutdown

— | Al
[g
A2

AOS-S Switch

trk30

lag 30
1/1/1 \
1/1/2

Here we do not use
dynamic aggregation
protocols like LACP

lag30 AOS-CX Switch
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Dynamic Aggregated Ports using LACP
IEEE 802.1AX (former 802.3ad)

trunk al-a2 trk30 lacp interface lag 30
no shutdown <+—— Default on Campus switches
no routing <+—— Default on Campus switches

<+—— enable LACP

interface 1/1/1
no shutdown
lag 30

interface 1/1/2
no shutdown
lag 30

—> | Al 1/1/1
[g :]
A2 1/1/2

1 AOS-S Switch trk30 lag30 AOS-CX Switch




Useful show commands
Link Aggregation

| Descripfin | Aossswih | AosCxswih

What ports belong to the show frunk show lacp interfaces
aggregation?

Which aggregation does a show trunk <port> show lacp interfaces <port>
port belong t0?

What load-balancing show trunks load-balance interface ... show lacp aggregates
algorithm is used for

egress traffic?

Specific LACP information. AL show lacp ...
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Layer-3 Interfaces (VLAN-based)

Network 1.1.1.0/30
N 7
Al 1/1/2 Q e
Network 2.2.2.0/24 6: x—): >
\l/ vlan100 int vlan 100 “ A k-
\’ . 1112 1111 :
‘ AOS-S Switch AOS-CXSwitch ||l
- N
User Network 1 Transfer Network User Network 2



Layer-3 Interfaces (VLAN-based)

Layer-3 VLAN configuration:

Layer-3 VLAN configuration:

vlan 100
untagged al
ip address 1.1.1.2 255.255.255.252

Enabled layer-2 protocols by default:

- HP stacking (on most switches)
- LLDP

Layer-2 protocols need to be disabled per port if globally

enabled:
Spanning-tree:

(config) # spanning-tree al bpdu-filter

—

vlan 100
interface 1/1/2

no shutdown <«—

Default on Campus switches

no routing -

Default on Campus switches

vlan access 100

interface vlan 100
no shutdown

ip address 1.1.1.1/30

Enabled layer-2 protocols by default:

- LLDP
- Spanning-Tree

Spanning-tree:
interface 1/1/2

A separate VLAN for the transfer layer-3 network is required

Layer-2 protocol to be disabled per port:

spanning-tree bpdu-filter

34
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Configuring a range of L3 VLANSs ( Interface VLAN)

» Range contexts can be created by specifying the interface VLAN range using the below CLI in global
configuration context.

e ‘interface vlan <RANGE>’

e Range can be specified using a hyphen (-) and / or a comma separated list.
Switch(config)# interface vlan 1-3,5-6
Switch(config-if-vlan-<1-3,5-6>)#

e Any Inferface VLAN can only be created if corresponding VLAN is already configured. If one or more
interface vlans does not have corresponding VLANC(s) configured, they shall not be configured, and user
will not be taken to the range context.



Layer-3 Interfaces (interface-based)

Network 1.1.1.0/30

-

| Al
Network 2.2.2.0/24 -
\l/ vlan100 int1/1/2

\’ . 1112 1111
< . AOS-S Switch AOS-CX Switch \ !

User Network 1 Transfer Network User Network 2
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Layer-3 Interfaces (interface-based)

Layer-3 VLAN configuration: | \ girect I address configuration Layer-3 interface configuration:
vlan 100 on interface possible. VLAN-based interface 1/1/2
hi ded on AOS-S .
untagged al aPPToach 15 needed on no shutdown <«— Default on Campus switches
ip address 1.1.1.2 255.255.255.252 <+—— Default on DC switches

ip address 1.1.1.1 255.255.255.252

Enabled layer-2 protocols by default: Enabled layer-2 protocols by default on L3 interface:
- HP stacking (on most switches) - LLDP
- LLDP

Layer-2 protocols need to be disabled per port if
globally enabled:

Spanning-tree:
(config) # spanning-tree al bpdu-filter

: | 39



Useful show commands
IP addressing

| Descripfin | AosSswih | AosCXswih

What IP addresses are show ip show ip interfaces brief
configured?

Details of IP interfaces show run vlan <id> show ip interface <port/vlan>

What IP-MTU is used show jumbos show ip interface <port/vlan>

What does the routing show ip route ... show ip roufte ...
table look like?







AOS-S / AOS-CX Switch Interoperability

Documents

CL| Reference Guide for
Aruba05s-CX, ArubaOS-Switch,
and Cisco 10S

Endarpe G campay
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https://support.hpe.com/hpesc/public/docDisplay?docLocale=en_US&docId=emr_na-c04793912

Official Switching Fundamentals Trainings & Books

w a W L]

? :
i i
: :
: - d Associate -
2 rtified ; Aruba Certifie
NETHORES i ?:;:m::g Associate > Campus Accesime
: Official Certification Snady Guide E official EE"'-'W;:“ Sty G
Aruba OS CX Switching Fundamentals § [Eu:afl‘lHPEﬁ""n: E fexam HPEG-A0%
..E i Cerfication and Learind :,, P Certification and Learming
R —— 3 i s T
b : ]
TRAINING MANUAL é §
8 : .
: arubo | ¢ arvbo
‘/’ ; .
Aruba OS-CX Switching Fundamentals, Rev. 20.21 Aruba Certified Switching Associate Official Aruba Certified Associate -
Aruba OS-CX Switching Fundamentals eLearning Certification Study Guide (HPE6-A72) Campus Access (HPE6-A85)
+ Self-directed lab * Hardcover * Hardcover
(4-Hour) Self-Directed Lab - Aruba OS-CX * eBook * eBook
Switching Fundamentals (ACSA) * Kindle Edition

—


https://inter.viewcentral.com/events/cust/search_results.aspx?cid=aruba&pid=1&lid=15&tstamp=1700071162307&event_id=599
https://inter.viewcentral.com/events/cust/search_results.aspx?cid=aruba&pid=1&lid=15&tstamp=1700071162307&event_id=705
https://inter.viewcentral.com/events/cust/search_results.aspx?cid=aruba&pid=1&lid=15&tstamp=1700071162307&event_id=705
https://inter.viewcentral.com/events/cust/search_results.aspx?cid=aruba&pid=1&lid=15&tstamp=1700071162307&event_id=687
https://inter.viewcentral.com/events/cust/search_results.aspx?cid=aruba&pid=1&lid=15&tstamp=1700071162307&event_id=687
https://hpepress.hpe.com/product/Aruba+Certified+Switching+Associate+Official+Certification+Study+Guide+HPE6-A72-Hardcover-19378
https://hpepress.hpe.com/product/Aruba+Certified+Switching+Associate+Official+Certification+Study+Guide+HPE6-A72-Hardcover-19378
https://hpepress.hpe.com/product/Aruba+Certified+Associate+-+Campus+Access+Official+Certification+Study+Guide+HPE6-A85-Hardcover-19776
https://hpepress.hpe.com/product/Aruba+Certified+Associate+-+Campus+Access+Official+Certification+Study+Guide+HPE6-A85-Hardcover-19776

Free Switching Fundamental Online Courses

Aruba Campus ArubaOS-CX —
Networking Essentials Access Essentials Virtual Switch < 1

Lab 101 A

elLearning eLearning

Networking Essentials eLearning Aruba Campus Access Essentials eLearning ArubaOS-CX virtual switches
* Communication *  Networking fundamentals

* Packet encapsulation *  Types of networking devices

* Protocols e  Switching fundamentals and VLANs

* VLANSs or Virtual LANs * |IP addressing and routing

* Link-Aggregation * Aruba WLAN

* Static and dynamic routing *  Aruba Central Management

*  VSX switching virtualization

*  Aruba Gateways

*  Aruba WLAN tunneled and mixed mode

*  Secure WLAN & 802.1X authentication

*  Wired Port Access & Dynamic
Segmentation

: * VXLAN & Group-Based Policies | 44


https://inter.viewcentral.com/events/cust/search_results.aspx?cid=aruba&pid=1&lid=15&tstamp=1700071162307&event_id=641
https://inter.viewcentral.com/events/cust/search_results.aspx?cid=aruba&pid=1&lid=15&tstamp=1700071497780&event_id=767
https://inter.viewcentral.com/events/cust/search_results.aspx?cid=aruba&pid=1&lid=15&tstamp=1700071617641&event_id=814

AOS-CX Switch Feature Navigator and Documentation Portal

|
Product Type Platform
Fixed X CX6100 * CX6200 *
ACL Feature
Client-telemetry ~ Port Access Security
L2 features Downloadable Gateway Role
v
& (3 festures Downloadable Gateway Role per port
M L3 features - securi
- & Downloadable Gateway Role per
L3 features - tunnels b
Management Downloadable User Roles per port
B Management - security Downloadable User Roles per system
Multicast External Captive Portal URL Hashing
for ClearPass
OS5PFv2
Framed IP address in RADIUS requests
OSPFv3
High-Avallability for 802.1X Supplicants
POE
: Local MAC Authentication - entries per
Policy MAC group
Port Local MAC Authentication - entries per
system
Port Access Security
Local MAC Authentication - number of
Qo5 MAC groups
RIF/RIPNg Local User Roles per system

Aruba Switch Feature Navigator

Explore and Compare Switch features for each platforms and software releases

COMPARE RELEASES

License Type

Founda.. * Advan..
Premi... x

W Hide Common Features &)

Noze - The scale number values are Uni-Dimensional values;

Scale Numbers

Scale values depicted below are from the latest SW release.

X 6100

x

10.06.0001

10.06.0001

10.06.0001

10.06.0001

10.06.0001

64

1024

32

10.06.0100

10.06.0100

10.06.0100

10.04.1000

10.04.1000

10.04.1000

10.04.1000

10.04.1000

10.05.0001

10.05.0001

10.05.0001

10.04.1000

CX 6200

32

32

2048

32

s j
™= -l L]

. - . | . ey A
9S-CX Switch Software Docdmentation Por

-

dﬂ

410

AQ5-CX software documentation for 4100 Switch
series

L

6000

AQS-CX software documentation for 6000 Switch
series

6100

AQS5-CX software documentation for 6100 Switch
SEeries

6200
AQ5-CX software documentation for 6200 Switch
series

About this portal...

[#2)

1

AQS5-CX software documentation for 8100 Switch
series

8320

AQS-CX software documentation for 8320 Switch
series

)
8325

AQS5-CX software documentation for 8325 Switch
series

AQ5-CX software documentation for 8360 Switch
series

Additional Resources

Download the latest AOS5-CX Software from the
Aruba Support Portal.
AOQS-CX 10.12
ADS-CX 10.11
AQS-CX 10,10

Data Center Networking

Overview of Remote Direct Memory Access over
Converged Fthernet

B

Video Tutorials

View video tutorials and feature demos
on the Arubga Airheads Broadcasting Channel

Aruba ADS-CX Basics

ADS-CX Software Release Technical Update
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https://feature-navigator.arubanetworks.com/
https://www.arubanetworks.com/techdocs/AOS-CX/help_portal/Content/home.htm

aruba

a Hewlett Packard
Enterprise company

About this portal...

Aruba Central

Aruba Central is a cloud-based networking solution
with Al-powered insights, workflow automartion,
and edee-to-cloud securitv that empowers IT to

ArubaOSs

ArubaO5 is the Operating System (OS] for all Aruba
mobility controllers, virtual mobility contrellers,

minhiliry masrer and canrroller manased wireless

Aruba Hardware

View Installation Guides, Startup Guides, and
safety and regulatory informartian in all available
lanFuares for arcess noints swirches hearnns

Aruba Instant

Aruba Instant is a simple, easy to deploy wrn-key
WLAN sclution consisting of one or more APs, An
Frherner norr with routahle connectivite ro rhe

Aruba User Experience Insight

Aruba User Experience Insight (UXI) is an
innovative digital experience monitoring sclution
that nravides Al-nowered insichr= intn end-nser

Ll \
A‘r_'uba Documenlation‘

"
L}

Aruba Central (on-premises)

Aruba Central (on-premises) is a variant of Aruba
Cenrral, a SAAS platferm that offers you a single
intellizent consecle to monitor. analvze. and

Aruba ClearPass

Aruba ClearPass lets network administrators
create and enforce network access security policies
for devires nsers and annlicarians in order 1o

Airwave

Aruba AirWave is a versatile muld-vendor wired
and wireless network management solution that
=zimnlifies dav-ra-dav aneratinns for larse-zcale

Aruba Instant On

The Aruba Instant On Solution is a simple, fast, and
secure solution designed for small business
netwnrks. Itis an affardahle ro own and sasv-ro-

Aruba NetEdit

Aruba NetEdit provides automation of search, edit,
validaticn, deployment, and auditing for network
confieuratinns. Ariha NetFdir suonorrs inrellisent

orta

.‘.' o
l

-

AQS-CX

AQS-CX is a modern, database-driven
network switch cperating system that
delivers aurnmarinn disrrihured

AQS-5

The AQS-5 Switch series is a mabile
campus-access solution for enterprises,
small- and medium-size businesses. and

Aruba Fabric Composer

Aruba Fabric Composer is an intelligent,
APl-based, software-defined
nrchestration snlutinn rhar siminlifies

HPE Aruba Networking Virtual

Intranet Access (VIA)
The HPE Aruba Networking Virtual

Aruba Documentation Portal und Validated Solution Gui

HPE:5

< Deple

Introduct

n
Campus Network Overview
= Wired Connectivity
=

s Services

Campus Switch Reference
Configuration

Validated Hardware and
Software

Nireless Connectivity

de (VSG)

Validated Solution Guide (VSG)

B 26-0ct-23

Deploying the Campus Network

The design referenced in this deplaymsnt gui

Campus design guide. Thiz topology imples

t: 0ss the campus. All switck
management VLAN.
The

interfaces using th

ween the core and aggregation |3
172.18.X2{ Shared services sucl

address ran.

and ClearPass are connected to the servic
k rides

switches and ADS 10 gateways dusl-connected in the senvics:

aggregation layer which has address spaces in the 10200
din the

range. The wirgless natw

n top of th red network using APs conne:

gregation switches. The physical |

of the network with switches, APz and gatey well 3z the

in the following disgram.

Campus Topology

Services

Aruba Cloud Services

Legend
— Layer3

Layer2
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https://www.arubanetworks.com/techdocs/VSG/
https://www.arubanetworks.com/techdocs/ArubaDocPortal/content/docportal.htm

Aruba Airheads Community

asrheads

COMMUNITY

DISCUSSION / TOFSC THREAD.

Wired Intelligent Edge

Discussion  Support =  Technical Product Detads  Communty Learring

—

Aggregation, and ALCRSS laper switshifs. DECUSs the latest features and
functionality of the ArubaOS-Switch and Afuba0S-CX devices, and find ways to
imgrove security across yedr natwork 1 bring together a mabile firs1 salution

COMMUNITY HOME

your the Aruba Core,

&

piscussion MEMBERS EER

LAG between two 8320 clusters for multiple VLANs

1. LAG between two 8320 clusters for multiple VLANs

VLAN each

that would carry multiple other VLANS. | was using 1/

eip!
peopie had some issues doing something with LAG, | forget
row of ports on the swithces...

ot 83205, | pus

are warking except Instoad of vian access # 1 am using vian trunk allowed #.8,#

ff hand, but | remember one thing said not sue the battom

Recent Threads
All C(_}rnmunities

asrheads

COMMUNLTY S

2 member
raries?
son Grayce
Community Management

Hi Loretta, We've used a process similar to #1.
Instead of a standalone library

: of Ads in Discussion Forum
Chris Miller
Desi £

sort by theead
My company has been selling ads in the
dicussion forum for a client, and we are now la..

ir Committee

Community Management

I'm looking to enhance the effectiveness of our
committee work

n Registration
falters

Annual Meeting

0 tess warked. | was

WLANS? | read somewhere a few times that

I've very excited about the great selecy
sessions available for our upcoming comresence

asrheads

COMMUNITY

community.arubanetworks.com
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https://community.arubanetworks.com/home

Airheads Broadcasting Channel

Airheads Broadcasting

@AirheadsBroadcasting - 30.6K subscribers - 984 videos

Home Videos Playlists Community Q

Created playlists

HPE ... STACKSTORM HPE.....
nuTu Hn!'“" N Orchestrator

< : | 3 -
| = J R ' :
» 47 videos » 9videos g » 6videos

SD-Wan Feature Stackstorm Automation SD-WAN Deep Dive into the

Orchestrator Monitoring Flows...
View full playlist View full playlist renestrator Monttoring Hows

View full playlist

HPE.....

HPE 2

SD-WAN Troubleshooting = 4
e a Automation &
» 19 videos m series » 13 videos

Aruba Cloud Auth Video Series  Aruba RESTful Automation

SD-WAN How-To's

YouTube

This channel is created for all network engineers out there. We will upload short videos tha.. >

= Sorthy

HPE 225 o - b

AOS-CX 10.12
Helease Update

ﬁii 6 videos

» 26 videos X
AOS-CX 10.12 Software Release HPE Aruba CX 8100 HPE Aruba Networking
Update View full playlist TechFlash
View full playlist View full playlist
Fp - —
EVPN-VXLAN {eramsian Config
ArubaOSs 10 Explainer

EVPN-VXLAN Explainer

Aruba0s 10 EVPN-VXLAN Config From

48


https://www.youtube.com/@AirheadsBroadcasting
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